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N E W S S e c u r i t y  N e w s

H a c k e r s  A t t a c k  U S  W e a t h e r  S e r v i c e

Source: http://www.theaustralian.com.au

The US National Weather Service computer network was hacked with a group from Kosovo 
claiming credit and posting sensitive data, security experts said recently.

Data released by the Kosovo Hackers Security group includes directory structures, sensitive 
files from the web server, and other data that could enable later access, according to 
Chrysostomos Daniel of the security firm Acunetix.

"The hacker group stated that the attack is a protest against the US policies that target Muslim 
countries," Daniel said.

Moreover, the attack was a payback for hacker attacks against nuclear plants in Muslim 
countries, according to a member of the hacking group who said, "They hack our nuclear plants 
using STUXNET and FLAME-like malwares, they are bombing us 24-7, we can't sit silent -- hack 
to payback them."

O ctober 20, 2012 11:28AM

Hackers Attack US Weather Service
THE US National W eather Service computer network was hacked w ith  a group from  Kosovo 
claiming credit and posting sensitive data, security experts said Friday.

Data released by the Kosovo Hackers Security group includes directory structures, sensitive files 
o f the Web server and other data that could enable later access, according to Chrysostomos 
Daniel o f the security firm  Acunetix.

"The hacker group stated that the attack is a protest against the US policies tha t target Muslim 
countries," Daniel said.

"Moreover, the attack was a payback fo r hacker attacks against nuclear plants in Muslim
countries, according to a member of the hacking group who said, "They hack our nuclear plants
using STUXNET and FLAME-like malwares, they are bombing us 24-7, we can't sit silent — hack
to payback them ." .
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Paul Roberts, writing on the Sophos Naked Security blog, said the leaked information includes a 
list of administrative account names, which could open the hacked servers to subsequent 
"brute force attacks."

"Little is known about the group claiming responsibility for the attack," he said.

"However, they allege that the weather.gov hack was just one of many US government hacks 
the group had carried out and that more releases are pending."

© 2011 CBS Interactive. A ll rights reserved.
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In the previous modules, you learned about foot printing and scanning networks. The 
next phase of penetration testing is enumeration. As a pen tester, you should know the 
purpose of performing enumeration, techniques used to perform enumeration, where you 
should apply enumeration, what information you get, enumeration tools, and the 
countermeasures that can make network security stronger. All these things are covered in this 
module. This module will familiarize you with the following:

Q UNIX/Linux Enumeration 

0 LDAP Enumeration 

0 NTP Enumeration 

0 SMTP Enumeration 

0 DNS Enumeration 

0 Enumeration Countermeasures 

0 Enumeration Pen Testing

© What Is Enumeration?

© Techniques for Enumeration

© Services and Ports to Enumerate

© NetBIOS Enumeration

© Enumerate Systems Using Default 
Passwords

© SNMP Enumeration
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4 \  M o d u l e  F l o w

In order to make you better understand the concept of enumeration, we have divided 
the module into various sections. Each section deals with different services and ports to 
enumerate. Before beginning with the actual enumeration process, first we will discuss 
enumeration concepts.

^  Enumeration Concepts ^  NTP Enumeration

!t_  ̂ NetBios Enumeration
.-י׳
^ SMTP Enumeration

SNMP Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration Enumeration Pen Testing

This section briefs you about what enumeration is, enumeration techniques, and services and 
ports to enumerate.
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C E HW h a t  I s  E n u m e r a t i o n ?

J  In th e  e n u m e ra tio n  phase, a tta c k e r c re a te s  a c t iv e  c o n n e c tio n s  to  sys te m  and  p e r fo rm s  

d ire c te d  q u e r ie s  to  ga in  m o re  in fo rm a t io n  a b o u t th e  ta rg e t

a

J  A tta cke rs  use e x tra c te d  in fo rm a t io n  to  id e n t i fy  sys te m  a tta c k  p o in ts  an d  p e r fo rm  p a s s w o rd  

a tta c k s  to  ga in  u n a u th o r iz e d  access to  in fo rm a t io n  sys tem  re source s

J  E n u m e ra tio n  te c h n iq u e s  a re  co n d u c te d  in an in t r a n e t  e n v ir o n m e n t
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W h a t  I s  E n u m e r a t i o n ?

Enumeration is defined as the process of extracting user names, machine names, 
network resources, shares, and services from a system. In the enumeration phase, the attacker 
creates active connections to the system and performs directed queries to gain more 
information about the target. The attacker uses the gathered information to identify the 
vulnerabilities or weak points in system security and then tries to exploit them. Enumeration 
techniques are conducted in an intranet environment. It involves making active connections to 
the target system. It is possible that the attacker stumbles upon a remote IPC share, such as 
IPC$ in Windows, that can be probed with a null session allowing shares and accounts to be 
enumerated.
The previous modules highlighted how the attacker gathers necessary information about the 
target without really getting on the wrong side of the legal barrier. The type of information 
enumerated by attackers can be loosely grouped into the following categories:

Information Enumerated by Intruders:

9 Network resources and shares 

9 Users and groups

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 4 0



E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e r

E n u m e r a t i o n

9 Routing tables 

9 Auditing and service settings 

9 Machine names 

9 Applications and banners 

9 SNMP and DNS details
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T e c h n i q u e s  f o r  E n u m e r a t i o n  C E H
IUkjI NMhM

Extract inform ation 
using DNS Zone 

Transfer

E x tra c t u s e r g ro u p s  

fro m  W in d o w s

E x tra c t u se r n a m e s  

u s in g  e m a il IDs

E x tra c t u se r n a m e s  

u s in g  S N M P

Extract in fo rm ation 
using the default 

passwords

T e c h n i q u e s  f o r  E n u m e r a t i o n

^  In the enumeration process, an attacker collects data such as network users and 
group names, routing tables, and Simple Network Management Protocol (SNMP) information. 
This module explores possible ways an attacker might enumerate a target network, and what 
countermeasures can be taken.

The following are the different enumeration techniques that can be used by attackers: 

E x t r a c t  u s e r  n a m e s  u s i n g  e m a i l  I D s

In general, every email ID contains two parts; one is user name and the other is 
domain name. The structure of an email address is username@domainname. Consider 
abc@gmail.com; in this email ID "abc" (characters preceding the symbol) is the user name 
and "gmail.com" (characters proceeding the symbol) is the domain name.

E x t r a c t  i n f o r m a t i o n  u s i n g  t h e  d e f a u l t  p a s s w o r d s

Many online resources provide lists of default passwords assigned by the 
manufacturer for their products. Often users forget to change the default passwords provided 
by the manufacturer or developer of the product. If users don't change their passwords for a 
long time, then attackers can easily enumerate their data.
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B r u t e  f o r c e  A c t i v e  D i r e c t o r y

Microsoft Active Directory is susceptible to a user name enumeration weakness at the 
time of user-supplied input verification. This is the consequence of design error in the 
application. If the "logon hours" feature is enabled, then attempts to the service authentication 
result in varying error messages. Attackers take this advantage and exploit the weakness to 
enumerate valid user names. If an attacker succeeds in revealing valid user names, then he or

Attackers can easily guess the "strings" using this SNMP API through which they can 
extract required user names.

DNS zone transfer reveals a lot of valuable information about the particular zone you 
request. When a DNS zone transfer request is sent to the DNS server, the server transfers its 
DNS records containing information such as DNS zone transfer. An attacker can get valuable

she can conduct a brute-force attack to reveal respective passwords.

E x t r a c t  u s e r  n a m e s  u s i n g  S N M P

E x t r a c t  u s e r  g r o u p s  f r o m  W i n d o w s

These extract user accounts from specified groups and store the results and also verify
if the session accounts are in the group or not.

E x t r a c t  i n f o r m a t i o n  u s i n g  D N S  Z o n e  T r a n s f e r

topological information about a target's internal network using DNS zone transfer.
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S e r v i c e s  a n d  P o r t s  t o  E n u m e r a t e  C E H

UDP 161

Simple Network Management 
protocol (SNMP)

TCP/UDP 389

Lightweight Directory Access 
Protocol (LDAP)

TCP/UDP 3368

Global Catalog Service

TCP 25

Simple M ail Transfer Protocol (SMTP)

TCP 53

DNS zone transfer

TCP 135

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Microsoft RPC Endpoint Mapper

TCP 137

NetBIOS Name Service (NBNS)

TCP 139

NetBIOS Session Service (SMB over 
NetBIOS)

TCP 445

SMB over TCP (Direct Host)

S e r v i c e s  a n d  P o r t s  t o  E n u m e r a t e

T C P  5 3 :  D N S  z o n e  t r a n s f e r
O  6

DNS zone transfer relies on TCP 53 port rather than UDP 53. If TCP 53 is in use then it 
means that DNS zone transfer is in process. The TCP protocol helps to maintain a 

consistent DNS database between DNS servers. This communication occurs only between DNS 
servers. DNS servers always use TCP protocol for the zone transfer. The connection established 
between DNS servers transfers the zone data and also helps both source and destination DNS 
servers to ensure the data consistency by means of TCP ACK bit.

T C P  1 3 5 :  M i c r o s o f t  R P C  E n d p o i n t  M a p p e r

- The RPC port 135 is used in client/server applications to exploit message services. To 
stop the popup you will need to filter port 135 at the firewall level. When trying to connect to a 
service, you go through this mapper to discover where it is located.

T C P  1 3 7 :  N e t B I O S  N a m e  S e r v i c e  ( N B N S )

NBNS, also known as Windows Internet Name Service (WINS), provides name 
resolution service for computers running NetBIOS. NetBIOS Name Servers maintain a database
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of the NetBIOS names for hosts and the corresponding IP address the host is using. The job of 
NBNS is to match IP addresses with NetBIOS names and queries. The name service is usually 
the first service that will be attacked.

T C P  1 3 9 :  N e t B I O S  S e s s i o n  S e r v i c e  ( S M B  o v e r  N e t B I O S )

NetBIOS session service is used to set up and tear down sessions between NetBIOS- 
capable computers.

Sessions are established by exchanging packets. The computer establishing the session 
attempts to make a TCP connection to port 139 on the computer with which the session is to be 
established. If the connection is made, the computer establishing the session then sends over 
the connection a "Session Request" packet with the NetBIOS names of the application 
establishing the session and the NetBIOS name to which the session is to be established. The 
computer with which the session is to be established will respond with a "Positive Session 
Response/1 indicating that a session can be established or a "Negative Session Response/1 
indicating that no session can be established.

T C P  4 4 5 :  S M B  o v e r  T C P  ( D i r e c t  H o s t )

By using TCP port 445 you can directly access the TCP/IP MS Networking without the 
help of a NetBIOS layer. You can only get this service in recent versions of Windows, such as 
Windows2K/XP. File sharing in Windows2K/XP can be done only by using Server Message Block 
(SMB) protocol. You can also run SMB directly over TCP/IP in Windows 2K/XP without using the 
help of extra layer of NetBT. They use TCP port 445 for this purpose.

U D P  1 6 1 :  S i m p l e  N e t w o r k  M a n a g e m e n t  p r o t o c o l  ( S N M P )

You can use the SNMP protocol for various devices and applications (including 
firewalls and routers) to communicate logging and management information with remote 
monitoring applications. SNMP agents listen on UDP port 161; asynchronous traps are received 
on port 162.

T C P / U D P  3 8 9 :  L i g h t w e i g h t  D i r e c t o r y  A c c e s s  P r o t o c o l  ( L D A P )

You can use LDAP (Lightweight Directory Access Protocol) Internet protocol, used my 
MS Active Directory, as well as some email programs to look up contact information from a 
server. Both Microsoft Exchange and NetMeeting install an LDAP server on this port.

T C P / U D P  3 3 6 8 :  G l o b a l  C a t a l o g  S e r v i c e

You can use TCP port 3368, which uses one of the main protocols in TCP/IP a 
connection-oriented protocol networks; it requires three-way handshaking to set up end-to- 
end communications. Only then a connection is set up to user data and can be sent bi- 
directionally over the connection. TCP guarantees delivery of data packets on port 3368 in the 
same order in which they were sent.

You can use UDP port 3368 for non-guaranteed communication. It provides an unreliable 
service and datagrams may arrive duplicated, out of order, or missing without notice and error

m
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Checking and correction is not necessary or performed in the application, avoiding the 
overhead of such processing at the network interface level.

UDP (User Datagram Protocol) is a minimal message-oriented Transport Layer protocol. 
Examples that often use UDP include voice over IP (VoIP), streaming media, and real-time 
multiplayer games.

T C P  2 5 :  S i m p l e  M a i l  T r a n s f e r  P r o t o c o l  ( S M T P )

SMTP allows moving email across the Internet and across your local network. It runs 
on the connection-oriented service provided by Transmission Control Protocol 

(TCP), and it uses well-known port number 25. Telnet to port 25 on a remote host; this 
technique is sometimes used to test a remote system's SMTP server but here you can use this 
command-line technique to illustrate how mail is delivered between systems.
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information through enumeration; now it's time to put them into practice. If you are trying to 
enumerate information of a target network, then NetBIOS is the first place from where you 
should try to extract as much information as possible.

Enumeration Concepts 4  1 NTP Enumeration

|£3| NetBios Enumeration SMTP Enumeration

SNMP Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration Enumeration Pen Testing

This section describes NetBIOS enumeration and the information you can extract through 
enumeration, as well as NetBIOS enumeration tools.
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C E H

WWW

N e t B I O S  E n u m e r a t i o n

NetBIOS nam e is a u n iq u e  16 ASCII ch a ra c te r s tr in g  used to  id e n t ify  th e  n e tw o rk  
de v ice s  o ve r TCP/IP; 15 cha racte rs  are used fo r  th e  de v ice  n a m e  and 16th cha rac te r 
is reserved fo r  th e  se rv ice  o r  na m e  re co rd  ty p e

NetBIOS Name List

Name
NetBIOS

Code
Type Inform ation Obtained

UNIQUE Hostname

<domain> <00> GROUP Domain name

<hostname> <03> UNIQUE
Messenger service running for that 
computer

<username> <03> UNIQUE
Messenger service running for that
individual logged-in user

chost name> <20> UNIQUE Server service running

<domain> <1D> GROUP
Master browser name for the 
subnet

<domain> <1B> UNIQUE
Domain master browser name, 
identifies the PDC for that domain

A tta cke rs  use th e  N e tB ios  
e n u m e ra tio n  to  o b ta in :

8 List o f computers that belong 
to a domain

S List o f shares on the individual 
hosts on the network

s  Policies and passwords

Note: NetBIOS name resolution is not supported by M icrosoft fo r Internet Protocol Version 6 (IPv6)
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N e t B I O S  E n u m e r a t i o n

The first step in enumerating a Windows machine is to take advantage of the 
NetBIOS API. NetBIOS stands for Network Basic Input Output System. IBM, in 

association with Sytek, developed NetBIOS. It was developed as an Application Programming 
Interface (API), originally to facilitate the access of LAN resources by the client's software. The 
NetBIOS name is a unique 16 ASCII character string used to identify the network devices over 
TCP/IP; 15 characters are used for the device name and the 16th character is reserved for the 
service or name record type.

Attackers use the NetBIOS enumeration to obtain:

9 List of computers that belong to a domain and shares of the individual hosts on the 
network

0 Policies and passwords

If an attacker finds a Windows OS with port 139 open, he or she would be interested in 
checking what resources he or she can access, or view, on the remote system. However, to 
enumerate the NetBIOS names, the remote system must have enabled file and printer sharing. 
Using these techniques, the attacker can launch two types of attacks on a remote  computer

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 4 8



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

that has NetBIOS. The attacker can choose to read/write to a remote computer system, 
depending on the availability of shares, or launch a denial-of-service.

NetBIOS Name List

Name NetBIOS
Code

Type Information Obtained

<host name> <0 0 > UNIQUE Hostname

<domain> <0 0 > GROUP Domain name

<host name> <03> UNIQUE Messenger service running for that 

computer

<username> <03> UNIQUE Messenger service running for that 

individual logged-in user

<host name> <2 0 > UNIQUE Server service running

<domain> <1D> GROUP Master browser name for the subnet

<domain> <1B> UNIQUE Domain master browser name, 

identifies the PDC for that domain

Note: NetBIOS name resolution is not supported by Microsoft for Internet Protocol Version 6 
(IPv6).
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C E HN e t B I O S  E n u m e r a t i o n
(Cont’d)

N b ts ta t d isp lays NetB IO S o v e r TCP/IP  (N etBT) p ro to c o l s ta t is t ic s , N e tB IO S  n a m e  ta b le s  

fo r  b o th  th e  loca l c o m p u te r  and  re m o te  c o m p u te rs , and  th e  N e tB IO S  n a m e  cache

Run n b t s t a t  command " n b s t a t . e x e  - c " t o  
display the contents o f the NetBIOS name cache, the 
table o f NetBIOS names, and the ir resolved IP addresses

J  Run n b t s t a t  command " n b t s t a t .  e x e  - a  < 
N e tB IO S  Name o f  re m o te  m a c h in e > " to  
get the NetBIOS name table o f a remote computer

C:\Wi ndows\system 3 2\cmd .exe

נ ב  S.U 8 c 1*0 'sfl d m in  ) n b t  8 1 a t . c

NetBIOS Renote Cache Nane Table

http://technet.microsoft.com

lHC:\Windows\system32\cmd.exe

Users\Adnin)nbtstat .exe -a:\2 •יי♦ *a
Ethernet:*lode I pAddress : (192.168 .168.170נ Scope Id: M

NetBIOS Renote flachine Nane Table
Nane Type Status

•>׳«•«> <00> UNIQUE RegisteredMl t <00> GROUP Registered•DM <1C> GROUP RegisteredM <20> UNIQUE Registered
■*י"י <1B> UNIQUE Registered

MAC Address - m  *• Ut •05• *י

2: MJ sers\Ad«in>

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

N e t B I O S  E n u m e r a t i o n  ( C o n t ’ d )

x —  Source: http://technet.microsoft.com

Nbtstat displays NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables for both 
the local computer and remote computers, and the NetBIOS name cache. Nbtstat allows a 
refresh of the NetBIOS name cache and the names registered with Windows Internet Name 
Service (WINS). Used without parameters, Nbtstat displays help.

Run the nbtstat command " n b t s t a t . e x e  - a  <  N e tB IO S  Name o f  r e m o te  m a c h in e > "  to get 
the NetBIOS name table of a remote computer.
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C:\Windows\system32\cmd.exe

C : \U s e r s \ A d m in ) n b t s ta t . e x e  - a  »־ ■ 

E th e r n e t :
Mode Ip A d d re s s :  [1 9 2 .1 6 8 .1 6 8 .1 7 0 ]  Scope I d :  U

N etB IO S  R e n o te  M a ch in e  Nane T a b le

Name Type S ta tu s

<00> UNIQUE R e g is te r e d
<00> GROUP R e g is te r e d
<1 c> GROUP R e g is te r e d
<20> UNIQUE R e g is te r e d

<1B> י• י■ UNIQUE R e g is te r e d

MAC A d d re s s  = : 

C : \U s e r s \A d n in >

! י ־ 05 * •

B

FIGURE 4 .1 : E n u m e ra tio n  S cree nsho t

Run the nbtstat command " n b s t a t . e x e  - c "  to display the contents of the NetBIOS name 
cache, the table of NetBIOS names, and their resolved IP addresses.

0

L i f e  [ s e c ]

C :\W in d o w s \s y s te m 3 2 \c m d .e x eS 3

2 : \ U s e r s \ A d m i 1 C n b t s t a t  •ex e  - c  

E t h e r n e t :
40de I p A d d r e s s :  [ 1 9 2 . 1 6 8 . 1 6 8 . 1 7 0 ]  Scope I d :  [ ]

NetBIOS Remote Cache Name T a b le  

Name Type H ost A d d re ss

1 9 2 .1 6 8 .1 6 8 .1 7 0
1 9 2 .1 6 8 .1 6 8 .1

<20> UNIQUE 
<20> UNIQUE

i : \U s e r s \A d m in >

FIGURE 4 .2 : E n u m e ra tio n  S cree nsho t
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C E H
N e t B I O S  E n u m e r a t i o n  T o o l :

S u p e r S c a n

L=l£lSuper Scar! 4.0

Goan | Hos! end Soivce Discovery | Scon Options] Tods W 1nd»v*eEnun*f*lia»־ |aocuI |

fenurefatê  3pbons._ | Qea> |Hostnarae/IP/UHl 10.D02

Enuneratbn Type N erbios m ro m a o ic n cn 1 0 .0 .0 .2  A
0  NetBIOS Name Tabic
n  NULL Session

3 name־ m  c ab le

□  MAC Addresses WORKGROUP 00 GROUP WcrJcstaTioa s e rv ic e  a a re
n  Workstation type WIK-MSS2LCK4K41 00 UHIQPE B cr״ t a -־ io 3  s e rv ic e  a te c
0  User? W:N-.H£S־:LCK4K41 20 UNIQ'JE S e rv e r s e rv ic e s  r.ane s
□  Groups MAC a d d cess  0 : -
n  RFCEnc^oirt Dunp
□  Account Policies Uaora on 1 0 .0 .0 .2
□  Shares
Q  Domains T o ts i  U se rs : 4

□  Remote Time01 Day . ___
Q  Logon Sesiicnj Admin ,*Adnd.niscrator"
n  Drives F u ll  Ks m : mm
□  Trusted Domains System Conmer.t; ־31.11 i.-1q a co ב  u n t ro r  a d m in is te r in g

0  Seivbcs th e  com D u te r/d o n s in *

Q  Regiitry L a s t lo g o n : F r i  Aug 17 93:27:14  2012 (0 la y s  ago)
Password e x p ire s : Never
Passw ord changed: 9 days age
Locked o u t: No
D isab led No
Nunber o f lo g o n s : 1 te
baa p a ssvo rd  coun t: 0

*Jset " H u n t*

LivkO |TCP open: 0  [UOPopenTO |1/1 done00:02 Saved log file

http ://www. mcafee. com
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SuperScan is a connect-based TCP port 
scanner, pinger, and hostname resolver

F e a tu res :

s Support for unlimited IP ranges

8 Host detection by multiple ICMP 
methods

m TCP SYN and UDP scanning

o Simple HTML report generation

m Source port scanning

m Fast hostname resolving

B Extensive banner grabbing

m Extensive Windows host enumeration

N e t B I O S  E n u m e r a t i o n  T o o l :  S u p e r S c a n

Source: http://www.mcafee.com

SuperScan is a connect-based TCP port scanner, pinger, and hostname resolver. It performs 
ping sweeps and scans any IP range with multithreading and asynchronous techniques. You can 
restore some functionality by running the following at the Windows command prompt before 
stating SuperScan:

0 Support for unlimited IP ranges

0 Host detection using multiple ICMP methods

0 TCP SYN , UDP, and source port scanning

0 Hostname resolving

0 IP and port scan order randomization

0 Extensive Windows host enumeration capability

0 Extensive banner grabbing

0 Source port scanning

0 Simple HTML report generation
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SuperScan 4.0%

Scan | Host and Service Discovery | Scan Options | Tools Windows Enunciation | About |

Enumerate | Options.. | £lea!Hostname/I P/URL 110.0.0.2

3

NetBIOS in fo rm a tio n  on 1 0 .0 .0 .2

3 nazr.es in  ta b le

WORKGROUP 00 GROUP W o rk s ta tio n  s e rv ic e  name
WIN-MSSELCK4K41 00 UNIQUZ W o rk s ta tio n  s e rv ic e  name
WIN-MSSELCK4K41 20 UNIQUZ S e rver s e rv ic e s  name

MAC address 0 : •  • י י י •  • •

Users on 1 0 .0 .0 .2  

T o ta l U sers : 4

Admin ״A d m in is tra to r "
F u l l  Naxne: " "
System Comment: ״B u i l t - i n  account f o r  a d m in is te r in g

th e  com puter/dom ain״
User Coxzsaent: " ״
L a s t log o n :
Password e x p ire s :
Password changed:
Locked o u t :
D isa b le d :
Number o f  lo g o n s :
Bad password c o u n t:

User ״G uest"

F r i  Aug 17 09:27:14  2012 (0 days ago)
Never
8 days ago
No
No
158
0

Enumeration Type 
0  NetBIOS Name Table
□  NULL Session
□  MAC Addresses
□  Workstation type 
0  Usets
□  Groups
□  RPC Endpont Dump
□  Account Policies
□  Shares
□  Domains
□  Remote Time of Day
□  Logon Sessions
□  Drives
□  Trusted Domains
□  Services
□  Registry

/ 1ו

§ .
/ 1ו

TCP open: 0 UDP open: 0 1/1 doneLive: 00002 Saved log file

FIGURE 4 .3 : S uperScan S cree nsho t
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J_bs2----------------- 1
Service (Own Process) 
Service (SK*1ed Process) 
Service (Own Process! 
Service (Shared Process) 
Soviet (Shared Process) 
Service (Shared P*oeess) 
Service (Shared Process) 
Service (Own Process) 
Service (Shared Process) 
Service (Shared Process) 
Service (Shared ProcessJ 
Service (Shared Process) 
Service !;Shared Proem) 
Service (Shared Process) 
Service (Own Process) 
Service (Own Proem) 
Service (Own Process) 
Service (Own ProcessJ 
Service (Own Process) 
Service (Shared Process) 
Service (Shared Process) 
Service (Own Process! 
Service (Own Process! 
Service (Own Process) 
Service (Shared Process) 
Service (Own Process!

Service (Shared Process)

A<tw Drcdoiy Web Seavices 
Application Experience

Appfceticn H©« Helper Service 
Application Identity 
AppAtatoti V1fe<mjt-cn 
Appficatcn Uinjjriryr(

ASP.NET State Serv*ce 
Aetdews Audio kvdpca* Builder 
Alndows Audio 
BaseF1Henn9£n9rve 
Backgroundtnreagent Tranrftf Service 
Computrr Browser 
Cethcate Propagation

6*Wroseft J4ET Frtmew««lc NGEN v2A5C?27_X 
r-se*«k NGfN v2A50727.XM,״Microsoft ■WET F 

Mcrosoft .NET fnm**ck NOtN v4 10■3W19.XS6 
SVrosoft .NET Fr»ne»«*k NGCN ■A 030319J** 

COM* System Application 
Cryptograph Ser.ices 
DCOM Server Process lat*1ct1er 
Dali Osfragmentrr 
DfS Namespace 
OFS Replication 
DHCP CUni 
DNS Server 
DNS Client 
Weed AiAoConfl)

Diagnostic Policy Seroca 
Extensible A1/thenbe8t10n Protocol 
ltKr)ptm9 File System (IFS)
Anrhwi Event log

Stopped
Stopped

Stopped
Stopped

Stopped
Stopped

clr.optrtiiatiots.viO J072J.32 
 ope™izac«!«1_*2JJ0727jM_׳!> 41
^c)r.optmjat.e«.v4J)J03I9J2 
<&t1r.opem.at1en.v*i)J0Jl9.64 
*COMSysApp 
4ft(>vptS.c 
Ĉcontauidi

* " י י י -

Stopped
Stopped

Service (Shared Process I 
Service (Shared Process) 
Service (Shared Protest) 
Service (Shared Proceaa) 
Service (Shared Process) 
Service (Shared Proces•)

Stopped

Hyena is GUI product for managing and securing Microsoft operating systems. It shows shares and user logon names for 
Windows servers and domain controllers

It displays graphical representation of Microsoft Terminal Services, Microsoft Windows Network, Web Client Network, etc.

Copyright ffi by IC-Cmcil. All Rights Reserved. Reproduction is Strictly Prohibited.
h ftp ://www. system tools.com

Service9e*\\mCV» 1 - 1  > ^
% Ea Tgck
V ' ! «  X  ♦  + j  j j t •  ra u י נ :: ie o d y >* 5׳״ ג

* cencirerfor orgnare 
-  121 Mirages Ser.sce Accoists (Man* corner
3E j£l lAirXtng
9 j£) Maoscf.kfcarjcStaaiC)1&»4s 
3 LZ] Macscf: £»J1ar.je S,ser- Cfcjects
* 2|NTPSQwoUs»0̂ taspec#<ae>onscc«1taH־er:
* Cl Program Data .Ot*asA location fe» Cwrjr ef 
g C l System *m*■' system settv̂ s
» J  Dies CrfaA caaa״«  far upgraded user ac• 

3 & CMtawOJs
s f ln w w
- ■qI Shaaes

H mj ASdress C- >Progn~\ Ffe*Mcretofr E 
la: mj ■0**NS •: Hr 30*1:
a ^ ia w
S tj dcw'lMd C do*rSoa3!

•jESOA}
:• *J E*ch*ngtCA| C 'program FWes'Mcx

s  £1 « U O « * <C AW«»»־SYS>rtX.\*ys 
T «J I.mpaiabj K •-Prora״  Flfi Mcw 
T *J yrSVOt. (C \**1dr-«>SWOl\oyw««

N e t B I O S  E n u m e r a t i o n  T o o l :  H y e n a

Source: http://www.systemtools.com

Hyena is GUI product for managing and securing any Windows operating system such as 
Windows NT, Windows 2000, Windows XP/Vista, Windows 7, or Windows Server 2003/2008 
installation. It uses an Explorer-style interface for all operations and to manage users, groups 
(both local and global), shares, domains, computers, services, devices, events, files, printers and 
print jobs, sessions, open files, disk space, user rights, messaging, exporting, job scheduling, 
processes, and printing. It shows shares and user logon names for Windows servers and 
domain controllers.

It displays a graphical representation of the web client network, Microsoft terminal services, 
and Windows network.
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N» h* ■w• lea■ N *
Y -! *׳ X ♦  5* :: E O i  T •יי ̂  A J .2 J  1* Q «

J jU L -

C AttMtaiH־
c ! N r iM i
C I M m i  MoomUMT•

—0%■ caw»«i
rlU ( .M M m 'V « n 1 rK t

NT *UThOWTV iIm M m m  
iwrftysiem
NT k*t«« , loc^crrKt

MmmI lx»K)H>w

NT AUTMOtfnriMrftortu 
NT AUThOCSTVUm

OMMM'MwMtMr 
(',M M 'llM M lM n  
C\0fc» *»■>•!* BoxfcMT• 
( UfltuWMT-

CMMMiyiMUUKlI 
C A-4*m

S#rw* |Qm1 P1MM4)

ServKf (Own PlCKtlO

SovKt fVx»«d >twml 
\#rv»r» (Uu*od Pwmi 
W>X« (»hj*«d P«*<m) (Omi >mm) 
WvKt (Vnn< tV»<ml 
Servk«(Sh«Md Proem) 
taw• |Wm< N<«) 
S4rvK«tfk««c4 Proem) 
SorvK• (SKiwd Proem! 
WvK« Proem)
Seme* (Own Picccm) 
WvK• (Omi ht(M |
Semcc (Own tocot) 
Wvk• (Own Pk*m<) 
W1X1 (Own Piwcm) 
S*1\x r (Uuwd Proem) 
S«rvK« (SfcMOtf hKM| 
5«nx« (Own Pigccu) 
W«<«(Own Prc««<) 
S«tvkc (Own Pieccu) 
Service (tawd Proem) 
Wvki (Own Pieceu) 
W>1c * (ViMd Pt(x ml 
Servie* (Sk4*«d P׳««n) 
itmcc (Stared Proem) 
W \x1 (tkwod Proem) 
Service (SK4»«d Proem) 
Service (Uiwd Proem) 
Service (SK*»*d Proem) 
Service (Sheied Proem) 
Service (SHered Proem) 
Semce (Skated Proem) 
Service (Sfceeed Proem)

t  M kW ! titfw y  11<o« 0>)W»» 
g J  M M  Qmw lQv«Ol»tel<1m<1

» 4V1MMIX
jD««»»CnN»n
r- 3  ,,’ v ״״

Stooped

Art״׳• Oeodety We* Wm(»1 
Lfmnci 

AOpUcMeri1 *yet Getewey Service 
Mo«> W.««

M y w r f t 1H» t1n< Service

Cotif-cete »r«'«**««<
MKiOKft XT  fr»׳r*v.<*» N־i(N WO.Jfl727.«J• 
UemoD NIT lrw»e»«*NO<N*JC.M7;7.tt4 
MkmsA XT  NCtM v iC K M -M
Ukimo*( NIT hn1<M«1lrNMN^t.l01n.ll4 
COM• SyMcmAffhceUen 
Crfptoy*phtt icMtn
KOMS«n«PrMmUyn<N'
Dak Cef>««menccr
[>i Ktr+HfK*
DfSMmiw
OMCP CIMM 
DNS Server 
DNSCSert

EiKr̂ Can) f 4c Syilvn (US)
AmtoMbwilef 
COM- tv«׳y Sjnt•יי׳
Witicwrt fibre ChMtnd Platform Regiitieticn S_ 
tuwebe* O*c0ve«y Provide* Mort

ewni״ey»• i r . ,1A>־< «>»*- a  • j
M mj 1 M M  (CNWWidcan) 
aeJCSfCAj 

aewnoid ־ M e j  aewMtoad 1C
■ ■JaCM

9 *j  briM^KUS <CProgram Mr'Mck 
M«v<J (C A-1 y « ?in'Ate •e*״*■ t j  C*c 

a O  NIUOGON !C-,ttb»«e i f  SYSXXVjyr 
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FIGURE 4 .4 : H yena S cree nsho t
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Source: http://www.winfir1gerprint.com

WinFingerprint is an administrative network resource scanner that allows you to scan machines 
on your LAN and returns various details about each host. This includes NetBIOS shares, disk 
information, services, users, groups, and more. WinFingerprint is an administrative network 
resource scanner that allows you to scan machines on your LAN and returns various details 
about each host. This includes NetBIOS shares, disk information, services, users, groups, and 
more. You can choose to perform a passive scan or interactively explorer network shares, map 
network drives, browse HTTP/FTP sites and more. Scans can be run on a single host or the 
entire network neighborhood.
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Winfingerprint 0.6.2

Scan Options
(• Domain C  Active Directory C  WMI API 

W Win32 OS Version W Users W Patch Level

1“  Null IPC$ Sessions P  Services [7 MAC Address

W NetBIOS Shares P  Disks f7 Sessions

I”  Groups I”  Event Log

HelpShowRPC
Bindings

W Date and Time 

W Ping Host(s)

V־ Traceroute Host

Input Options 
C  IP Range C  IP List 

(• Single Host C Neighborhood 
IP Address:

I 10.0.0.3

General Options

public

\~ TCP Portscan Range: 

f~”  UDP Portscan Range:

P  SNMP Community String:

Timeout for TCP/UDP/ICMP/SNMP: 

Retries: [3  Max Connections:

Pinging 10.0.0.3 with 44 bytes of data:
Reply from 10.0.0.3 0 ms ( id *  1, seq* 1)
IP Address: 10.0.0.3 WINDOWS8 
Computername: WORKGROUP\WINDOWS8

MAC Addresses:
00155da86e06 

Scan completed in 0.27 seconds

Done.
h ttD :/ /w in f in Q e rp r in t .s o u rc e fo ra e .n e t 
m a1lto :v a c u u m < a u s e rs .s o u rc e fo ro e .n e t

Winfingerprint 0.6.2

H elp

p u b lic

S can O p tio n s
(* D o m a in  C" A c tiv e  D ire c to ry  C  W M I A P I 

I *  W in32  OS V e rs io n  W  U se rs  W  P a tch  L eve l

f7  Null I PCS S ess ions  W  S e rv ic e s  f?  MAC A d d re ss

[ *  N e tB IO S  S h a re s  W  D is k s  p  S ess ions

f *  D a te  and  T im e  W  G ro u p s  W  E ve n t Log

I-  P ing H o s t(s ) S how
E rro rsw RPC rB in d in g s

In p u t O p tio n s  

<• IP  R ange C  IP  L ist

( S "־ in g le  H ost C  N e ig h b o rh o o d
S ta rt in g  IP  A d d re s s :

| 192 . 168  . 168 ! 1

E nd ing  IP  A d d re ss :

| 192 . 168 . 168 . 4

f N ־ e tm a s k

G e n e ra l O p tio n s

f~  TCP P o rtsca n  R ange:

UDP P o rtsca n  R ange: 

SNMP C o m m u n ity  S tr in g :

B |־31 ro a d c o m  N e tU n k  (T M ) G ig a b it E th e rn e t

T im e o u t f o r  T C P /U D P /IC M P /S N M P : [ 5 ”

R e tr ie s : f 3 M ax C o n n e c tio n s : | 1024

IP  A d d re s s : 1 9 2 .1 6 8 .1 6 8 .1  
C o m p u te rn a m e : 1A

T ra c in g  ro u te  to  1 9 2 .1 6 8 .1 6 8 .1
1 0 m s  0 m s  0 m s  1 9 2 .1 6 8 .1 6 8 .1 X •׳ 

M AC A d d re s s e s :
5

RPC B in d in g s :
n c a c n _ ip _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 1 5 8  

n ca c n _ ip _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 2 1 9  

n c a c n _1p _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 2 1 9  

n c a c n _1p _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 2 1 9  

n c a c n _1p _ tcp  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 2 1 9  

n c a c n _ ip _ tc p  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 1 9 0  

n c a c n _1p _ tcp  U U ID  A d d re s s  1 9 2 .1 6 8 .1 6 8 .1  E ndP o in t 4 9 181

FIGURE 4 .5 : W in f in g e rp r in t  S creensho ts
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C E H
N e t B I O S  E n u m e r a t i o n  T o o l :  N e t B I O S  

E n u m e r a t o r

SCimrg Von: li.ao  1 
to: 10.0X50
*•*V

sourceforge-net

s  ?
$  131 NetBIOS '<(1)145 ( j)

m t X M U  - R־  s״ ve Sowe 
%  WINDOWS® • W atetaton s«״ t a  
%  WORKGROUP •C w ran Kane 
%  WORKGROUP - PotenSa Masto 3r־• 
%  WORKGRCXP - Master frowse

_ ו0«6ו _ א מ מ  ■m m o S 
Username: (No one logged on] =

2  Ooman: WORKGROUP

! Gf R0l״ l  Trp Tin* PTT): 1«« - T«» To U

g  •?  10.0.0.7 [WORKGRCXf]
B  J S  NetBIOS Na״w  (3)

(S . vvoRKGROl^ * Do*nan Name

י

  

“  Do״ ״ ״  w «K G OJP־׳

http://״btenum

Scamwo from: 10.001 
to: 10.0 0 50 
Ready•

5 ? .1̂i ijjA■־
♦ ? 10.0.0.7 [WORKGROUP]

£ ? 10.0.0.2 [W1N-MSSB.OC4M1J 
10.0.0.3 [WINDOWS8I ? ש 

[1<i  ?  10.0.0.5 [WW-UQr0WR3R9
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, M  Source: http://nbtenum.sourceforge.net
This application is recommended when you want to determine how to use remote 

network support and how to deal with some other interesting web techniques, such as SMB.
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N- ם e tB IO S  E n u m e ra to r

SettingsClearScan

Debug window

Your local ip: 

10.0.0.7 

W [1...254]

f ! y  IP range to scan 

from:| 10.0.0.1 

to: | 10.0.0.50

Scanning from: 10.0.0.1 
to: 10.0.0.50 
Ready!

J

10.0.0.4 [WINDOWS8]
S  ?  10.0.0.7 [WORKGROUP]
₪ ?  10.0.0.2 [WIN-MSSELCK4K41]
S  ?  10.0.0.3 [WINDOWS8]
₪ ?  10.0.0.5 [WIN-LXQN3WR3R9M]

N e tB IO S  E n u m e ra to r

SettingsClearScan

Your local ip:

-  f s j  IP range to scan-----

from:| 10.0.0.1

Debug window

10.0.0.7 

W [1...254]
to: 10.0.0.50

1 * IScanning from: 10.0.0. 
to: 10.0.0.50 
Ready!

i f

10.0.0.4 [WINDOWS8]B  ?

B  m  NetBIOS Names (6)
j• S p  WINDOWS8 - File Server Service 

WINDOWS8 - Workstation Service 
| %  WORKGROUP ־ Domain Name
I WORKGROUP - Potential Master Bro 
j WORKGROUP ־ Master Browser 

% ך ־ MSBROWSE ך   Master Br!
!Q  Username: (No one logged on)

I 3  Domain: WORKGROUP
|
i־]   Round Trip Time (RTT): 1ms-Time To Li 

?  10.0.0.7 [WORKGROUP]
6  NetBIOS Names (3)

WORKGROUP - Domain Name

נ  WIN-D39MR 5HL9E4 - Workstation S« 
WIN •O 39MR 5HL9E4 - File Server Se 

| JJ; Username: (No one logged on)
j D o m a i n :  WORKGROUP

1 Ef Round Trip Time (RTT): 0 ms - Time To Li v  
III I >

B

F I G U R E  4 . 6 :  E n u m e r a t i o n  S c r e e n s h o t
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E n u m e r a t i n g  U s e r  A c c o u n t s  C E H

PsList
http://technet.m icrosoft.com

P sLoggedO n
h ttp ://technet. microsoft. com

PsLogList
h ttp ://technet. microsoft. com

PsPasswd
http://technet.m icrosoft.com

ל P sS h u td o w n

y /
h ttp ://technet. microsoft. com

PsExec

־ ^ ־
http://technet.m icrosoft.com

^  PsFile
http://technet.m icrosoft.com

PsG etS id
http://technet.m icrosoft.com

PsKill
L^V http://technet.m icrosoft.com

P s ln fo
http://technet.m icrosoft.com
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P s E x e c

Source: http://technet.microsoft.com

PsExec is a command-line tool used for telnet-replacement that lets you execute processes on 
other systems and console applications, without having to manually install client software. 
When you use a specific user account, PsExec passes credentials in the clear to the remote 
workstation, thus exposing the credentials to anyone who happens to be listening in.

P s F i l e

Source: http://technet.microsoft.com

PsFile is a command-line utility that shows a list of files on a system that is opened remotely, 
and it also allows you to close opened files either by name or by a file identifier. The default 
behavior of PsFile is to list the files on the local system that are open by remote systems. Typing 
a command followed by ״ ־ " displays information on the syntax for the command.
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f

P s G e t S i d

Source: http://technet.microsoft.com

PsGetsid allows you to translate SIDs to their display name and vice versa. It works on 
built-in accounts, domain accounts, and local accounts. It also allows you to see the SIDs of user 
accounts and translates a SID into the name that represents it and works across the network so 
that you can query SIDs remotely.

P s K i l l

Source: http://technet.microsoft.com

PsKill is a kill utility that can kill processes on remote systems and terminate processes on the 
local computer. You don't need to install any client software on the target computer to use 
PsKill to terminate a remote process.

P s l n f o

Source: http://technet.microsoft.com

Pslnfo is a command-line tool that gathers key information about the local or remote Windows 
NT/2000 system, including the type of installation, kernel build, registered organization and 
owner, number of processors and their type, amount of physical memory, the install date of the 
system and, if it is a trial version, the expiration date.

P s L i s t

^ Source: http://technet.microsoft.com

PsList is a command-line tool that administrators use to view information about process CPU 
and memory information or thread statistics. The tools in the Resource kits, pstat and pmon, 
show you different types of data but display only the information regarding the processes on 
the system on which you run the tools.

j j p j F  P s L o g g e d O n

Source: http://technet.microsoft.com

PsLoggedOn is an applet that displays local and remote logged users. If you specify a user name 
instead of a computer, the PsLoggedOn tool searches all the computers in the network 
neighborhood and tells you if the user is currently logged on PsLoggedOn's definition of a 
locally logged on user is one that has their profile loaded into the Registry, so PsLoggedOn 
determines who is logged on by scanning the keys under the HKEY_USERS key.

P s L o g L i s t
o

Source: http://technet.microsoft.com

The default behavior of PsLogList is to show the contents of the System Event Log on the local 
computer, with visually-friendly formatting of Event Log records. Command-line options let you

M o d u l e  0 4  P a g e  4 6 1  E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s C o p y r i g h t  ©  b y  E C -C 0 l1 n C il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

http://technet.microsoft.com
http://technet.microsoft.com
http://technet.microsoft.com
http://technet.microsoft.com
http://technet.microsoft.com
http://technet.microsoft.com


E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

view logs on different computers, use a different account to view a log, or to have the output 
formatted in a string-search friendly way.

P s P a s s w d

Source: http://technet.microsoft.com

sPasswd is a tool that enables the administrator to create batch files that run PsPasswd on the 
network of computers to change the administrator password as a part of standard security 
practice.

J ״  P s S h u t d o w n

|*jc .ך  Source: http://technet.microsoft.com

PsShutdown is a command-line tool that allows you to remotely shut down the PC in 
networks. It can log off the console user or lock the console (locking requires Windows 2000 or 
higher). It does not require any manual installation of client software.
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C E H
E n u m e r a t e  S y s t e m s  U s i n g  

D e f a u l t  P a s s w o r d s

Ortwg
teen
tech

2DOO
2500
2000/2700

PASSWORD Aann

LAT'pkrx
LANtftt
LinkS witch
NetbuiWer
NetBuider
Ottnc Conncct I3DW
Roiicrs

3COM
3COM
3COM
3COM
3COM

3COM

h ttp://www. vims. org/default_passwds

E n te rp r is e

N e tw o rk

Devices like switches, hubs, routers, 
access points might still be enabled 
w ith a "default password"

Attackers gain unauthorized access to 
the organization computer network 
and information resources by using 
default and common passwords

Default Username/Pwd 

Ex: admin/synnet

Router
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E n u m e r a t e  S y s t e m s  U s i n g  D e f a u l t  P a s s w o r d s

Source: http://www.defaultpassword.com

Devices such as switches, hubs, routers, and access points usually come with "default 
passwords." Not only network devices but also a few local and online applications have built-in 
default passwords. These passwords are provided by vendors or application programmers 
during development of the product. Most users use these applications or devices without 
changing the default passwords provided by the vendor or the programmer. If you do not 
change these default passwords, then you might be at risk because lists of default passwords 
for many products and applications are available online. Once such example is 
http://www.virus.org/default_passwds; it provides verified default login/password pairs for 
common networked devices. The logins and passwords contained in this database are either set 
by default when the hardware or software is first installed or are in some cases hardcoded into 
the hardware or software.
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Search

S e a r [■  ̂ ®  v e n d o r  O  P ro d u c t O  M o d el

2 | 3 | A | B | C | D | E | F | G | H | I | J | K | L | M | N | 0 | P | Q | R | S | T | U | V |  W | X | Z | All

V e n d o r P r o d u c t M o d e l \R e v 1s lo n L o g in P a s s w o r d A c c e s s  L e v e l

2 w1re W iF i R o u te rs (n o n e ) W ire le s s A dm in

3 C O M C ellP lex 7 0 0 0 te c h te c h

3 C O M C o re B u iid e r 7 0 0 0 /6 0 0 0 /3 5 0 0 /2 5 0 0 d e b u g sy n n e t

3 C O M C o re B u ild e r 7 0 0 0 /6 0 0 0 /3 5 0 0 /2 5 0 0 tech te c h

3 C O M H iP e rA R C V4 I  X a d m (n o n e )

3 C O M LA Nptex 2 5 0 0 d e b u g sy n n e t

3 C O M LA N plex 2 5 0 0 tech tech

3 C O M LinkSw itch 2 0 0 0 /2 7 0 0 te c h te c h

3 C O M N e tB u ik le r A N Y C O M s n m p -re a d

3 C O M N etB u ild er ILMI s n m p -re a d

3 C O M
O ffic e  C o n n e c t IS D N  
R o u te rs

5x0 n /a P A S S W O R D A dm in

FIGURE 4 .7 : E n u m e ra tio n  S cree nsho t

Attackers take advantage of these default passwords and the online resources that provide 
default passwords for various products and application. Attackers gain unauthorized access to 
the organization computer network and information resources by using default and common 
passwords.

Router

FIGURE 4.8 : E n u m e ra tio n  S cree nsho t
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C E HM o d u l e  F l o w

□
H P

NetBIOS
Enumeration

Enumeration
Concepts

SMTP
Enumeration

i s

UNIX/Linux
Enumeration

Enumeration 
Pen Testing

Enumeration
Counter-

measures
DNS

Enumeration
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This section describes the UNIX/Linux commands that can be used for enumeration 
and Linux enumeration tools.

Enumeration Concepts 1 y" NTP Enumeration

t_J| NetBios Enumeration SMTP Enumeration

SNMP Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration _̂ Enumeration Pen Testing ן

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 6 5



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

S N M P  ( S i m p l e  N e t w o r k  M a n a g e m e n t  

P r o t o c o l )  E n u m e r a t i o n
C E H

J  SNMP enum eration is a process o f enum erating user accounts and devices on 
a target system using SNMP

J  SNMP consists o f a m anager and an agent; agents are em bedded on every 
ne tw ork  device, and the  manager is installed on a separate com puter

J  SNMP holds tw o  passwords to  access and configure the  SNMP agent from  the  
managem ent station

© Read community string: It is public by default, allows to view the device or system 
configuration

6  Read/write community string: It is private by default, allows to edit or alter 
configuration on the device

J  A ttacker uses these de fau lt com m un ity  strings to  extract in fo rm ation  about a 
device

J  Attackers enum erate SNMP to  extract in fo rm ation  about ne tw o rk  resources such 
as hosts, routers, devices, shares, etc. and ne tw o rk  in fo rm a tio n  such as ARP 
tables, rou ting  tables, tra ffic  statistics, device specific in fo rm ation , etc.

= =
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S N M P  ( S i m p l e  N e t w o r k  M a n a g e m e n t  P r o t o c o l )  

E n u m e r a t i o n

SNMP (Simple Network Management Protocol) is an application layer protocol that runs on 
UDP, and is used to maintain and manage routers, hubs, and switches on an IP network. SNMP 
agents run on Windows and UNIX networks on networking devices.

SNMP enumeration is the process of enumerating the user's accounts and devices on a target 
computer using SNMP. Two types of software components are employed by SNMP for 
communicating. They are the SNMP agent and SNMP management station. The SNMP agent is 
located on the networking device whereas the SNMP management station is communicated 
with the agent.

Almost all the network infrastructure devices such as routers, switches, etc. contain an SNMP 
agent for managing the system or devices. The SNMP management station sends the requests 
to the agent; after receiving the request the agent sends back the replies. Both requests and 
replies are the configuration variables accessible by the agent software. Requests are also sent 
by SNMP management stations for setting values to some variables. Trap let the management 
station know if anything has happened at the agent's side such as a reboot or interface failure 
or any other abnormal event.
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SNMP contains two passwords that you can use for configuring as well as for accessing the 
SNMP agent from the management station.

The two SNMP passwords are:

• Read community string:

o Configuration of the device or system can be viewed with the help of this password 

o These strings are public

• Read/write community string:

o Configuration on the device can be changed or edited using this password

o These strings are private

When the community strings are left at the default setting, attackers take the opportunity and 
find the loopholes in it. Then, the attacker can uses these default passwords for changing or 
viewing the configuration of the device or system. Attackers enumerate SNMP to extract 
information about network resources such as hosts, routers, devices, shares, etc. and network 
information such as ARP tables, routing tables, device specific information, and traffic statistics.

Commonly used SNMP enumeration tools include SNMPUtil and IP Network Browser.
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W o r k i n g  o f  S N M P

Active Session Information (No. of sessions: 2, 
Comm: Complnfo, IP: 10.10.2.15)

Host Y (SNMP Agent)Host X (SNMP Manager)

If the community string does not 
match w ith the string stored in the 
MIB database, host Y w ill send a 
community string to  a pre configured 
SNMP manager indicating the error

Community String:

IP : 1 0 .1 0 .2 .1 2

Host Z (SNMP M anager)&
Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Community String: 
Comf

Community String: Alarm 
IP: 10.10.2.15

H ost Y (SNM P A gen t)

W o r k i n g  o f  S N M P

M IB
Software version r  ־
hard drive space 

session table

Sends request fo r active session 
(C om m unity String: Complnfo, IP: 10.10.2.15)

Active Session Inform ation (No. o f sessions: 2, 
Comm: Complnfo, IP: 10.10.2.IS )

If the com m unity  string does not 
match w ith  the  string stored in the  
MIB database, host Y w ill send a 
com m unity  string to  a pre-configured I 
S N M j ^ n a n a g e n n d i c a t i n ^ h ^ r r o i ^

Com m unity String: 
Complnfo 

IP: 10.10.2.1

H ost X (SNM P M anage r)

H ost Z (SNM P M anage r) 

FIGURE 4 .9 : SNM P S cree nsho t
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The OID includes the type o f MIB object such as counter, string, or 
address, access level such as not-accessible, accessible-for-notify, 
read-only or read-write, size restrictions, and range information

SNMP uses the MIB's hierarchical namespace containing 
object identifiers (OIDs) to  translate the OID numbers 
into a human-readable display

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

M a n a g e m e n t  I n f o r m a t i o n  

B a s e  ( M I B )

MIB is a virtual database containing
can be managed using SNMP

The MIB database is hierarchical and each managed object in 
a MIB is addressed through object identifiers (OIDs)

Two types o f managed objects exist:
9 Scalar objects that define a single object instance 
e Tabular objects that define multiple related object instances that are 

grouped in MIB tables

M a n a g e m e n t  I n f o r m a t i o n  B a s e  ( M I B )

MIB is a virtual database containing a formal description of all the network objects 
that can be managed using SNMP. MIB is the collection of hierarchically organized information. 
It provides a standard representation of the SNMP agent's information and storage. MIB 
elements are recognized using object identifiers. Object ID is the numeric name given to the 
object and begins with the root of the MIB tree. The object identifier can uniquely identify the 
object present in the MIB hierarchy.

MIB-managed objects include scalar objects that define a single object instance and tabular 
objects that define group of related object instances. The object identifiers include the object's 
type such as counter, string, or address, access level such as read or read/write, size 
restrictions, and range information. MIB is used as a codebook by the SNMP manager for 
converting the OID numbers into a human-readable display.

The contents of the MIB can be accessed and viewed using a web browser either by entering 
the IP address and Lseries.mib or by entering DNS library name and Lseries.mib. For example, 
http://IP.Address/Lseries.mib or http://library_name/Lseries.mib.

Microsoft provides the list of MIBs that are installed with the SNMP Service in the Windows 
resource kit. The major ones are:
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Q DHCP.MIB: Monitors network traffic between DHCP servers and remote hosts 

9 HOSTMIB.MIB: Monitors and manages host resources 

9 LNMIB2.MIB: Contains object types for workstation and server services 

e WINS.MIB: For Windows Internet Name Service
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S N M P  E n u m e r a t i o n  T o o l :  

O p U t i l s
C

Urtrfi•*
E H
ItbKjl

O pU tils  w ith  its in teg ra ted  set o f too ls  helps n e tw o rk  engineers to  m o n ito r, d iagnose , and 
tro u b le s h o o t th e ir  IT resources
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S N M P  E n u m e r a t i o n  T o o l :  O p U t i l s

S o u r c e :  h t t p : / / w w w . m a n a g e e n R i n e . c o m

OpUtils is a collection of tools using which network engineers can monitor, diagnose, and 
troubleshoot their IT resources. You can monitor the availability and other activities of critical 
devices, detect unauthorized network access, and manage IP addresses. It allows you to create 
a custom SNMP tools through which you can monitor MIB nodes.
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http://www.solarwinds.com
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J  IP Network Browser performs network discovery 
on a single subnet or a range of subnets using 
ICMP and SNMP

J  It scans a single IP, IP address range, or subnet 
and displays network devices discovered in real 
time, providing immediate access to detailed 
information about the devices on network
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Source: http://www.solarwinds.com

IP Network Browser from SolarWinds is a network discovery application. It collects information 
via ICMP and SNMP locally or on a remote network. It scans a single IP, IP address range, or 
subnet and displays network devices as they are discovered in real time, providing you with 
immediate access to detailed information about the devices on your network. It is easy for the 
attacker to discover information about the target network after performing scanning of the 
entire subnet. Using IP Network Browser, an attacker can gather information from a poorly 
configured Windows system. The information that can be gathered includes server name, 
operating system version, SNMP contact and location information, list of services and network 
interfaces, list of all user accounts, machine date/time, etc.

For example, on a Cisco router, Solar Winds IP Network Browser will determine the current IOS 
version and release, as well as identify which cards are installed into which slots, the status of 
each port, and ARP tables. When the IP Network Browser discovers a Windows server, it 
returns information including interface status, bandwidth utilization, services running, and even 
details of software that is installed and running.
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S o ftP e r fe c t N e tw o rk  S ca n n e r
h ttp ://w w w . softperfect.com

N s a u d ito r  N e tw o rk  S e c u r ity  

A u d ito r
h ttp ://w w w . nsauditor. com

S N M P  In fo rm a n t
http://www.snmp-informant.com

■— j Z - ,  N e t-S N M P
http://net-snmp.sourceforge.net

S p ic e w o rk s
- h י■ t t D : / / w w w . s o i c e

G e t if
h ttp ://w w w . wtcs. org

O iD V iE W  S N M P  M IB  B ro w s e r
h ttp ://w w w . oidvie w. com

iR e a so n in g  M IB  B ro w s e r
http ://tll.ireasoning.com

SNScan
http://www.mcafee.com

h ttp ://w w w . spiceworks.com
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S N M P  S cann e r
http://www.secure-bytes.com

S N M P  E n u m e r a t i o n  T o o l s

In addition to OpUtils and SolarWind's IP Network Browser, a few more SNMP tools
are listed as follows:

Q Getif available at http://www.wtcs.org

Q OiDViEW SNMP MIB Browser available at http://www.oidview.com 

Q iReasoning MIB Browser available at http://tll.ireasoning.com 

e SNScan available at http://www.mcafee.com 

Q SNMP Scanner available at http://www.secure-bytes.com 

Q SoftPerfect Network Scanner available at http://www.softperfect.com 

e SNMP Informant available at http://www.snmp-informant.com 

e Net-SNMP available at http://net-snmp.sourceforge.net 

9 Nsauditor Network Security Auditor available at http://www.nsauditor.com 

6  Spiceworks available at http://www.spiceworks.com
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□SNMP
Enumeration

NetBIOS
Enumeration

Enumeration
Concepts

SMTP
Enumeration

i sEnumeration 
Pen Testing

Enumeration
Counter-

measures
DNS

Enumeration
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M o d u l e  F l o w

This section describes the UNIX/Linux commands that can be used for enumeration 
and Linux enumeration tools.

Enumeration Concepts 1 y" NTP Enumeration

t_J| NetBios Enumeration SMTP Enumeration

SNMP Enumertion DNS Enumeration

^  Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration _̂ Enumeration Pen Testing ן
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U N I X / L i n u x  E n u m e r a t i o n  

C o m m a n d s

o Enumerates the user and the host

« Enables you to view the user's home directory, login time, idle times, 
office location, and the last time they both received or read mail 
[ r o o t $ ]  f i n g e r  - 1  0 ta rg e t.h a c k m e .c o m

« Helps to enumerate Remote Procedure Call protocol 

e RPC protocol allows applications to communicate over the 
network

[ r o o t ]  r p c in f o  - p  1 9 x .1 6 x .x x x .x x

6 Using rpcclient we can enumerate user names on Linux and 
O S X

[ r o o t  $ ] r p c c l i e n t  $> n e tsh a re e n u m

9 Finds the shared directories on the machine

[ r o o t  $ ] showm ount - e  1 9 x . l6 x .  x x x .x x

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

U N I X / L i n u x  E n u m e r a t i o n  C o m m a n d s

Commands used to enumerate UNIX network resources are as follows: showmount, 
finger, rpcinfo (RPC), and rpcclient.

O  F i n g e r :

T h e  f i n d e rThe finger command is used for enumerating the users on the remote machine. It 
enables you to view the user's home directory, login time, idle times, office location, and the 
last time they both received or read mail.

The syntax for finger is:

finger [-b] [-f] [-h] [-i] [-1] [-m] [-p] [-q] [-s] [־w] [username]

O p t i o n s :

- b  S u p p re s s e s  p r in t i n g  th e  u s e r 's  h o m e  d i r e c t o r y  a n d  s h e l l  in  a  lo n g  f o r m a t  p r in t o u t .

- f  S u p p re s s e s  p r in t in g  th e  h e a d e r  t h a t  is n o r m a l ly  p r in te d  in  a n o n - lo n g  f o r m a t  p r in to u t .______________I

-h  S u p p re s s e s  p r in t in g  o f  th e  .p r o je c t  f i le  in  a lo n g  f o r m a t  p r in to u t .

-I F o rc e s  " id le "  o u tp u t  f o r m a t ,  w h ic h  is s im ila r  t o  s h o r t  f o r m a t  e x c e p t  t h a t  o n ly  th e  lo g in  n a m e ,

te r m in a l ,  lo g in  t im e ,  a n d  id le  t im e  a re  p r in te d .

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il
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­ו F o rc e s  lo n g  o u tp u t  f o r m a t .

­ווו M a tc h e s  a r g u m e n ts  o n ly  o n  th e  u s e r 's  n a m e .

P S u p p re s s e s  p r in t in g  o f  th e  .p la n  f i le  in  a lo n g  f o r m a t  p r in to u t .

-q F o rc e s  q u ic k  o u tp u t  f o r m a t ,  w h ic h  is s im ila r  t o  s h o r t  f o r m a t  e x c e p t  th a t  o n ly  th e  lo g in  n a m e , 

te r m in a l ,  a n d  lo g in  t im e  a re  p r in te d .

-s F o rc e s  s h o r t  o u tp u t  fo r m a t .

- w S u p p re s s e s  p r in t in g  th e  fu l l  n a m e  in  a s h o r t  f o r m a t  p r in to u t .

For example, if the command root$] finger-1  (®target.hackme.com is executed, then you can 
get the list of users on the target host.

I f S  r p c i n f o  ( R P C )
^ 1

rpcinfo (RPC) helps you to enumerate Remote Procedure Call protocol. This in turn 
allows the applications to communicate over the network.

The syntax for rpcinfo follows:

r p c i n f o [ -m  | - s  ] [ h o s t ]

r p c i n f o ־ P [ h o s t  ]

r p c i n f o - T t r a n s p o r t  h o s t p ro g n u m  [ v e rs n u m  ]

r p c i n f o - 1 [ - T  t r a n s p o r t ] h o s t  p ro g n u m  v e rs n u m

r p c i n f o [ ־ n  p o r tn u m  ] - u h o s t  p ro g n u m  [ v e rs n u m ]

r p c i n f o [ ־ n  p o r tn u m  ] - t h o s t  p ro g n u m  [ v e rs n u m ]

r p c i n f o - a s e r v  a d d r e s s ? t r a n s p o r t  p ro g n u m  [ v e rs n u m

r p c i n f o - b [ - T  t r a n s p o r t ] p ro g n u m  v e rs n u m

r p c i n f o - d [ - T  t r a n s p o r t ] p ro g n u m  v e rs n u m

O p t i o n s :

- m D is p la y s  a  ta b le  o f  s t a t is t ic s  o f  r p c b in d  o p e r a t io n s  0 1 1  t h e  g iv e n  h o s t .  T h e  t a b le  s h o w s  

s ta t is t ic s  f o r  e a c h  v e r s io n  o f  r p c b in d  ( v e r s io n s  2 , 3  a n d  4 ) ,  g iv in g  t h e  n u m b e r  o f  t im e s  e a c h  

p r o c e d u r e  w a s  r e q u e s te d  a n d  s u c c e s s fu l ly  s e r v ic e d ,  th e  n u m b e r  a n d  t y p e  o f  r e m o te  c a l l  

r e q u e s t s  t h a t  w e r e  m a d e ,  a n d  i n f o r m a t io n  a b o u t  R P C  a d d re s s  lo o k u p s  t h a t  w e r e  h a n d le d .  

T h is  is  u s e fu l  f o r  m o n i t o r in g  R PC a c t iv i t ie s  0 1 1  t h e  h o s t .

-s D is p la y s  a c o n c is e  l is t  o f  a ll re g is te re d  RPC p ro g ra m s  o n  h o s t.  I f  h o s t is n o t  s p e c if ie d ,  i t  d e fa u lts  

t o  th e  lo c a l h o s t.

-P P ro b e s  rp c b in d  o n  h o s t  u s in g  v e rs io n  2 o f  th e  rp c b in d  p r o to c o l,  a n d  d is p la y  a l is t  o f  a ll 

re g is te re d  RPC p ro g ra m s .  I f  h o s t is n o t  s p e c if ie d ,  i t  d e fa u lts  t o  th e  lo c a l h o s t.  N o te  t h a t  v e rs io n  

2 o f  th e  rp c b in d  p r o to c o l  w a s  p r e v io u s ly  k n o w n  as th e  p o r tm a p p e r  p r o to c o l.

- t M a k e s  a RPC c a ll t o  p r o c e d u re  0  o f  p r o g n u m  o n  th e  s p e c if ie d  h o s t  u s in g  TCP, a n d  r e p o r t  

w h e t h e r  o r  n o t  a re s p o n s e  w a s  re c e iv e d . T h is  o p t io n  is m a d e  o b s o le te  b y  th e  -T  o p t io n  as 

s h o w n  in  th e  t h i r d  s y n o p s is .
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E n u m e r a t i o n

D ־1 is p la y s  a  l i s t  o f  e n t r ie s  w i t h  a  g iv e n  p r o g n u m  a n d  v e r s n u m  0 1 1  t h e  s p e c if ie d  h o s t .  E n t r ie s

a r e  r e t u r n e d  f o r  a l l  t r a n s p o r t s  in  t h e  s a m e  p r o t o c o l  f a m i ly  as  t h a t  u s e d  t o  c o n ta c t  th e

r e m o te  r p c b in d .

-b M a k e s  a RPC b ro a d c a s t  to  p r o c e d u re  0  o f  th e  s p e c if ie d  p r o g n u m  a n d  v e rs n u m  a n d  r e p o r t  a ll 

h o s ts  t h a t  re s p o n d .  I f  t r a n s p o r t  is s p e c if ie d ,  i t  b ro a d c a s ts  its  re q u e s t  o n ly  o n  th e  s p e c if ie d  

t r a n s p o r t .  I f  b ro a d c a s t in g  is n o t  s u p p o r te d  b y  a n y  t r a n s p o r t ,  an  e r r o r  m e s s a g e  is p r in te d .  U se 

o f  b ro a d c a s t in g  s h o u ld  b e  l im i te d  b e c a u s e  o f  th e  p o te n t ia l  f o r  a d v e rs e  e f f e c t  o n  o th e r  s y s te m s .

-d D e le te s  r e g is t r a t io n  f o r  th e  RPC s e rv ic e  o f  th e  s p e c if ie d  p r o g n u m  a n d  v e rs n u m . I f  t r a n s p o r t  is 

s p e c if ie d ,  u n re g is te r  th e  s e rv ic e  o n  o n ly  th a t  t r a n s p o r t ;  o th e rw is e ,  u n re g is te r  th e  s e rv ic e  o n  a ll 

th e  t r a n s p o r ts  o n  w h ic h  i t  w a s  re g is te re d .  O n ly  th e  o w n e r  o f  a s e rv ic e  c a n  d e le te  a re g is t r a t io n ,  

e x c e p t  th e  s u p e ru s e r ,  w h o  ca n  d e le te  a n y  s e rv ic e .

-u M a k e s  an  RPC c a ll t o  p r o c e d u re  0  o f  p r o g n u m  o n  th e  s p e c if ie d  h o s t  u s in g  U D P , a n d  r e p o r t  

w h e t h e r  o r  n o t  a re s p o n s e  w a s  re c e iv e d . T h is  o p t io n  is m a d e  o b s o le te  b y  th e  -T  o p t io n  as 

s h o w n  in  th e  t h i r d  s y n o p s is .

-a  s e rv _ a d d re s s U ses s e rv _ a d d re s s  as th e  (u n iv e rs a l)  a d d re s s  f o r  th e  s e rv ic e  o n  t r a n s p o r t  t o  p in g  p r o c e d u re  0  

o f  th e  s p e c if ie d  p r o g n u m  a n d  r e p o r t  w h e th e r  o r  n o t  a re s p o n s e  w a s  re c e iv e d . T h e  -T  o p t io n  is 

r e q u ire d  w i t h  th e  -a  o p t io n .

I f  v e r s n u m  is n o t  s p e c if ie d ,  r p c in fo  t r ie s  t o  p in g  a ll a v a ila b le  v e rs io n  n u m b e rs  f o r  t h a t  p ro g ra m  

n u m b e r .  T h is  o p t io n  a v o id s  c a lls  t o  r e m o te  rp c b in d  t o  f in d  th e  a d d re s s  o f  th e  s e rv ic e . T h e  

s e rv _ a d d re s s  is s p e c if ie d  in  u n iv e rs a l a d d re s s  f o r m a t  o f  th e  g iv e n  t r a n s p o r t .

-n  p o r tn u m U ses p o r tn u m  as th e  p o r t  n u m b e r  f o r  th e  - t  a n d  -u  o p t io n s  in s te a d  o f  th e  p o r t  n u m b e r  g iv e n  b y  

rp c b in d .  U se  o f  th is  o p t io n  a v o id s  a c a ll t o  th e  r e m o te  rp c b in d  t o  f in d  o u t  th e  a d d re s s  o f  th e  

s e rv ic e . T h is  o p t io n  is m a d e  o b s o le te  b y  th e  -a  o p t io n .

-T  t r a n s p o r t S p e c if ie s  th e  t r a n s p o r t  o n  w h ic h  th e  s e rv ic e  is r e q u ire d .  I f  th is  o p t io n  is n o t  s p e c if ie d ,  r p c in fo  

u se s  th e  t r a n s p o r t  s p e c if ie d  in  th e  N E TP ATH  e n v ir o n m e n t  v a r ia b le ,  o r  i f  t h a t  is u n s e t  o r  N U LL, 

th e  t r a n s p o r t  in  th e  n e tc o n f ig  d a ta b a s e  is u se d . T h is  is a g e n e r ic  o p t io n ,  a n d  c a n  b e  u s e d  in 

c o n ju n c t io n  w i th  o th e r  o p t io n s  as s h o w n  in  th e  SYNOPSIS.

H o s t S p e c if ie s  h o s t  o f  rp c  in fo r m a t io n  re q u ire d .

For example, if the command [root] rpcinfo -p  19x.16x.xxx.xx is executed, then you can get the 
rpc information of the host you are currently connected to.

r p c c l i e n t

rpcclient is used to enumerate usernames on Linux and OS X.

The syntax for rpcclient follows:

rpcclient [-A authfile] [-c ccommand string>] [-d debuglevel] [-h] [-1 logdir] [-N] [-s <smb config 
file>] [-U username[%password]] [-W workgroup] [-1 destinationIP] {server}

O p t i o n s :

■c E x e c u te  s e m ic o lo n - s e p a r a te d  c o m m a n d s .
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- I IP  a d d re s s  is  th e  a d d re s s  o f  th e  s e r v e r  t o  c o n n e c t  to .  I t  s h o u ld  b e  s p e c if ie d  in  

s ta n d a r d  "a .b .c .d "  n o ta t io n .

Z ' - p T h is  n u m b e r  is  th e  T C P  p o r t  n u m b e r  u s e d  w h e n  m a k in g  c o n n e c t io n s  t o  th e  

s e r v e r .  T h e  s ta n d a r d  T C P  p o r t  n u m b e r  f o r  a n  S M B /C IF S  s e r v e r  is  1 3 9 , w h ic h  

is  t h e  d e fa u l t .

-d d e b u g le v e l is an  in te g e r  f r o m  0  t o  10 . T h e  d e fa u l t  v a lu e  i f  th is  p a r a m e te r  is n o t  

s p e c if ie d  is 0 .

-V P r in ts  th e  p ro g ra m  v e rs io n  n u m b e r .

-s T h e  f i le  s p e c if ie d  c o n ta in s  th e  c o n f ig u r a t io n  d e ta i ls  r e q u ire d  b y  th e  s e rv e r .

-1 B ase d i r e c to r y  n a m e  f o r  lo g /d e b u g  f i le s .  T h e  e x te n s io n  " .p r o g n a m e "  w i l l  be  

a p p e n d e d  (e .g . lo g .s m b d ie n t ,  lo g .s m b d , e tc . . . ) .  T h e  lo g  f i le  is n e v e r  re m o v e d  b y  

th e  c l ie n t .

-N I f  s p e c if ie d ,  th is  p a r a m e te r  s u p p re s s e s  th e  n o rm a l p a s s w o rd  p r o m p t  f r o m  th e  

c l ie n t  t o  th e  u s e r. T h is  is u s e fu l w h e n  a c c e s s in g  a s e rv ic e  th a t  d o e s  n o t  r e q u ire  a 

p a s s w o rd .

-A T h is  o p t io n  a l lo w s  y o u  to  s p e c ify  a f i le  f r o m  w h ic h  to  re a d  th e  u s e rn a m e  a n d  

p a s s w o rd  u s e d  in  th e  c o n n e c t io n .

-U S e ts  th e  S M B  u s e r n a m e  o r  u s e r  n a m e  a n d  p a s s w o rd .

-W S e t th e  S M B  d o m a in  o f  th e  use  rn a m e .

-h P r in t  a s u m m a ry  o f  c o m m a n d - l in e  o p t io n s .

For example, if the command root $] rpcclient $> netshareenum is executed, then it displays all 
the user names.

s h o w m o u n t

showmount identifies and lists the shared directories available on a system. The clients that are 
remotely mounted on a file system from a host are listed by showmount. mountd is an RPC 
server that replies to the NFS access information and file system mount requests. The mountd 
server on the host maintains the obtained information. The file /etc/rmtab saves the 
information from crashing. The default value for the host is the value returned by hostname 

(1).

The syntax for the mountd:/ u s r / l i b / n f s / m o u n t d  [ - v ]  [ - r ]

The syntax for Showmount: / u s r / s b in / s h o w m o u n t  [ - a d e ]  [h o s tn a m e ]
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O p t i o n s :

- a  P r i n t  a l l  r e m o t e  m o u n t s  i n  t h e  f o r m a t .

- d  List directories that have been remotely mounted by clients.

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e r

E n u m e r a t i o n

- e  Print the list of shared file systems.

For example, if the command [root $] showmount -e  19x.l6x. xxx.xx is executed, then it 
displays the list of all shared directories that are mounted by a host.
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E n u m e r a t i o n

L i n u x  E n u m e r a t i o n  T o o l :  

E n u m 4 1 i n u x

sh-3.2S enum41inux.pl •r 192.168.2.55
Starting enum41inux vO.8.2 ( http://labs.portcullis.co.uk/applic11tion/enura41inux/ ) on Wed Apr 2 14:14:35 20(
---  Target information -----
Target ........ 192.168.2.55
RID Range .....  500-550.1000-1050
Uscmane ...... י* 
Password...... י* 
Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none
  Enumerating Workgroup/Domain on 192.168.2.55 
Got domain/workgroup name: WORKGROUP [־*־]
---  Getting domain SID for 192.168.2.55 ---
Donain Name: WORKGROUP 
Donain Sid: S-0-0
[+] Host is part of a workgroup (not a domain)
  Session Check on 192.168.2.55  
יי password ,יי Server 192.168.2.55 allows sessions using username [►־]
  Users on 192.168.2.55 via RID cycling (RIDS: 500-550,1000-1050)  
[I] Assuming that user "administrator" exists
[♦j Got SID: S - l - 5 - 2 1 7 2 5 3 4 5 5 4 3 ־1801674531־1482476501־  using username ", password 
S-l-5-21-1801674531-1482476501-725345543-500 W2KSQL\Administrator (Local User) 
S-1-S-21-1801674531-1482476501-72534S543-501 W2KSQL\Guest (Local User)
S-l1482476501-725345543-513 ־5־21־1801674531־  W2KSQL\N0ne (Domain Group) 
S-l-5-211801674531-1482476501-725345543-1000־ W2KSQL\TsInternetUser (Local User) 
S-l-5-21-1801674531-1482476501-725345543-1001 W2KSQL\IUSR_P0RTCULLIS (Local User) 
S-1-5-21-1801674531-1482476501-725345543-1002 W2KSQL\IWAM_P0RTCULLIS (Local User) 
S-1-5-21-1801674531-1482476501-725345543-1004 W2KSQL\mark (Local User)
S-l-5-21-1801674531-1482476501-725345543-1005 W2KSQL\blah (Local User)
S-l-5-21-1801674531-1482476501-725345543-1006 W2KSQL\basic (Local User)
onun4־llnux complete on Wed Apr 2 14:14:40 2008

http ://labs, portcullis, co. uk
Copyright C by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

L i n u x  E n u m e r a t i o n  T o o l :  E n u m 4 1 i n u x

Source: http://labs.portcullis.co.ukI
Enum4linux is a tool that allows you to enumerate information from samba, as well as 
Windows systems.

Features:

0 RID Cycling (When RestrictAnonymous is set to 1 on Windows 2000)

0 User Listing (When RestrictAnonymous is set to 0 on Windows 2000)

0 Listing of Group Membership Information

0 Share Enumeration

0 Detecting if host is in a Workgroup or a Domain

0 Identifying the remote Operating System

0 Password Policy Retrieval (using polenum)
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uk/application/enum41inux/ ) on Ned Apr 2 14:14:35 2(X

bin. nonekrbtgt, domain admins, root,

' ' .  password * 

SSO;1000-1050)

 sh-3.2J eriuMIinux:pr •r :192.1658.2.5י5 ־ :
Starting enum41inux v0.8.;2 ( http://labs.portcu llls.co

------Target information .--------
 192.168.2.SS............................................................................Target 

500-550.1000-1050 ..............; RID Range
Usernaae J............................................................................ יי

׳............:.............................. ; . ׳ . ׳ . ; . ׳ . ׳ . ׳ . m׳ w o M
Known Usernames . .  administrator, guest

------ Enumerating Workgrciup/Domain on 192.168.2.55
(♦] Got domain/workgroup name: WORKGROUP

------ Getting domain SID ■tor 192.168.2. $ S --------
Detain׳ Name: WORKGROUP ;
Domain Sid: S-0-0
[+] Host is  part of a workgroup (not a domain)

......... Session Check on 1S2.168.2.5S — —
[♦] Server 192.168.2.SS allows sessions using username

Users on 192:168.2.;S5־ v ia r  RID cycling  (RIDS: SO0- 
[X] Assuming that user "administrator" exists 
[♦] Cot SID: S-l-5-21-1801674531-14824765O1-725345543 vising username f ׳ , password 
S-1-S-21-I801674S31-1482476SO1-72534S543-S00 W2KSQL\Adrtinistrator (Lotal User) 
S-1-S-21-1801674531-1482476501-72534S543-501 W2KSQL\Guest (Local User) 
S-l-S-21-i801674S31-1482476S01-72S34SS43-513 W2KSQL\None (Domain Group) 
S-1-5-21-I801674531-1482476S01-725345543-1000 W2KSQL\TsInternetUser (local User) 
S-l-5-21'l801674531־j 14824765<Jl-72S345543j 1001 #2KSQL\IUSR_PORTCULLIS (Local User) 
S - l-5-21-1801674531-1482476501-725345543-1002 W2KSQL\IWAM_PORTCULLIS (Local User) 
S-1-S-21-1801674S31-1482476S01-725345543-1004 W2KSQL\mark (Local User) 
S-1-5-21-1801674S31-1482476501-72S34S543-100S W2KSQL\blah (Local User) 
S-1-5-21-1801674S31-1482476501-725345543-1006 W2KSQL\basic (Local User)

enum-JlinuX complete on W<d Apr 2 14:14'40 2008

FIGURE 4 .1 1 : E n u m 4 lin u x  T o o l S cree nsho t
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To enable communication and manage data transfer between network resources, 
various protocols are employed. All these protocols carry valuable information about 

network resources along with the data to be transferred. If any external user is able to 
enumerate that information by manipulating the protocols, then he or she can break into the 
network and may misuse the network resources. LDAP is one such protocol intended to access 
the directory listings.

Enumeration Concepts ! — NTP Enumeration

!t_5  NetBios Enumeration SMTP Enumeration

SNMP Enumertion DNS Enumeration

% ״ג  Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration
I fF  v

Enumeration Pen Testing

This section focuses on LDAP enumeration and LDAP enumeration tools
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Lightweight Directory Access Protocol (LDAP) is an Internet protocol for 
accessing distributed directory services

t t  Directory services may provide any organized set o f records, often in a
hierarchical and logical structure, such as a corporate email directory ־*-־*-

A client starts an LDAP session by connecting to a Directory System Agent (DSA) 
on TCP port 389 and sends an operation request to the DSA

Information is transm itted between the client and the server 
using Basic Encoding Rules (BER)

Attacker queries LDAP service to gather information such as valid user names, 
addresses, departm ental details, etc. that can be further used to  perform attacks

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.
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The Lightweight Directory Access Protocol (LDAP) is used to access directory listings 
within an Active Directory or from other directory services. A directory is compiled in 
hierarchical or logical form, slightly like the levels of management and employees in a company. 
It is suitable to attach with the Domain Name System (DNS) to allow quick lookups and fast 
resolution of queries. It usually runs on the port 389 and other similar protocols. You can 
anonymously query the LDAP service. The query will disclose sensitive information such as user 
names, addresses, departmental details, server names, etc., which can be used by the attacker 
for launching the attack.
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L D A P  A d m i n i s t r a t o r cUrlAH 1
E H
ItbKJl HMkM

L D A P  Adrn»'nistrator
h f  (P ' '  '1

HTML View
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Source: http://www.ldapadministrator.com

Softerra LDAP Administrator is a LDAP administration tool that allows you to work with LDAP 
servers such as Active Directory, Novell Directory Services, Netscape/iPlanet, etc. It generates 
customizable directory reports with information necessary for effective monitoring and audit.

Features:

• It provides directory search facilities, bulk update operations, group membership 
management facilities, etc.

It supports LDAP-SQL, which allows you to manage LDAP entries using SQL-like syntax
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CN= Franko Barucci.OU = HR Departm ent.DC=exam ple,DC = com  - Softerra LDAP Adm in istra to r 2011.1

£11* £drt ¥'*w Fjvontes Sf£»er Entry Schema Refiorts !ools W indow Hf  lP

" 2 ■» I Ef - J \M I 3) K? ; i -J ' "JJ ' i iff.'3 ־'* X dtf X -u4 - »׳J  s i -JM *

* 3 3 1  5 8 7  2 6 8  4 5

- 3 3 1  5 8 7  2 6 8  4 8

Franko Barucci

U F.Barucci(j>Example.com 

Planning Manager 

Paris

Organization | Telephones Address Account

Franko 

Barucci

Franko Barucci 

Planning Manager 

Paris

Telephone Number +331 587 268 45

I

Scope Pane •w 9

3  S i  OU -HR Department
I E  2  CN -  Aaron Dorben
| S) £  CN-Alexander Lemming
I IS £  CN •Alexander McDoughal
I E  £  CN-Andrew Anderson
: S  £  CN-Andrew W fe
! f i  £  CN ־ Andrew Wfcon

| E  £  CN=Ann Doe
E  £  CN«Anny Hobbs 

! $  £  CN-Aron Piersol
j $  £  CN ־ Aurora Namula
j f t  £  CN ־ Clarence Bulwmkel

E  £ ?  CN־ C0ns1dting Department 
B  £  CN ־ David Morris 
f t  £  CN=Oavid Smith 
f t  £  CN ־ David Watson 
f t  £  CN־ O e m s Martin 
f t  £  C N -Szabeth Johnson 

: (S £5 CN=EMEA Group

f t  £  CN ־ Cordon Summer 
f t  £  CN ־ Gregory Murrey 
f t  £  CN ־ Henry Richards 
E  £  CN-HR Managers 

CN-IT Department 
f t  £  CN ־ James Garfield 
a  £  CN*Jason Guard 
E  £  CN -lee  dark

2011.1 exam ples [example.com:389] - Softerra LD AP  Adm in is tra to r .ך;:

Entry Schema Refiorts Iools W indow tjelp

^ x  | ג-   I J  ±\ a )  K ? ־  ;  ̂ O k

Name Value Type Size

13 CN Configuration Entry unknown
L3CN Schema Entry unknown
5JDC DomatnDnsZones Entry unknown

3 DC ׳ example Entry unknown

£3 DC ForestDnsZones Entry unknown
S  currentTme 20110620130837.0Z Attribute 17
l*J dsServiceName CN-NTDS Settings,CN *SERVER 1,CN... Attnbute 109
S  defaultNamingContext DC ־ example,DC ־ com Attribute 17
&J schemaNamingContext CN ■Schema,CN •Configuration,DC*... Attribute 44
S  configurabonNamingContext CN Configuration,DC =example,DC=... Attribute 34

example ,DC ■com־ J rootDomainNamingContext DC& Attribute 17

S  supportedLDAPPobaes MaxPoolThreads Attnbute 14
E  supportedLDAPPolioes MaxDatagramRecv Attribute 15
(=J supportedLDAPPobaes MaxReceiveBuffer Attnbute 16
S  supportedLDAPPobaes InitRecvTimeout Attribute 15
(=J supportedLDAPPobaes MaxConnections Attribute 14

® supportedLDAPPobaes MaxConnldleTime Attribute 15
C=J supportedLDAPPobaes MaxPageSize Attribute 11
(=] supportedLDAPPobaes MaxQueryDurabon Attribute 16
C*J supportedLDAPPobaes MaxTempTableSize Attribute 16

(=J supportedLDAPPobaes MaxResultSetSize Attnbute 16
H  supportedLDAPPobaes MaxNobficabonPerConn Attribute 22
(=J supportedLDAPPobaes MaxValRange Attnbute 11
® highestCommittedUSN 28907 Attribute 5
(*J dnsHostName server 1. example. com Attnbute ___________19

dH List View x HTML View [ד[] 

I - *■ * ־‘־ J ; !  j t l e w -  3

Scope Pane ▼ ?  x

Softerra LDAP Admr»trator 
ajJ Internet Pubk Servers 
$ 0  Adressen der Bundesverwaltu ־־
f f l - y  Came^e Melon University 
₪ Colorado State University 
♦ J  Debian
® 0  Deutsche Telekom AG 
ffl 0  D־TrustCAs

New York University 
±  0  Trust Center 
£ h 0  University of MKhigan 
f t ״ g  VeriSign 

Local Servers 
E  ufj Mcrosoft Exchange Servers 
-j 0  ̂Testing Servers 

i .־. j
® £ 3  CN=Config1ration ״
& S־ 3  CN ־ Schema 
f t  § 3  DC=DomainDnsZones 

j ft־SJ DC ־ example
f t  1 3  DC־ ForestDnsZones 

f t -  0  rainbow 
f t -  Q  umbrella 

E  0  AD 
i - 0  CA Directory 
4  9  Planet

B  Output C  Basket 

S subnodes

FIGURE 4 .1 2 : S o fte rra  LDAP A d m in is tra to r  to o l S cree nsho t
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A c tiv e  D ire c to ry  E x p lo re r
h ttp : / / t e c h n e t .m ic ro s o f t . c o m

( LDAP A d m in is t r a t io n  Tool
h ttp : / / s o u rc e fo r g e .n e t

LDAP S earch
h ttp : / / s e c u r it y x p lo d e d .c o m

A c tiv e  D ire c to ry  D o m a in  

n - S e rv ices  M a n a g e m e n t Pack
h t tp : / / w w w .m ic ro s o f t . c o m

LDAP B ro w s e r /E d ito r
h t tp : / / w w w .n o v e ll . c o m©

J X p lo re r
h t tp : / / w w w . jx p lo r e r .o rg

LDAP A d m in  Tool
h t t p : / / w w w . Id a p so ft . c o m

LDAP A c c o u n t M a n a g e r
h ttp : / / w w w . ld a p - a c c o u n t -m a n a g e r .o r g

f i  ^  L E X -T h e  LDAP E x p lo re r
m  h t tp : / / w w w . ld a p e x p lo re r .c o m

LDAP A d m in
h t tp : / / w w w . ld a p a d m in .o r g
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There are many LDAP enumeration tools that can be used to access the directory
listings within Active Directory or from other directory services. Using these tools attackers can 
enumerate information such as valid user names, addresses, departmental details, etc. from 
different LDAP servers.

A few LDAP enumeration tools are listed as follows:

Q JXplorer available at http://www.ixplorer.org 

Q LDAP Admin Tool available at http://www.ldapsoft.com

Q LDAP Account Manager available at http://www.ldap-account-manager.org

Q LEX - The LDAP Explorer available at http://www.ldapexplorer.com

e LDAP Admin available at http://www.ldapadmin.org

e Active Directory Explorer available at http://technet.microsoft.com 

e LDAP Administration Tool available at http://sourceforge.net 

9 LDAP Search available at http://securitvxploded.com 

t? Active Directory Domain Services Management Pack available at 
http://www.microsoft.com 

9 LDAP Browser/Editor available at http://www.novell.com
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Often, the NTP server is overlooked in terms of security. But, if queried properly, it can 
also provide a lot of valuable network information to the attackers. Therefore, it is 

necessary to test what information an attacker can enumerate about your network through 
NTP enumeration.

Enumeration Concepts ĵ£r̂ NTP Enumeration ׳־

t_5 NetBios Enumeration ^ SMTP Enumeration

SNMP Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration
If*- >

Enumeration Pen Testing

This section describes what is NTP, what information can be extracted through NTP 
enumeration, and NTP enumeration commands
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It uses as

its  p r im a ry  m e ans  o f 

c o m m u n ic a tio n

N e tw o rk  T im e  P ro to co l (NTP) 

is de s ig n e d  to  sy n c h ro n iz e  

c locks  o f  n e tw o rk e d  

c o m p u te rs

NTP can m a in ta in  t im e  to  

w ith in  10 m illis e c o n d s  

(1 /1 0 0  s e c o n d s )o v e r th e  

p u b lic  In te rn e t

a

It can a ch ie ve  accu rac ies  o f  

o r  b e tte r

in loca l area  n e tw o rk s  u n d e r 

idea l c o n d it io n s

g g i
R ip

y

Attacker queries NTP server to gather valuable information such as: 
S List of hosts connected to NTP server

S Clients IP addresses in a network, their system names and OSs 

» Internal IPs can also be obtained if NTP server is in the DMZ

Cbpyright © by IC-Ccuncil. All Rights JteServfci Reproduction is Strictly Prohibited.
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Before beginning with NTP enumeration, let's first discuss what NTP is. NTP is a 
network protocol designed to synchronize clocks of networked computer systems. NTP is 
important when using Directory Services. It uses UDP port 123 as its primary means for 
communication. NTP can maintain time to within 10 milliseconds (1/100 seconds) over the 
public Internet. It can achieve accuracies of 200 microseconds or better in local area networks 
under ideal conditions.

Through NTP enumeration, you can gather information such as lists of hosts connected to NTP 
server, IP addresses, system names, and OSs running on the client systems in a network. All this 
information can be enumerated by querying the NTP server. If the NTP server is in the DMZ, 
then it can also be possible to obtain internal IPs.
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CertrfWd Itfctul *MU.

t ln e r ita ts
trap!

W T M trU t
untrastedkey
versto*

* ׳ v jin t l i t t n t

keytype
r**A»y( 

looplnfo r«qv*1 tk«y
*״*" U t * es«t־׳ 
m l l i t  r n l l t t
passed r e s tr ic t
peers shMpter
preset systnfo
p tts ts  t y t U i t t

25 4 4 
28 4 4 
27 4 4
26 4 4

6  •  <4 0 • -vlrt jal-marhint • יז 
•  •vlrtMl*1wcMM:־S ntpdc 

ntpdc* / 
ntpdc connands:
j»ridp**1*r control key fudge
aridr#fcloefc c tW ta ts  help
addiorvor debug host
add ז rap delay hostnwe!
outhlnfo deW cstrlc t Ifrc leod
broadcast Olsa&le I fs ta ts
elkbug dnpeers le s ta ts
c lockstat enable keralnfo
c lrtra p  e x it  keyld
ntpdc* non lis t
renote address port lo ca l *44

curoplun.canonical.con 123 J9J.1C8
125.02.193.121 123 ]92.168.
120 83-46-10.snat21.tm 123 192.168.
se0«e0t-119-226.slfy.n 123 192.168.
rts3.nel -  .con 123 192.168.
ntpdc* |

ntpde: m onlist query

m -v lrtua l-nach lne:־$ ntpq 
1tpq> .׳
itpq connands:

:learvar• keyld pessocletlons seve<onflg
:lockllst keytype passwd showers

.o n flg -fro n - r ile  lopeeis p o ll version
:ooked ipasioclatlons pstatus w r ite lts t
:v Ipeers q u it • r lte v a r
lebug n re ad lls t raw _
»tpq> rea d lls t ■
1ssocld»6 status>061S leap none. sync_ntp. 1 event, clock.tync. 
) ?erslon-'ntpd 4 ? ftptgi J7QA-0 Tue lun «. ?•:17:11 UTC ?01׳ 1 ) * .  
irocettor- 1696', syctem-*llnux/3.2.• 23 generic-pae*, leap-♦•, 
itratwn-3, precision• 22, rootdelay-141.734, rootdlsp-1• ! .•34, 
er1d-120.0e.46.10,
eftlne«d3el9d3d.elOcM7B r r l ,  Aug 24 2012 11:37:09.M 0,
;locked3el9e4r.a<3412CC r r l ,  Aug 24 2012 12:91:43.072, peer•30433, tc*o, 
<lntc»i, orrset«04.02s, rrequency«eo.»0B, sys jitter■ ?*.179,
:Ik ) lt te r-8 3 .6 7 2 , e lk  wander-9.200

n t p t r a c e
& Traces a chain o f NTP servers back to  the 

prim ary source
5  n t p t r a c e  [ - v d n  ] [  - r  r e t r i e s  ] [ -

t  t im e o u t  ] [ s e r v e r  ]

n tp d c
© M onitors operation o f the NTP daemon, ntpd
6  / u s r / b i n / n t p d c  t ־ n ]  [ - v ]  h o s t l  I 

I P a d d r e s s l . . .

n tp q
9 M onitors NTP daemon ntpd operations and 

determ ines performance
e  n t p q  [ - i n p ]  [ - c  command] [ h o s t ]

[ •  • ■I

ntpq: readlist query

Copyright O by iG-Gtuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

ntptrace

N T P  E n u m e r a t i o n  C o m m a n d sEB
NTP enumeration can be performed using the NTP suite command-line tool. NTP 

Suite is used for querying the NTP server to get desired information from the NTP. This 
command-line tool includes the following commands:

Q n t p t r a c e  

© n tp d c  

© n t p q

These commands will help you extract the data from the NTP protocol used in the target 
network.

ntptrace:

This command helps you determine from where the NTP server updates its time and traces the 
chain of NTP servers from a given host back to the prime source.

S y n ta x :  n t p t r a c e  [ - v d n ]  [ - r  r e t r i e s  ] [ - t  t im e o u t ]  [ s e r v e r n a m e / IP _ a d d r e s s ]

Example:

# n t p t r a c e

l o c a l h o s t :  s t r a t u m  4 ,  o f f s e t  0 .0 0 1 9 5 2 9 ,  s y n c h  d i s t a n c e  0 .1 4 3 2 3 5

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C - C 0 IM C i l

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 9 1



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

1 9 2 . 1 6 8 . 0 . 1 :  s t r a t u m  2 ,  o f f s e t  0 .0 1 1 4 2 7 3 ,  s y n c h  d i s t a n c e  0 .1 1 5 5 5 4  

1 9 2 . 1 6 8 . 1 . 1 :  s t r a t u m  1 ,  o f f s e t  0 .0 0 1 7 6 9 8 ,  s y n c h  d i s t a n c e  0 .0 1 1 1 9 3

© * - :virtual-machine-» ►»•• ־־׳י

•  - v l r t u a l machlne:~$ n־ tp tra ce  
lo c a lh o s t :  stratum  3, o f f s e t  -0.057878, synch d ista n ce  0.095064 
120.88 .46 .10: t ln e d  o u t, nothing rece ived  
***Request timed out 

- m - -v irtu a l-m a c h in e :-$  |

FIGURE 4 .1 3 : NTP E n u m e ra tio n  T o o l S cree nsho t

ntpdc:

This command will help you to query the n t p d  daemon about its current state and to request 
changes in that state.

S y n ta x :  n tp d c  [ - i l n p s ]  [ - c  com m and] [ h o s tn a m e / !P _ a d d r e s s ]

e u ro p ium .can o n ica l.co n  123 192.168.18.134 28 4 4 Ida 67 44
125.62.193.121 123 192.168.18.134 26 4 4 ld0  72 54
126 -8 8 -46 -1 6 .snat21.hn  123 192.168.18.134 28 4 4 ldO 67 54
se gm e n t-1 1 9 -2 2 6 .s lfy .n  123 192.168.18.134 27 4 4 lde 76 56
ns3.ne1 ־*•■•.com 123 192.168.18.134 26 4 4 ldO 72 60
ntpdc> |

FIGURE 4 .1 4 : NTP E n u m e ra tio n  T o o l S cree nsho t

ntpq:

This command will help you to monitor NTP daemon n t p d  operations and determine 
performance.

n t p q  [ - i n p ]  [ - c  com m and] [ h o s t / ! P _ a d d r e s s ]

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C O U IlC il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 9 2



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

E n u m e r a t i o n

Example:
n tp q >  v e r s i o n

n t p q  4 . 2 . 0 a @ l. 1 1 9 6 - r  Mon M ay 07 1 4 :1 4 : 1 4  EDT 2 0 0 6  (1 ) 

n tp q >  h o s t

c u r r e n t  h o s t  i s  1 9 2 . 1 6 8 . 0 . 1

al-machlne: -
c h in e :-$  ntpq

e la y  mrea
x i t  n r l
e lp  n rv
o s t n tpv
ostnanes opee
e y td  pass
eytype  pass
a s s o c ia tio n s  peer 
opeers p o l l
p a s s o c ia tio n s  psta  
peers q u i t
r e a d l is t  raw

i
615 leap_none, sync_ 
6 p 3 $ l.2296-0 Tue Jun 
system־ " L in u x /3 .2 .0 -  
o n 2 2 - ־ , roo tde lay=16

1608878 F r i ,  Aug 24 
4 12cc F r i ,  Aug 24 2 
.626, f re q u e n c y 8 6 .8 ־  
e lk  wander=9.206

FIGURE 4 .1 5 : NTP E n u m e ra tio n  S cree nsho t

E t h i c a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C O U IlC il

A l l  R ig h t s  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 4  P a g e  4 9 3
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Enumeration 
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Enumeration
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M o d u l e  F l o w

So far, we discussed what enumeration is and enumeration techniques to extract 
information related to network resources. Now it's time to discuss an enumeration 

technique that can extract information related to valid users on SMTP server, i.e., SMTP 
enumeration

Enumeration Concepts i NTP Enumeration

t_5  NetBios Enumeration SMTP Enumeration

SNM P Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration
[pe־ V

Enumeration Pen Testing

This section will familiarize you with how to get a list of valid users on the SMTP server and the 
tools that can test the process of sending email through the SMTP server

Ethical Hacking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
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C E HS M T P  E n u m e r a t i o n

S M T P  E n u m e r a t i o n

SMTP Enumeration allows you to determine valid users on the SMTP server. This is 
accomplished with the help of three built-in SMTP commands. The three commands are:

> VRFY - This command is used for validating users

> EXPN - This command tells the actual delivery address of aliases and mailing lists

> RCPT TO - It defines the recipients of the message

SMTP servers respond differently to VRFY, EXPN, and RCPT TO commands for valid and invalid 
users. Thus, by observing the SMTP server response to these commands, one can easily 
determine valid users on the SMTP server.

The attacker can also directly communicate with the SMTP server though the te lnet prompt as 
follows:

Using the SMTP VRFY Command

$ te ln e t  192.168.168.1 25 

Try ing 192.168.168.1...

Connected to 192.168.168.1.

Escape character i s  IA] 1.

Ethical Hacking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
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220 NYmailserver ESMTP Sendmail 8.9.3 

HELO

501 HELO requ ires  domain address 

HELO x

250 NYmailserver He l lo  [10.0.0.86], pleased to meet you

VRFY Jonathan

250 Super-User <Jonathan0NYmailserver>

VRFY Smith

550 Sm ith ... User unknown

Using the SMTP EXPN Command

$ te ln e t  192.168.168.1 25 

Try ing 192.168.168.1...

Connected to 192.168.168.1.

Escape character i s  ' A] ' .

220 NYmailserver ESMTP Sendmail 8.9.3 

HELO

501 HELO requ ires domain address 

HELO x

250 NYmailserver H e l lo  [10.0.0.86],  pleased to meet you

EXPN Jonathan

250 Super-User <Jonathan@NYmailserver>

EXPN Smith

550 Sm ith ...  User unknown

Using the SMTP RCPT TO Command

$ te ln e t  192.168.168.1 25 

Try ing 192.168.168.1 . . .

Connected to 192.168.168.1.

Escape character i s  ' A] ' .

220 NYmailserver ESMTP Sendmail 8.9.3 

HELO

501 HELO requ ires domain address 

HELO x

250 NYmailserver He l lo  [10.0.0.86],  pleased to meet you

MAIL FROM:Jonathan

250 Jonathan... Sender ok

RCPT TO:Ryder

250 Ryder... Rec ip ien t ok

RCPT TO: Smith

550 Sm ith ...  User unknown

Ethical Hacking and  C o u n te rm e asu re s
E n um eration
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I
http://www.netscontools.com

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

S M T P  E n u m e r a t i o n  T o o l :  N e t S c a n T o o l s  P r o

Source: http://www.netscantools.com ״־־־

NetScanTool Pro's SMTP Email Generator tool allows you to test the process of sending an 
email message through an SMTP server. You can extract all the common email header 
parameters including confirm/urgent flags. You can log the email session to the log file and 
then view the log file showing the communications between NetScanTools Pro and the SMTP 
server.

NetScanTool Pro's Email Relay Testing Tool allows you to perform relay test by communicating 
with an SMTP server. The report includes a log of the communications between NetScanTools 
Pro and the target SMTP server.
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1345803851 - NetScanTools® Pro Demo Version Build 8-17-12 based on version 11.19

File Edit Accessibility View IPv6 Help

Manual Tools • SMTP Server Tests ^

Jump To Automated 

Reports

□ Add to Favorites

1fv«0

Tests to run
01 010
02 011
03 012
04 013
05 014
06 015
07 016
08 017
09
dear AI Tests
Set AI Tests

Email Relay Testing
Your Sending Domain Name 
yourdomar.com
Start SMTP Relay Test

Stop Relay Test

View Relay Test Results
Oview Results as Text
(•) View Results in Web Browser

Use this tool to send test SMTP messages and to check servers for email relaying.
SMTP mail server name (server.domarj.com or IP address ־ requred)
smtp. yourDomanNameGoesHere.com

Send Test Message
Stop Sendng Test Message 

Test Message Settings 
Global Test Settings 
HELO login ID DELL|
SMTP Port Network Timeout (sec)

1525

View SMTP Log File 
Delete SMTP Log File

s A  a -j  a  1 a  *
Welcome

Automated Tools
Manual Tools (all)

Service Lookup

S
Simple Services

-
SMTP Server Tests

Favorite Tools
Actrve Discovery Tools
Passive Discovery Tools

Packet Level Tools
External Tools
Program Info

For Help, press F1

FIGURE 4.1: NetScanTools Pro Screenshot
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So far, we have discussed enumeration concepts, how to enumerate NetBIOS, SNMP, 
UNIX/Linux, LDAP, NTP, SMTP, and what information you can get from those enumeration 
processes. Now we will discuss DNS enumeration and the information you can get from it.

Enumeration Concepts 1 — ~ NTP Enumeration

t_1! NetBios Enumeration SMTP Enumeration

SNM P Enumertion DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures
w E i

LDAP Enumeration
Iffc- V

Enumeration Pen Testing
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This section describes DNS zone transfer enumeration and tools that can be used to extract 
DNS records.
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D N S  Z o n e  T r a n s f e r  E n u m e r a t i o n  

U s i n g  N S L o o k u p
cE H

itfcMl ■MkM

J It is a process of locating the DNS server and the records of a target network

J An attacker can gather valuable network information such as DNS server 
names, hostnames, machine names, user names, IP addresses of the potential 
targets, etc.

J In a DNS zone transfer enumeration, an attacker tries to retrieve a copy of the 
entire zone file for a domain from a DNS server

Command Prompt

C:\>nslookup
Default Server: nsl.example.com Address: 10.219.100.1
> s e r v e r  1 9 2 .1 6 8 .2 3 4 .1 1 0  
Default Server: corp-dc.example2.org Address: 192.168.234.110> Set type-any
> I s  - d  e x a m p le 2 .o r g  [[192.168.234.110]]example2.org. SGA corp-dc.example2.org admin. example2.org. A 192.168.234.110 exâ ple2.org. NS corp-dc.example2.org
gc.tcp SKV priority=0, weight=100, port=3268, corp-dc.exan*>le2.org 

_kertoeros ._tcp SRV priority=0, weight=100, port=88, corp-dc.exa19le2.org _kpasswd._tcp SRV priority=0, weight=100, port=464, corp-dc.exanple2.org

a

Copyright C by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited

D N S  Z o n e  T r a n s f e r  E n u m e r a t i o n  U s i n g  n s l o o k u p

The attacker performs DNS zone transfer enumeration for locating the DNS server 
and records of the target organization. Through this process, an attacker gathers valuable 
network information such as DNS server names, hostnames, machine names, user names, and 
IP addresses of potential targets. To perform DNS zone transfer enumeration, you can use tools 
such as nslookup, DNSstuff, etc. These tools enable you to extract the same information that an 
attacker gathers from the DNS servers of target organization.

To perform a DNS zone transfer, you need to send a zone transfer request to the DNS server 
pretending to be a client; the DNS server then sends a portion of its database as a zone to you. 
This zone may contain a lot of information about the DNS zone network.

To perform a DNS zone transfer, you need to send a zone transfer request to the DNS server 
pretending to be a client. In reply to your request, the DNS server transfers DNS records 
containing a lot of valuable network information, including IP address.

The following screenshot shows how to perform DNS zone transfer using nslookup:
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Comm and Prom pt

C:\>nslookup
D e f a u l t  S e r v e r : n s l . e x a m p le . com 
Address: 10.219.100.1
> server 192.168.234.110
Default Sarvar: eorp-de.axampla2.org 
Address: 192.168.234.110
> Set type-any
> Is  -d  exam ple2 .o rg  
t[192.168.234.110ננ
example2.org. SOA corp-dc.example2.org admin. 
example2.org. A 192.168.234.110 
example2.org. NS corp-dc.example2.org
_gc._tcp SRV priority=0, weight=100, port=3268, corp-dc.example2.org 
_kerberos._tcp SRV priority=0, weight=100, port=88, corp-dc.example2.org 
_kpa.sswd._tcp SKV priority=0, weight=100, port=464, corp-dc.example2.org

FIGURE 4.17: DNS zone Transfer Screenshot
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M o d u l e  F l o w

So far, we have discussed what enumeration is, how to perform various types of 
enumeration, and what type of information an attacker can extract through enumeration. Now 
it's time to examine the countermeasures that can help you to keep attackers away from 
enumerating sensitive information from your network or host.

Enumeration Concepts 4 ן ׳  NTP Enumeration

t_1  NetBios Enumeration SMTP Enumeration

SNM P Enumertion DNS Enumeration

u גן Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration Enumeration Pen Testing

This section focuses on how to avoid information leakage through SNMP, DNS, SMTP, LDAP, 
and SMB.
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E n u m e r a t i o n  C o u n t e r m e a s u r e s C E H

S N M P  r ־ D N S -V-‘-

e Disable the DNS zone transfers to 
the untrusted hosts

e Make sure tha t the private hosts 
and the ir IP addresses are not 
published into DNS zone files o f 
public DNS server

Q Use prem ium  DNS registration 
services that hide sensitive 
inform ation such as HINFO from  
public

S Use standard ne tw ork admin 
contacts fo r DNS registrations in 
order to avoid social engineering 
attacks

9  Rem ove th e  SNMP agen t o r  tu rn  
o f f  th e  SNMP service

© If sh u ttin g  o f f  SNMP is n o t an 
o p tio n , th e n  change th e  d e fau lt 
"p u b lic "  c o m m u n ity 's  nam e

e U pgrade to  SNM P3, w h ich
encryp ts  passwords and messages

e  Im p lem en t th e  G roup Policy 
secu rity  o p tio n  called "A d d it io n a l 
re s tr ic tio n s  fo r  a n onym o us 
co n n e c tio n s "

e  Access to  nu ll session p ipes, nu ll
session shares, and IPSec filte r in g  C -  
should also be res tric ted

Copyright © by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

E n u m e r a t i o n  C o u n t e r m e a s u r e s

You can apply the following countermeasures to prevent information leakage through 
various types of enumeration.

S N M P  E n u m e r a t i o n  C o u n t e r m e a s u r e s :

6  Remove the SNMP agent or turn off the SNMP service from your system.

Q If shutting off SNM P  is not an option, then change the default "public" community's 
name.

© Upgrade to SNMP3, which encrypts passwords and messages.

© Implement the Group Policy security option called "Additional restrictions for
anonymous connections."

Q  Restrict access to null session pipes, null session shares, and IPSec filtering.

Q  Block access to TCP/UDP ports 161.

S  Do not install the management and monitoring W indows component unless it is
required.

'41
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Q Encrypt or authenticate using IPSEC.

{  J  D N S  E n u m e r a t i o n  C o u n t e r m e a s u r e s :

S  Configure all name servers not to send DNS zone transfers to unreliable hosts.

© Check the publicly accessible DNS server's DNS zone files and ensure that the IP 
addresses in these files are not referenced by non-public hostnames.

Q  Make sure that the DNS zone files do not contain HINFO or any other records.

Q  Provide standard network administration contact details in Network Information 
Center Databases. This helps to avoid war-dialing or social engineering attacks.

© Prune DNS zone files to prevent revealing unnecessary information.
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E n u m e r a t i o n  C o u n t e r m e a s u r e s

(C o n t’d) cUrlAH 1
E H
ItbKtf

S M T P
J  Configure SMTP servers to:

Q Ignore em a il messages to  un know n  rec ip ien ts

Q N o t inc lude sensitive  m a il se rve r and local h o s t in fo rm a t io n  in m ail 
responses

Q Disable open re lay fea tu re

1 1 1 1 1 1 1 1 1 1 1 1 1 1  
L D A P

J  Use NTLM o r basic au th e n tica tio n  to  lim it access to  know n users on ly

t f  By de fau lt, LDAP tra ff ic  is tra n sm itte d  unsecured; use SSL te ch n o lo g y  to  
en c ryp t th e  tra ff ic

J  Select a user nam e d if fe re n t fro m  yo u r em ail address and enable 
accoun t lo cko u t

Copyright C by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

E n u m e r a t i o n  C o u n t e r m e a s u r e s  ( C o n t ’ d )

(MSS S M T P :

Configure SMTP servers to:

S  Ignore email messages to unknown recipients.

© Not include sensitive mail server and local host information in mail 
responses.

Q  Disable open relay feature Ignore emails to unknown recipients by 
configuring SMTP servers.

L D A P :

— © Use NTLM or basic authentication to limit access to known users only.

© By default, LDAP traffic is transmitted unsecured; use SSL technology to 
encrypt the traffic.

© Select a user name different from your email address and enable account 
lockout.
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S M B  E n u m e r a t i o n  C o u n t e r m e a s u r e s  C E H

Ethernet Properties

Networking

Connect usng:
•j* Broadcom Netbnk (TM) Gigattf Ethernet

Configure
This connection uses the folowng terns:

1* .> ר
*  F3c-:e:

| *  File and Printer Shanng for Mcrosoft Networks |U ̂־- Microsoft Network Adapter Mubptexor Protocol 0 •A- MKTosoft LLDP Protocol Driver 0 Link-Layer Topology Discovery Mapper 1/0 Driver 0 ־*־ Link-Layer Topology Discovery Responder

Description
Allows your computer to access resources on a fAcrosoft

D is a b lin g  SM B

Go to  E the rne t P rop e rties

® Select the Client fo r M icrosoft 
K '  Networks and File and Printer 

\  T  Sharing fo r M icrosoft 
Networks check boxes

Click U n ins ta ll

Fo llow  th e  u n in s ta ll steps
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w S M B  E n u m e r a t i o n  C o u n t e r m e a s u r e s

Common sharing services or other unused services may prove to be doorways for 
attackers to break into your security. Therefore, you should disable these services to avoid 
information leakage or other types of attacks. If you don't disable these services, then you can 
be vulnerable enumeration. Server Message Block (SMB) is a service intended to provide 
shared access to files, serial ports, printers, and communications between nodes on a network. 
If this service is running on your network, then you will be at high risk of getting attacked.

Therefore, you should disable it if not necessary, to prevent enumeration. Steps to disable SMB:

1. Go to Ethernet Properties.

2. Select the C lient for M icrosoft N etw o rk s and File and Printer Sharing for M icrosoft 

N etw o rk s check boxes.

3. Click U ninsta ll.

4. Follow the uninstall steps.
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Ethernet Properties

Networking

Configure...

Connect using:

Broadcom Net Link (TM) Gigabit Ethernet ■י־י

This connection uses the following items:

Client for Microsoft Networks |I H g
M  J H Q 0S Packet Scheduler___________________

[ 0  A  File and Printer Sharing for Microsoft Networks

Microsoft Network Adapter Multiplexor Protocol 

Microsoft LLDP Protocol Driver 

Link-Layer Topology Discovery Mapper I/O Driver 

Link-Layer Topology Discovery׳ Responder

ס

PropertiesUninstallInstall.

Description

Allows your computer to access resources on a Microsoft 
network.

CancelOK

FIGURE 4 .1 8 : E th e rn e t p ro p e r t ie s  S cree nsho t
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C E HM o d u l e  F l o w

□SNMP
Enumeration

NetBIOS
Enumeration

Enumeration
Concepts

SMTP
Enumeration

W k

UNIX/Linux
Enumeration

Enumeration
Counter-

measures
DNS

Enumeration
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M o d u l e  F l o w

This section describes the importance of enumeration pen testing, the framework of 
pen testing steps, and the tools that can be used to conduct pen testing.

Enumeration Concepts NTP Enumeration

I i NetBios Enumeration ׳
-י׳

SMTP Enumeration

SNM P Enumertion
_ /A■
 ̂ DNS Enumeration

Unix/Linux Enumeration Enumeration Countermeasures

LDAP Enumeration
is: >

Enumeration Pen Testing
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E n u m e r a t i o n  P e n  T e s t i n g  C E H

Used to identify valid user accounts or poorly 
protected resource shares using active 
connections to systems and directed queries

The information can be users and groups, 
network resources and shares, and 
applications

Used in combination with data collected in 
the reconnaissance phase
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E n u m e r a t i o n  P e n  T e s t i n g

Through enumeration, an attacker may gather sensitive information of organizations if 
the security is not strong. He or she may then use that sensitive information to hack and break 
into the organization's network. If an attacker breaks into the organization, then the 
organization potentia lly  faces huge losses in terms of information, service, or finance. 
Therefore, to avoid these kinds of attacks, every organization must test its own security. Testing 
the security of an organization legally against enumeration is called enumeration pen testing. 
Enumeration pen testing is conducted with the help of the data collected in the reconnaissance 
phase.

As a pen tester, conduct enumeration penetration tests to check whether the target network is 
revealing any sensitive information that may help an attacker to perform a well-p lanned 
attack. Apply all types of enumeration techniques to gather sensitive information such as user 
accounts, IP address, email contacts, DNS, network resources and shares, application 
information, and much more. Try to discover as much information as possible regarding the 
target. This helps you determine the vulnerabilit ies/weaknesses in the target organization's 
security.
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E n u m e r a t i o n  P e n  T e s t i n g  ^ ן ן
(C on t’d) ‘• -י׳״ י“*״ י —

In order to enumerate important servers, 
find the network range using tools such as 
W hois Lookup

Calculate the subnet mask required for the 
IP range as an input to many of the ping 
sweep and port scanning tools by using 
Subnet M ask Calculators

Find the servers connected to the Internet 
using tools such as Nmap

Perform port scanning to check for the 
open ports on the nodes using tools such 
as Nmap

r n־ r נ

Use tools such as 
W hois Lookup

Use Subnet M ask 
Calculators

START

Use tools such as Nmap 
(nmap sPcnetw ork- 

range>)

Use tools such as Nmap 
'•► (nmap sS<network- 

range>)

y

. . . ״ <

v
C alcula te th e  
su b n e t m ask

V
U ndergo host 

d iscove ry

V
P erfo rm  p o rt 

scanning
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E n u m e r a t i o n  P e n  T e s t i n g  ( C o n t ’ d )
n a

You should conduct all possible enumeration techniques to enumerate as much 
information as possible about the target. To ensure the full scope of the test, enumeration pen 
testing is divided into steps. This penetration test includes a series of steps to obtain desired 
information.

S tep l:  Find the network range

If you want to break into an organization's network, you should know the network range first. 
This is because if you know the network range, then you can mask yourself as a user falling 
within the range and then try to access the network. So the first step in enumeration pen 
testing is to obtain information about network range. You can find the network range of target 
organization with the help of tools such as W ho is  Lookup.

Step 2: Calculate the subnet mask

Once you find the network rage of the target network, then calculate the subnet mask required 
for the IP range using tools such as Subnet Mask Calculator. You can use the calculated subnet 
mask as an input to many of the ping sweep and port scanning tools for further enumeration, 
which includes discovering hosts and open ports.
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Step 3: Undergo host discovery

Find the important servers connected to the Internet using tools such as Nmap. The Nmap 
syntax to find the servers connected to Internet is as follows: nm ap -  sP  < n e tw o r k - r a n g e > .  In 
place of the network range, enter the network range value obtained in the first step.

Step 4: Perform port scanning

It is very important to discover the open ports and close them if they are not required. This is 
because open ports are the doorways for an attacker to break into a target's security 
perimeter. Therefore, perform port scanning to check for the open ports on the nodes. This 
can be accomplished with the help of tools such as Nmap.
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E n u m e r a t i o n  P e n  T e s t i n g
(C on t’d)

C E H

J  Perform DNS enumeration using 
Windows u tility  NSLookup

J  Perform NetBIOS enumeration using 
tools such as SuperScan, Hyena, and 
W infingerprin t

J  Perform SNMP enumeration using tools 
such as OpUtils N etw ork M on ito ring  
Toolset and SolarWinds IP Network 
Browser

J  Perform Unix/Linux enumeration using 
tools such as Enum4linux

M
t o

Perform DNS Use W indow s utility

enumeration NSLookup

V

Perform NetBIOS 
enumeration

......
Use tools such as 

SuperScan, Hyena, and 
W infingerprint

V

Perform SNMP 
enumeration

......
Use tools such as OpUtils 

and Solarw inds IP 
Network Browser

V

Perform Unix/Linux Use tools such as

enumeration Enum4linux
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E n u m e r a t i o n  P e n  T e s t i n g  ( C o n t ’ d )

Step 5: Perform DNS enumeration

Perform DNS enumeration to locate all the DNS servers and their records. The DNS servers 
provide information such as system names, user names, IP addresses, etc. You can extract all 
this information with the help of the Windows utility nslookup.

Step 6: Perform NetBIOS enumeration

Perform NetBIOS enumeration to identify the network devices over TCP/IP and to obtain a list 
of computers that belong to a domain, a list of shares on individual hosts, and policies and 
passwords. You can perform NetBIOS enumeration with the help of tools such as SuperScan, 
Hyena, and WinFingerprint.

Step 7: Perform SNMP enumeration

Perform SNMP enumeration by querying the SNMP server in the network. The SNMP server 
may reveal information about user accounts and devices. You can perform SNMP enumeration 
using tools such as OpUtils and SolarW inds IP Network Browser.
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Step 8: Perform Unix/Linux enumeration

Perform Unix/Linux enumeration using tools such as Enum4linux. You can use commands such 
as showmount, F inge r ,  r p f i n f o  (RPC), and r p c c l i e n t  etc.to enumerate UNIX network 
resources.
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E n u m e r a t i o n  P e n  T e s t i n g
(C on t’d)

C E H

© Perform  LDAP enum eration  using 

too ls  such as Softerra LDAP 

A dm in is tra to r

8  Perform  NTP enum eration  using 

com m ands such as ntptrace, ntpdc, 
and ntpq

e  Perform  SMTP enum eration  using 

too ls  such as NetScanTools Pro

Use tools such as Softerra 
LDAP Adm inistrator

Use commands such as 
ntptrace, ntpdc, and ntpq

P erfo rm  LDAP 
e n u m e ra tio n

\
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V
P erfo rm  NTP 
e n u m e ra tio n

V 1m i
■—  ttw t

aP erfo rm  SMTP ^ Use tools such as

e n u m e ra tio n NetScanTools Pro

m

E n u m e r a t i o n  P e n  T e s t i n g  ( C o n t ’ d )

Step 9: Perform LDAP enumeration

Perform LDAP enumeration by querying the LDAP service. By querying the LDAP service you can 
enumerate valid user names, departmental details, and address details. You can use this 
information to perform social engineering and other kinds of attacks. You can perform LDAP 
enumeration using tools such as Softerra LDAP Administrator.

Step 10: Perform NTP enumeration

Perform NTP enumeration to extract information such as host connected to NTP server, client 
IP address, OS running of client systems, etc. You can obtain this information with the help of 
commands such as ntptrace, ntpdc, and ntpq.

Step 11: Perform SMTP enumeration

Perform SMTP enumeration to determine valid users on the SMTP server. You can use tools 
such as NetScanTools Pro to query the SMTP server for this information.

Step 12: Document all the findings

The last step in every pen test is documenting all the findings obtained during the test. You 
should analyze and suggest countermeasures for your client to improve their security.
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C E HM o d u l e  S u m m a r y

□  Enumeration is defined as the process of extracting user names, 
machine names, network resources, shares, and services from a system

□  Simple Network Management Protocol (SNMP) is a TCP/IP protocol used for remote 
monitoring and managing hosts, routers, and other devices on a network

ב  MIB is a virtual database containing formal description of all the network objects that 
can be managed using SNMP

□  Devices like switches, hubs, and routers might still be enabled with a "default password" 
that enables an attacker to gain unauthorized access to the organization computer 
network

□  Attacker queries LDAP service to gather information such as valid user names, addresses, 
departmental details, etc. that can be further used to perform attacks

□  Network Time Protocol (NTP) is designed to synchronize clocks of networked computers

Copyright ffi by IC-C»uncil. All Rights Reserved. Reproduction is Strictly Prohibited.

y'
^  M o d u l e  S u m m a r y
X

Q Enumeration is defined as the process of extracting usernames, machine 
names, network resources, shares, and services from a system.

© Simple Network Management Protocol (SNMP) is a TCP/IP protocol used for remote 
monitoring and managing hosts, routers, and other devices on a network.

6  MIB is a virtual database containing formal description of all the network objects that 
can be managed using SNMP.

Q Devices like switches, hubs, and routers might still be enabled with a "default 
password" that enables an attacker to gain unauthorized access to the organization 
computer network.

Q  Attacker queries LDAP service to gather information such as valid usernames, addresses, 
departmental details, etc. that can be further used to perform attacks.

Q  Network Time Protocol (NTP) is designed to synchronize clocks of networked 
computers.
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S e c u r i t y  N e w s  C E H
UrtifW itkMl lUclwt

\ m -
September 26th, 2012

IEEE H ack  C on firm ed , 1 0 0 k  Plain T ex t  
P a s s w o r d s  V u ln erab le

After details were revealed by Radu Dragusin over at IEEEIog.com a few  days ago that 
passwords and user details fo r some 100,000 m em bers o f the Institute o f E lectrical and 
Electronics Engineers had been made publicly available on the company's FTP server for 
at least a month, the organisation has now confirmed it in a comm unication to members, 
advising them to change their details immediately.

The IEEE is an organisation that is designed to advance technology and has over 400,000 
members worldw ide, many o f those including employees at Apple, Google, IBM, Oracle 
and Samsung. It is responsible fo r globally used standards like the IEEE 802.3 Ethernet 
standard and the IEEE 802.11 W ireless Networking standard. At an organisation like this, 
you'd expect security to  be high.

Still, this hack was no hoax. The officia l announcement o f it was sent out yesterday and 
reads: "IEEE has becom e aware o f an inc ident regarding inadvertent access to 
unencrypted log files conta in ing user IDs and passwords. This matter has been addressed 
and resolved. None o f your financial information was made accessible in this situation."

h ttp ://w w w .k itg u ru .n e t
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S e c u r i t y  N e w s

I E E E  H a c k  C o n f i r m e d ,  1 0 0 k  P l a i n  T e x t  P a s s w o r d s  
V u l n e r a b l e

Source: http://www.kitguru.net

After details were revealed by Radu Dragusin over at IEEEIog.com recently that passwords and 
user details for some 100,000 members of the Institute o f Electrical and Electronics Engineers 
had been made publicly available on the company's FTP server for at least a month, the 
organization confirmed this in a communication to members, advising them to change their 
details immediately.

The IEEE is an organization that is designed to advance technology and has over 400,000 
members worldwide, many of those including employees at Apple, Google, IBM, Oracle, and 
Samsung. It is responsible for globally used standards like the IEEE 802.3 Ethernet standard and 
the IEEE 802.11 Wireless Networking standard. At an organization like this, you'd expect 
security to be high.

Still, this hack was no hoax. The official announcement of it reads: "IEEE has become aware of 
an incident regarding inadvertent access to unencrypted log files containing user IDs and
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passwords. This matter has been addressed and resolved. None of your financial information 
was made accessible in this situation."

The company continued saying though, that it was technically possible that during the time this 
information was available, that someone could have used it to access a user's account and 
therefore, as a "precautionary measure," the IEEE recommended all users change their account 
information. Until that time, users were not be able to access their account at all.

In what seems like quite a bold move, the organization went on to explain to users that one of 
the best ways to protect themselves is to use a strong, unique password for their login. 
Considering it was an IEEE security b lunder that caused the hack, advising other people on 
password strength seems a bit hypocritical.

That said, in M r Dragusin's reveal of the hacked information, he produced a graph detailing 
some of the most commonly used passwords. Almost 300 people used "123456" and other 
variations of numbers in that same configuration, while hundreds of others used passwords like 
"admin," "student," and "ieee2012." Considering the involvement of IEEE members in pushing 
the boundaries of current technology, you'd assume we wouldn't need to turn to Eugene "The 
Plague" Belford to explain the importance of password security.

Copyright © 2010-2013 KitGuru Lim ited

Author: Jon Martinda le

http://www.kitguru.net/channel/ion-martindale/ieee-hack-confirmed-100k-plain-text-
passwords-vulnerable/
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M o d u l e  O b j e c t i v e s C
UrtilM

EH
itkKJl NmIm

י

J  System Hacking: Goals

r י

J  Types o f Keystroke Loggers and Spywares

J  CEH Hacking M e th o d o lo g y  (CHM) J  A nti-K eylogger and Anti-Spyw ares

J  Password Cracking J  D etecting  R ootkits

J  Stealing Passwords Using Keyloggers J  A nti-R oo tk its

J  M ic ro so ft A u th e n tica tio n ^  J  NTFS Stream  M a n ipu la tion

J  H ow  to  D isable LM HASH J  C lassification o f S teganography

J  H ow  to  Defend against Password J  Steganalysis M e thod s /A ttacks  on
Cracking S teganography

J  Privilege Escalation J  C overing Tracks

J  Executing A pp lica tions J  P ene tra tion  Testing
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M o d u l e  O b j e c t i v e s

The preceding modules dealt with the progressive intrusion that an attacker makes 
towards his or her target system(s). You should bear in mind that this does not indicate a 
culm ination of the attack. This module familiarizes you with:

Types of Keystroke Loggers and Spywares 

Anti-Keylogger and Anti-Spywares 

Detecting Rootkits 

Anti-Rootkits

NTFS Stream Manipulation

Classification of Steganography

Steganalysis Methods/Attacks on 
Steganography

Covering Tracks

Penetration Testing

System Hacking: Goals

CEH Hacking Methodology (CHM)

Password Cracking

Stealing Passwords Using Keyloggers

Microsoft Authentication

Howto  Disable LM HASH

How to Defend against Password 
Cracking

Privilege Escalation 

Executing Applications
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I n f o r m a t i o n  a t  H a n d  B e f o r e  S y s t e m  

H a c k i n g  S t a g e

What you have at this stage:

C E H
(•rtifwtf itkitjl
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I n f o r m a t i o n  a t  H a n d  B e f o r e  S y s t e m  H a c k i n g  S t a g e

Before beginning with system hacking, let's go over the phases you went through and 
the information you collected so far. Prior to this module, we discussed:

F o o t p r i n t i n g  M o d u l e

Footprinting is the process of accumulating data regarding a specific network 
environment. Usually this technique is applied for the purpose of finding ways to intrude into 
the network environment. Since footprinting can be used to attack a system, it can also be used 
to protect it. In the footprinting phase, the attacker creates a profile of the target organization, 
with the information such as its IP address range, namespace, and employee web usage.

Footprinting improves the ease with which the systems can be exploited by revealing system 
vulnerabilities. Determining the objective and location of an intrusion is the primary step 
involved in footprinting. Once the objective and location of an intrusion is known, by using non- 
intrusive methods, specific information about the organization can be gathered.

For example, the web page of the organization itself may provide employee bios or a personnel 
directory, which the hacker can use it for the social engineering to reach the objective. 
Conducting a Whois query on the web provides the associated networks and domain names 
related to a specific organization.
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S c a n n i n g  M o d u l e

Scanning is a procedure for identifying active hosts on a network, either for the 
purpose of network security assessment or for attacking them. In the scanning phase, the 
attacker finds information about the target assessment through its IP addresses that can be 
accessed over the Internet. Scanning is mainly concerned with the identification of systems on a 
network and the identification of services running on each computer.

Some of the scanning procedures such as port scans and ping sweeps return information about 
the services offered by the live hosts that are active on the Internet and their IP addresses. The 
inverse mapping scanning procedure returns the information about the IP addresses that do 
not map to the live hosts; this allows an attacker to make suppositions about feasible 
addresses.

E n u m e r a t i o n  M o d u l e

Enumeration is the method of intrusive probing into the target assessment through 
which attackers gather information such as network user lists, routing tables, and Simple 
Network Management Protocol (SNMP) data. This is significant because the attacker crosses 
over the target territory to unearth information about the network, and shares users, groups, 
applications, and banners.

The attacker's objective is to identify valid user accounts or groups where he or she can remain 
inconspicuous once the system has been compromised. Enumeration involves making active 
connections to the target system or subjecting it to direct queries. Normally, an alert and 
secure system will log such attempts. Often the information gathered is what the target might 
have made public, such as a DNS address; however, it is possible that the attacker stumbles 
upon a remote IPC share, such as IPC$ in W indows, that can be probed with a null session 
allowing shares and accounts to be enumerated
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Escalating Privileges To create a privileged user account 
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Password cracking, 
know n exp lo its
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ן י י ■ To hide the presence of 
compromise

Clearing logs
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S y s t e m  H a c k i n g :  G o a l s

Every criminal commits a crime to achieve certain goal. Likewise, an attacker can 
also have certain goals behind performing attacks on a system. The following may be some of 
the goals of attackers in committing attacks on a system. The table shows the goal of an 
attacker at different hacking stages and the technique used to achieve that goal.
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r

Hacking-Stage Goal Technique/Exploit Used

s Gaining Access To collect enough information 
to gain access

Password eavesdropping, 
brute forcing

A

a o
Escalating Privileges To create a privileged user account 

if the user level is obtained
Password cracking, 
know n exp lo its

Executing Applications
To create and maintain 
backdoor access Trojans

Hiding Files To hide malicious files Rootkits

Covering Tracks To hide the presence of 
compromise

Clearing logs

FIGURE 5.1: Goals for System Hacking
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C E H  H a c k i n g  M e
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C E H  H a c k i n g  M e t h o d o l o g y  ( C H M )
N—(£__4)

^ ׳̂־־־  Before hacking a system, an attacker uses footprinting, scanning, and enumeration 
techniques to detect the target area of the attack and the vulnerabilit ies that prove to be 
doorways for the attacker. Once the attacker gains all the necessary information, he or she 
starts hacking. Similar to the attacker, an ethical hacker also follows the same steps to test a 
system or network. In order to ensure the effectiveness of the test, the ethical hacker follows 
the hacking methodology. The following diagram depicts the hacking methodology followed by 
ethical hackers:
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FIGURE 5.2: CEH Hacking M e th o d o lo g y  (CHM )
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C E H  S y s t e m  H a c k i n g  S t e p s

 System hacking cannot be accomplished at a single go. It is accomplished through ־*
various steps that include cracking passwords, escalating privileges, executing applications, 
hiding files, covering tracks, and finally penetration testing. Now it's time to discuss these steps 
one by one thoroughly, to determine how the attacker hacks the system. In an attempt to hack 
a system, the attacker first tries to crack passwords.

This section describes the first step, i.e., password cracking, that will tell you how and what 
types of different tools and techniques an attacker uses to crack the password of the target 
system.

121 Cracking Passwords
! t—

Hiding Files

^ Escalating Privileges Covering Tracks

Executing Applications Penetration Testing
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P a s s w o r d  C r a c k i n g  C E H
ttkujl Mack•*

Password cracking techniques are 
used to recover passwords from 
computer systems

V ic t im

Attackers use password cracking 
techniques to gain unauthorized 
access to the vulnerable system

Most of the password cracking 
techniques are successful due to 
weak or easily guessable passwords
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A ttacke r

P a s s w o r d  C r a c k i n g

— “  Password cracking is the process of recovering passwords from the data that has been 
transmitted by a computer system or stored in it. The purpose of password cracking might be 
to help a user recover a forgotten or lost password, as a preventive measure by the system 
administrators to check for easily crackable passwords or it can also be used to gain 
unauthorized access to a system.

Many hacking attempts start with password cracking attempts. Passwords are the key piece 
of information necessary to access a system. Consequently, most attackers use password 
cracking techniques to gain unauthorized access to the vulnerable system. Passwords may be 
cracked manually or with automated tools such as a dictionary or brute-force method.

The computer programs that are designed for cracking passwords are the functions of the 
number of possible passwords per second that can be checked. Often users, while creating 
passwords, select passwords that are predisposed to being cracked such as using a pet's name 
or choosing one that's simple so they can remember it. Most of the passwords cracking 
techniques are successful due to weak or easily guessable passwords.
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P a s s w o r d  C o m p l e x i t y C E H
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©

©

0

Passwords th a t con ta in  on ly

le tte rs  POTHMYDE ..........V

Passwords th a t conta in

only  le tte rs and special ................. v

characters bob@&ba ^

Passwords th a t con ta in
o n ly  special cha racte rs ............... I

and num bers 123@ $45 *

A  + D  + u  =

P a s s w o r d  C o m p l e x i t y

Password complexity plays a key role in improving security against attacks. It is the 
important element that users should ensure while creating a password. The password should 
not be simple since simple passwords are prone to attacks. The passwords that you choose 
should always be complex, long, and difficult to remember. The password that you are setting 
for your account must meet the complexity requirements policy setting.

Password characters should be a combination of a lphanumeric characters. Alphanumeric 
characters consist of letters, numbers, punctuation marks, and mathematical and other 
conventional symbols. See the implementation that follows for the exact characters referred
to:

0 Passwords that contain letters, special characters, and numbers: ap l@ 52  

0 Passwords that contain only numbers: 23698217 

0 Passwords that contain only special characters: &*#@!(%)

0 Passwords that contain letters and numbers: m eetl23  

0 Passwords that contain only letters: POTHMYDE 

0 Passwords that contain only letters and special characters: bob@&ba 

0 Passwords that contain only special characters and numbers: 123@$4
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P a s s w o r d  C r a c k i n g  T e c h n i q u e s

Password cracking is the technique used for discovering passwords. It is the classic 
way to gain privileges to a computer system or network. The common approach for cracking a 
password is to continually try guesses for the password with various combinations until you get 
the correct one. There are five techniques for password cracking, as follows.

D i c t i o n a r y  A t t a c k s

In a dictionary attack, a d ictionary file is loaded into the cracking application that runs 
against user accounts. This dictionary is the text file that contains a number of dictionary words. 
The program uses every word present in the dictionary to find the password. Dictionary attacks 
are more useful than brute force attacks. But this attack does not work with a system that uses 
passphrases.

This attack can be applied under two situations:

Q In cryptanalysis, it is used to find out the decryption key for obtaining plaintext from 
ciphertext.

© In computer security, to avoid authentication and access the computer by guessing 
passwords.
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Methods to improve the success of a d ictionary attack:

0 Use the number of dictionaries such as Technical dictionaries and foreign dictionaries 
which helps to retrieve the correct password

© Use the string manipulation on the dictionary, means if dictionary contain the word 
"system" then try string manipulation and use "metsys" and others

B r u t e  F o r c i n g  A t t a c k s

The cryptographic a lgorithms must be sufficiently hardened in order to prevent a 
brute-force attack. The definition as stated by RSA: "Exhaustive key-search, or brute-force 

search, is the basic technique for trying every possible key in turn until the correct key is 
identified."

When someone tries to produce each and every single encryption key for data until the needed 
information is detected, this is termed a brute force attack. Until this date, this type of attack 
was performed by those who had sufficient processing power.

The United States government once believed (in 1977) that a 56-bit Data Encryption Standard 
(DES) was sufficient to deter all brute-force attacks, a claim that several groups across the world 
had tested.

Cryptanalysis is a brute force attack on an encryption of a brute force search of the keyspace. In 
other words, testing all possible keys is done in an attempt to recover the plaintext used to 
produce a particular ciphertext. The detection of key or plaintext with a faster pace as 
compared to the brute force attack can be considered a way of breaking the cipher. A cipher is 
secure if no method exists to break that cipher other than the brute force attack. Mostly, all 
ciphers are deficient of mathematical proof of security.

If the keys are originally chosen randomly or searched randomly, the plaintext will, on average, 
become available after half of all the possible keys are tried.

Some of the considerations for brute-force attacks are as follows:

© It is a time-consuming process

© All passwords will eventually be found

© Attacks against NT hashes are much more difficult than LM hashes

Q P  H y b r i d  A t t a c k

־יי—׳  This type of attack depends upon the dictionary attack. There are chances that people 
might change their password by just adding some numbers to their old password. In this type of 
attack, the program adds some numbers and symbols to the words from the dictionary and 
tries to crack the password. For example, if the old password is "system," then there is a 
chance that the person will change it to "system l" or "system2."
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S y l l a b l e  A t t a c k

A syllable attack is the combination of both a brute force attack and the dictionary 
attack. This cracking technique is used when the password is not an existing word. Attackers 

use the dictionary and other methods to crack it. It also uses the possible combination of every 
word present in the dictionary.

R u l e - b a s e d  A t t a c k

This type of attack is used when the attacker gets some information about the 
password. This is the most powerful attack because the cracker knows the type of password. 
For example, if the attacker knows that the password contains a two- or three-digit number, 
then he or she will use some specific techniques and extract the password in less time.

By obtaining useful information such as use of numbers, the length of password, and special 
characters, the attacker can easily adjust the time for retrieving the password to the minimum 
and enhance the cracking tool to retrieve passwords. This technique involves brute force, 
dictionary, and syllable attacks.
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Attacker performs 
password hacking w ithout 
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authorizing party
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e Social Engineering 
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4. Non-Electronic Attacks
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2. Active Online Attacks
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technical knowledge to  crack 
password, hence known as 
non-technical attack
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the victim to crack password
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« Password Guessing 
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« Rainbow
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T y p e s  o f  P a s s w o r d  A t t a c k s

Password cracking is one of the crucial stages of hacking a system. Password cracking 
used for legal purposes recovers the forgotten password of a user; if it is used by illegitimate 
users, it can cause them to gain unauthorized privilege to the network or system. Password 
attacks are classified based on the attacker's actions to crack a password. Usually there are of 
four types. They are:

A 1 1 1 A
P a s s i v e  O n l i n e  A t t a c k s

A passive attack is an attack on a system that does not result in a change to the 
system in any way. The attack is to purely monitor or record data. A passive attack on a 
cryptosystem is one in which the cryptanalyst cannot interact with any of the parties involved, 
attempting to break the system solely based upon observed data. There are three types of 
passive online attacks. They are:

Q Wire sniffing

Q Man-in-the-middle

Q Replay
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|1ngn1,׳nd A c t i v e  O n l i n e  A t t a c k s

An active online attack is the easiest way to gain unauthorized administrator-level 
access to the system. There are three types of Active Online Attacks. They are:

Offline attacks occur when the intruder checks the validity of the passwords. He or 
she observes how the password is stored in the targeted system. If the user names and the 
passwords are stored in a file that is readable, it becomes easy for the intruder to gain access 
to the system. In order to protect your passwords list they should always be kept in an 
unreadable form, which means they have to be encrypted.

Offline attacks are often time consuming. They are successful because the LM hashes are 
vulnerable due to a smaller keyspace and shorter length. Different password cracking 
techniques are available on the Internet.

The techniques to prevent or protect from offline attacks are:

----- --------------------------------------- known as non-technical attacks. This kind of attack
doesn't require any technical knowledge about the methods of intruding into another's system. 
Therefore, it is called a non-electronic attack. There are three types of non-electronic attacks. 
They are:

0 Password guessing 

0 Trojan/spyware/key logger 

0 Hash injection 

0 Phishing

O f f l i n e  A t t a c k s

0 Use good passwords 

0 Remove LM hashes

0 Attacker has the password database

0 Use cryptographically secure methods while representing the passwords 

There are three types of offline attacks. They are:

0 Pre-computed hashes 

0 Distributed network

0 Rainbow

0 Shoulder surfing 

0 Social engineering 

0 Dumpster diving
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S n i f f i n g
C E H

Q Attackers run packet sniffer tools on the 
local area network (LAN) to access and 
record the raw network traffic
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Complex
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The captured data may include sensitive 
information such as passwords (Telnet, FTP, rlogin 
sessions, etc.) and emails

Sniffed credentials are used to gain unauthorized 
access to  the target system
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-7 —7 -1  P a s s i v e  O n l i n e  A t t a c k :  W i r e  S n i f f i n g
M m  3
-------- - A packet sniffer tool is seldom used for an attack. This is because a sniffer can work

only in a common collision domain. Common collision domains are not connected by a switch 
or bridge. All the hosts on that network are also not switched or bridged in the network 
segment.

As sniffers gather packets at the Data Link Layer, they can grab all packets on the LAN of the 
machine that is running the sniffer program. This method is relatively hard to perpetrate and is 
computationally  complicated.

This is because a network with a hub implements a broadcast medium that all systems share on 
the LAN. Any data sent across the LAN is actually sent to each and every machine connected to 
the LAN. If an attacker runs a sniffer on one system on the LAN, he or she can gather data sent 
to and from any other system on the LAN. The majority of sniffer tools are ideally suited to sniff 
data in a hub environment. These tools are called passive sniffers as they passively wait for data 
to be sent, before capturing the information. They are efficient at imperceptib ly gathering data 
from the LAN. The captured data may include passwords sent to remote systems during Telnet, 
FTP, rlogin sessions, and electronic mail sent and received. Sniffed credentials are used to gain 
unauthorized access to the target system. There are a variety of tools available on the Internet 
for passive wire sniffing.
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C E H
P a s s i v e  O n l i n e  A t t a c k s :  M a n - i n - t h e -  

M i d d l e  a n d  R e p l a y  A t t a c k
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Considerations

Relatively hard to 
perpetrate

Must be trusted by one or 
both sides

Can sometimes be broken 
by invalidating traffic

A tta cke r

In a M IT M  a tta c k , th e  a tta c k e r a cqu ire s  

access to  th e  c o m m u n ic a tio n  ch anne ls  

b e tw e e n  v ic t im  and  se rve r t o  e x tra c t 

th e  in fo rm a t io n

In a re p la y  a tta c k , p acke ts  and  a u th e n tic a tio n  

to k e n s  a re  c a p tu re d  u s ing  a s n if fe r .  A fte r  th e  

re le v a n t in fo  is e x tra c te d , th e to k e n s  a re  
p laced  back o n  th e  n e tw o rk  to  g a in  access
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י ^ P a s s i v e  O n l i n e  A t t a c k :  M a n ־ i n ־ t h e ־ M i d d l e  a n d  

R e p l a y  A t t a c k

When two parties are communicating, the man-in-middle attack can take place. In this case, a 
third party intercepts the communication between the two parties, assuring the two parties 
that they are communicating with each other. Meanwhile, the third party alters the data or 
eavesdrops and passes the data along. To carry out this, the man in middle has to sniff from 
both sides of the connection simultaneously. This type of attack is often found in telnet and 
wireless technologies. It is not easy to implement such attacks due to the TCP sequence 
numbers and speed. This method is relatively hard to perpetrate and can be broken sometimes 
by invalidating the traffic.

In a replay attack, packets are captured using a sniffer. After the relevant information is 
extracted, the packets are placed back on the network. This type of attack can be used to replay 
bank transactions or other similar types of data transfer in the hope of replicating or changing 
activities, such as deposits or transfers.
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FIGURE 5.4: Passive Online Attack by Using Man-in-the-Middle and Replay Attack
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G u e s s i n g
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A c t i v e  O n l i n e  A t t a c k :  P a s s w o r d  G u e s s i n g

Everyone knows your user name, but your password is a well-kept secret in order to 
keep others away from accessing your transactions.

With the aid of dictionary attack methodologies, an intruder tries many means to guess your 
password. In this methodology, an attacker takes a set of dictionary words and names, and 
makes all the possible combinations to get your password. The attacker performs this method 
with programs that guess hundreds or thousands of words per second. This makes it easy for 
them to try many variations: backwards words, different capitalization, adding a digit to the 
end, etc.

To facilitate this further, the attacker community has built large dictionaries that include words 
from foreign languages, or names of things, places, and towns modeled to crack passwords. 
Attackers can also scan your profiles to look for words that might break your password. A good 
password is easy to remember, but hard to guess, so you need to protect your password by 
making it appear random by inserting such things as digits and punctuation. The more intricate 
your password, the more difficult it becomes for the intruder to break.

N etwork

Network

I The attacker takes a set of 
dictionary words and names, 
and tries all the possible 
combinations to crack the 
password Server

Network

Network

--------/cn  = \
Considerations < !_!
-1 Time consuming

-1 Requires huge amounts of 
network bandwidth

J  Easily detected
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Attacker

FIGURE 5.5: Active Online Attack by Using Password Guessing Method

Some of the considerations for password guessing are as follows:

0 Takes a long time to be guessed 

0 Requires huge amounts of network bandwidth 

0 It can be easily detected
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A c t i v e  O n l i n e  A t t a c k :

T r o j  a n / S p y  w a r e / K e y  l o g g e r

Spyware is a type o f malware that allows attackers to 
secretly gather information about a person or organization

With the help of a Trojan, an attacker gets access to the 
stored passwords in the attacked computer and is able to 
read personal documents, delete files, and display pictures

A Keylogger is a program that runs in the background and 
allows remote attackers to record every keystroke

Copyright © by E&Cauactl. All Rights Reserved. Reproduction isStrictly Prohibited.

A c t i v e  O n l i n e  A t t a c k :  T r o j  a n / S p y  w a r e / K e y  l o g g e r

A Trojan is a destructive programs that subterfuge as a benign application. Prior to 
the installation and/or execution, the software initially appears to perform a desirable function, 
but in practice it steals information or harms the system. With a Trojan, attackers may have 
remote access to the target computer. Attackers can have access to the computer remotely and 
perform various operations that are limited by user privileges on the target computer, by 
installing the Trojan.

Spyware is a type of malware that can be installed on a computer to gather information about 
the users of the computer without their knowledge. This allows attackers to gather information 
about the user or the organization secretly. The presence of spyware is typically hidden from 
the user, and can be difficult to detect.

A keylogger is a program that records all the keystrokes that are typed on the computer 
keyboard without the knowledge of the user. Once keystrokes are logged, they are shipped to 
the attacker, or hidden in the machine for later retrieval. The attacker then scrutinizes them 
carefully for the purpose of finding passwords or other useful information that could be used to 
compromise the system.

For example, a keylogger is capable of revealing the contents of all emails composed by the 
user of the computer system on which the keylogger has been installed.

M odule  05 Page 542 Ethical H acking an d  C o u n te rm e a su re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

A c t i v e  O n l i n e  A t t a c k :  H a s h  

I n j e c t i o n  A t t a c k
C E H

A •   A hash injection attack allows an attacker to inject a compromised
hash into a local session and use the hash to validate to network 
resources

•••• The attacker finds and extracts a logged on domain admin 
account hash

^   The attacker uses the extracted hash to log on to the
domain controller

Inject a com p rom ised  hash in to  a loca l se ss ion  v

 — ״.11  ־  I k k

A tta cke r V ic t im  Com pu te r
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A hash injection attack is the concept of injecting a compromised hash into a local 
session and then using the hash to authenticate to the network resources. This attack is done 
successfully in four steps. They are:

© The hacker compromises one workstation/server using a local/remote exploit

Q The hacker extracts logged-on hashes and finds a logged-on domain admin account hash

Q The hackers use the hash to log on the domain controller

© The hacker extracts all the hashes in the Active Directory database and can now satirize 
any account in the domain

Inject a compromised hash in to a local session 

i f
Attacker Victim Computer

FIGURE 5.6: Active Online Attack by Using Hash Injection Attack
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O f f l i n e  A t t a c k :  R a i n b o w  A t t a c k s  I C E H

I t  is easy to  recover 
passwords by 
comparing captured 
password hashes to  the 
precomputed tables

Compute the hash fo r a 
list o f possible passwords 
and compare it w ith the 
precomputed hash table. 
I f  a match is found then 
the password is cracked

Convert huge word lists 
like dictionary files and 
brute force lists into 

\ \  password hashes using 
techniques such as 
rainbow tables
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O f f l i n e  A t t a c k :  R a i n b o w  A t t a c k s
D-fra

Offline attacks occur when the intruder checks the valid ity of the passwords. He or 
she observes how the password is stored. If the user names and the passwords are stored in a 
file that is readable, it becomes easy for him or her to gain access to the system. Hence, the 
passwords list must be protected and kept in an unreadable form, such as an encrypted form.

Offline attacks are time consuming. They are successful because the LM hashes are vulnerable 
due to smaller keyspace and shorter length. Different password cracking techniques are 
available on the Internet.

There are two types of offline attacks that an attacker can perform to discover the password, 

e  Rainbow Attacks 

0 Distributed network Attacks

______ R a i n b o w  A t t a c k s

A rainbow attack is the implementation of the cryptanalytic t ime-memory trade-off technique. 
Cryptanalytic time-memory trade-off is the method that requires less time for cryptanalysis. It 
uses already calculated information stored in the memory to crack the cryptography. In the
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rainbow attack, the same technique is used; the password hash table is created in advance and 
stored into the memory. Such a table is called a "rainbow table."

* Z  R a i n b o w  T a b l e

A rainbow table is a lookup table specially used in recovering the pla intext password 
from a c ipher text. The attacker uses this table to look for the password and tries to recover the 
password from password hashes.

C o m p u t e d  H a s h e s

—  An attacker computes the hash for a list of possible passwords and compares it with 
the pre-computed hash table (rainbow table). If a match is found, then the password is 
cracked.

C o m p a r e  t h e  H a s h e s

It is easy to recover passwords by comparing captured password hashes to the pre- 
computed tables.

P r e - C o m p u t e d  H a s h e s

Only encrypted passwords should be stored in a file containing user name/encrypted 
password pairs. The typed password is encrypted using the hash function of cryptography 
during the logon process, and it is then compared with the password that is stored in the file.

Encrypted passwords that are stored can prove useless against d ictionary attacks. If the file 
that contains the encrypted password is in a readable format, the attacker can easily detect the 
hash function. He or she can then decrypt each word in the dictionary using the hash function, 
and then compare with the encrypted password. Thus the attacker obtains all passwords that 
are words listed in the dictionary.

Storage of hashes requires large memory space such as LM "hashes" require 310 Terabytes and 
NT Hashes < 15 chars requires 5,652,897,009 Exabytes. Use a time-space tradeoff technique to 
reduce memory space required to store hashes.

Iqazwed -> 4259cc34599c530b28a6a8f225d668590
hh021da -> c744bl716cbf8d4dd0ff4ce31al77151
9da8dasf -> 3cd696a8571a843cda453a229d741843
sodifo8sf -> 7ad7d6fa6bb4fd28ab98b3dd33261e8f
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C E H
T o o l s  t o  C r e a t e  R a i n b o w  T a b l e s :  

W i n r t g e n  a n d  r t g e n

Winrtgen is a graphical Rainbow Tables Generator that 
supports LM, FastLM, NTLM, LMCHALL, HalfLMCHALL, 
NTLMCHALL, MSCACHE, MD2, MD4, MD5, SHA1, 
RIPEMD160, MySQL323, MySQLSHAl, CiscoPIX, ORACLE, 
SHA-2 (256), SHA-2 (384), and SHA-2 (512) hashes

Rainbow Table properties

Chain L■ 
124 CO

kha־|
[#>6CO£FQHIJW.MNOPQRSrUWvW2
Key *oocf 8353C82502 keysDW. ««:• 610 :5 M3Succf zi tr l«I.Uy 0 978333 |978(K|

Oplitnil 0441.

t«p .p««d<־
 nr1r*1pn hmr)־rt׳arte p ז
T<*4 (■•ccirpuUlun in•; 
M» crycto׳v>J1*« rim«-
Bere*wark

h ttp ://w w w .o x id .it

The rtgen program need several parameters to generate a 
rainbow table, the syntax of the command line is:

Syntax: r t g e n  h a s h _ a lg o r it h m  c h a r s e t  
p la in t e x t _ l e n _ m in  p l a in t e x t _ le n _ m a x  
t a b l e  in d e x  c h a in  l e n  c h a in  num p a r t  in d e x

Administrator Command Prompt - rtgen ntJm loweralpha 1 7 0 1000 4000000 0 1 ~ i °  x

C:\UsersNftdn1n istpatarNDoun 10rtds\r11(1111 »־ wc rack־l .5־uin64>rtgen ntln l ״1״ rr«lp
1»«lnbow table nt 1™_lo1w1*dlu)M«l-y_0_l«UUx4UUlKWO_tt.rt parameters iMch *lgorlthn: ntln!wish length: 16:harset: ahcdof ghi.ihlmnoparctuvuxvc־.hnr.net In hex: 61 62 63 64 65 GG G7 68 69 6a 6h 6c 6d 6e 6f 78 7174 7S 76 77 78 77 7a charset length: 26

< icquont 141 3tart intf point bogin from 0 < 0x0090000000000000
k!»!»3fc of 1MMHHHH nmhou r.hnin.1 generated <H n 7.6 a>

»< 6.in1 <U n V1״ rninhnu rh111 1: ״vr
11 <M n 7.7 s> 7.זוM.HH of 4WMMMMW rninhnu c ho ini yrnrrat: •< 7.6 262144 of 4UWWWWW miulwu dwim :!•■••rated <11 n <27680 of 4080090 rainbow vImIiiv :|ener«ted <0 1• 7.6 v(

http://project-rainbowcrack.com
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T o o l s  t o  C r e a t e  R a i n b o w  T a b l e s :  W i n r t g e n  a n d  r t g e n

Attackers can create ra inbow tables by using following tools.

W i n r t g e n

v— Source: http://www.oxid.it ׳׳

Winrtgen is a graphical Rainbow Tables Generator that helps attackers to create rainbow tables 
from which they can crack the hashed password. It supports LM, FastLM, NTLM, LMCHALL, 
HalfLMCHALL, NTLMCHALL, MSCACHE, MD2, MD4, MD5, SHA1, RIPEMD160, MySQL323, 
MySQLSHAl, CiscoPIX, ORACLE, SHA-2 (256), SHA-2 (384), and SHA-2 (512) hashes.
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i nRainbow Table properties

Max len index Char* Len Chain Count N* of tablesMr! Len Max Len Index
פ

Edit
Charset 
| alpha
[ABCOEFGHUKLMNOPQRSTUVWXYZ
T able properties
Key space: 8353082582 keys
Disk space: 810.35 MB
Success probab*ty: 0.978038 (97.80*)

Optional parameter
!Administrator

jj Cancel |

Benchmark 
Hash speed 
Step speedT able precomputation time 
T otal precomputation time: 
Max cryptanalysis time:
Benchmark

FIGURE 5.7: Winrtgen Generate Rainbow Table in Window

Source: http://pro1ect-rainbowcrack.com

RainbowCrack is a general propose implementation that takes advantage of the t ime-memory 
trade-off technique to crack hashes. This project allows you to crack a hashed password. The 
rtgen tool of this project is used to generate the rainbow tables. The rtgen program needs 
several parameters to generate a rainbow table; you can use following syntax of the command 
line to generate rainbow tables:

Syntax: rtgen hash_algorithm charset plaintext_len_min plaintext_len_max tab le jn dex  
c h a in je n  chain_num pa r t jn dex

_  □  XAdministrator: Command Prompt - rtgen ntlm loweralpha 1 7 0 1000 4000000 0

n i s t r a t o r \ D o w n l o a d s \ r a i n b o w c r a c k ־ l . 5 ־ w i n 6 4 > r t g e n  n t l n  l o w e r a l p h a  1 
MUM 0

n t l n _ l o w e r a l p h a t t l 1 0 0 0 _ 0 _ 7 ־ x 4 0 0 0 0 0 0 _ 0 . r t  p a r a m e t e r s  
n :  n t l n

16
a b c d e f g h i j k l n n o p q r s t u v w x y z  

x :  61  6 2  6 3  6 4  6 5  6 6  6 7  6 8  6 9  6 a  6 b  6 c  6 d  6 e  6 f  7 0  71  7 2  73
78  7 9  7 a  
h :  26
g t h  r a n g e :  1 - 7  
: 0 x 0 0 0 0 0 0 0 0
a l :  8 3 5 3 0 8 2 5 8 2

a r t i n g  p o i n t  b e g i n  f r o n  0  < 0 x 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 )

0 0 0  r a i n b o w  c h a i n s  g e n e r a t e d  <0 n  7 . 6  s>
0 0 0 0  r a i n b o w  c h a i n s  g e n e r a t e d  <0 n 7 . 6  s )
0 0 0 0  r a i n b o w  c h a i n s  g e n e r a t e d  <0 n  7 . 7  s )
0 0 0 0  r a i n b o w  c h a i n s  g e n e r a t e d  <0 n  7 . 6  s )
0 0 0 0  r a i n b o w  c h a i n s  g e n e r a t e d  <0 n  7 . 6  s )
0 0 0 0  r a i n b o w  c h a i n s  g e n e r a t e d  <0 n  7 . 6  s )

FIGURE 5.8: rtgen Generate Rainbow Table in Window
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D i s t r i b u t e d  N e t w o r k  A t t a c k  C  E H

A Distributed Network Attack (DNA) technique is used for recovering password- 
protected files using the unused processing power of machines across the network 
to decrypt passwords

In this attack, a DNA manager is installed in a central location where machines 
running DNA clients can access it overthe network

/ ץ f ^ f \ r ^
T h e  D N A  M a n a g e r  

is  in s ta lle d  in  a 

c e n t ra l lo c a t io n  

w h e re  m a c h in e s  

ru n n in g  o n  D N A  

C lie n t  ca n  a c c e ss  it 

o v e r t h e  n e tw o r k
L. i

D N A  M anager 

co o rd in a te s  th e  attack  

and a llo ca te s  sm a ll 

p o rtio n s  o f th e  key 

search  to  m ach ines 

th a t are d is tr ib u te d  

ove r th e  n e tw o rk

►

D N A  C lie n t  ru n s  in  

th e  b a c kg ro u n d , 

c o n s u m in g  o n ly  

u n u se d  p ro c e s s o r  

t im e

►

The program  com b ines 
th e  process ing  

cap ab ilit ie s  o f a ll the  
c lie n ts  connected  to  

n e tw o rk  and uses it  to  
pe rfo rm  key search  to  

dec ryp t th em

j
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D i s t r i b u t e d  N e t w o r k  A t t a c k s

A Distributed Network Attack (DNA) is the technique used for recovering password- 
protected files. It utilizes the unused processing power of machines across the network to 
decrypt passwords. In this attack, a DNA manager is installed in a central location where 
machines running DNA clients can access it over the network. The DNA manager coordinates 
the attack, assigning small portions of the key search to machines distributed throughout the 
network. The DNA client runs in the background, only taking unused processor time. The 
program combines the processing capabilities of all the clients connected to network and uses 
them to perform a key search on Office 97 and 2000 to decrypt them.

Features of the DNA:

© Reads statistics and graphs easily 

© Adds user dictionaries to crack the password 

© Optimizes password attacks for specific languages 

© Modifies the user dictionaries 

© Comprises of stealth client installation functionality 

© Automatically updates client while updating the DNA server
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Q Controls the clients and identifies work done by clients 

DNA is divided into two modules:

D N A  S e r v e r  I n t e r f a c e

The DNA server interface allows users to manage DNA from a server. The DNA server 
module provides the user with the status of all jobs that the DNA server is executing. This 

interface is divided into:

Q Current jobs: The current job queue has all the jobs that have been added to the list by 
the controller. The current job list has many columns, such as the identification number 
that has been assigned by the DNA to the job, the name of the encrypted file, the 
password that has been used by the user, the password that matches a key which can 
unlock data, the status of the job, and various other columns.

© Finished jobs: The finished job list provides information about the jobs that can be 
decrypted by including the password. The finished jobs list also has many columns that 
are similar to the current job list. These columns include the identif ication number 
assigned by DNA to the job, the name of the encrypted file, the decrypted path of the 
file, the key used to encrypt and decrypt the file, the date and time that the DNA server 
started working on the job, the date and time the DNA server finished working on the 
job, the elapsed time, etc.

D N A  C l i e n t  I n t e r f a c e

The DNA client interface can be used from many workstations. The client statistics 
can be easily coordinated by using the DNA client interface. This interface is available on 
machines where the DNA client application has been installed. There are many components 
such as the name of the DNA client, the name of the group to which the DNA client belongs, the 
statistics about the current job, and many other components.

N e t w o r k  M a n a g e m e n t

The Network Traffic application in Windows is used for the purpose of network 
management. The Network Traffic dialog box is used to find out the network speed that DNA 
uses and each work unit length of the DNA client. Using the work unit length, a DNA client can 
work without contacting the DNA server. The DNA client application has the ability to contact 
the DNA server at the beginning and ending of the work unit length.

The user can monitor the job status queue and the DNA. When the data is collected from the 
Network Traffic dialog box, modification to the client work unit can be made. When the size of 
the work unit length increases, the speed of the network traffic decreases. If the traffic has 
been decreased, the client work on the jobs would require a longer amount of time. Therefore, 
fewer requests to the server can be made due to the reduction in the bandwidth of network 
traffic.
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E l c o m s o f t  D i s t r i b u t e d  P a s s w o r d  

R e c o v e r y

Features:
« Distributed password recovery over 

LAN, Internet, or both

«  Plug-in architecture allows fo r 
additional file  form ats

»  Schedule support fo r flexible load 
balancing

» Install and remove password 
recovery clients rem otely

»  Encrypted network communications

IkomioA Dttnbut*! P.mwad toovm [ - ! a ■ ■

> < v * - •׳  ► tm 11 ■ a  f + MM<j א  <f

£

LU
_  n = n  _

h ttp  ://w w w . elcomsoft. com
• י ״ י י ׳ י ״־־״״־ • ־ ׳ "

Elcomsoft Distributed Password Recovery breaks 
complex passwords, recovers strong encryption keys, 
and unlocks documents in a production environment

Copyright © by E&Coincil. All Rights Reserved. Reproduction isStrictly Prohibited.

E l c o m s o f t  D i s t r i b u t e d  P a s s w o r d  R e c o v e r y

Source: http://www.elcomsoft.com

Elcomsoft Distributed Password Recovery allows you to break complex passwords, recover 
strong encryption keys, and unlock documents in a production environment. It allows the 
execution of mathematically intensive password recovery code on the enormously parallel 
computational elements found in modern graphic accelerators. This employs an innovative 
technology to accelerate password recovery when a compatible ATI or NVIDIA graphics card is 
present in addition with the CPU-only mode. When compared with the password recovery 
methods that only use the computer's main CPU, the GPU acceleration used by this technology 
makes password recovery faster. This supports password recovery of a variety of applications 
and file formats.

Features & Benefits

Q Reduces password recovery time

Q Distributed password recovery over LAN, Internet, or both

Q Solace management for flexible control from any networked PC

© Plug-in architecture allows for additional file formats

Q Flexible queue control allows easy job management

Q Install and remove password recovery clients remotely
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& Elcomsoft Distributed Password Rccovcry - L f J  *
£ie fcdrt y!«w Agent Server tjelp 

Apply ^  £  Sr Add Files | Start II 1 צ   V ^  ^  X  Delete | $ (!) Enable (5 Doable

Files

filename 
S Testl.&x 
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0.983 %
1.087 %

elapsed tme current speed 
lain, 
lfwv

average speed 
4S6 
423

status
recovered
recovered

h

Connection

Alerts

m

M Test3.rfsx 
TcsM.xbx 

& TestS. ><cx
5 Reva.xisx
6 CSoft.&x

0.526%
S.297 % ~2h. lfimn. 
0.782 %
0.005% ? 
0.549%

Inn.

121w.

Inin.

219
470
42
?

263

recovered

recovered
notavpted
recovered
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Prefix /Suffix s Ma* 5>m60J: □  ABCDffGHlKLMNOPQRSTLVWXYZ
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FIGURE 5.9: Elcomsoft Distributed Password Recovery Screenshot
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N o n - E l e c t r o n i c  A t t a c k s
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C onvincing peop le  to  
reveal th e  con fiden tia l 

in fo rm a tio n

Looking a t e ith e r th e  user's 
keyboard  o r screen w h ile  he /she 
is logg ing in

Searching fo r  sensitive in fo rm a tio n  
a t th e  user's trash-b ins, p r in te r  
trash bins, and user desk fo r  s ticky 
notes

N o n - E l e c t r o n i c  A t t a c k s
I I

  Non-electronic attacks are also termed non-technical attacks. This kind of attack 
doesn't require any technical knowledge about the methods of intruding into another's 
system. Therefore, it is named a non-electronic attack. There are four types of non-electronic 
attacks, which are: social engineering, shoulder surfing, keyboard sniffing, and dumpster diving.

D ןןןן1| u m p s t e r  D i v i n g

Dumpster diving is a key attack method that targets upon a substantial failure in 
computer security: the very information that people crave, protect, and devotedly secure can 
be attained by almost anyone willing to scrutinize garbage. It allows you to gather information 
about the target's passwords by looking through the trash. This low-tech attack type has many 
implications.

Due to less security than there is today, dumpster diving was actually quite popular in the 
1980s. The term ״dumpster diving" refers to any useful, general information that is found and 
taken from areas where it has been discarded. These areas include trash cans, curbside 
containers, dumpsters, and the like, from which the information can be obtained for free. 
Curious and/or malicious attackers may find password files, manuals, sensitive documents, 
reports, receipts, credit card numbers, or diskettes that have been thrown away.
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Simply, the examination of waste products that have been dumped into the dumpster areas 
may be helpful to attackers, and there is ample information to support this concept. Such useful 
information was dumped with no thought to whose hands it may end up in. This data can be 
utilized by the attackers to gain unauthorized access on others' computer systems, or the 
objects found can prompt other types of attacks such as those based on social engineering.

T  H  S h o u l d e r  S u r f i n g
'41
י—׳«  Shoulder surfing is when an intruder is standing inconspicuously, but near a 

legitimate user, watching as the password is entered. The attacker simply looks at either the 
user's keyboard or screen while he or she is logging in, and watches to see if the user is staring 
at the desk for a password reminder or the actual password. This can be possible only when the 
attacker is physically close to the target.

This type of attack can also occur in a grocery store checkout line when a potential victim is 
swiping a debit card and entering the required PIN. Many of these Personal Identification 
Numbers are only four digits long.

Eavesdropping refers to the act of secretly listening to someone's conversation. Passwords can 
be determined by secretly listening to the password exchanges. If the hacker fails to get your 
password by guessing, there are other ways he or she can try to get it. "Password sniffing" is an 
alternative used by the hackers to get their target passwords.

Most of the networks use broadcast technology, which means that every message that a 
computer on the network transmits can be read by each and every computer connected on 
that network. In practice, except the recipient of the message, all other computers will notice 
that the message is not intended for them, and ignore it.

However, computers can be programmed to look at every message transmitted by a specific 
computer on the network. In this way, one can look at messages that are not intended for 
them. Hackers have the programs to do this, and then scan all the messages traversed on the 
network looking for the password.

You may end up giving your password to the attacker if you are logging into a computer across 
a network, and some computers on the network have been comprom ised this way.

Using this password sniffing technique, hackers have collected thousands of passwords by 
breaking into the computers that are connected on a heavily used network.

S o c i a l  E n g i n e e r i n g

In computer security, social engineering is the term that represents a non-technical 
kind of intrusion. Typically, this relies heavily on human interaction and often involves 

tricking other people into breaking normal security procedures. A social engineer runs a "con 
game" to break the security procedures. For example, an attacker using social engineering to 
break into a computer network would try to gain the trust of someone who is authorized to 
access the network, and then try to extract the information that compromises the network 
security.
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Social engineering is the run-through of procuring confidential in formation by deceiving or 
swaying people. An attacker can misrepresent himself as a user or system administrator in 
order to obtain the password from a user. It is natural for people to be helpful and trusting. Any 
person generally makes an effort to build amicable relationships with his or her friends and 
colleagues. Social engineers take advantage of this tendency.

Another trait of social engineering relies on the inability of people to keep up with a culture 
that relies heavily on information technology. Most people are not aware of the value of the 
information they possess and few are careless about protecting it. Attackers take advantage of 
this fact for the intrusion. Habitually, social engineers search dumpsters for valuable 
information. A social engineer would have a tougher time getting the combination to a safe, or 
even the combination to a health club locker, than a password. The best defense is to educate, 
train, and create awareness.

K e y b o a r d  S n i f f i n g
I

Keyboard sniffing allows you to interpret the password as the target enters the 
keystrokes using keyloggers.
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D e f a u l t  P a s s w o r d s

J  A default password is a password supplied by the manufacturer w ith  new 
equipment that is password protected

Online too ls to  search default 
passwords:

The Default Password List

*crv.MkV000 :״ יי  B8I 
*!'Connect *«» wm

<doscic
<80000/4007

• Tot•! %tU׳i 7.24$ 
■ NtowlHinib(׳: 
da\nd*jrM029

http ://secu rityoverride .o rg

Copyright © by E&Cauactl. All Rights Reserved. Reproduction isStrictly Prohibited.

http://cirt.net

http://default-password.info

http://www.defaultpassword.us

http://www. passwordsdatabase.com

https://w3dt.net

http ://w ww .virus.org

http://open-sez.me

http://securityoverride.org

http://www. routerpasswords.com

http://www.fortypoundhead.com

D e f a u l t  P a s s w o r d s
Source: http://securityoverride.org

'  A

Default passwords are passwords supplied by manufacturers with new equipment. Usually the 
default password provided by the manufacturers for password protected devices allows the 
device to be accessed during its initial setup. Online tools that can be used to search for default 
passwords include:

0 http://cirt.net 

0 http://default-password.info 

0 http://www.defaultpassword.us 

0 http://www.passwordsdatabase.com 

0 https://w3dt.net 

0 http://www.virus.org 

0 http://open-sez.me 

0 http://securityoverride.org 

0 http://www.routerpasswords.com 

0 http://www.fortypoundhead.com
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FIGURE 5.10: Default Password Screenshot

Vendor M ode l Version
Access
Type

User-
name

Password

3COM C oreBu ilde r 7 0 0 0 /6 0 0 0 /3 5 0 0 /2 5 0 0 Te lne t Debug Synnet

3COM C oreBuilder 7 0 0 0 /6 0 0 0 /3 5 0 0 /2 5 0 0 Te lne t Tech Tech

3COM HiPerARC v4.1.x Te lne t A dm (none)

3COM LANplex 2500 Te lne t Debug Synnet

3COM LANplex 2500 Te lne t Tech Tech

3COM LinkSwitch 2 0 0 0 /2 7 0 0 Te lne t Tech Tech

Huawei E960 A dm in A dm in

3COM N etBu ilde r SNMP ILMI

3COM N e tb u i ld e r M u l t i A dm in (none)

3COM
Office Connect 

ISDN Routers
5x0 Te lne t n /a PASSWORD

3COM
SuperStack II 

Switch
2200 Te lne t debug Synnet

3COM
SuperStack II 

Switch
2700 Te lne t tech Tech

3COM
O fficeConnect 

812 ADSL
M u l t i a d m in t td a d m in t td

TABLE 5.1: Online Tools To Search Default Password
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M an u a l Password Cracking r  E u
(Guessing) 1 E ! !

The fa ilure rate is 
high

Key in each 
password, until 

c o r re c t p a s s w o rd  

is discovered

Rank passwords 
from h igh  

probability to lo w

Frequency o f attacks is
less

Create a l is t  of 
possible 

passwords

a I פ
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M a n u a l  P a s s w o r d  C r a c k i n g  ( G u e s s i n g )

M a n u a l  p a s s w o rd  c ra c k in g  e n c o m p a s s e s  a t t e m p t i n g  t o  log  o n  w i t h  d i f f e r e n t  

p a s s w o rd s .  G u e ss in g  is t h e  k e y  e l e m e n t  o f  m a n u a l  p a s s w o rd  c ra c k in g .  T h e  p a s s w o rd  is t h e  key  

v a lu e  o f  d a ta  t h a t  is n e e d e d  t o  access  t h e  s y s te m .  M o s t  p a s s w o rd s  can  be  c ra c k e d  us in g  

d i f f e r e n t  e s c a la t io n  p r iv i le g e s ,  e x e c u t in g  a p p l ic a t io n s ,  h id in g  f i le s ,  a n d  c o v e r in g  t ra c k s .  

A t t a c k e r s  t r y  m a n y  a t t e m p t s  t o  c ra c k  p a s s w o rd s  t o  i n t r u d e  in to  a t a r g e t ' s  s y s te m .  P a s s w o rd s  

can  be  c ra c k e d  m a n u a l l y  o r  u s in g  s o m e  a u t o m a t e d  t o o l s ,  m e th o d s ,  a n d  a lg o r i t h m s .  P a s s w o rd  

c ra c k in g  can  be  a u t o m a t e d  u s in g  a s im p le  FOR lo o p  a lso. M a n u a l  p a s s w o rd  c ra c k in g  in v o lv e s  

d i f f e r e n t  a t t e m p t s  t o  log  in t h e  f o l l o w i n g  w a y s :

0  F ind a v a l id  u s e r

0  C re a te  a l is t  o f  p o s s ib le  p a s s w o rd s

0  R ank p a s s w o rd s  f r o m  h igh  p r o b a b i l i t y  t o  lo w

0  Key in ea ch  p a s s w o rd ,  u n t i l  t h e  c o r r e c t  p a s s w o rd  is d is c o v e re d

A  h a c k e r  can  a lso  c re a te  a s c r ip t  f i le  t h a t  t r ie s  e a ch  p a s s w o rd  in a l is t .  Sti l l  th is  is s t i l l  c o n s id e r e d  

m a n u a l  c ra c k in g .  T h e  fa i l u r e  ra te  o f  t h is  t y p e  o f  a t t a c k  is h igh .
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M a n u a l  P a s s w o r d  C r a c k i n g  A l g o r i t h m

In i ts  s im p le s t  f o r m ,  p a s s w o rd  g u e s s in g  can  be  a u t o m a t e d  us in g  a s im p le  FOR lo o p .  In 

t h e  e x a m p le  t h a t  fo l l o w s ,  an  a t t a c k e r  c re a te s  a s im p le  t e x t  f i le  w i t h  u s e r  n a m e s  a n d  p a s s w o rd s  

t h a t  a re  i t e r a t e d  u s in g  t h e  FOR lo o p .

T h e  m a in  FOR lo o p  can  e x t r a c t  t h e  u s e r  n a m e s  a n d  p a s s w o rd s  f r o m  th e  t e x t  f i l e  t h a t  se rve s  as a 

d i c t i o n a r y  as i t  i t e r a te s  t h r o u g h  e v e ry  l in e :

[ f i l e :  c r e d e n t i a l s . t x t ]  

a d m i n i s t r a t o r  " "  

a d m i n i s t r a t o r  p a s s w o r d  

a d m i n i s t r a t o r  a d m i n i s t r a t o r  

[ E t c . ]

F ro m  a d i r e c t o r y  t h a t  can  access t h e  t e x t  f i le ,  t h e  c o m m a n d  is t y p e d  as fo l l o w s :

c : \ > F O R  / F  11 t o k e n s = l , 2 * i i% ״  n  ( c r e d e n t i a l s  . t x t )  A 

M o re ?  d o  n e t  u s e  \ \ v i c t i m . c o m \ lP C $  %j / u : v i c t i m . c o m \ % i A 

M o re ?  2 » n u l A

M o re ?  && e c h o  %time% %date% »  o u t f i l e . t x t A

M o re ?  && e c h o  W v i c t i m . c o m  a c c t :  % i p a s s :  %j »  o u t f i l e . t x t  

c : \ > t y p e  o u t f i l e . t x t

T h e  o u t f i l e . t x t  c o n ta in s  t h e  c o r r e c t  u s e r  n a m e  a n d  p a s s w o rd  i f  t h e  u s e r  n a m e  a n d  p a s s w o rd  in 

c r e d e n t ia l s . t x t  a re  c o r r e c t .  A n  o p e n  s e s s io n  can  be  e s ta b l is h e d  w i t h  t h e  v i c t i m  s e r v e r  u s in g  t h e  

a t t a c k e r 's  s y s te m .
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CEH

_

Autom atic Password Cracking  
Algorithm

Verify whether there is 
a match for each user ID

Create a list of the 
possible passwords

Find the algorithm 
used for encryption

Repeat the cycle until the correct password is discovered
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A u t o m a t i c  P a s s w o r d  C r a c k i n g  A l g o r i t h m

As s e c u r i t y  a w a re n e s s  in c re a s e d ,  m o s t  s y s te m s  b e g a n  r u n n in g  p a s s w o rd s  t h r o u g h  

s o m e  ty p e  o f  a l g o r i t h m  t o  g e n e r a te  a hash . Th is  hash  is u s u a l ly  m o r e  th a n  ju s t  r e a r r a n g in g  t h e  

o r ig in a l  p a s s w o rd .  It is u s u a l ly  a o n e - w a y  h a s h .  T h e  o n e - w a y  hash  is a s t r in g  o f  c h a ra c te rs  t h a t  

c a n n o t  b e  re v e rs e d  in to  i ts  o r ig in a l  t e x t .

H o w e v e r ,  t h e  v u ln e r a b i l i t y  d o e s  n o t  a r ise  f r o m  th e  h a s h in g  p ro ce ss ,  b u t  f r o m  p a s s w o rd  s to ra g e .  

T h e  p a s s w o rd  t h a t  is s to r e d  a t  t h e  t i m e  o f  a u t h e n t i c a t i o n  is n o t  d e c r y p t e d  b y  m o s t  o f  t h e  

s y s te m s .  Such  s y s te m s  s to r e  o n ly  o n e - w a y  hashes .

D u r in g  t h e  loca l lo g in  p ro ce ss ,  t h e  p a s s w o rd  e n te r e d  is ru n  t h r o u g h  th e  a lg o r i t h m  g e n e r a t in g  a 

o n e - w a y  hash  a n d  c o m p a r in g  i t  t o  t h e  hash  s to r e d  o n  t h e  s y s te m .  I f  t h e y  a re  f o u n d  t o  be 

s im i la r ,  i t  is a s s u m e d  t h a t  t h e  p r o p e r  p a s s w o rd  w a s  used .

T h e r e fo r e ,  all t h a t  an a t t a c k e r  has t o  d o  in o r d e r  t o  c ra c k  a p a s s w o rd  is t o  g e t  a c o p y  o f  t h e  o n e -  

w a y  hash  s to r e d  o n  t h e  s e rv e r ,  a n d  t h e n  use  t h e  a lg o r i t h m  t o  g e n e r a te  h is  o r  h e r  o w n  hash  

u n t i l  he  o r  she  g e ts  a m a tc h .  M o s t  s y s te m s — M i c r o s o f t ,  UN IX , a n d  N e t w a r e — h a ve  p u b l ic ly  

a n n o u n c e d  t h e i r  h a s h in g  a lg o r i t h m s .

A t ta c k e r s  can  use  a c o m b i n a t i o n  o f  a t t a c k  m e t h o d s  t o  re d u c e  th e  t i m e  in v o lv e d  in c ra c k in g  a 

p a s s w o rd .  T h e  I n t e r n e t  p ro v id e s  f r e e w a r e  p a s s w o rd  c ra c k e rs  f o r  NT, N e tw a r e ,  a n d  UNIX.
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T h e re  a re  p a s s w o rd  l is ts  t h a t  can  be  fe d  t o  th e s e  c ra c k e rs  t o  c a r r y  o u t  a d i c t i o n a r y  a t t a c k .  In its  

s im p le s t  f o r m ,  a u t o m a t i o n  in v o lv e s  f i n d in g  a v a l id  u s e r  a n d  th e  p a r t i c u la r  e n c r y p t i o n  a l g o r i t h m  

b e in g  u sed ,  o b ta in in g  e n c r y p t e d  p a s s w o rd s ,  c re a t in g  a l is t  o f  all p o s s ib le  p a s s w o rd s ,  e n c r y p t in g  

ea ch  w o r d ,  a n d  c h e c k in g  f o r  a m a tc h  f o r  ea ch  u s e r  ID k n o w n .  T h is  p ro c e s s  is r e p e a te d  u n t i l  t h e  

d e s i re d  re s u l ts  a re  o b ta in e d  o r  all o p t io n s  a re  e x h a u s te d .

A u t o m a t i c  p a s s w o r d  c ra c k in g  a l g o r i t h m s  s h o u ld  i n c lu d e  th e  f o l l o w i n g  s te p s :

e F ind a v a l id  u s e r

e F ind e n c r y p t io n  a lg o r i t h m  used

0 O b ta in  e n c r y p t e d  p a s s w o rd s

Q C re a te  a l is t  o f  p o s s ib le  p a s s w o rd s

Q E n c ry p t  ea ch  w o r d

© See i f  t h e r e  is a m a tc h  f o r  ea ch  u s e r  ID

P e r f o r m i n g  A u t o m a t e d  P a s s w o r d  G u e s s i n g

I f  t h e  a t t a c k e r  fa i ls  in a m a n u a l  a t t a c k ,  h e  o r  she  can  c h o o s e  t o  a u t o m a t e  t h e  p ro ce ss .  

T h e re  a re  se v e ra l  f r e e  p r o g r a m s  t h a t  can  ass is t in th is  e f f o r t .  S o m e  o f  th e s e  f r e e  p r o g r a m s  a re  

L eg ion ,  Jack t h e  R ip p e r ,  N e tB IO S  A u d i t i n g  T o o l  (N A T), e tc .  T h e  s im p le s t  o f  th e s e  a u t o m a t i o n  

m e t h o d s  t a k e  a d v a n ta g e  o f  t h e  n e t  c o m m a n d .  T h is  in v o lv e s  a s im p le  lo o p  u s in g  t h e  N T /2 0 0 0  

sh e l l  f o r  c o m m a n d .  A l l  t h e  a t t a c k e r  has t o  d o  is t o  c re a te  a s im p le  u s e r  n a m e  a n d  p a s s w o rd  f i le .  

He o r  she  can  th e n  re fe r e n c e  th is  f i le  w i t h in  a FOR c o m m a n d .

C : \ >  FOR / F  " t o k e n = l ,  2 * "  % i i n  ( c r e d e n t i a l s . t x t )

d o  n e t  u s e  \ \ t a r g e t \ l P C $  %i / u :  %j

A u t o m a t e d  p a s s w o rd  a t ta c k s  can  be  c a te g o r iz e d  as fo l l o w s :

© A  s im p le  d i c t i o n a r y  a t t a c k  in v o lv e s  lo a d in g  a d i c t i o n a r y  f i le  (a t e x t  f i le  fu l l  o f  d i c t i o n a r y  

w o r d s )  i n to  a c ra c k in g  a p p l ic a t io n  such  as L O p h tC ra c k  o r  J o h n  t h e  R ip p e r ,  a n d  r u n n in g  i t  

a g a in s t  u s e r  a c c o u n ts  t h a t  t h e  a p p l ic a t io n  lo c a te s .  D ic t io n a r y  a t ta c k s  a re  m o r e  e f f e c t i v e  

w i t h  lo n g  w o rd s .

Q T h e  b r u t e  fo r c e  m e t h o d  is t h e  m o s t  in c lu s iv e ,  a l t h o u g h  s lo w .  U s u a l ly  i t  t r ie s  e v e ry  

p o s s ib le  l e t t e r  a n d  n u m b e r  c o m b in a t i o n  in i ts  a u t o m a t e d  e x p lo r a t i o n .

0  A  h y b r id  a p p ro a c h  is o n e  t h a t  c o m b in e s  fe a t u r e s  o f  b o th  m e th o d s .  It u s u a l ly  s ta r ts  w i t h  

a d i c t i o n a r y ,  a n d  t h e n  t r ie s  c o m b in a t io n s  such  as t w o  w o r d s  t o g e t h e r  o r  a w o r d  a n d  

n u m b e r s .

U sers  t e n d  t o  h a ve  w e a k  p a s s w o rd s  b e c a u s e  t h e y  d o  n o t  k n o w  w h a t  c o n s t i t u t e s  a s t r o n g  

p a s s w o rd  a n d ,  t h e r e f o r e ,  d o  n o t  k n o w  h o w  t o  c re a te  s t r o n g  p a s s w o r d s  f o r  t h e i r  a c c o u n ts .  As 

s h o w n ,  t h is  leaves  p a s s w o rd s  o p e n  t o  a t ta c k .
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Stealing Passwords Using 
USB D rive c

UrtifM

EH
ttkMJl IU<hM1

PasswordsUserAttacker

PassView is executed in the background 
and passwords w ill be stored in the .TXT 
files in the USB drive

Insert the USB drive and the 
autorun window w ill pop-up 

(if enabled)

Download PassView, a 
password hacking tool

Contents of launch, bat
s t a r t  p s p v . e x e / s t e x t  

p s p v . t x t

Copy the downloaded files to  
USB drive

Copyright ©  by E&Cauactl. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

Create autorun.inf in USB drive 
[ a u t o r u n ]  

e n = la u n c h . b a t

S <־> t e a l i n g  P a s s w o r d s  U s i n g  U S B  D r i v e s
£

W z J
S te a l in g  p a s s w o rd s  us in g  a USB d r i v e  is a p h y s ic a l  a p p r o a c h  f o r  h a c k in g  p a s s w o rd s  

s to r e d  in a c o m p u t e r .  A t t a c k e r s  can  s te a l  p a s s w o rd s  u s in g  a USB d r iv e  a n d  d i f f e r e n t  

a p p l ic a t io n s .  P e o p le  w h o  h a ve  m u l t i p le  o n l in e  a c c o u n ts  u s u a l ly  s to r e  t h e i r  u s e r  n a m e s  and  

p a s s w o rd s  as a b a c k u p  t o  use i f  t h e y  f o r g e t  t h e m .  Y ou  can  re c o v e r  o r  s te a l  such  c r e d e n t ia l s  

u s in g  a USB d r iv e .

T h e  p h y s ic a l  a p p ro a c h  m a t te r s  a l o t  f o r  h a c k in g  p a s s w o rd s .  O n e  can  s te a l  p a s s w o rd s  u s in g  a 

USB d r iv e  a n d  a p p l ic a t io n s .  T h is  m e t h o d  is a p p l ic a b le  f o r  h a c k in g  s to r e d  p a s s w o rd s  in a n y  

c o m p u t e r .  M o s t  o f  t h e  p e o p le  s ig n in g  u p  f o r  a la rg e  n u m b e r  o f  w e b s i t e s  u s u a l ly  s to r e  t h e i r  

p a s s w o rd s  o n  t h e  c o m p u t e r  in o r d e r  t o  r e m e m b e r  t h e m .  O n e  can  t r y  r e c o v e r in g  t h e m  

a u t o m a t i c a l l y  u s in g  a USB d r iv e .  T h is  r e q u i re s  p lu g g in g  t h e  USB in a n y  p o r t  o f  t h e  c o m p u t e r  in 

w h ic h  t h e  p a s s w o rd s  h a v e  b e e n  s to r e d .  T h is  t r i c k  is a p p l ic a b le  f o r  W in d o w s  XP, W i n d o w s  7, 

W i n d o w s  V is ta ,  a n d  W in d o w s  2 0 0 0 .

A l l  t h e  a p p l ic a t io n s  in c lu d e d  a re  p o r t a b le  a n d  l ig h t  e n o u g h  t h a t  t h e y  can  be d o w n lo a d e d  in t h e  

USB d is k  in f e w  se co n d s .  Y ou  can  a lso  h a c k  s to r e d  M e s s e n g e r  p a s s w o rd s .  U s ing  t o o ls  a n d  a USB 

p e n d r i v e  y o u  can  c re a te  a r o o t k i t  t o  h a c k  p a s s w o rd s  f r o m  t h e  t a r g e t  c o m p u t e r .

S te a l in g  p a s s w o rd s  u s in g  a USB d e v ic e  is c a r r ie d  o u t  w i t h  t h e  h e lp  o f  t h e  f o l l o w i n g  s te p s :

1. Y ou  n e e d  a p a s s w o rd  h a c k in g  t o o l
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2. C o p y  t h e  d o w n lo a d e d  .exe  f i le s  o f  p a s s w o rd  h a c k in g  t o o ls  t o  USB d r iv e .

3. C re a te  a n o te p a d  d o c u m e n t  a n d  p u t  t h e  f o l l o w i n g  c o n t e n t  o r  c o d e  in t h e  n o te p a d  

[a u t o r u n ]

e n = la u n c h .b a t

A f t e r  w r i t i n g  th is  c o n t e n t  i n to  N o te p a d ,  save  t h e  d o c u m e n t  as a u t o r u n . i n f  a n d  c o p y  th is  

f i l e  t o  t h e  USB d r iv e .

4. O p e n  N o t e p a d  a n d  w r i t e  t h e  f o l l o w i n g  c o n t e n t  i n t o  N o te p a d :

s ta r t  p s p v .e x e / s te x t  p s p v . t x t

A f t e r  t h a t ,  save  f i le  as la u n c h .b a t  a n d  c o p y  th is  f i l e  t o  t h e  USB d r iv e

5. In s e r t  t h e  USB d r iv e  a n d  th e  a u t o r u n  w i n d o w  p o p - u p  ( i f  e n a b le d ) .

6. A  p a s s w o r d - h a c k in g  t o o l  is e x e c u te d  in t h e  b a c k g ro u n d  a n d  p a s s w o rd s  can  be  s to r e d  in 

t h e  .TXT f i le s  in t h e  USB d r iv e .

In t h is  w a y ,  y o u  can  c re a te  y o u r  o w n  USB p a s s w o rd  re c o v e r y  t o o l k i t  a n d  use i t  t o  s te a l  t h e

s to r e d  p a s s w o rd s  o f  y o u r  f r ie n d s  o r  c o l le a g u e s  w i t h o u t  t h e  k n o w le d g e  o f  t h e  p e rs o n .  T h is

p ro c e s s  ta k e s  o n ly  a f e w  s e c o n d s  t o  r e t r i e v e  p a s s w o rd s .

Attacker

FIGURE 5.11 : S tea ling  Passw ords Using USB D rives
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Stealing Passwords Using 
Keyloggers CEH

J  Keyloggers p rov ide  an easiest and m ost e ffective m eans o f s tea ling a all v ictinV s user nam es and 
passwords

J  If an a ttacke r is successful in in fec ting  a v ic tim 's  m achine w ith  a Trojan th a t have keylogging 
fe a tu re s  he can in s tru c t th e  Trojan server to  log and send back all user c redentia ls  to  his m achine

Domain
Server

V ic t im  logs o n  t o  th e  

d o m a in  se rv e r w i th  h is  
c re d e n tia lsa s o f tw a re  ke y lo g g e r 

..................... >©
............

K e y lo g g e r sends

Attacker
K e y lo g g e r sends .

lo g in  c re d e n t ia ls  t o  V ic t im
ha cke r

A t ta c k e r  g a in s  access t o  d o m a in  s e rve r

A t ta c k e r  in fe c ts  

v ic t im ’ s loca l PC w i th

C o p y r ig h t  ©  b y  E & C oinc il. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  i s S t r i c t l y  P r o h ib i te d .

S t e a l i n g  P a s s w o r d s  U s i n g  K e y l o g g e r s

W h e n e v e r  an a t t a c k e r  n e e d s  t o  c ra c k  s o m e t h in g ,  he  o r  she  u s u a l ly  t h in k s  a b o u t  t h e  

p o s s ib le  l o o p h o le s  in t h e  w h o le  p ro ce ss .  P a s s w o rd s  a re  t h e  p ie ce  o f  d a ta  used  t o  access an 

a c c o u n t  o r  a s y s te m .  C h o o s in g  c o m p le x  p a s s w o rd s  m a k e s  y o u r  a c c o u n ts  s e c u re  a n d  th e  j o b  o f  

t h e  a t t a c k e r  d i f f i c u l t .  A  c o m p le x  p a s s w o rd  m a k e s  t h e  a t t a c k e r 's  j o b  d i f f i c u l t  b u t  n o t  im p o s s ib le .  

P a s s w o rd s  a re  t h e  p ie c e  o f  d a ta  t o  be  s u b m i t t e d  t o  a s y s te m  o r  a p p l i c a t io n  t o  g a in  access t o  it .  

P a s s w o rd s  a re  u s u a l ly  e n te r e d  t h r o u g h  th e  k e y b o a rd .  H e n c e ,  i f  an  a t t a c k e r  has s o f t w a r e  o r  a 

m e c h a n is m  t h a t  can  log  t h e  k e y s t ro k e s  a n d  se n d  th e  r e p o r t  t o  h im  o r  h e r ,  t h e n  t h e  a t t a c k e r  can 

d e t e r m in e  t h e  p a s s w o rd s  e as i ly .  T h e  p r o g r a m s  t h a t  a l lo w  t h e m  t o  d o  th is  a re  k e y lo g g e rs ,  a k in d  

o f  m a lw a r e .  K e y lo g g e rs  can  e x p o s e  all t h e  k e y s t ro k e s  e n te r e d  by  t h e  t a r g e t  in c lu d in g  u s e r  

n a m e s  a n d  p a s s w o rd s  f o r  a n y  w e b s i te s .  A  r e m o t e  k e y lo g g e r  can  g ive  an  a t t a c k e r  access n o t  

o n ly  t o  y o u r  e m a i l  a n d  o n l in e  a c c o u n ts ,  b u t  i t  can  c o m p r o m is e  y o u r  f in a n c ia l  d e ta i ls  as w e l l .  

K e y lo g g e rs  a re  use d  by  p e o p le  t o  f i n d  a c e r ta in  p ie c e  o f  i n f o r m a t i o n  such  as a u s e r  n a m e  o r  

p a s s w o rd .  T h e  p ic to r ia l  r e p r e s e n t a t io n  c le a r ly  e x p la in s  t h e  w a y  a t ta c k e rs  s te a l  p a s s w o rd s  us ing  

k e y lo g g e rs .
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D o m a in

Server

A t ta c k e r  g a in s  a cce ss  t o  d o m a in  s e rv e r

FIGURE 5.12: S tea ling  Passw ords Using Keyloggers

W h e n  s te a l in g  p a s s w o rd s ,  t h e  a t t a c k e r  f i r s t  in fe c ts  t h e  v i c t im 's  loca l PC w i t h  a s o f t w a r e  

k e y lo g g e r .  W h e n  t h e  v i c t im  logs o n  t o  t h e  d o m a in  s e rv e r  w i t h  his o r  h e r  c re d e n t ia ls ,  t h e  

k e y lo g g e r  a u t o m a t i c a l l y  se n d s  lo g in  c re d e n t ia ls  (u s e r  n a m e ,  p a s s w o rd s )  t o  t h e  a t t a c k e r  w i t h o u t  

t h e  k n o w le d g e  o f  t h e  v i c t im .  O n c e  th e  a t t a c k e r  g e ts  t h e  v i c t im 's  lo g in  c re d e n t ia ls ,  he  o r  she  logs 

o n  t o  t h e  d o m a in  s e rv e r  a n d  m a y  p e r f o r m  a n y  a c t io n .
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Microsoft Authentication
ו

CEH
(•rtifwd itkitjl

mW indows Security

Enter network password
Enter you r passwo'd to  connect to:

□  Remember my credentials

Use another account

The specified network password is not correct.

OK C ance l

Windows 8

J

S A M  D a ta b a s e

Windows stores user passwords in the Security 
Accounts Manager database (SAM), or in the Active 
Directory database in domains. Passwords are never 
stored in clear text; passwords are hashed and the 
results are stored in the SAM

N T L M  A u th e n t ic a t io n

The NTLM authentication protocol types:
1. NTLM au then tica tion  protocol

2. LM authentication protocol
These protocols stores user's password in the SAM 
database using different hashing methods

K e rb e ro s

Microsoft has upgraded its default authentication 
protocol to Kerberos which provides a stronger 
authentication for client/server applications than NTLM

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

M i c r o s o f t  A u t h e n t i c a t i o n  

S A M  D a t a b a s e

T h e  a c r o n y m  S A M  d a ta b a s e  is t h e  S e c u r i t y  A c c o u n ts  M a n a g e r  d a ta b a s e .  T h is  is used  

b y  W i n d o w s  t o  m a n a g e  u s e r  a c c o u n ts  a n d  p a s s w o rd s  in t h e  h a s h e d  f o r m a t  ( o n e - w a y  hash ).  

P a s s w o rd s  a re  n e v e r  s to r e d  in p l a in t e x t  f o r m a t .  T h e y  a re  s to r e d  in t h e  h a s h e d  f o r m a t  t o  p r o t e c t  

t h e m  f r o m  a t ta c k s .  T h e  S A M  d a ta b a s e  is im p le m e n t e d  as a r e g is t r y  f i l e  a n d  th e  W in d o w s  

k e rn e l  o b ta in s  a n d  ke e p s  an  e x c lu s iv e  f i l e s y s te m  lo c k  o n  t h e  S A M  f i le .  As th is  f i le  is p ro v id e d  

w i t h  a f i l e s y s te m  lock , th is  p ro v id e s  s o m e  m e a s u r e  o f  s e c u r i t y  f o r  t h e  s to ra g e  o f  t h e  p a s s w o rd s .

It is n o t  p o s s ib le  t o  c o p y  t h e  S A M  f i le  t o  a n o t h e r  l o c a t io n  in t h e  case o f  o n l in e  a t ta c k s .  S ince  t h e  

S A M  f i le  is lo c k e d  w i t h  an  e x c lu s iv e  f i l e s y s t e m  lock , i t  c a n n o t  be  c o p ie d  o r  m o v e d  w h i le  

W in d o w s  is ru n n in g .  T h e  lo c k  w i l l  n o t  re le a s e  u n t i l  t h e  b lu e  s c re e n  e x c e p t i o n  has b e e n  t h r o w n  

o r  o p e r a t in g  s y s te m  has s h u t  d o w n .  H o w e v e r ,  m a k in g  t h e  p a s s w o rd  h a s h e s  a v a i la b le  f o r  o f f l i n e  

b r u t e - f o r c e  a t t a c k s ,  t h e  o n -d is k  c o p y  o f  t h e  c o n te n t s  o f  t h e  S A M  f i le  can  be d u m p e d  us in g  

v a r io u s  te c h n iq u e s .

M i c r o s o f t  i n t r o d u c e d  th e  SYSKEY f u n c t i o n  in W i n d o w s  NT 4 .0  in an  a t t e m p t  t o  im p r o v e  t h e  

s e c u r i t y  o f  t h e  S A M  d a ta b a s e  a g a in s t  o f f l i n e  s o f t w a r e  c ra c k in g .  T h e  o n -d is k  c o p y  o f  t h e  S A M  f i le
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is p a r t ia l ly  e n c r y p t e d  w h e n  th e  SYSKEY is e n a b le d .  In th is  w a y  t h e  p a s s w o rd  hash  v a lu e s  f o r  all 

lo ca l  a c c o u n ts  s to r e d  in t h e  S A M  a re  e n c r y p t e d  w i t h  a key.

Even i f  i ts  c o n te n t s  w e r e  d is c o v e re d  b y  s o m e  s u b te r fu g e ,  t h e  keys  a re  e n c r y p t e d  w i t h  a o n e -  

w a y  hash , m a k in g  i t  d i f f i c u l t  t o  b re a k .  A lso ,  s o m e  v e rs io n s  h a ve  a s e c o n d a r y  ke y ,  m a k in g  t h e  

e n c r y p t io n  s p e c i f ic  t o  t h a t  c o p y  o f  t h e  OS.

N T L M  A u t h e n t i c a t i o n

N T L M  (NT LAN M a n a g e r )  is a p r o p r ie t a r y  p r o t o c o l  e m p lo y e d  b y  m a n y  M i c r o s o f t  

p r o d u c t s  t o  p e r f o r m  c h a l le n g e / r e s p o n s e  a u t h e n t i c a t io n ,  a n d  i t  is t h e  d e f a u l t  a u t h e n t i c a t io n  

s c h e m e  t h a t  M i c r o s o f t  f i r e w a l l  a n d  p ro x y  s e rv e r  p r o d u c t s  use. T h is  s o f t w a r e  w a s  d e v e lo p e d  to  

a d d re s s  t h e  p r o b le m  o f  w o r k in g  w i t h  Java t e c h n o lo g ie s  in a M ic r o s o f t - o r ie n t e d  e n v i r o n m e n t .  

S ince  i t  d o e s  n o t  re ly  o n  a n y  o f f ic ia l  p r o t o c o l  s p e c i f i c a t io n ,  t h e r e  is n o  g u a r a n t e e  t h a t  i t  w o r k s  

c o r r e c t l y  in e v e ry  s i t u a t io n .  It has b e e n  o n  s o m e  W in d o w s  in s ta l la t io n s ,  w h e r e  i t  w o r k e d  

s u c c e s s fu l ly .  N T L M  a u th e n t i c a t io n  co n s is ts  o f  t w o  p r o to c o ls :  N T L M  a u t h e n t i c a t i o n  p r o t o c o l  a n d  

LM  a u t h e n t i c a t io n  p r o t o c o l .  T h e s e  p r o to c o ls  use  d i f f e r e n t  hash  m e t h o d o lo g y  t o  s to r e  u s e rs '  

p a s s w o rd s  in  t h e  S A M  d a ta b a s e .

N T L M  A u t h e n t i c a t i o n  P r o t o c o l

P ro d u c ts  t h a t  a re  s u p p o r t e d  b y  N T M L  p r o t o c o l  a re  p u b l is h e d  o n ly  b y  M ic r o s o f t  d u e  t o  

t h e  u n a v a i la b i l i t y  o f  t h e  o f f ic ia l  p r o t o c o l  s p e c i f ic a t io n s .

As a c o n s e q u e n c e ,  in a M ic r o s o f t - o r ie n t e d  n e t w o r k  e n v i r o n m e n t ,  n e a r ly  all n o n -M S  p r o d u c ts  

h a ve  t r o u b le  p e r f o r m in g  t h e i r  ta s k s  c o r r e c t l y .  S o f t w a r e  d e v e l o p m e n t  e n v i r o n m e n t s  s u f f e r  f r o m  

th e  a f o r e m e n t i o n e d  p r o b le m ;  t h e r e  a re  n o  l ib ra r ie s  t h a t  im p le m e n t  th is  a u t h e n t i c a t io n  s c h e m e ,  

e x c e p t  t h e  o n e s  b u n d le d  in t h e  W in d o w s  OS. In t h e  O p e n  S o u rc e  c o m m u n i t y ,  t h e r e  a re  m a n y  

p r o je c ts  fo c u s e d  o n  t h e  i m p le m e n t a t i o n  o f  th is  p r o t o c o l ,  b u t  m o s t  o f  th e s e  h a ve  Java as t h e  

t a r g e t  e n v i r o n m e n t .

T h e  lack  o f  t h e  a v a i la b i l i t y  o f  th is  a u th e n t i c a t io n  s c h e m e  in t h e  Java p l a t f o r m  c o u ld  sp e l l  s e r io u s  

t r o u b le  in t h e  d e v e lo p m e n t  a n d  d e p l o y m e n t  o f  c o o p e r a t i v e  a p p l ic a t io n s  ba se d  o n  t e c h n o lo g ie s  

such  as SOAP W e b  S e rv ices  t h a t  re ly  o n  HTTP p r o to c o l .

K e r b e r o s

K e rb e ro s  is a n e t w o r k  a u t h e n t i c a t i o n  p r o t o c o l .  It  is d e s ig n e d  t o  p r o v id e  s t r o n g  

a u th e n t i c a t io n  f o r  c l i e n t / s e r v e r  a p p l ic a t io n s  b y  u s in g  s e c r e t - k e y  c r y p t o g r a p h y .  T h is  p ro v id e s  

m u t u a l  a u th e n t ic a t io n .  B o th  t h e  s e rv e r  a n d  th e  u s e r  v e r i f y  t h e  i d e n t i t y  o f  e a ch  o th e r .  M e s s a g e s  

s e n t  t h r o u g h  K e rb e ro s  p r o t o c o l  a re  p r o t e c te d  a g a in s t  r e p la y  a t ta c k s  a n d  e a v e s d ro p p in g .

K e rb e ro s  m a k e s  use o f  K e y  D i s t r i b u t i o n  C e n te r  (KDC), a t r u s te d  t h i r d  p a r t y .  T h is  c o n s is ts  o f  t w o  

lo g ic a l ly  d is t i n c t  p a r ts :  an  A u t h e n t i c a t i o n  s e r v e r  (AS) a n d  a T ic k e t  G r a n t i n g  S e rv e r  (TGS). 

K e rb e ro s  w o r k s  o n  t h e  bas is  o f  " t i c k e t s "  t o  p ro v e  t h e  u s e r 's  i d e n t i t y .

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
System Hacking

Module 05 Page 566 Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
System Hacking

W in d o w s  S e c u r ity

Enter network password
Enter your password to connect to:

חוו*

ח  Remember my credentials

Use another account

£} The specified network password is not correct.

CancelOK

FIGURE 5.13 : S ecurity  A u th e n tic a tio n  in W in d o w
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CEH
How Hash Passwords Are Stored 
in  Windows SAM?

Password hash using LM/NTLM

Martin:1008:624AAC413795CDC1 
4E835F1CD90F4C76:6F585FF8FF6 
280B59CCE252FDB500EB8:::

M a r t i n / m a g i c ia n

—  □c : \ w i n d o w s \ s y s t e m 3 2 \ c o n f i g \ S A Mf "  SAM  File is lo ca te d  a t

Administrator:500:598DDCE2660D3193AAD3B435B51404EE:2D20D252A479F485CDF5E171D93985BF: 
Guest:501:NO PASSWORD*********************:NO PASSWORD*********************::: 
HelpAssistant:1000:B991A1DA16C539FE4158440889BE1FFA:2E83DB1AD7FD1DC981F36412863604E9 
SUPPORT_38894 5aO:1002:NO
PASSWORD*********************:F5C1D381495948F434C42AEE04DE990C:::
Hackers:1003:37035B1C4AE2B0C5B75E0C8D76954A50:7773C08920232397CAE081704964B786::: 
Admin:1004:NO PASSWORD*********************:NO PASSWORD*********************::: 
Martin:1005:624AAC4137 95CDC1AAD3B435B51404EE:C5A237B7E9D8E708D8436B6148A25FA1:::
John:1006:624AAC413795CDC1FF17365FAF1FFE89:3B1B47E42E0463276E3DED6CEF349F93:::
Jason:1007:624AAC413795CDC14E835F1CD90F4C76:6F585FF8FF6280B59CCE252FDB500EB8::: 
[smith|:[I00il:[624AAC413795CDC14E835FlCD90F4C76|:|6F585FF8FF6280B59CCE252FDB500EB^: : :

V
NTLM  Hash

y
LM  Hash

y  y
U ser n a m e  U se r ID

"LM hashes have been disabled in Windows Vista and later Windows operating systems, LM will be blank in those systems.'

Copyright ©  by E&Cauactl. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

H o w  H a s h  P a s s w o r d s  A r e  S t o r e d  i n  W i n d o w  S A M

T h e  W i n d o w s  XP p a s s w o r d s  a re  s to r e d  in  t h e  S A M  f i le  in a h a s h e d  f o r m a t .  P a s s w o rd s  

a re  h a s h e d  u s in g  t h e  L M / N T L M  hash .

M a r t in :1 0 0 8 :6 2 4 A A C 4 1 3 7 9 5 C D C 1 4 E 8 3 5 F lC D 9 0 F 4 C 7 6 :6 F 5 8 5 F F 8 F F 6 2 8 0 B 5 9 C C E 2 5 2 F D B 5 0 0 E B 8 : :

T h e  h a sh e s  a re  s to r e d  in c : \ w i n d o w s \ s y s t e m 3 2 \ c o n f ig \ S A M .

A d m in is t r a to r :5 0 0 :5 9 8 D D C E 2 6 6 0 D 3 1 9 3 A A D 3 B 4 3 5 B 5 1 4 0 4 E E :2 D 2 0 D 2 5 2 A 4 7 9 F 4 8 5 C D F 5 E 1 7 1 D 9 3

98 5 B F : : :

Gu e s t 5׳ 0 ׳1 N O p / \ 5 5 \ / \ / 0 R D * * * * * * * * * * * * * * * * * * * * * ׳ N O P A S S W O R D * * * * * * * * * * * * * * * * * * * * * י ״

H e lp A s s is t a n t : 1 0 0 0 :B 9 9 1 A lD A 1 6 C 5 3 9 F E 4 1 5 8 4 4 0 8 8 9 B E lF F A : 2 E 8 3 D B lA D 7 F D lD C 9 8 1 F 3 6 4 1 2 8 6 3

6 0 4 E 9 :: :

S U P P O R T _ 3 8 8 9 4 5 a 0 :1 0 0 2 :N O

P A S S W O R D * * * * * * * * * * * * * * * * * * * * * : F 5 C l D 3 8 1 4 9 5 9 4 8 F 4 3 4 C 4 2 A

E E 04D E 990C :::

A t t a c k e rs :  1 0 0 3 :3 7 0 3 5 B 1 C 4 A E 2 B 0 C 5 B 7 5 E 0 C 8 D 7 6 9 5 4 A 5 0 :7 7 7 3 C 0 8 9 2 0 2 3 2 3 9 7 C A E 0 8 1 7 0 4 9 6 4 B 7

8 6 : : :
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A d m i n ,1 0 0 4 N־ O P A S S W O R D * * * * * * * * * * * * * * * * * * * * * N־ O P A S S W O R D * * * * * * * * * * * * * * * * * * * * * *

M a r t i n :1 0 0 5 :6 2 4 A A C 4 1 3 7 9 5 C D C lA A D 3 B 4 3 5 B 5 1 4 0 4 E E :C 5 A 2 3 7 B 7 E 9 D 8 E 7 0 8 D 8 4 3 6 B 6 1 4 8 A 2 5 F A

1:::

J o h n :1 0 0 6 :6 2 4 A A C 4 1 3 7 9 5 C D C lF F 1 7 3 6 5 F A F lF F E 8 9 :3 B lB 4 7 E 4 2 E 0 4 6 3 2 7 6 E 3 D E D 6 C E F 3 4 9 F 9 3 : : :

Jason  :1 0 0 7 :6 2 4 A A C 4 1 3 7 9 5 C D C 1 4 E 8 3 5 F 1 C D 9 0 F 4 C 7 6 :6 F 5 8 5 F F 8 F F 6 2 8 0 B 5 9 C C E 2 5 2 F D B 5 0 0 E B 8 : : :

S m i th  :1 0 0 8 :6 2 4 A A C 4 1 3 7 9 5 C D C 1 4 E 8 3 5 F 1 C D 9 0 F 4 C 7 6 :6 F 5 8 5 F F 8 F F 6 2 8 0 B 5 9 C C E 2 5 2 F D B 5 0 0 E B 8 : : :

W h e n  t h e  u s e r  c h a n g e s  his o r  h e r  p a s s w o rd ,  t h e  c r e a t io n  a n d  s to ra g e  o f  v a l id  L M  h a s h e s  is 

d is a b le d  in m a n y  v e rs io n s  o f  W in d o w s .  T h is  is t h e  d e f a u l t  s e t t in g  f o r  W i n d o w s  V is ta  a n d  

W in d o w s  7. T h e  LM  hash  can  be  b la n k  in t h e  v e rs io n s  in w h ic h  d is a b le d  LM  hash  is t h e  d e fa u l t  

s e t t in g .  S e le c t in g  t h e  o p t i o n  t o  r e m o v e  LM  h a sh e s  e n a b le s  an  a d d i t i o n a l  c h e c k  d u r in g  p a s s w o rd  

c h a n g e  o p e r a t io n s ,  b u t  d o e s  n o t  c le a r  LM  hash  v a lu e s  f r o m  th e  S A M  im m e d ia te l y .  A c t i v a t i n g  

t h e  o p t i o n  a d d i t i o n a l  c h e c k  s to re s  a " d u m m y "  v a lu e  in t h e  S A M  d a ta b a s e  a n d  has n o  

r e la t i o n s h ip  t o  t h e  u s e r 's  p a s s w o rd  a n d  is s a m e  f o r  all u s e r  a c c o u n ts .  LM  h a sh e s  c a n n o t  be  

c a lc u la te d  f o r  t h e  p a s s w o rd s  e x c e e d in g  14  c h a ra c te r s  in  le n g th .  T h u s ,  t h e  LM  hash  v a lu e  is s e t  

t o  a " d u m m y "  v a lu e  w h e n  a u s e r  o r  a d m i n i s t r a t o r  se ts  a p a s s w o rd  o f  m o r e  t h a n  14  c h a ra c te rs .
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W h at Is  L A N  M a n a g e r Hash? CEH
U tlKM  itk iu l l u ll

LM hash or LAN Manager hash is the primary hash format that Microsoft LAN Manager 
and Microsoft Windows use to store user passwords of up to 14 characters length

When this password is encrypted with the LM algorithm, all the letters are 
converted to uppercase: 123456QWERTY

The password is padded with null (blank) characters to make it 14 characters in 
length: 123456QWERTY_

Before encrypting this password, 14 character string is split in half: 123456Qand 
WERTY_, each string is individually encrypted and the results concatenated:

Microsoft
123456Q= 6BF11E04AFAB197F 
WERTY_ = F1E9FFDCC75575B15

The hash is 6BF11E04AFAB197FF1E9FFDCC75575B15

Note: LM hashes have been disabled in Windows Vista and later Windows operating systems

Copyright ©  by E&Cauactl. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

W h a t  I s  a  L A N  M a n a g e r  H a s h ?

T h e  LAN m a n a g e r  hash  is t h e  p r im a r y  hash  t h a t  M ic r o s o f t  LAN M a n a g e r  a n d  M ic r o s o f t  

W i n d o w s  use  t o  s to r e  u s e r  p a s s w o rd s  o f  u p  t o  14  c h a r a c te r s  le n g th .  Th is  is used  in t h e  

M i c r o s o f t  W in d o w s  v e rs io n s  p r i o r  t o  W in d o w s  NT. It is c o n t in u e d  in l a te r  v e rs io n  o f  W in d o w s  

f o r  b a c k w a rd  c o m p a t ib i l i t y ,  b u t  w a s  r e c o m m e n d e d  by  M i c r o s o f t  t o  be  t u r n e d  o f f  by  

a d m in is t r a t o r s .

M i c r o s o f t  W in d o w s  NT s to re s  t w o  t y p e s  o f  p a s s w o rd s :  a LAN M a n a g e r  (L M )  p a s s w o rd  a n d  a 

W in d o w s  NT p a s s w o rd .  For e x a m p le ,  le t 's  a s s u m e  y o u r  p a s s w o rd  is '1 2 3 4 5 6 q w e r t y ' .  W h e n  th is  

p a s s w o rd  is e n c r y p t e d  w i t h  t h e  LM  a lg o r i t h m ,  i t  is f i r s t  c o n v e r t e d  t o  a l l  u p p e rc a s e :  

,1 2 3 4 5 6 Q W E R T Y 1. If t h e  p a s s w o rd  is n o t  o f  14  c h a ra c te rs  in l e n g th ,  t h e n  i t is p a d d e d  w i t h  n u l l  

(b la n k )  c h a ra c te r s  t o  m a k e  i t  14  c h a ra c te r s  in le n g th .  A t  th is  s ta g e  t h e  a s s u m e d  p a s s w o rd  

b e c o m e s  '1 2 3 4 5 6 Q W E R T Y _ \  B e fo re  e n c r y p t in g ,  t h e  14  c h a ra c te rs  o f  t h e  p a s s w o rd s  a re  s p l i t  

i n to  t w o  se v e n  b y te  ha lves .  T h a t  m e a n s  o n e  se v e n  b y te  s t r in g  w i t h  1 2 3 4 5 6 ׳ Q'  a n d  t h e  s e c o n d  

se ve n  b y te  s t r in g  w i t h W׳  E R T Y _ ׳ . Each s t r in g  is e n c r y p t e d  in d iv id u a l l y  a n d  th e  re s u l ts  

c o n c a te n a te d .

i.e. , 1234 5 6 Q  = 6B F11E 04A FA B 197F  

WERTY_ = F 1E 9FF D C C 75575B15 

T h e  re s u l t in g  hash  is 6b f 1 1 e 04 a f a b 1 9 7 f f 1e 9 f f d c c 7 5 5 7 5 b 15
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1

W h at Is  LA N  M a n a g e r Hash? CEH
( C o n t ’d )  Urt.fi•* |  ttk.ul Mm Im

&
▲

The first 8 bytes are derived from the first 7 characters of the 
password and the second 8 bytes are derived from characters 8 
through 14 of the password

If the password is less than 7 characters, the second half will 
always be 0xAAD3B435B51404EE

Suppose, for this example, the user's password has an LM hash of 
0xC23413A8AlE7665f AAD3B435B51404EE

LC5 cracks the password as "WELCOME"

IT

NTLMv2 is a challenge/response authentication protocol, that offers 
improved security over the obsolete LM protocol

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

W h a t  I s  L A N  M a n a g e r  H a s h ?  ( C o n t ’ d )

F ro m  ea ch  s e v e n  b y te  h a l f ,  an  e ig h t  b y te  o d d  p a r i t y  DES ke y  is c o n s t r u c te d .  Each e ig h t  

b y te  DES k e y  is e n c r y p t e d  w i t h  a " m a g ic  n u m b e r . "  T h e  re s u l ts  o f  t h e  m a g ic  n u m b e r  e n c r y p t io n  

a re  c o n c a t e n a t e d  in to  a s ix te e n  b y t e  o n e - w a y  hash  v a lu e .  T h is  v a lu e  is t h e  LAN M a n a g e r  o n e -  

w a y  hash  o f  t h e  p a s s w o rd .  T h e  f i r s t  8 b y te s  a re  d e r iv e d  f r o m  th e  f i r s t  7 c h a ra c te r s  o f  t h e  

p a s s w o rd  a n d  t h e  s e c o n d  8 b y te s  a re  d e r iv e d  f r o m  c h a ra c te r s  8 t h r o u g h  14 o f  t h e  p a s s w o rd .  

T o g e th e r  a s ix te e n  b y te  o n e - w a y  hash  v a lu e  is c o n s t r u c te d  f o r  a p a s s w o rd  n o t  e x c e e d in g  14 

c h a ra c te r s  le n g th .

I f  t h e  p a s s w o rd  is less t h a n  o r  j u s t  a b o u t  7 c h a r a c te r s  in  l e n g th ,  t h e n  t h e  s e c o n d  h a l f  is a lw a y s  a 

0 x A A D 3 B 4 3 5 B 5 1 4 0 4 E E .  W h e n  th e  L M  p a s s w o rd  is u sed ,  i t  is easy  f o r  p a s s w o rd  a t ta c k e rs  t o  

d e t e c t  t h e  e ig h th  c h a ra c te r ,  i f  i t  is p re s e n t .  Fo r e x a m p le ,  i f  t h e  u s e r  p a s s w o rd  has an  LM  hash  o f  

0 x C 2 3 4 1 3 A 8 A lE 7 6 6 5 f  A A D 3 B 4 3 5 B 5 1 4 0 4 E E ,  LC5 c ra cks  t h e  p a s s w o rd  as ׳W E L C O M E w ׳ i t h  v e r y  

l i t t l e  e f f o r t .

N T L M v 2  is a c h a l le n g e / r e s p o n s e  a u th e n t i c a t io n  p r o t o c o l  t h a t  o f f e r s  im p r o v e d  s e c u r i t y  o v e r  t h e  

o b s o le te  LM  p r o t o c o l .  T h e r e fo r e ,  th e s e  s y s te m s  h a ve  t o  s e t  t h e  LAN M a n a g e r  A u t h e n t i c a t i o n  

Leve l t o  "S e nd  N T L M v 2  re s p o n s e s  o n ly . "
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L M  “ H a s h ” G e n e ra tio n CEH
(•rt1fw4 itkitjl

*  L M  “ H a s h ”  G e n e r a t i o n

T h e  LM  hash  a lso  ca l le d  as t h e  LAN m a n a g e r  hash  use d  by  m a n y  v e rs io n s  o f  W in d o w s  

f o r  s to r in g  p a s s w o rd s  less th a n  15 c h a ra c te rs .

T h e  f o l l o w i n g  f ig u r e  e x p la in s  t h e  p ro c e s s  o f  g e n e r a t in g  an LM  hash  f o r  a u s e r  p a s s w o rd

" c e h p a s s l " .

In t h e  LM  hash  g e n e r a t io n  p ro ce ss ,  f i r s t  t h e  p a s s w o rd  in lo w e rc a s e  is c o n v e r t e d  t o  u p p e rc a s e ;  

in th is  e x a m p le ,  th is  o p e r a t io n  re s u l ts  in "C E H PA SS1". T h e n ,  t h e  u p p e rc a s e  p a s s w o rd ,  i.e., 

"C EH PA S S1", is d iv id e d  in to  t w o  s e v e n  c h a r a c t e r  s t r in g s ;  in t h e  e x a m p le ,  t h e  re s u l t in g  s t r in g s  

a re  "CEHPASS" a n d ״  ! * * * * * * ״ . As t h e  s e c o n d  s t r in g  c o n ta in s  o n ly  o n e  c h a ra c te r ,  t o  m a k e  th e  

s e c o n d  s t r in g  a s e v e n - c h a r a c t e r  s t r in g ,  i t  is l e n g th e n e d  w i t h  n u l l  (b la n k )  c h a ra c te rs ,  i .e., 

p a d d in g .  T h e  t w o  s e v e n - c h a r a c te r  s t r in g s  a re  t h e n  used  as t h e  e n c r y p t io n  keys  f o r  t h e  

e n c r y p t io n  o f  a c o n s ta n t  u s in g  t h e  DES (D ig i ta l  E n c ry p t io n  S ta n d a rd )  s y m m e t r i c  c ip h e r .  A t  las t,  

t o  c re a te  t h e  LM  hash , t h e  re s u l t in g  D E S -e n c r y p te d  b lo c k s  a re  c o n c a te n a te d .
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CEHPASScehpassl

Constant

II
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LM HashConcatenate

FIGURE 5.14: LM ״ Hash״ G e n e ra to r
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L M ,  N T L M v l ,  a n d  N T L M v 2  CEH

LM NTLM vl NTLMv2

No YES YES

56bit + 56bit - - V׳"
DES (ECB mode) MD4 MD5 n/
64bit + 64bit 128bit 128bit n/
56bit + 56bit + 
16bit

56bit + 56bit + 
16bit

128bit n/
DES (ECB mode) DES (ECB mode) HMAC_MD5 n/
64bit + 64bit + 
64bit

64bit + 64bit + 
64bit

128bit

A ttribu te

Password Case Sensitive No
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L M ,  N T L M v l ,  a n d  N T L M v 2

T o  a d d re s s  t h e  p r o b le m s  in  N T L M 1 ,  M i c r o s o f t  in t r o d u c e d  N T L M  v e rs io n  2, a n d  

a d v o c a te d  its  use  w h e r e v e r  p o s s ib le .  T h e  f o l l o w i n g  ta b le  l is ts  t h e  f e a t u r e s  o f  t h e  t h r e e  

a u t h e n t i c a t i o n  m e th o d s .

A t t r i b u t e L M N T L M v l N T L M v 2

P a s s w o r d  Case N o YES
YES

S e n s i t iv e

H ash  K e y  L e n g th 5 6 b i t  + 5 6 b i t - -

P a s s w o r d  H ash  

A lg o r i t h m
DES (ECB m o d e ) M D 4 M D S

H a sh  V a lu e  L e n g th 6 4 b i t  + 6 4 b i t 1 2 8 b i t 1 2 8  b i t

C /R  K e y  L e n g th 5 6 b i t  + 5 6 b i t  + 1 6 b i t 5 6 b i t  + 5 6 b i t  + 1 6 b i t 1 2 8  b i t

C /R  A lg o r i t h m DES (ECB m o d e ) DES (ECB m o d e ) H M A C _ M D S

C /R  V a lu e  L e n g th 6 4 b i t  + 6 4 b i t  + 6 4 b i t 6 4 b i t  + 6 4 b i t  + 6 4 b i t 1 2 8  b i t

TABLE 5.2 : LM , N T L M v l, and N TLM v2
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N T L M  A u th en tica tio n  Process

Window Domain Controller

D o m a in  c o n tro lle r  has a s to re d  c o p y  o f  

th e  u se r 's  h ash ed  p assw o rd  

t-----------------------------------\
M a r t i n : 1 0 0 8 : 6 2 4 A A C 4 1 3 7 9 5 C D C 1
4 E 8 3 5 F 1 C D 9 0 F 4 C 7 6 : 6 F 5 8 5 F F 8 F F 6  

2 8 0 B 5 9 C C E 2 5 2 F D B 5 0 0 E B 8 : : :

DC c o m p a re s  c o m p u te r ’s 

re sp on se  w ith  th e  re sp on se  
i t  c re a te d  w ith  its  o w n  hash

If th e y  m a tc h , th e  lo g o n  is a

success

Client Computer

M artin

©
Hash

A lgorithmI
w

M a r t i n : 1 0  0 8 : 6 2 4 A A C 4 1 3 7  9 5C D C  
1 4 E 8 3 5 F 1 C D 9 0 F 4 C 7 6 : 6 F 5 8 5 F F 8 F  
F 6 2 8 0 B 5 9 C C E 2 5 2 E D B 5 0 0 E B 8 :  :©

U ser ty p e s  

p a s s w o rd  in to  logon 

w in d o w

W in d o w s  ru n s  

p a s s w o rd  th ro u g h  

hash a lg o r ith m

C o m p u te r  sends lo g in  re q u e s t t o  DC©
DC sends lo g o n  ch a llen g e

A a  r 8  p p q  k g j8 9  p q r

ט
A a  r 8  p p q  k g j8 9  p q r

C o m p u te r  sends re sp on se  to  ch a llen g e

©

N o te :  M ic r o s o f t  h a s  u p g ra d e d  its  d e fa u l t  a u th e n t ic a t io n  p r o to c o l  t o  K e rb e ro s ,  w h ic h  p ro v id e s  s t ro n g  

a u th e n t ic a t io n  f o r  c l ie n t / s e r v e r  a p p lic a t io n s  th a n  N T L M .

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

N T L M  A u t h e n t i c a t i o n  P r o c e s s

N T L M  in c lu d e s  t h r e e  m e t h o d s  o f  c h a l le n g e - r e s p o n s e  a u t h e n t i c a t io n :  LM , N T L M v l ,  

a n d  N T L M v 2 .  T h e  a u th e n t i c a t io n  p ro c e s s  f o r  all t h e  m e t h o d s  is t h e  sa m e . T h e  o n ly  d i f f e r e n c e  

a m o n g  t h e m  is t h e  le ve l  o f  e n c r y p t io n .  In N T L M  a u t h e n t i c a t io n ,  t h e  c l ie n t  a n d  s e rv e r  n e g o t ia te  

an  a u t h e n t i c a t i o n  p r o t o c o l .  T h is  is a c c o m p l is h e d  t h r o u g h  th e  M i c r o s o f t  n e g o t i a t e d  S e c u r i t y  

S u p p o r t  P ro v id e r  (SSP).

T h e  p ro c e s s  a n d  th e  f l o w  o f  t h e  c l ie n t  a u th e n t i c a t io n  t o  a d o m a i n  c o n t r o l l e r  us in g  a n y  o f  t h e  

N T L M  p r o t o c o ls  is d e m o n s t r a t e d  in t h e  f o l l o w i n g  s te p s :

Q T h e  c l ie n t  t y p e s  t h e  u s e r  n a m e  a n d  p a s s w o rd  in t o  t h e  lo g o n  w in d o w .

e  W in d o w s  ru n s  t h e  p a s s w o rd  t h r o u g h  a h a s h  a l g o r i t h m  a n d  g e n e ra te s  a hash  f o r  t h e  

p a s s w o rd  t h a t  has b e e n  e n te r e d  in t h e  lo g o n  w i n d o w .

Q T h e  c l ie n t  c o m p u t e r  se n d s  a lo g in  re q u e s t  a lo n g  w i t h  d o m a in  n a m e  t o  t h e  d o m a in  

c o n t r o l l e r .

Q T h e  d o m a in  c o n t r o l l e r  g e n e ra te s  a 1 6 - b y t e  r a n d o m  c h a r a c t e r  s t r in g  c a l le d  a " n o n c e "  

a n d  se n d s  i t  t o  t h e  c l ie n t  c o m p u t e r .

Q T h e  c l ie n t  c o m p u t e r  e n c r y p t s  t h e  n o n c e  w i t h  a hash  o f  t h e  u s e r  p a s s w o rd  a n d  se n d s  i t  

b a c k  t o  t h e  d o m a in  c o n t r o l l e r .
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Q T h e  d o m a in  c o n t r o l l e r  r e t r ie v e s  t h e  hash  o f  t h e  u s e r  p a s s w o rd  f r o m  th e  S A M  a n d  uses i t  

t o  e n c r y p t  t h e  n o n c e .  T h e  d o m a in  c o n t r o l l e r  t h e n  c o m p a r e s  t h e  e n c r y p t e d  v a lu e  w i t h  

t h e  v a lu e  re c e iv e d  f r o m  t h e  c l ie n t .  If  t h e  v a lu e s  m a tc h ,  t h e  c l ie n t  is a u t h e n t i c a t e d  a n d  

th e  lo g o n  is success.

W in d o w  D om ain C o n tro lle r

Domain co n tro lle r has a stored copy o f 
the  user's hashed password

DC com pares com pute r's 
response w ith  the  response 
it created w ith  its own hash

If they match, the logon is a 
success

C lien t C om p ute r

0
Algorithm

@

Martin
* * * * * * * * * *

H a s h

4 * 0
User types 

password in to  logon 
w in d ow

M a r t in  :1 008 : 624MC4137 9SCDC 
1 4E 3 3 5F 1 C D 9 0F 4 C 76 : 6 F5 3 SF F 9F
F6280B59CCC252FPB50CEB8: :

W indow s runs 
password through  

hash a lgo rithm

Com puter sends login request to  DC

©DC sends logon challenge

A a r 8 p p q  p q r

©

p q  k g  

@
A a r 8  p p q  k g ;)8 5  P q *

Com puter sends response to  challenge

FIGURE 5.15: NTLM A u th e n tic a tio n  Process
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Kerberos Authentication C EH
Key D istribution Center (KDC)

A u th e n t ic a t io n  S erve r 

(AS)

User request to  the authentication server

T icke t G ra n tin g  S erve r 

(TGS). . . . . .

Reply of authentication server 

to the user request

Request to  the TG S for a service ticket

Reply of the TG S  to  the client's request

Request to  an application server to  access a service

Reply to  prove it really is the server the client is expecting

A p p lic a t io n  S erve r

Copyright ©  by E&Cauactl. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

K e r b e r o s  A u t h e n t i c a t i o n

K e rb e ro s  is a n e t w o r k  a u t h e n t i c a t io n  p r o t o c o l .  It  is d e s ig n e d  t o  p r o v id e  s t r o n g  

a u th e n t i c a t io n  f o r  c l i e n t / s e r v e r  a p p l i c a t i o n s  b y  u s in g  s e c r e t - k e y  c r y p t o g r a p h y .  T h is  p ro v id e s  

m u t u a l  a u th e n t ic a t io n .  B o th  t h e  s e rv e r  a n d  th e  u s e r  v e r i f y  t h e  i d e n t i t y  o f  e a ch  o th e r .  M e s s a g e s  

s e n t  t h r o u g h  K e rb e ro s  p r o t o c o l  a re  p r o t e c te d  a g a in s t  r e p la y  a t ta c k s  a n d  e a v e s d r o p p in g .

K e rb e ro s  m a k e s  use  o f  K e y  D i s t r i b u t i o n  C e n te r  (KDC), a t r u s t e d  t h i r d  p a r t y .  T h is  c o n s is ts  o f  t w o  

lo g ic a l ly  d is t i n c t  p a r ts :  an A u th e n t i c a t io n  s e rv e r  (AS) a n d  a T ic k e t  G r a n t in g  S e rv e r  (TGS).

T h e  a u th o r iz a t io n  m e c h a n is m  o f  K e rb e ro s  p ro v id e s  t h e  u s e r  w i t h  a T ic k e t  G r a n t in g  T ic k e t  (TGT) 

t h a t  se rve s  p o s t - a u t h e n t i c a t i o n  f o r  l a te r  access t o  s p e c i f ic  se rv ices ,  S ing le  Sign O n  b y  w h ic h  t h e  

u s e r  is n o t  r e q u i r e d  t o  r e - e n t e r  t h e  p a s s w o rd  a g a in  f o r  a cce ss in g  a n y  s e rv ice s  t h a t  he  is 

a u th o r iz e d  fo r .  It  is i m p o r t a n t  t o  n o te  t h a t  t h e r e  w i l l  be  n o  d i r e c t  c o m m u n ic a t io n  b e t w e e n  th e  

a p p l ic a t io n  s e rv e rs  a n d  Key D is t r ib u t io n  C e n te r  (KDC); t h e  s e rv ic e  t ic k e ts ,  e v e n  i f  p a c k e te d  by  

TGS, re a c h  th e  s e rv ic e  o n ly  t h r o u g h  th e  c l ie n t  w is h in g  t o  access t h e m .
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Key D is t r ib u t io n  C e n te r  (KDC)

Authentication Server 
(AS)

Database

!■..> Ticket Granting Server 
(TGS)

User request to  the authentication server

Reply of authentication serve! 

to the user request

Request to  the TGS for a service ticket

Reply of the TGS to  the client's request

Request to  an app lica tion  server to  access a service

Reply to prove it really is the server the client is expecting

FIGURE 5.16 : K erberos A u th e n tic a tio n
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CEHSalting

171

S a ltin g  te c h n iq u e  p re v e n ts  d e r iv in g  
p a s s w o rd s  fro m  th e  p a s s w o rd  f i le

S to re d  re p re s e n ta t io n  d if fe rs

A d va n ta g e : D e fe a ts  p re -c o m p u te d  hash 
a ttacks

A lic e :ro o t:b 4 e f2 1 1 3 ba43 03ce 24a 83 fe 031 7608 de0 2b f3 8d>

B ob :roo t:a9c4fa :3282abd0308323ef0349dc7232c349ac

C e c il:ro o t:2 0 9 b e l;a483b303c23af34761de02be038 fde08]<•

N o te : W in d o w s  p a s s w o rd  h a shes  a re  n o t s a lte d .

Copyright ©  by E&Cauactl. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

S a l t i n g

S a lt in g  is a w a y  o f  m a k in g  p a s s w o rd s  m o r e  s e c u re  by  a d d in g  r a n d o m  s t r in g s  o f  

c h a ra c te r s  t o  p a s s w o rd s  b e fo r e  t h e i r  m d 5  h a s h  is c a lc u la te d .  T h is  m a k e s  c ra c k in g  p a s s w o rd s  

h a rd e r .  T h e  lo n g e r  t h e  r a n d o m  s t r in g ,  t h e  h a r d e r  i t  b e c o m e s  t o  b re a k  o r  c ra c k  t h e  p a s s w o rd .

T h e  r a n d o m  s t r in g  o f  c h a ra c te r s  s h o u ld  be  a c o m b in a t i o n  o f  a l p h a n u m e r i c  c h a ra c te r s .  T he  

s e c u r i t y  le ve l  o r  t h e  s t r e n g th  o f  p r o t e c t i o n  o f  y o u r  p a s s w o rd s  a g a in s t  v a r io u s  p a s s w o rd  a t ta c k s  

d e p e n d s  o n  t h e  le n g th  o f  t h e  r a n d o m  s t r in g  o f  c h a ra c te rs .  T h is  d e fe a ts  p r e - c o m p u t e d  hash  

a t ta c k s .

In c r y p t o g r a p h y ,  a s a l t  co n s is ts  o f  r a n d o m  b i ts  t h a t  a re  used  as o n e  o f  t h e  in p u ts  t o  a o n e - w a y  

f u n c t io n  a n d  th e  o t h e r  i n p u t  is a p a s s w o rd .  I n s te a d  o f  p a s s w o rd s ,  t h e  o u t p u t  o f  t h e  o n e - w a y  

f u n c t io n  can  b e  s to r e d  a n d  use d  t o  a u th e n t i c a t e  users . A  s a l t  can  a lso  be c o m b in e d  w i t h  a 

p a s s w o rd  b y  a k e y  d e r i v a t io n  f u n c t io n  t o  g e n e r a te  a k e y  f o r  use w i t h  a c ip h e r  o r  o t h e r  

c r y p t o g r a p h ic  a l g o r i t h m .

W i t h  th is  t e c h n iq u e  d i f f e r e n t  h a shes  can  be  g e n e r a te d  f o r  t h e  s a m e  p a s s w o rd .  Th is  m a k e s  t h e  

a t t a c k e r ' s  j o b  o f  c ra c k in g  t h e  p a s s w o rd s  d i f f i c u l t .

In th is  e x a m p le ,  t h e  t w o  use rs  A l ic e  a n d  Cecil h a v e  t h e  s a m e  p a s s w o rd s  b u t  w i t h  d i f f e r e n t  hash 

v a lu e s .  S ince  a r a n d o m  hash  is g e n e r a te d  f o r  ea ch  in d iv id u a l  use r:

A l i c e : r o o t : b 4 e f 2 1 : 3 b a 4 3 0 3 c e 2 4 a 8 3 fe 0 3 1 7 6 0 8 d e 0 2 b f 3 8 d
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B o b : r o o t : a 9 c 4 f a :3 2 8 2 a b d 0 3 0 8 3 2 3 e f0 3 4 9 d c 7 2 3 2 c 3 4 9 a c  

Cecil : r o o t : 2 0 9 b e l : a 4 8 3 b 3 0 3 c 2 3 a f 3 4 7 6 1 d e 0 2 b e 0 3 8 f d e 0 8
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CEH

P W D U M P  e x t r a c ts  LM  

a n d  N T L M  p a s s w o r d  

h a s h e s o f  lo c a l u s e r  

a c c o u n ts  f r o m  t h e  

S e c u r i ty  A c c o u n t  

M a n a g e r  (S A M ) 

d a ta b a s e

fyfe tn 
MUnuna°l01,Jstb 
c°Ur)f *Or

p w d u m p 7  a n d  fg d u m p

<C« -o'*־ eA

A dnwstrator C\WrxJow5\5ystetn32\cmd.exe

L=1e■ ■ruitrjtof. Con■ rrond f*ro#rpl

p w d u m p 7 . e x e

־3־ ־

Attacker
f g d u m p . e x e  - h  1 9 2 . 1 6 8 . 0 . 1 0  
- u  A n A c k a i n i s t r a t i v e U s e r  - p  
1 4 m e p 4 s s w 0 r d

D u m p s  a re m o te  m a c h in e  

(1 9 2 .1 6 8 .0 .1 0 ) u s ing  a sp ec ifie d  
user

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

p w d u m p  7  a n d  f g d u m p

p w d u m p 7  is an  a p p l ic a t i o n  t h a t  d u m p s  th e  p a s s w o rd  h a sh e s  (O W F s) f r o m  NT's S A M  

d a ta b a s e ,  p w d u m p  e x t r a c ts  L M  a n d  N T L M  p a s s w o rd  h a sh e s  o f  loca l  u s e r  a c c o u n ts  f r o m  th e  

S e c u r i ty  A c c o u n t  M a n a g e r  (S A M ) d a ta b a s e .  T h is  a p p l ic a t i o n  o r  t o o l  ru n s  b y  e x t r a c t i n g  t h e  

b in a r y  S A M  a n d  SYSTEM File f r o m  th e  f i l e s y s te m  a n d  th e n  th e  h a shes  a re  e x t r a c te d .  O n e  o f  t h e  

p o w e r f u l  f e a t u r e s  o f  p w d u m p 7  is t h a t  i t  is a lso  c a p a b le  o f  d u m p i n g  p r o t e c te d  f i les .  U sage  o f  

th is  p r o g r a m  re q u i re s  a d m i n i s t r a t i v e  p r iv i le g e s  o n  t h e  r e m o t e  s y s te m .

A dm inistrator C:\Windows\system32\cmd.exe

E:\C E H -Tools\C E H uR  N nrin le  05 S y s te n  H a c k in g \P a s s w o rd  C ra c k in g \U in d o u s  P assw ord  C
t'ackers \pudum p7>p1 idunp7 .exe
Pudunp v ? . l  -  raw  passw o rd  e x t r a c t o r
) u t h o r :  A n d res  T a ra s c o  Acuna
i v l : h t t p : / / o w u . 5 1 4 . e s■\dnini a t r a t o r : G00:NO BE40C450AD997i3Dr1EDCGB40C25n
D 4 7 :: :
ju e s t  :5 0 1  :NO PflSSU0BD»»»»»»»»»««»«»»»«»»»»:N0 PflSSWKDWHHHHHHmHHHHHHHWIt;  ; : 
LANGUAKD_11_USER:1006 :NO PASS WORD י* * * * * * * * * * * * * * * * * ** * * *  : C25519219 F6 6 F9 F I 2 FC9 BE6 6 2 
}6 7 B 9 6 0 :: :
* rim in  : 1 0 0 7 : NO - B F 4 Q C 4 5 0 f lB 9 9 7 1 3 B F 1  E B C 5 B 4 0 C 2 R A D 4 7 : : :
ju g g y b o y :1 0 1 0 :NO PASSUOBD* »« » " : 6FE5E43B67BD40D4CBB3E222F9609015:

B in i : 1 0 1 6 :NO : BE40C450AB99713DF1EDC5B40C25AD47: : :

E :\C E H -T oo ls \C E H v8  M odule 05 S y s te n  H a c k in g \P a s s w o rd  C ra c k in g \W in d o w s  P assw ord  C 
rac ke rs S p v d u n p ? >

*:C25510219F66F9F12FC9BE662

» :BE40C450AB99713DF1EDC5B40C25AD47: : :

FIGURE 5.18: pwdump7 Extracting Raw Password in Window
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Administrator Command Prompt

| C : \ > f  gdu mp
rgDump 2 . i . 0  -  f i z z g i g  a n d  t h e  m i g h t y  g r o u p  a t  f o o f u s . n e t  
L J r i t t e n  t o  n a k e  j 0 m 0 k u n ״ s  l i f e  j u s t  a  b i t  e a s i e r  
C o p y r i g h t < C >  2 0 0 8  f i z z g i g  a n d  f o o f u s . n e t  
f g d u m p  c o n e s  w i t h  ABSOLUTELY NO WARRANTY!
T h i s  i s  f r e e  s o f t w a r e ,  a n d  y o u  a r e  w e l c o m e  t o  r e d i s t r i b u t e  i t  
u n d e r  c e r t a i n  c o n d i t i o n s ;  s e e  t h e  COPVING a n d  README f i l e s  f o r  
n o r e  i n f o r m a t i o n .

Ho p a r a m e t e r s  s p e c i f i e d ,  d o i n g  a  l o c a l  du m p .  S p e c i f y i ?־־  f  y o u  a r e  l o o k i n g  f o r  h 
e l p .
  S e s s i o n  ID :  2 0 1 2 - 0 9 - 2 1 - 0 4 - 5 0 - 5 8   
S t a r t i n g  dum p o n  1 2 7 . 0 . 0 . 1

B **־* e g i n n i n g  l o c a l  dump *־*
OS < 1 2 7 . 0 . 0 . 1 > :  M i c r o s o f t  Windows Unknown S e r v e r  < B u i l d  8 4 0 0 >  < 6 4 - b i t >
P a s s w o r d s  d u m p ed  s u c c e s s f u l l y  
C a c h e  d u m p ed  s u c c e s s f u l l y

I  S um m ary  

■ F a i l e d  s e r v e r s :  
m 0 H E

■ S u c c e s s f u l  s e r v e r s :
1 1 2 7 . 0 . 0 . 1

FIGURE 5.19: fg d u m p  D um p ing  Password in W in d o w

f g d u m p  is b a s ic a l ly  a u t i l i t y  f o r  d u m p in g  p a s s w o rd s  o n  W i n d o w s  N T / 2 0 0 0 /X P /2 0 0 3 /V is ta  

m a c h in e s .  It c o m e s  w i t h  b u i l t - in  f u n c t io n a l i t y  t h a t  has all t h e  c a p a b i l i t ie s  o f  P W d u m p  a n d  can  

a lso  d o  a n u m b e r  o f  o t h e r  c ru c ia l  t h i n g s  l ike  e x e c u t in g  a r e m o t e  e x e c u ta b le  a n d  d u m p in g  t h e  

p r o t e c t e d  s to r a g e  o n  a r e m o t e  o r  loca l  h o s t ,  a n d  g r a b b in g  c a c h e d  c r e d e n t ia l s .
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EHLOphtCrack
LOphtCrack is a password auditing and recovery application packed w ith features such as scheduling, hash extraction 
from  64-bit W indows versions, multiprocessor algorithms, and networks monitoring and decoding

L O p h t C r a c k

S o u rc e :  h t t p : / / w w w . I O p h t c r a c k . c o m

LO ph tC rack  is a t o o l  d e s ig n e d  t o  a u d i t  p a s s w o rd  a n d  re c o v e r  a p p l ic a t io n s .  It is used  t o  re c o v e r  

lo s t  M ic r o s o f t  W in d o w s  p a s s w o rd s  w i t h  t h e  h e lp  o f  d i c t i o n a r y ,  h y b r id ,  r a i n b o w  ta b le ,  a n d  b r u t e  

fo r c e  a t ta c k s  a n d  i t  is a lso  used  t o  c h e c k  t h e  s t r e n g th  o f  t h e  p a s s w o rd .  T h e  s e c u r i t y  d e fe c t s  t h a t  

a re  i n h e r e n t  in w in d o w s  p a s s w o r d  a u t h e n t i c a t i o n  s y s te m  can  be  d is c lo s e d  e a s i ly  w i t h  t h e  h e lp  

o f  L O p h tC ra c k .

W i n d o w s  o p e r a t in g  s y s te m s ,  b a se d  o n  t h e  LAN M a n a g e r  n e t w o r k in g  p ro to c o ls ,  use an 

a u th e n t i c a t io n  s y s te m  t h a t  c o n s is ts  o f  an  8 - b y t e  c h a l le n g e  r e t u r n in g  a 2 4 - b y te  re s p o n s e  ac ross  

t h e  n e t w o r k  f r o m  c l ie n t  t o  s e rv e r  in a c h a l le n g e / r e s p o n s e  f o r m a t .  T h e  s e rv e r  m a tc h e s  t h e  

re s p o n s e  a g a in s t  i ts  o w n  in d e p e n d e n t  c a lc u la t io n  o f  t h e  2 4 - b y t e  re s p o n s e  e x p e c te d  a n d  th e  

m a tc h  re s u l ts  in a u t h e n t i c a t i o n .  T h e  a lg o r i t h m  d iv id e s  t h e  p a s s w o rd  in to  s e v e n - c h a r a c t e r  

s e g m e n t s  a n d  th e n  h a shes  in d iv id u a l l y .  T h is  a l lo w s  th e  a t t a c k e r  t o  r e s t r i c t  t h e  p a s s w o rd  

c ra c k in g  t o  se v e n  le t te r s  a n d  m a k e s  t h e  p ro c e s s  e a s ie r .  T h e  w e a k n e s s  o f  t h e  p a s s w o rd  hash , 

c o u p le d  w i t h  t h e  t r a n s m is s io n  o f  t h e  hash  ac ro ss  t h e  n e t w o r k  in t h e  c h a l le n g e / r e s p o n s e  

f o r m a t ,  m a k e s  L M -b a s e d  s y s te m s  h ig h ly  s u s c e p t ib le  t o  c h a l le n g e / r e s p o n s e  in te r c e p t io n  

f o l l o w e d  b y  d i c t i o n a r y  a n d  b r u t e - f o r c e  a t t a c k s  b y  LO ph tC rack . L O p h tC ra c k  6 has t h e  b u i l t - in  

a b i l i t y  t o  im p o r t  p a s s w o rd s  f r o m  r e m o t e  W in d o w s ,  i n c lu d in g  6 4 - b i t  v e rs io n s  o f  V is ta ,  W in d o w s

7, a n d  U n ix  m a c h in e s ,  w i t h o u t  r e q u i r i n g  a t h i r d - p a r t y  u t i l i t y .
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LOphtCrack Passw ord Auditor v 6 .0 .16 - [Untotied2] _ ם 

V iew  v  H elp - I
R un Im port Im port 

W iza rd  H ash e s From  S nifter

u w u a
B eg in  P ause  S to p  S ession  

O p tio n s
S c h e d u le  S c h e d u led  

A udit Tasks

C racked  A ccoun ts  

W eak  P a ssw o rd s 

E xpired A ccoun ts

w 1 ■;ר •י 
I D isab le  Force P assw o rd  
| A ccoun ts  C h a n g e

-m si

__ h a s h  t a b l e s
0  o f  0

_fisst!ss_.fe1|0g

_ti!!S_SiaEISfl 
O d O h  Ora O s

__

SUfijliCSLUSStg

Passw ord Age (days) Loc

<1 R un , R e p o rt

D om an User Name

A  WIN-LXQN3... A d m n stra to r 

A . W IN -M SS aC ... A dm its tra to r

£  IN-MSSaC... BvSsh_V1rtuaHJs<z -M SS aC ... Guest

2J
M e ssag e s

0 8 /3 1 /2 0 1 2  0 4 : 3 6 : 5 9  s i n g l e - c o r e  o p e r a t i o n .
0 8 /3 1 /2 0 1 2  0 4 :3 7 :0 1  Im p o r te d  2 a c c o u n t s  f ro m  t h e  l o c a l  m a c h in e  
0 8 /3 1 /2 0 1 2  0 4 :3 7 :0 1  A u d i t  s t a r t e d .
0 8 /3 1 /2 0 1 2  0 4 :3 7 :0 1  A u d i t i n g  s e s s i o n  c o m p le te d .

FIGURE 5.20: LOphtCrack in Run Mode

© LOphtCrack 6 ־ [Untifedl ] -  a X

r View  ̂ Help ׳י X

j
__ w o r d s  t o t a l

29156 
___ words done

____ 2_da!e
0 .0 3 Q V

_ _ h a s h _ - j ] j l s s
0 o f  0 

-bflSlMS-XflUOd 
0 o f  0____ S-dzis0.00%

. t i n e  e la p s e d
O d O h lS m  4 s  

 t i m s _ l e f i .
O d 2 1 1 1 4 1 3 3 ״ 

 Lfimg1 n , 1 0 3 8 (  
_ c u r r e n t _ t e £ t

C ZXUL

*  AC raved Accounts

W eak Passw ords 
Begin Pause  Stop Session Schedule  S c h e d jled

O ptions A ucit Tasks Expired A ccounts

P a ssw o rd  Character Sets

17 Alpha 100.00 %

0  Alphanumeric 0.00 %
0  Alphanumeric/Symbol 0.00 %
0  Alphanumeric/Symbol. International 0.00 %

P a s s w o r d  L e n g th  D istribu tion

1 2 3 4 5 6 7 8 9  1 0 1 1 1 2 1 3 1 4  

Passw ord  Length

1) To begin , im port h a ih e s  to  retrieve accounts to  aud it. 

<1 Run R eport I

P a ssw o rd  R isk  Status

Medium Risk: 11.11% Empty: 5.56%

Hiah Rsk: 83.33%

1 Empty 5 .56  %
15 Hgh Risk 83.33 %
2 Medium Risk 11 .11%
0 Low Risk 0 .00  %

P a s s w o r d  A udit M e th o d

Brute Force: 100.00%

Dictionary 0 .00  %

Hybrid 0.00 %
Precom pjted 0.00 %

M essages

0 5 /2 2 /2 0 0 9  1 3 :2 3 :1 8  c r a c k e d  f i r s t  h a l f  o f  LH p a ssw o rd  f o r  \ s e v e n a  w i th  8 r u t e  F o rc e  
c r a c k .

0 5 /2 2 /2 0 0 9  1 3 :2 3 :1 8  c r a c k e d  f i r s t  h a l f  o f  LM p a ssw o rd  f o r  \ e i g h t a  w i th  s r u t e  F o rc e  
c r a c k .

FIGURE 5.21: LOphtCrack in Report Mode
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CEHOphcrack
J  Ophcrack is a Windows password cracker based on rainbow tables. It comes with a Graphical User Interface 

and runs on multiple platforms

Ukcr LMNuh NT Hath L M M I LMP*d2 N T * *

tut*** tt69def9cd6e<622MdJ643)6)l40lee 9669ctt2ec 7c U66M*97MfeJdJ«7*4 zxc empty zac
ClTKMpan fc29be?r9y1a2SlMd)643fe}M04e« 6*6c4SM4)1«?))m 1W1 3ble3*43f O flM K empty defcver
r*«׳pp •97W9?«7ec67W3M43643feSU04ct 4?9cfl2W2fl6«36?0b496*־le8a6«6We PANDA empty p*nda
kgr«n« k63SdKM91 Me49Md)643S6}i404«« •44k0a 7t|7cfJ 1•3 3 יt2ce«73 COIAjN empty co6»m ■
ptrfttouf• 01fcfc66e76c6«9»*d364«65l4O4ee 0ctW IHW r91«21K>07y l־36 «}7 TiST empty te*
tVMtff 9MM61c«'cSc4nd0c«60KM<rD76 CXX*U empty doom2
tfoMenw di<dc«7*M3e1HMd3643»)1 «Mm *••066193,M 6 6 'T1*rf**«,%e)*04: MAKS empty m*o
knob©* S7Q6c«fet9eOb4)OMd3643S6S1404e« 66f53«a3a60MC''*lc'499)M6496904 WHO empty «wnd
tplum. 4fc«6d4e«461ffdOMd)643)6)U04ee M96WOfc^U0023M)0)«6ttUc«•* KONAftO •mpty lec««׳d
pfyvenen <66m 1 •#*S1 dl d12m*364))6) 1404m SOI 3*e<4d»1c ka)fc*Maf3«d6)03 A lTftU empty •Him•
tmcnay* <M6td90e97t14e7Md)643S6S1404e• GOAT empty
ktowtfr, •57WOMI0M6c4^1MI%H4O4w •4rt2c44tlt7|«^ctfMI2«WM0tc< I RAMIT empty '•66*
*•**•worth 60tf9MeS<23<ft:«Mtf)643)6}i40lee Mc«M141 Mct206M l6r71 («««•) QUAIITV empty

4d6 7a7ec«l36 1 dbdMtf )641)6) 1404m «Mm4u0dro#4uo4c7cxun«]7f NI14M empty ז*«469
7«7Mlk ITM6«0)M4)64)W1404ee Mctt4*41W))«a2*06»4MnU044 TAItOAS empty י י | »

V9•Kan 4SWkk4n«k7»cMd)64n6M40lM n0U«dNM41:< 72(*4]4«M  )6) * o n empty ro>y
xwvgk• M N M  12Uin+itM N M n I d1rt60elMW4<fW< 7»<it>IW>lll MV.In -

cU4ttfd4«fc64?6<2»t6;37)400tf*< 5נ0»1*99י־4נ74^0»')«י*»«ימנג cfceHoal 4><ל«, ׳י

161• Olfactory St •tut * o r • *

http://ophcrack.sourceforge.net
Copyright ©  by B -C m m L  A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

O p h c r a c k

S o u rc e :  h t t p : / / o p h c r a c k . s o u r c e f o r g e . n e t

O p h c r a c k  is a W in d o w s  p a s s w o rd  c ra c k in g  t o o l  t h a t  uses r a in b o w  ta b le s  f o r  c ra c k in g  

p a s s w o rd s .  I t  c o m e s  w i t h  a g r a p h ic a l  u s e r  i n t e r f a c e  a n d  ru n s  o n  d i f f e r e n t  o p e r a t i n g  s y s te m s  

such  as W in d o w s ,  L in u x /U n ix ,  e tc .

F e a tu re s :

Q Cracks  LM  a n d  N T L M  hashes.

Q B r u te - fo r c e  m o d u le  f o r  s im p le  p a s s w o rd s  

9  R e a l - t im e  g ra p h s  t o  a n a ly z e  t h e  p a s s w o rd s .

0  D u m p s  a n d  lo a d s  h a shes  f r o m  e n c r y p t e d  S A M  r e c o v e r e d  f r o m  a W in d o w s  p a r t i t i o n .

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 05 Page 585

http://ophcrack.sourceforge.net
http://ophcrack.sourceforge.net


Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
System Hacking

C  o p fK ia c *  L r . . n  L *

i  t !  t !  1 ׳  ®  O  «  C
load Delete Save Tabes Crad> Mdp Cut About

*og re»  SUtatxs | Preferentes

w
lAet IM H nh MT H«h LM P«*d 1 LM Pwd 2 NT Pwd

t»<h«1be 29b9dcf9cd6e<b22«^3b43Sb$140lcc 96to^SC2«<'cS2k6aa6S753<«3dJ3־,S4 ZXC empty SMC
c meal pm fc29be7W5# 1 •28Uad3b43Sb5 'MAtt b9fb<48a8d;1d6’ 51*a>9€1jbSe3*43f 0CIMR empty dflrve!
gietpp •97Cf97a7ecC798J«ad3b4J5b514Me« 4'9«f12t9:8t>a3€7Cto4־’?e1e6*Sa6f« PANDA empty panda
k grail* S<b384W)<»114eW4*d3b43SbS1404«e *44kOa7<t7c«3l6#2*ra313S2ct673 COtAIN empty <obam i

piefebjre Dl(cia6te7bc6929Md36435b21404ee Ocl»9W3C5<7S7MiA£2IO'9?3029i3' TEST empty test
twetcf aea539f6e4btb7e0«ad3b435b51404et 99*0d61c907ckJ«<*>c565«**d?07S DOOM2 empty doom2
igold*mar <ilcde97a8afie1flaad3b4*Sb514a4e* 9ae«>0>9376dbH71adSda76e»׳iC MARS empty man
■roboa 570fcaf ee9aCt>430*ad3b4J 5051 ־*CWet bbf53<«3abC6«r*k74?93tt643&Ot WIND empty wnd
tplum• 49ca6d4e94b1ffd0Aad3M}SbSl«Me« 649b9W<25B«0C23a*33$8b9S22cf«S LEONARO empty leortard
pty-verten fttaa1ff651d1d12Aad3b43Sb51404e* 501J8eddSbl<3<A»<b941#288db30J ALTMA empty afeima
tmcnayr ceeb8d90a973U«7aad3b435b514M« ff ed6cf92c9eb«bJ«f 45f MJbf 17e4f1 GOAT empty go a!
kbutby •57fec036109ad6<4a»d3b43SbS14a1«e •4*02(4481 $7f67cd9«9t2jS«SdGa<c3 RAfiftT empty rabbit
hjmswerth 60d99de^3dft2<c*dd3b435bS14Glee 69cd81414l*bfcS2Ct>de68b'71c684a3 QUALITY empty quality
i j v r jo t 4db?«7cc*ft3b 1 dbdaadtt»43Sb5 *Wcc ddeb39c46d3dfddM32G4<20Q2f$e37F N EM « empty nc1469
rfarvtmg 7a78853<3734haC3aad3b43!fe51404e« 9ftcS84*41^S^:ftfe>S46MttdC4i TARGAS empty tar gat
qaKan.־ 453j0d€4f56kT8cMd3b4}5051404cc 9Xfcadea6*< K2f'’ cdb4JO*fe<3« ROXY empty rexy
xcnugl•* Oe<S6992e112td3Te62f3«ldbS#e6 d1«K>48c#d3U<f9'c?8d«c649e*»4 s^mactwCdY'lr.

c9248afd4a9<b47bc226Sb23734«Odac 53091«997f4374«IC33051WW8S759 CI<C(M<1 t v 0 i , י ׳

l»ble Directory Status ״״,י״׳

W N t  | — 1 9  »u te  *orct: | — ng *wd fo rd :  74/42 T»re eiapoed. 0t- 00 יז»

FIGURE 5.22: O phcrack S creenshot
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CEHCain & Abel
Cain & Abel is a password recovery tool for Microsoft operating systems

It allows recovery of various kind of passwords by sniffing the network, cracking encrypted passwords using dictionary, 
brute-force, and cryptanalysis attacks, recording Vol P conversations, decoding scrambled passwords, recovering 
wireless network keys, revealing password boxes, uncovering cached passwords, and analyzing routing protocols

|I=U hte Vie* Confgj-e Tools Help
© ®,e lil! Si + y  >i 1 ,S B s i? 0 o ^  5 © • ?  11

1 sfr Network |S$j snffe- | , ̂  C'adcet | 1 1־*י CCJ- | .־.־ ־*■ raess ] J►} quety
. -v̂וי>« I

LM Hashes ■*־ challnxe 
NT1M Hashes
mu H4ehK ■f cĥ lenge 
r n  M Sm Ux  Secirlty H*sh«

Rortcwaod. Oninc

SHfCT fii 
No*
lest pajmcrc
Add C Itt I־•*׳!
k«ros< Ldctc
d o r f t tv « h 1 T e te a n b  
ReanoNC <1
Export

xffTLH Hash•. .
(0) & NTLMv2 Hashes 
£ MS-C3d־e Haches י( ( 

(0) f c  PWL flies■ \
TOH CO-OlOS-MDSHSSt 
fB  P1X ■MD5 Hasf 

 i •J) AP0P-MD5 Hashes י
CRAM M35 Hoohea $ 

4♦ OSPFMDSHojheH 
RIPv2 MDS Hadxc 

4♦ VRRP-HMAC H*d«* 
(0)j■ § g  VNC*3GC5 

(0) i? M02 Mddtfs"
(0) TM iVri'cs׳r 
(0) C5 MooJ-rs׳f f"

(0) J* 5114*1 hashes‘
(0) J* SI1A-2 Hashes' 

j ,R RIPEMD 160 Hashe:“ 
 Kerb 5 FreAuth *teat 0 :־

Rad us Shared-Key 
(0) <5 IKE FSK Hashes 

(0) MD-IOL Hashes (
- (0) MySQL Hashes (

I if____

C a i n  &  A b e l

S o u rc e :  h t t p : / / w w w . o x i d . i t

Cain &  A b e l  is a p a s s w o rd  re c o v e r y  t o o l .  It  ru n s  o n  t h e  M i c r o s o f t  o p e r a t i n g  s y s te m .  It a l lo w s  

y o u  t o  re c o v e r  v a r io u s  k in d s  o f  p a s s w o rd s  by  s n i f f i n g  t h e  n e t w o r k ,  c ra c k in g  e n c r y p t e d  

p a s s w o rd s  u s in g  d i c t i o n a r y ,  b r u t e - f o r c e ,  a n d  c r y p t a n a ly s i s  a t ta c k s ,  r e c o r d in g  V o IP  

c o n v e rs a t io n s ,  d e c o d in g  s c ra m b le d  p a s s w o rd s ,  r e c o v e r in g  w i re le s s  n e t w o r k  keys , re v e a l in g  

p a s s w o rd  b o xe s ,  u n c o v e r in g  c a c h e d  p a s s w o rd s ,  a n d  a n a ly z in g  r o u t in g  p ro to c o ls .  W i t h  t h e  h e lp  

o f  th is  t o o l ,  p a s s w o rd s  a n d  c r e d e n t ia l s  f r o m  v a r io u s  s o u rc e s  can  be  r e c o v e r e d  eas i ly .

It co n s is ts  o f  APR (A rp  P o ison  R o u t in g )  t h a t  e n a b le s  s n i f f i n g  o n  s w i t c h e d  LA N s a n d  m a n - in -  

m id d le  a t t a c k s .  T h e  s n i f f e r  in th is  t o o l  is a lso  c a p a b le  o f  a n a ly z in g  e n c r y p t e d  p r o t o c o ls  su ch  as 

HTTP a n d  SSH-1, a n d  c o n ta in s  f i l t e r s  t o  c a p tu r e  c r e d e n t ia l s  f r o m  a w id e  r a n g e  o f  

a u t h e n t i c a t i o n  m e c h a n is m s .

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 05 Page 587

http://www.oxid.it


Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
System Hacking

^□JxJ
file View Configure Tools Help

«■£ D e co d e rs  |  j 1 N e tw o rk  |  S n iffe r  | ! /  C ra cke r |  Q  T ra c e ro u te  |  IC B  C CDU | " f t "  W ire le ss  |  :̂ V )  Q u e ry  |

I LM P a s s w o rd  I < 8  I N T  P a s ... | L M H a s hJ  C ra cke r '

*  L M  &  N T L M  H a s h !

a  N T LM v2  H ash es  (0 ) 

M S -C a che  H a sh e s  (1 

PW L file s  (0 )

!a! C isco IO S -M D 5  H as! 

! 1 !  C isco  P IX -M D 5 H ash 

' J )  AP O P -M D 5 H a sh e s  ׳ 

<§י  C R A M -M D 5 H ash es  

4 *  O S PF-M D 5 H a sh e s  I 

R IP v2 -M D 5  H ash es  

«$♦ VR R P-H M AC  H ash e ! 

g j  V N C -30E S  (0 ) 

m2d  M D 2 H ash es  (0 )

J,d״  M D 4  H ash es  (0 ) 

m5d  M D 5 H a sh e s  (0 )

5J0 S H A -1  H ash es  (0 ) 

sJ *  S H A -2  H ash es  (0 )

,R) R IP E M D -16 0  H ashe:-  

0  K e rb s  P re A u th  Hash 

Ijfe . R ad ius  S h a re d -K e y  

©  IKE-PSK H a sh e s  (0 )  

MSSQL H a sh e s  (0 ) 

§ £ )  M ySQ L H a sh e s  (0 )

:lL I

I c h a le n gN T H ash

A A D 3 B 4 3 5 B 5 H ...  B E 4 0 C 4 5 0 A B 9 9 ..

I B n B S B H

LM H ash es  +  c h a lle n g e  

NTLM  H ash es  

NTLM H ash es  +  cha lle n g e  

NTLM S ess ion  S e c u r ity  H ash es

* e m p ty  •

D ic tio n a ry  A t ta c k  

C ry p ta n a ly s is  A t ta c k

R a in b o w c ra c k -O n tn e

A c t iv e S y n c >

S e le c t A l 

N o te

T e s t  p a s s w o rd

A d d  to  l e t In s e r t

R e m o ve D e le te

R e m o ve  M a ch in e  A c c o u n ts

R e m o ve  A l

E x p o r t

LM &  NTLM H ash es

L o s t p a c k e ts : 0 %

FIGURE 5.23: Cain &  A be l S creenshot
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S o u rc e :  h t t p : / / p r o j e c t - r a i n b o w c r a c k . c o m

R a in b o w C ra c k  c ra cks  h a sh e s  w i t h  r a i n b o w  ta b le s .  It uses a t i m e - m e m o r y  t r a d e o f f  a l g o r i t h m  t o  

c ra c k  hashes . A  t r a d i t i o n a l  b r u t e  f o r c e  c r a c k e r  c ra cks  h a shes  d i f f e r e n t l y  w h e n  c o m p a r e d  t o  a 

t i m e - m e m o r y  t r a d e o f f  h a s h  c ra c k e r .  T h e  b r u t e  fo r c e  hash  c ra c k e r  w i l l  t r y  all p o s s ib le  p la in te x t s  

o n e  by  o n e  d u r in g  c ra c k in g ,  w h e r e a s  R a in b o w C r a c k  p r e - c o m p u t e s  all p o s s ib le  p la in t e x t -  

c i p h e r t e x t  p a i r s  in a d v a n c e  a n d  s to re s  t h e m  in t h e  " r a i n b o w  t a b l e "  f i le .  It m a y  t a k e  a lo n g  t i m e  

t o  p r e - c o m p u t e  t h e  ta b le s ,  b u t  o n c e  t h e  p r e - c o m p u t a t i o n  is f in i s h e d ,  y o u  w i l l  be  a b le  t o  c ra c k  

t h e  c ip h e r  t e x t  in t h e  r a i n b o w  ta b le s  e a s i ly  a n d  q u ic k ly .
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RainbowCrack 1.5
File Edit Rainbow Table Help
H a s h P l a i n t e x t P l a i n t e x t  i n  H ex C om m ent

0  c 2 5 5 1 0 2 1 9 f 6 6 f 9 f l 2 f c 9 b e 6 6 2 a 6 7 b 9 6 0 ? 7 A d m in

0  5 e b e 7 d f a 0 7 4 d a 8 e e 8 a e f l f a a 2 b b d e 8 7 6 a p p l e 6 1 7 0 7 0 6 C 6 5 M a r t i n

0  4 8 8 c d c d d 2 2 2 5 3 1 2 7 9 3 e d 6 9 6 7 b 2 8 c l0 2 5 g r e e n 6 7 7 2 6 5 6 5 6 e J u g g y b o y

0  2 d 2 0 d 2 5 2 a 4 7 9 f 4 8 5 c d f 5 e l 7 1 d 9 3 9 8 5 b £ q w e r t y 7 1 7 7 6 5 7 2 7 4 7 9 J a s o n

0  0 c b 6 9 4 8 8 0 5 f 7 9 7 b f 2 a 8 2 8 0 7 9 7 3 b 8 9 5 3 7 t e s t 7 4 6 5 7 3 7 4 S h i e l a

>
M e s s a g e s

t i m e  o f  a l a r m  c h e c k : 2 . 1 4  s -
t i m e  o f  w a i t : 0 . 0 0  s
t i m e  o f  o t h e r  o p e r a t i o n : 0 . 1 7  s

t i m e  o f  d i s k  r e a d : 0 . 5 9  s
h a s h  t  r e d u c e  c a l c u l a t i o n  o f c h a i n  t r a v e r s e : 1 4 3 8 8 0 0 0
h a s h  s  r e d u c e  c a l c u l a t i o n  o f a l a r m  c h e c k : 3 5 9 1 6 8 9 4
n u m b e r  o f  a l a r m : 5 7 6 3 2
s p e e d  o f  c h a i n  t r a v e r s e : 1 1 . 1 1  m i l l i o n / s
s p e e d  o f  a l a r m  c h e c k : 1 6 . 8 2  m i l l i o n / s E

V׳

FIGURE 5.24: RainbowCrack Screenshot
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CEHP assw o rd  C ra c k in g  Too ls

P assw are  K it E n te rp r is e
http://www. los tpas s word, com

LS A SecretsV iew
http://www. nirsoft. net

P a ssw o rd  C racke r
http://www. ami page s. com

P a ssw o rd sP ro
http://www.insidepro.com ,, ־, 1
i־ s

LCP
http://www. Icps oft.com

I W I  P a ssw o rd  U n lo c k e r B u n d le
I http://www. pas s wordunlocker. com

John  th e  R ip p e r
http:/'/www. openwall. com

W in d o w s  P a ssw o rd  C racke r
http://www. windows -password<racker. com

W in P a s s w o rd
http://las tbit, com

P ro a c tiv e  S ystem  P assw ord^  \
0 R ecove ry
S i— 1 http://www. e !corns oft. com

Copyright ©  by E&Cauactl. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

P a s s w o r d  C r a c k i n g  T o o l s

P a s s w o rd  c ra c k in g  t o o ls  a l lo w  y o u  t o  re s e t  u n k n o w n  o r  lo s t  W i n d o w s  lo ca l  

a d m i n i s t r a t o r ,  d o m a in  a d m in is t r a t o r ,  a n d  o t h e r  u s e r  a c c o u n t  p a s s w o rd s .  It e v e n  a l lo w s  use rs  

t o  g e t  access t o  t h e i r  lo c k e d  c o m p u t e r  i n s ta n t l y  w i t h o u t  r e i n s t a l l i n g  W in d o w s ,  in case o f  

f o r g o t t e n  p a s s w o rd s .  A  f e w  p a s s w o rd s  c ra c k in g  t o o l s  a re  l is te d  as fo l l o w s :

0  P a s s w o rd  U n lo c k e r  B u n d le  a v a i la b le  a t  h t t p : / / w w w . p a s s w o r d u n l o c k e r . c o m

Q P ro a c t iv e  S y s te m  P a s s w o rd  R e c o v e ry  a v a i la b le  a t  h t t p : / / w w w . e l c o m s o f t . c o m

Q Jo h n  t h e  R ip p e r  a v a i la b le  a t  h t t p : / / w w w . o p e n w a l l . c o m

e W in d o w s  P a s s w o rd  C ra c k e r  a v a i la b le  a t  h t t p : / / w w w . w in d o w s - p a s s w o r d - c r a c k e r . c o m

0  W in P a s s w o r d  a v a i la b le  a t  h t t p : / / l a s t b i t . c o m

Q P a ssw a re  K it E n te rp r is e  a v a i la b le  a t  h t t p : / / w w w . l o s t p a s s w o r d . c o m

Q P a s s w o rd s P ro  a v a i la b le  a t  h t t p : / / w w w . i n s i d e p r o . c o m

Q L S A S e c re tsV ie w  a v a i la b le  a t  h t t p : / / w w w . n i r s o f t . n e t

Q LCP a v a i la b le  a t  h t t p : / / w w w . l c p s o f t . c o m

Q P a s s w o rd  C ra c k e r  a v a i la b le  a t  h t t p : / / w w w . a m lp a g e s . c o m
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P assw o rd  C ra c k in g  Too ls
( C o n t ’d )

CEH
Password Recovery Bundle
h t t p : / / w w w . to p -p a s sw o rd . c o m

krbpwguess
h t t p : / / w w w . cq u re . n e t

THC Hydra י
h t t p : / / w w w . the. o rg

K
Windows Password Breaker
Enterprise
h t t p : / / w w w . r e c o v e rw in d o w s p a s s  w o rd , c o m

Rekeysoft Windows Password

!0 Recovery Enterprise
h t t p : / / w w w . r e k e y s  o ft. c o m

Kon-Boot
h t tp : / / w w w . th e le a d 8 2 . c o m

Windows Password Recovery 
Tool
h t t p : / / w w w . w in d o w s p a s s w o rd s  re c o v e ry ,  c o m

Hash Suite
h ttp : / / h a s h s  u ite . o p e n  w a ll, n e t

SAMInside
h t t p : / / w w w . in s id e p ro . co m

Windows Password Recovery
h t t p : / / w w w . p a s  s cap e , c o m

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

P a s s w o r d  C r a c k i n g  T o o l s  ( C o n t ’ d )

T h e  l is t  o f  p a s s w o rd  c ra c k in g  t o o ls  c o n t in u e s  as fo l l o w s :

K o n - B o o t  a v a i la b le  a t  h t t p : / / w w w . t h e l e a d 8 2 . c o m

W in d o w s  P a s s w o rd  R e c o v e ry  T o o l  a v a i la b le  a t

h t t p : / / w w w . w in d o w s p a s s w o r d s r e c o v e r v . c o m

H ash S u ite  a v a i la b le  a t  h t t p : / / h a s h s u i t e . o p e n w a l l . n e t

S A M In s id e  a v a i la b le  a t  h t t p : / / w w w . i n s i d e p r o . c o m

W i n d o w s  P a s s w o r d  R e c o v e ry  a v a i la b le  a t  h t t p : / / w w w . p a s s c a p e . c o m

P a s s w o rd  R e c o v e ry  B u n d le  a v a i la b le  a t  h t t p : / / w w w . t o p - p a s s w o r d . c o m

K rb p w g u e s s  a v a i la b le  a t  h t t p : / / w w w . c q u r e . n e t

THC H y d ra  a v a i la b le  a t  h t t p : / / w w w . t h c . o r g

W in d o w s  P a s s w o rd  B re a k e r  E n te rp r is e  a v a i la b le  a t

h t t p : / / w w w . r e c o v e r w i n d o w s p a s s w o r d . c o m

S«
IPJ

©

©

©

©

©

©

©

©

©

© R e k e y s o f t  W in d o w s  P a s s w o rd  R e c o v e ry  E n te rp r is e  a v a i la b le  a t  h t tp : / /w w w .re k e v s o f t . c o m
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LM  Hash Backward Compatibility CEH

W in d o w s  2000-based servers and W in d o w s  S erver 2003-based servers can 
a u th e n tica te  users w h o  connect w ith  com pute rs  th a t are ru nn ing  th e  ea rlie r 
versions o f W indow s

O lder W indow s clients do not use Kerberos for authentication

For backward compatibility, Windows 2000 and Windows Server 2003 support: 

r  LAN Manager (LM) authentication 

r  Windows NT (NTLM) authentication 

> NTLM version 2 (NTLMv2) authentication

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited

L M  H a s h  B a c k w a r d  C o m p a t i b i l i t y

ES LM  Hash B a c k w a rd  C o m p a t i b i l i t y  is a s e rv e r  ba se d  o n  W in d o w s  2 0 0 0  a n d  W in d o w s  

s e rv e r  2 0 0 3  a n d  can  a u t h e n t i c a t e  u se rs  t h a t  a re  r u n n in g  all v e rs io n s  o f  W in d o w s .  W in d o w s  

9 5 / 9 8  c l ie n ts  d o  n o t  use  K e rb e ro s  f o r  a u t h e n t ic a t io n .

F o r b a c k w a rd  c o m p a t ib i l i t y ,  W i n d o w s  2 0 0 0  a n d  W i n d o w s  S e rv e r  2 0 0 3  s u p p o r t :

Q LAN M a n a g e r  (L M )  a u t h e n t i c a t io n

Q W in d o w s  NT (N T L M )  a u th e n t i c a t io n

© N T L M  v e rs io n  2 (N T L M v 2 )  a u t h e n t ic a t io n

A n  N T hash  ( u n ic o d e  hash )  is use d  in  N T L M 1 , N T L M v 2 ,  a n d  K e rb e ro s .  T h e  L M  a u t h e n t i c a t i o n  

p r o t o c o l  uses t h e  " L M  h a s h . "  D o  n o t  s to r e  t h e  LM  hash , i f  i t  is n o t  n e c e ssa ry ,  f o r  b a c k w a rd  

c o m p a t ib i l i t y .  If  LM  h a sh e s  a re  s to r e d ,  W in d o w s 9 5 ,  W in d o w s 9 8 ,  o r  M a c i n t o s h  c l ie n t s  o f  

n e t w o r k s  m a y  e x p e r ie n c e  t h e  b a c k w a rd  c o m p a t i b i l i t y  p r o b le m .
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H o w  to  D is a b le  L M  H A S H CEH

Im plem entthe NoLMHash Policy 
by using group policy

D isab le  "N e tw o rk  s e c u rity : Do n o t 
s to re  LAN M a n a g e r hash v a lu e  on  

n e x t p a s s w o rd  c h a n g e " in Local 

S e cu r ity  P o licy S <־־  e cu r ity  O p t io n s

Use a Password that is at least 15 Characters 
Long

LM hash is n o t g e n e ra te d  w h e n  th e  p a ssw o rd  
le n g th  exceeds 15 c h a ra c te rs

m

Im p lem entthe NoLMHash Policy by ed iting the  
registry

Locate  th e  fo l lo w in g  key:

9  H K E Y _ L O C A L _ M A C H I N E \ S Y S T E M \ C u r r e n t C o n t r o lS e t \  

C o n t r o l \ L s a

9  A dd  key, ty p e  N oLM H a sh

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

H o w  t o  D i s a b l e  L M  H A S H
I? •J

M e t h o d  1: I m p le m e n t  t h e  N o L M H a s h  P o l ic y  by  U s ing  a G r o u p  Po licy

T o  d is a b le  t h e  s to ra g e  o f  LM  hash  in t h e  S A M  d a ta b a s e s  b y  a p p ly in g  t h e  lo c a l  g r o u p  p o l ic y ,  use 

t h e  s te p s  as fo l l o w s :

Q In G r o u p  P o l ic y ,  s e le c t  C o m p u t e r  C o n f i g u r a t i o n  W i n d o w s  S e t t in g s  S e c u r i t y  

S e t t in g s  Loca l P o l ic ie s <־־   S e c u r i t y  O p t io n s .

Q In t h e  l is t  o f  a v a i la b le  p o l ic ie s ,  d o u b le - c l i c k  N e t w o r k  s e c u r i t y :  D o  n o t  s to r e  LAN 

M a n a g e r  h a sh  v a lu e  o n  n e x t  p a s s w o r d  c h a n g e .

0  C lick  E n a b le d .OK <־־ 

M e t h o d  2: I m p le m e n t  t h e  N o L M H a s h  P o l ic y  b y  E d i t in g  t h e  R e g is t r y

L o ca te  t h e  f o l l o w i n g  key :

H K E Y _ L O C A L _ M A C H IN E \S Y S T E M \C u r r e n tC o n t r o lS e t \C o n t r o l \L s a

A d d  th e  key , a n d  t y p e  N o L M H a s h

M e t h o d  3: Use a P a s s w o rd  t h a t  is a t  Least 15 C h a ra c te r s  Long

W i n d o w s  s to re s  an  LM  hash  v a lu e  t h a t  c a n n o t  be  used  t o  a u t h e n t i c a t e  t h e  use r.
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CEHHow to Defend against 
Password Cracking

Set the password 
change policy to  30 days

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

Do not use any system's 
default passwords

H o w  t o  D e f e n d  a g a i n s t  P a s s w o r d  C r a c k i n g

® ^  P a s s w o rd  c ra c k in g ,  a lso  k n o w n  as p a s s w o r d  h a c k in g ,  is t h e  t e r m  used  t o  d e f in e  t h e

p ro c e s s  o f  g a in in g  u n a u t h o r i z e d  use o f  t h e  n e t w o r k ,  s y s te m ,  o r  re s o u rc e s  t h a t  a re  s e c u re d  w i t h  

a p a s s w o rd .  T h e  bas ic  w a y  o f  p a s s w o rd  c ra c k in g  is g u e s s in g  t h e  p a s s w o rd .  A n o t h e r  w a y  is t o  t r y  

v a r io u s  c o m b in a t i o n s  r e p e a te d ly .  It is d o n e  u s in g  a c o m p u t e r  a l g o r i t h m  w h e r e  t h e  c o m p u t e r  

t r ie s  v a r io u s  c o m b in a t i o n s  o f  c h a ra c te rs  u n t i l  a n d  u n le ss  a s u c c e s s fu l  c o m b i n a t i o n  o c c u rs .  If t h e  

p a s s w o rd  is w e a k ,  t h e n  i t  can  be  c ra c k e d  e a s i ly .  In o r d e r  t o  a v o id  t h e  r isk  o f  p a s s w o r d  

c ra c k in g ,  t h e r e  a re  s o m e  b e s t  p ra c t ic e s  t h a t  h e lp  y o u  t o  d e fe n d  a g a in s t  p a s s w o rd  c ra c k in g .  

T h e y  a re :

0  D o n ' t  sh a re  y o u r  p a s s w o rd  w i t h  a n y o n e ,  as th is  a l lo w s  a n o t h e r  p e rs o n  t o  access y o u r  

p e rs o n n e l  i n f o r m a t i o n  su ch  as g ra d e s  a n d  p a y  s t a t e m e n t s ,  i n f o r m a t i o n  t h a t  is n o r m a l l y  

r e s t r i c te d  t o  y o u .

0  Do n o t  use  t h e  s a m e  p a s s w o rd  d u r in g  a p a s s w o rd  c h a n g e ,  i.e., o n e  t h a t  is s u b s ta n t ia l ly  

s im i la r  t o  t h e  p r e v io u s ly  used  o n e .

0  E n a b le  s e c u r i t y  a u d i t i n g  t o  h e lp  m o n i t o r  a n d  t r a c k  p a s s w o r d  a t t a c k s .

0  Do n o t  use  p a s s w o rd s  t h a t  can  be  f o u n d  in a d i c t i o n a r y .

0  Do n o t  use  c l e a r t e x t  p r o t o c o ls  a n d  p r o t o c o ls  w i t h  w e a k  e n c r y p t io n .

Do not share 
passwords

Do not use 
passwords that 
can be found in 
a dictionary

Do not use 
c leartext protocols 
and protocols with 
weak encryption

Avoid storing 
passwords in an 
unsecured location

Do not use the 
same password 
during password 
change

Enable inform ation 
security audit to 
monitor and track 
password attacks
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Q Set t h e  p a s s w o rd  c h a n g e  p o l i c y  as o f t e n  as p o s s ib le ,  i.e ., f o r  e v e ry  3 0  days .

Q A v o id  s to r in g  p a s s w o rd s  in an  u n s e c u r e d  lo c a t io n  b e c a u s e  p a s s w o rd s  t h a t  a re  s to r e d  in 

p laces  such  as in a c o m p u t e r  f i le s  a re  e a s i ly  s u b je c te d  t o  a t ta c k s .

Q Do n o t  use  a n y  s y s te m 's  d e f a u l t  p a s s w o rd s .
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CEHHow to Defend against 
Password Cracking (com■־!)

M ake passwords hard to  guess by using 8-12 a lph anu m eric  characters in co m b in a tio n  
o f uppercase and lowercase le tte rs, num bers, and sym bols

E nsure  th a t  a p p lic a t io n s  n e ith e r  s to re  p a s s w o rd s  to  m e m o ry  n o r  w r i te  th e m  to  d isk  

Use a ra n d o m  s tr in g  (sa lt) as p re f ix  o r  s u ff ix  w ith  th e  p a s s w o rd  b e fo re  e n c ry p tin g

A

E nab le  SYSKEY w ith  s tro n g  p a s s w o rd  to  e n c ry p t an d  p ro te c t  th e  SAM d a ta b a se

N eve r use p a ssw o rd s  such as d a te  o f  b ir th ,  spo u se , o r  ch ild 's  o r  p e t's  n a m e

M o n ito r  th e  s e rv e r 's  logs fo r  b ru te  fo rc e  a tta cks  on  th e  use rs  acco u n ts

Lock o u t  an a c c o u n t s u b je c te d  to  to o  m a n y  in c o r re c t p a s s w o rd  guesses

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

H o w  t o  D e f e n d  a g a i n s t  P a s s w o r d  C r a c k i n g  ( C o n t ’ d )

A d d i t io n a l  b e s t  p ra c t ic e s  a g a in s t  p a s s w o rd  c ra c k in g  in c lu d e :

© M a k e  p a s s w o rd s  h a rd  t o  g uess  b y  u s in g  e ig h t  t o  t w e l v e  a l p h a n u m e r i c  c h a r a c te r s  in a 

c o m b in a t i o n  o f  u p p e rc a s e  a n d  lo w e rc a s e  le t te r s ,  n u m b e r s ,  a n d  s y m b o ls .  S t ro n g  

p a s s w o rd s  a re  h a rd  t o  guess . T h e  m o r e  c o m p le x  t h e  p a s s w o rd ,  t h e  less i t  is s u b je c t  t o  

a t ta c k s .

Q E nsu re  t h a t  a p p l ic a t io n s  n e i t h e r  s to r e  p a s s w o rd s  t o  m e m o r y  n o r  w r i t e  t h e m  t o  d isk . If

t h e  p a s s w o rd s  a re  s to r e d  t o  m e m o r y  t h e  p a s s w o rd s  can  be  s to le n .  O n c e  t h e  p a s s w o rd  is 

k n o w n  i t  is v e r y  e a sy  f o r  t h e  a t t a c k e r  t o  e s c a la te  t h e i r  r ig h ts  in t h e  a p p l ic a t io n .

0  Use a r a n d o m  s t r in g  (sa l t)  as p re f ix  o r  s u f f ix  w i t h  t h e  p a s s w o rd  b e fo r e  e n c r y p t in g .  T h is  is

used  f o r  n u l l i f y in g  p r e - c o m p u t a t io n  a n d  m e m o r i z a t i o n .  S ince  s a l t  is u s u a l ly  d i f f e r e n t  f o r  

all i n d iv id u a ls ,  i t  is im p r a c t ic a l  f o r  t h e  a t t a c k e r  t o  c o n s t r u c t  t h e  ta b le s  w i t h  a s ing le  

e n c r y p t e d  v e rs io n  o f  ea ch  c a n d id a t e  p a s s w o rd .  U N IX  s y s te m s  u s u a l ly  use  1 2 - b i t  sa lt .

Q E n a b le  SYSKEY w i t h  a s t r o n g  p a s s w o rd  t o  e n c r y p t  a n d  p r o t e c t  t h e  S A M  d a ta b a s e .  

U su a l ly ,  t h e  p a s s w o rd  i n f o r m a t i o n  o f  u s e r  a c c o u n ts  is s to r e d  in t h e  S A M  d a ta b a s e .  It is 

v e r y  easy  f o r  t h e  p a s s w o r d - c r a c k in g  s o f t w a r e  t o  t a r g e t  t h e  S A M  d a ta b a s e  f o r  access ing  

t h e  p a s s w o rd s  o f  u s e r  a c c o u n ts .  So, t o  a v o id  su ch  in s ta n c e s ,  SYSKEY c o m e s  in to  t h e  

p ic tu re .  SYSKEY p ro v id e s  p r o t e c t i o n  t o  t h e  u s e r  a c c o u n t  p a s s w o rd  i n f o r m a t i o n ,  i .e.,
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s to r e d  in t h e  S A M  d a ta  a g a in s t  p a s s w o rd -c ra c k in g  s o f t w a r e  us in g  s t r o n g  e n c r y p t io n  

t e c h n iq u e s .  I t  is m o r e  d i f f i c u l t  t o  c ra c k  e n c r y p t e d  p a s s w o rd  i n f o r m a t i o n  th a n  n o n -  

e n c r y p t e d  p a s s w o r d  i n f o r m a t i o n .

Q N e v e r  use  p e rs o n a l  i n f o r m a t i o n  as y o u r  p a s s w o rd s  such  as d a te  o f  b i r t h ,  s p o u s e ,  o r

c h i ld 's  o r  p e t 's  n a m e .  If y o u  use  such  p a s s w o rd s ,  i t  b e c o m e s  q u i t e  easy  f o r  t h e  p e o p le  

w h o  a re  c lose  t o  y o u  t o  c ra c k  t h o s e  p a s s w o rd s .

0  M o n i t o r  t h e  s e rv e r 's  logs f o r  b r u t e - f o r c e  a t ta c k s  o n  u s e r  a c c o u n ts .  T h o u g h  b r u t e - f o r c e

a t ta c k s  a re  d i f f i c u l t  t o  s to p ,  t h e y  can  e a s i ly  be  d e te c t e d  b y  m o n i t o r i n g  t h e  w e b  s e rv e r  

log . Fo r ea ch  u n s u c c e s s fu l  lo g in  a t t e m p t ,  an  HTTP 4 0 1  s ta t u s  c o d e  g e ts  r e c o r d e d  in y o u r  

w e b  s e rv e r  logs.

Q Lock o u t  an  a c c o u n t  s u b je c te d  t o  t o o  m a n y  i n c o r r e c t  p a s s w o rd  guesses . T h is  p ro v id e s  

p r o t e c t i o n  a g a in s t  b r u t e - f o r c e  a t t a c k s  a n d  g u e s s in g .
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Im p lem ent and Enforce Strong 
Security Policy c

Urt1fw4

El
lt»K4l IlM

\
kw

P e r m a n e n t  A c c o u n t  L o c k o u t -  E m p l o y e e  P r i v i l e g e  A b u s e

n Employee Name Employee ID n
K Employee Address Employee SSN g
* Employee Designation Department

J Manager Name Manager ID m
Termination 
Effective Date

Notice Period IS
* Benefits

Continuation fT  x Severance £ W  X

IT  *  
n j ■ ■

Termination Reason

■ O pen ing  unso lic ited  e m a il

■ Sending s p jm

■ Lm ana ting  V iruses

■ Port scanning

■ A tte m p ted  unau thorised  access

■ Surfing porn

■ Ins ta lling  shareware

■ Possession o f  hacking too ls

■ Refusal to  ab ide  by security  po licy

■ Sending unso lic ited  e n u il

■  A llo w in g  kids to  use com pany co m p u te r

■ D isab ling v irus  scanner

■ Running P7P file  sharing

■ U nau tho rized  file /w e b  serving

■ A nnoying  th e  System A dm in

Copyright ©  by E & C oinc il. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

I m p l e m e n t  a n d  E n f o r c e  a  S t r o n g  S e c u r i t y  P o l i c y

A  s t r o n g  s e c u r i t y  p o l i c y  p ro v id e s  t h e  f o u n d a t io n s  f o r  t h e  s u cce ss fu l  i m p l e m e n t a t i o n  

o f  s e c u r i t y - r e la te d  p r o je c ts  in t h e  f u t u r e ;  th is  is t h e  f i r s t  m e a s u r e  t h a t  m u s t  be  ta k e n  t o  re d u c e  

th e  r isk  o f  o b j e c t i o n a b l e  use  o f  a n y  o f  t h e  c o m p a n y 's  i n f o r m a t i o n  re s o u rc e s .  T h e  f i r s t  s te p  

t o w a r d s  a u g m e n t in g  a c o m p a n y 's  s e c u r i t y  is t h e  i n t r o d u c t io n  a n d  i m p le m e n t a t i o n  o f  an 

a c c u ra te  y e t  e n fo r c e a b le  s e c u r i t y  p o l ic y .  T h e  p o l ic y  w i l l  a lso  d e s c r ib e  in d e ta i l  t h e  m e a n in g  o f  

a c c e p ta b le  use, as w e l l  as l is t in g  p r o h ib i t e d  a c t iv i t ie s .

T h e  p r o p e r  i m p le m e n t a t i o n  o f  a s t r o n g  s e c u r i t y  p o l ic y  is h ig h ly  b e n e f ic ia l  as i t  w i l l  n o t  o n ly  t u r n  

all o f  y o u r  s ta f f  in to  p a r t ic ip a n ts  in t h e  c o m p a n y 's  e f f o r t  t o  s e c u re  i ts  c o m m u n ic a t io n s ,  b u t  a lso  

h e lp  re d u c e  th e  r isk  o f  a p o t e n t ia l  s e c u r i t y  b re a c h  t h r o u g h  " h u m a n - f a c t o r "  m is ta k e s .  T h e s e  a re  

u s u a l ly  issues such  as re v e a l in g  i n f o r m a t i o n  t o  u n k n o w n  (o r  u n a u th o r iz e d  s o u rc e s ) ,  t h e  in s e c u re  

o r  i m p r o p e r  use o f  t h e  I n t e r n e t  a n d  m a n y  o t h e r  d a n g e ro u s  a c t iv i t ie s .

A d d i t io n a l l y ,  t h e  e r e c t io n  p ro c e s s  o f  a s e c u r i t y  p o l ic y  w i l l  a lso  h e lp  d e f in e  a c o m p a n y 's  c r i t ic a l  

asse ts , t h e  w a y s  t h e y  m u s t  be  p r o t e c te d ,  a n d  w i l l  a lso  s e rv e  as a c e n t r a l i z e d  d o c u m e n t ,  as f a r  as 

p r o t e c t i n g  s e c u r i t y  asse ts  is c o n c e rn e d .
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P e r m a n e n t  A c c o u n t  L o c k o u t  -  E m p l o y e e  P r i v i l e g e  A b u s e

9

Relus.1l to abide by security policy 

Sending unsolicited e-mail 

Allowing kids to use company computet 

Disabling virus scanner 

Running P2P Tile sharing 

Unauthorized file/web serving 

Annoying the System Admin

Employer Name Employee 10
י ז

Employee Address Employ•* SSN ■

Employee Designation Department
e

1̂ Manager Name ־ Manager ID
4 ■

Termination 
*  ..r«: Effective Oate

Notice Period

_  Benefits
1 ^  Continuation •

Severance t *

■ Opening unsolicited e mail
■ Sending spam

■ Emanating Viruses

■ Port scanning

■ Attempted unauthorized access

■ Sliding porn

■ Installing shareware

■ Possession ol hacking tools

־ ¥
• \ A

Termination Reason

FIGURE 5.24: Im p le m e n t and E nforce a S trong  S ecurity  Policy

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 05 Page 600



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
System Hacking

C E H  S y s t e m  H a c k i n g  S t e p s
v '
« ׳
y

E s c a la t in g  p r iv i le g e s  is t h e  s e c o n d  s ta g e  o f  s y s te m  h a c k in g .  In th is  s ta g e ,  an  a t t a c k e r  

uses  c ra c k e d  p a s s w o r d s  t o  g a in  h ig h e r  le ve l  p r i v i le g e s  in o r d e r  t o  c a r r y  o u t  h ig h ly  p r iv i le g e d  

o p e r a t io n s  in t h e  t a r g e t  s y s te m .  T h e  v a r io u s  t o o l  a n d  te c h n iq u e s  t h a t  a re  used  by  a t ta c k e rs  t o  

esca a te  t h e  p r iv i le g e s  a re  e x p la in e d  c le a r ly  in t h e  f o l l o w i n g  s l id e s .

I S 1  C ra c k in g  P a s s w o rd s
f c —־

H id in g  Files

E s c a la t in g  P r iv i le g e s C o v e r in g  T ra c k s

E x e c u t in g  A p p l i c a t i o n s P e n e t r a t i o n  T e s t in g
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Privilege Escalation
An attacker can gain access to  th e  ne tw ork  using a non-adm in user account, and the  next step w ou ld  
be to  gain adm in is tra tive  privileges

A ttacker perform s priv ilege escalation attack which takes advantage o f design flow s , program m ing 
errors, bugs, and con figu ra tion  oversights in th e  OS and so ftw are  app lica tion  to  gain adm in is tra tive  
access to  th e  ne tw ork  and its associated applications

These privileges a llow s a tta cke rto  v iew  p riva te  in fo rm a tio n , de le te  files, o r insta ll m alicious programs 
such as viruses, Trojans, w orm s, etc.

T y p e s  o f  P r iv i le g e  E s c a la t io n

Horizontal Privilege Escalation

Requires to use same privileges o r higher level of 
access that already has been granted but assume 
the identity of another user w ith  similar
privileges

Vertical Privilege Escalation

» Requires to  grant higher privileges o r higher level 
of access than adm in istra tor

» This is accomplished by doing kernel-level
operations tha t perm it to  run unauthorized code

User

I c a n  a c c e s s  t h e  n e t w o r k  u s in g  J o h n 's  u s e r  

a c c o u n t  b u t  I n e e d  " A d m in "  p r iv i le g e s ?

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

P r i v i l e g e  E s c a l a t i o n

In a p r iv i le g e  e s c a la t io n  a t ta c k ,  t h e  a t t a c k e r  g a in s  access t o  t h e  n e t w o r k s  a n d  t h e i r  

a s s o c ia te d  d a ta  a n d  a p p l ic a t io n s  by  ta k in g  t h e  a d v a n ta g e  o f  d e fe c ts  in d e s ig n ,  s o f t w a r e  

a p p l i c a t i o n ,  p o o r l y  c o n f ig u r e d  o p e r a t i n g  s y s te m s ,  e tc .

O n c e  an a t t a c k e r  has g a in e d  access  t o  a r e m o t e  s y s te m  w i t h  a v a l id  u s e r  n a m e  a n d  p a s s w o rd ,  

he  o r  she  w i l l  a t t e m p t  t o  in c re a s e  h is  o r  h e r  p r iv i le g e s  b y  e s c a la t in g  t h e  u s e r  a c c o u n t  t o  o n e  

w i t h  in c re a s e d  p r iv i le g e s ,  such  as t h a t  o f  an  a d m in is t r a t o r .  Fo r e x a m p le ,  i f  t h e  a t t a c k e r  has 

access t o  a W 2 K  S P 1  s e rv e r ,  he  o r  she  can  ru n  a t o o l  such  as E R unA s2X .exe  t o  e s c a la te  h is  o r  

h e r  p r iv i le g e s  t o  t h a t  o f  SYSTEM by  u s in g  "n c .e x e  -I -p  5 0 0 0 0  -d  -e c m d .e x e . "  W i t h  th e s e  

p r iv i le g e s  t h e  a t t a c k e r  can  e a s i ly  s te a l  p e rs o n n e l  i n f o r m a t i o n ,  d e le te  f i le s ,  a n d  can  e v e n  d e p lo y  

m a l ic io u s ,  i.e ., u n w a n t e d  p r o g r a m  such  as T ro ja n s ,  v i ru s e s ,  e tc .  i n to  t h e  v i c t im 's  s y s te m s .

P r iv i le g e  e s c a la t io n  is r e q u i r e d  w h e n  y o u  w a n t  t o  g a in  u n a u th o r iz e d  access t o  ta r g e te d  s y s te m s .  

B as ica l ly ,  p r iv i le g e  e s c a la t io n  ta k e s  p la ce  in t w o  fo r m s .  T h e y  a re  v e r t i c a l  p r i v i l e g e  e s c a la t io n  

a n d  h o r i z o n ta l  p r iv i le g e  e s c a la t io n .

H o r iz o n t a l  P r iv i le g e  E s c a la t io n :  In h o r i z o n ta l  p r iv i le g e  e s c a la t io n ,  t h e  u n a u th o r iz e d  u s e r  t r ie s  t o  

access t h e  re s o u rc e s ,  f u n c t io n s ,  a n d  o t h e r  p r iv i le g e s  t h a t  b e lo n g  t o  t h e  a u t h o r i z e d  u s e r  w h o  

has s im i la r  access p e rm is s io n s .  For in s ta n c e ,  o n l in e  b a n k in g  u s e r  A  can  e a s i ly  access u s e r  B's 

b a n k  a c c o u n t .
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V e r t i c a l  P r iv i le g e  E s c a la t io n :  In v e r t ic a l  p r iv i le g e  e s c a la t io n ,  t h e  u n a u th o r iz e d  u s e r  t r ie s  t o  ga in  

access t o  t h e  re s o u rc e s  a n d  fu n c t io n s  o f  t h e  u s e r  w i t h  h ig h e r  p r iv i le g e s ,  su ch  as a p p l ic a t i o n  o r  

s i te  a d m i n is t r a t o r s .

Fo r e x a m p le ,  s o m e o n e  p e r f o r m in g  o n l in e  b a n k in g  can  access  t h e  s i te  w i t h  a d m in is t r a t i v e  

f u n c t io n s .

User□
I can  access th e  n e tw o rk  u s in g  J o h n 's  u se r 

a c c o u n t b u t  I n ee d  " A d m in "  p riv ileg es?

Attacker

FIGURE 5.25 : W o rk in g  o f P riv ilege  Escalation
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Privilege Escalation Tool: 
Active@ Password Changer

A c t iv e @  P a s s w o rd  C h a n g e r  re s e ts  lo c a l a d m in is t r a to r  a n d  u s e r  p a s s w o rd s

Active!® Password Changer: User List

ers in SAN hve file at path: C:\W1ndows\SYSTEM32\CONFIG\SAM
drive C: 0 ,  sire 98.23GB, File System: NTFS

Total U3er»: DOM

[  RID User Name Descrpfon

& 5 5 5 2 5 I Administrator Built-in a :count tor admhiste'ino the com cu t..
j X  nCOOITQ MGSCFT-S#rviee

1 i :  o c o o o ifs Gutct Built-in *:count tor gu*ct accecc to tr># comp..

I 0C000XB BvS9h_VirtuoU3er1 Bitvisc SSH Server automatically monoged oc...

Select User's Accouit and press the ■Next' button.

<Back Next > cancel

http://www.password<hanger.com
C o p y r ig h t ©  b y  EC-G0UIC1I. A l l  R ig h ts  R e s e r v e d  R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

F e a t u r e s

e Recovers passwords from 
multiple partitions and 
hard disk drives

« Detects and displays all 
Microsoft Security 
Databases (SAM)

« Displays full account 
information for any local 
user

f e

■  I
P r i v i l e g e  E s c a l a t i o n  T o o l :  A c t i v e @  P a s s w o r d  

C h a n g e r

S o u rc e :  h t t p : / / w w w . p a s s w o r d - c h a n g e r . c o m

A c t i v e @ P a s s w o r d  C h a n g e r  is a p a s s w o rd  r e c o v e r y  t o o l  t h a t  re s e ts  o r  r e c o v e r s  t h e  loca l 

a d m in is t r a t o r  a n d  t h e  u s e r  p a s s w o rd s  w h e n  th e  a d m i n is t r a t o r  has lo s t  o r  f o r g o t t e n  h is  o r  h e r  

p a s s w o rd  o r  i f  t h e  a d m in is t r a t o r ' s  u s e r  a c c o u n t  w a s  lo c k e d  o u t  o r  d is a b le d .  Its  m a in  fe a t u r e s  

in c lu d e s  r e c o v e r in g  p a s s w o r d s  f r o m  m u l t i p le  p a r t i t i o n s  a n d  h a rd  d isk  d r iv e s ,  d is p la y in g  and  

d e te c t in g  all t h e  M i c r o s o f t  S e c u r i t y  D a ta b a se s ,  r e s e t t in g  a d m in is t r a t o r 's / u s e r ' s  p a s s w o rd ,  

d is p la y in g  c o m p le te  a c c o u n t  i n f o r m a t i o n  f o r  a n y  loca l  u se r ,  e tc .
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i H
A  000003E9 

£  000001F5 

is  00000 3E3

< Back Next > Cancel Help

Active@ Password Changer: User List

bsers m SAM hive file at path: C:\Windows\SYSTEM32\CONFIG\SAM 
on drive C: 0> size 98.23 G8, He System: NTFS

Select User's Account and press the -Next' button.

Total Users: 0004

Administrator 
MGSOFT-Service 
Guest
BvSsh_VirtualUsers

User Name

Built-in account fbr administering the comput...

Built-in account fbr guest access to the comp... 
Bitvise SSH Server automatically managed ac...

Description

FIGURE 5.26: A ctive(®  Passw ord C hanger S creenshot
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P r iv ile g e  E s c a la tio n  Too ls  CEH

W in d o w s  Password R ecovery 
B ootd isk
h t tp : / / w w w . r ix le r . c o m

S te lla r P hoenix Password 
R ecovery
h t tp : / / w w w . 5 t e  l ia r  in fo , co m

Password Lastic
h ttp : / /w w w .p a s s w o rd la 5 t ic .c o m

W in d o w s  Password R ecovery 
Personal
h t tp : / / w w w . w in d o w s  ■pass w o rd re c o v e ry .  c o m

?.5|
W in d o w s  A d m in is tra to r
Password Reset
h t tp : / / w w w . s ys to o ls  g ro u p , c o m

O fflin e  NT Password &  R egistry 
E d ito r
h ttp : / / p o g o s  t ic k , n e t

^ W in d o w s  Password Reset Kit
h ttp : / /w w w .r e s e t -w in d 0w s -p a s s v 10r d .n e t

W in d o w s  Password R ecovery 
Tool
h t t p : / / w w w . w in d o w s  p a s  s w o rd s  re c o v e ry ,  c o m

Elcom S oft System  R ecovery
h t tp : / / w w w . e lc o m so f t . c o m

T rin ity  Rescue Kit
h t t p : / / t r in i t y  h o m e , o rg

Copyright ©  by E&Cauactl. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

P r i v i l e g e  E s c a l a t i o n  T o o l s

P r iv i le g e  e s c a la t io n  t o o l s  a l lo w  y o u  t o  s a fe ly  a n d  e f f i c ie n t l y  r e m o v e ,  re s e t ,  o r  bypass  

W in d o w s  a d m in is t r a t o r  a n d  u s e r  a c c o u n t  p a s s w o rd s  in case y o u  h a ve  lo s t  o r  f o r g o t t e n  y o u r  

p a s s w o rd  a n d  c a n n o t  log  in t o  y o u r  c o m p u t e r .  W i t h  t h e  h e lp  o f  th e s e  to o ls ,  y o u  can  e a s i ly  g a in  

access t o  t h e  lo c k e d  c o m p u t e r  b y  r e s e t t in g  t h e  f o r g o t t e n  o r  u n k n o w n  p a s s w o r d  t o  b la n k .  T he  

a t t a c k e r  can  use  th e s e  t o o ls  f o r  r e c o v e r in g  t h e  o r ig in a l  p a s s w o rd s  o f  t h e  v i c t im .  A  f e w  p r iv i le g e  

e s c a la t io n  t o o l s  a re  l is te d  as fo l l o w s :

Q O f f l in e  NT P a s s w o rd  &  R e g is t ry  E d i to r  a v a i la b le  a t  h t t p : / / p o g o s t i c k . n e t

e  W in d o w s  P a s s w o rd  R ese t K it  a v a i la b le  a t  h t t p : / / w w w . r e s e t - w in d o w s - p a s s w o r d . n e t

0  W in d o w s  P a s s w o rd  R e c o v e ry  T o o l  a v a i la b le  a t

h t t p : / / w w w . w in d o w s p a s s w o r d s r e c o v e r v . c o m

Q E lc o m S o f t  S y s te m  R e c o v e ry  a v a i la b le  a t  h t t p : / / w w w . e l c o m s o f t . c o m  

Q T r in i t y  R escue K it a v a i la b le  a t  h t t p : / / t r i n i t y h o m e . o r R  

Q W in d o w s  P a s s w o rd  R e c o v e ry  B o o td is k  a v a i la b le  a t  h t t p : / / w w w . r i x l e r . c o m  

© P a s s w o rd  Lastic  a v a i la b le  a t  h t t p : / / w w w . p a s s w o r d l a s t i c . c o m  

0  S te l la r  P h o e n ix  P a s s w o rd  R e c o v e ry  a v a i la b le  a t  h t t p : / / w w w . s t e l l a r i n f o . c o m
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Q W in d o w s  P a s s w o rd  R e c o v e ry  P e rs o n a l  a v a i la b le  a t  h t t p : / / w w w . w i n d o w s -  

p a s s w o r d r e c o v e r v . c o m

Q W in d o w s  A d m i n i s t r a t o r  P a s s w o rd  R ese t a v a i la b le  a t  h t t p : / / w w w . s y s t o o l s g r o u p . c o m
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Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

H o w  t o  D e f e n d  a g a i n s t  P r i v i l e g e  E s c a l a t i o n

T h e  b e s t  c o u n t e r m e a s u r e  a g a in s t  p r iv i le g e  e s c a la t io n  is t o  e n s u re  t h a t  use rs  h a v e  th e  

le a s t  p o s s ib le  p r iv i le g e s  o r  j u s t  e n o u g h  p r iv i le g e s  t o  use  t h e i r  s y s te m  e f fe c t i v e ly .  O f te n ,  f l a w s  in  

p r o g r a m m i n g  c o d e  a l lo w  such  e s c a la t io n  o f  p r iv i le g e s .  It is p o s s ib le  f o r  an  a t t a c k e r  t o  ga in  

access t o  t h e  n e t w o r k  u s in g  a n o n - a d m i n i s t r a t i v e  a c c o u n t .  T h e  a t t a c k e r  can  t h e n  g a in  t h e  

h ig h e r  p r i v i l e g e  o f  an a d m in is t r a t o r .

G e n e ra l  p r iv i le g e  e s c a la t io n  c o u n te r m e a s u r e s  in c lu d e :

Q R e s t r ic t  t h e  i n te r a c t i v e  lo g o n  p r iv i le g e s

e Run u se rs  a n d  a p p l ic a t io n s  o n  t h e  le a s t  p r i v i le g e s

0  I m p le m e n t  m u l t i - f a c t o r  a u th e n t i c a t io n  a n d  a u th o r iz a t io n

Q Run s e rv ice s  as u n p r i v i l e g e d  a c c o u n ts

Q Use e n c r y p t io n  t e c h n iq u e  t o  p r o t e c t  s e n s i t i v e  d a ta

Q I m p le m e n t  a p r iv i le g e  s e p a r a t io n  m e t h o d o lo g y  t o  l im i t  t h e  sc o p e  o f  p r o g r a m m in g  e r r o r s  

a n d  bugs

Q R e d u ce  t h e  a m o u n t  o f  c o d e  t h a t  ru n s  w i t h  p a r t i c u la r  p r iv i le g e

Module 05 Page 608 Ethical Hacking and Countermeasures Copyright © by EC-C0l1nCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Q P e r fo r m  d e b u g g in g  u s in g  b o u n d s  c h e c k e rs  a n d  s tress  te s ts  

Q T e s t  o p e r a t in g  s y s te m  a n d  a p p l ic a t io n  c o d in g  e r r o r s  a n d  bu g s  t h o r o u g h ly  

Q P a tch  t h e  s y s te m s  re g u la r ly

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
System Hacking
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v u ln e r a b i l i t y  t o  e x e c u te  a r b i t r a r y  c o d e  w i t h  h ig h e r  p r i v i le g e s  th a n  t h e y  w o u ld  o t h e r w is e  ha ve  

b e e n  a l lo w e d .  By e x e c u t in g  m a l ic io u s  a p p l ic a t io n s ,  t h e  a t t a c k e r  can  s te a l  p e r s o n a l  i n f o r m a t i o n ,  

ga in  u n a u th o r iz e d  access t o  t h e  s y s te m  re s o u rc e s ,  c ra c k  p a s s w o rd s ,  c a p t u r e  s c re e n s h o ts ,  in s ta l l  

a b a c k d o o r  f o r  m a in ta in in g  easy  access, e tc .  D e ta i le d  e x p la n a t io n  a b o u t  e x e c u t in g  a p p l ic a t io n s  

is as fo l l o w s .

1 5 ■  C ra c k in g  P a s s w o rd s
m—

H id in g  F iles

s  ^  E s c a la t in g  P r iv i le g e s Q j ^ j  C o v e r in g  T ra c k s

E x e c u t in g  A p p l i c a t i o n s I^ ^ J U  P e n e t r a t io n  T e s t in g
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Ex̂ cutiitg Applications

S p y w a r e

C r a c k e r s

J  A tta cke rs  e xe cu te  m a lic io u s  a p p lic a t io n s  in th is  s tage. T h is  is ca lled  "o w n in g "  th e  sys tem

J  A tta c k e r execu tes  m a lic io u s  p ro g ra m s  re m o te ly  in  th e  v ic t im 's  m a c h in e  to  g a th e r  in fo rm a t io n  
th a t  lead s  to  e x p lo ita t io n  o r  loss o f  p riva cy , ga in  u n a u th o r iz e d  access to  sys tem  re so u rce s , 

c ra ck  th e  p a s s w o rd , c a p tu re  th e  sc re e n sh o ts , in s ta ll b a c k d o o r to  m a in ta in  easy access, e tc.

y t a c k e / .

B a c k d o o r s
*•

.Copyright ©  by E&CoUDCtl. A ll R ightsReserveii.Reprodiiction isS tric tly  Prohibited.

*  E x e c u t i n g  A p p l i c a t i o n s

A t ta c k e r s  e x e c u te  m a l ic io u s  a p p l ic a t io n s  in  th is  s tage .  T h is  is c a l le d  " o w n i n g "  t h e  

s y s te m .  E x e c u t in g  a p p l ic a t io n s  is d o n e  a f t e r  t h e  a t t a c k e r  ga in s  t h e  a d m i n i s t r a t i v e  p r iv i le g e s .  

T h e  a t t a c k e r  m a y  t r y  t o  e x e c u te  s o m e  o f  h is  o r  h e r  o w n  m a l ic io u s  p r o g r a m s  r e m o t e l y  o n  t h e  

v i c t im 's  m a c h in e  t o  g a t h e r  i n f o r m a t i o n  t h a t  le a d s  t o  e x p l o i t a t i o n  o r  loss o f  p r iv a c y ,  ga in  

u n a u th o r iz e d  access  t o  s y s te m  re s o u rc e s ,  c ra c k  p a s s w o rd s ,  c a p tu r e  s c re e n s h o ts ,  in s ta l l  a 

b a c k d o o r  t o  m a in ta in  easy  access, e tc .  T h e  m a l ic io u s  p r o g r a m s  t h a t  t h e  a t t a c k e r  e x e c u te s  o n  

v i c t im 's  m a c h in e  m a y  be:

© B a c k d o o r s  - P r o g r a m m in g  d e s ig n e d  t o  d e n y  o r  d i s r u p t  o p e r a t i o n ,  g a th e r  i n f o r m a t i o n  

t h a t  le a d s  t o  e x p lo i t a t io n  o r  loss o f  p r iv a c y ,  ga in  u n a u th o r iz e d  access t o  s y s te m  

re s o u rc e s .

Q C ra c k e rs  - P iece o f  s o f t w a r e  o r  p r o g r a m  d e s ig n e d  f o r  t h e  p u rp o s e  o f  c r a c k in g  t h e  c o d e  

o r  p a s s w o rd s .

Q K e y lo g g e rs  - T h is  can  be  h a r d w a r e  o r  a s o f t w a r e  t y p e .  In e i t h e r  case t h e  o b je c t i v e  is t o  

r e c o r d  ea ch  a n d  e v e ry  k e y s t r o k e  m a d e  o n  t h e  c o m p u t e r  k e y b o a rd .

© S p y w a r e  - Spy s o f t w a r e  m a y  c a p tu r e  t h e  s c r e e n s h o ts  a n d  se n d  t h e m  t o  a s p e c i f ie d  

l o c a t i o n  d e f in e d  b y  t h e  h a c k e r .  T h e  a t t a c k e r  has t o  m a in ta in  t h e  access t o  t h e  v i c t im 's  

c o m p u t e r  u n t i l  his o r  h e r  p u rp o s e  is fu l f i l l e d .  A f t e r  d e r i v in g  all t h e  re q u is i t e  i n f o r m a t i o n
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f r o m  th e  v i c t im 's  c o m p u t e r ,  t h e  a t t a c k e r  in s ta l ls  se v e ra l  b a c k d o o rs  t o  m a in ta in  easy  

access t o  t h e  v i c t i m 's  c o m p u t e r  in t h e  f u t u r e .

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
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“

Executing Applications: 
RemoteExec EEC!

J  RemoteExec remotely installs applications, executes programs/scripts, and updates files and folders on 
Windows systems throughout the network 

J  It allows attacker to modify the registry, change local admin passwords, disable local accounts, and copy/ 
update/delete files and folders

<־ *"**._  MSI ״wktatlon
*!**■ wo

MSI installation

*XU■ —

^  *t 

/  » n l״

r  M k a

- •1

״.י•*—״י

* * 'w m _________________ _

>r~---—
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״ I l s l  11 / i

E x e c u t i n g  A p p l i c a t i o n s :  R e m o t e E x e c

S o u rc e :  h t t p : / / w w w . i s d e c is i o n s . c o m

R e m o te E x e c  a l lo w s  y o u  t o  r e m o t e l y  in s ta l l  a p p l ic a t io n s  a n d  e x e c u te  p r o g r a m s / s c r ip t s  all o v e r  

t h e  n e t w o r k .  A n y  f i le  a n d  f o l d e r  can  be  u p d a te d ,  c o p ie d ,  as w e l l  as d e le te d  in s ta n ta n e o u s ly  o n  

W i n d o w s  s y s te m s .  W i t h  t h e  h e lp  o f  t h is  t h e  a t t a c k e r  can  c h a n g e  th e  Local A d m i n is t r a t o r  

P a s s w o rd  r e m o t e l y  a n d  can  d is a b le  all o t h e r  loca l  a c c o u n ts  f o r  r e i n f o r c in g  s e c u r i t y .  In a d d i t i o n ,  

i t  can  a lso  r e b o o t ,  s h u t  d o w n ,  w a k e  up , a n d  p o w e r  o f f  a c o m p u t e r  r e m o t e l y .
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^  Launch 

Q * Launch in a new tab 

ך1 § SthediJe 

 Save in Ny Remote Jobs ?׳]

Save m Ny Remote Actons 

Save in Ny Target Coop...

Table o f content || (jiick *re**•.

MSI installation
RemoteExec5\0T0te p35/Ncw cmctc xx>f4Hl r  vxlatcn

MS: file [vVMW-fXS^LCK-K41VCD1־T0cfcVCEHv8  NcdJe 05  System hadur —

Product name

js l

Operation tostal 

^  Transform

Don't re ף־

Log level Mo oggng

Arguments) 

v ] use system account

30S verson

nlc Tods &incb»v Help

> ״ r3 t# td ״

^  RemoteExec 
; , - a  Remote jobs 

B f lB  New remote job 
! C5> Rle execution

I h o  Update Installation

■BBISaEBI®״!
j ■*־׳& System acton 

Q j  Ne Operation 
:■• ;̂c Local accountm... 

j {r] Popup 
 P^Ndtbleactlors״״

My Remote Jobs 
My Remote Actions 

~ ^  My Target computers 
-:- ,J , Reporter 

0  Hj]| Repcrta־
^ן ©■1 )  rabies
j -9 | ,  Schedder 

'■ " i t  Opfons

FIGURE 5.27: RemoteExec Screenshot
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CEHExecuting Applications: PDQ  
Deploy

PDQ D e p lo y  is a s o ftw a re  d e p lo y m e n tto o l th a t  a llo w s  a d m in s  

to  s ile n t ly  in s ta ll a lm o s t a n y  a p p lic a t io n  o r  p a tc h

1- 1° ■PD Q  D e p lo y  2 .0  Pro M o d e

L i d
w, ׳ Edit Installer Deploy Now -w New Scheoule

סי / * C 3 3

V  Installti %  C*ploymsnts «j», Stheduki

ID *  Created B apied ז   m e Comput״  Failed S u ccess. Installer User

J « 7  [ w i b T i  l i 5 4  PM 21 ך  stcoreJs 1 0 1 Skypt Adminstrattx

Computer*

Computer Status Step Error

► W INIXQNJW R3MM Successful

| Computers f Detail

0 Running Deployments Submit Feedback

http://www.adminarsenal.com
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ן י ו

ויייו, ^ 1 - 1 1
ftL---------- J 11

E x e c u t i n g  A p p l i c a t i o n s :  P D Q  D e p l o y

S o u rc e :  h t t p : / / w w w . a d m in a r s e n a l . c o m

P D Q  D e p lo y  is a s o f t w a r e  d e p l o y m e n t  t o o l  w i t h  w h ic h  y o u  can  e a s i ly  in s ta l l  a lm o s t  a n y  

a p p l ic a t i o n  o r  p a tc h  t o  y o u r  c o m p u t e r .  M SI, MSP, M S U , EXE a n d  b a tc h  in s ta l le r s  can  be  

r e m o t e l y  d e p lo y e d  t o  n u m e r o u s  W in d o w s  c o m p u t e r s  a t  t h e  s a m e  t i m e  u s in g  th is  t o o l .  Y ou  can  

e a s i ly  a n d  q u ic k ly  d e p lo y  a p a c k a g e d  p r o g r a m  t o  t h e  s e le c te d  o r  t o  all c o m p u t e r s  o n  y o u r  

n e t w o r k  q u ic k ly .  T h e  f e a t u r e s  o f  P D Q  D e p lo y  in c lu d e  t h a t  i t  i n t e g r a t e s  w i t h  A c t i v e  D i re c to r y ,  

S p ic e w o rk s ,  P D Q  In v e n to r y ,  a n d  in s ta l ls  t o  m u l t i p le  c o m p u t e r s  s im u l t a n e o u s ly ,  as w e l l  as re a l -  

t i m e  s ta tu s ,  e tc .
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«• PDQ D ep loy  2.0 Pro M o d e  L = J  a l  x

Fil« Edit View Help

All Deployments 
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0* Installer Library 

^  U Installers 

^  Skype 

^  New Target Ust

Edit Installer Deploy Now New

^  Installer "] %  D eploym ents^^* Schedules ▼

ID w Created Elapsed Time Com put״. Failed Success... Installer User 

* $ f  7 [9/4/2012 12:54 PM J 21 seconds 1 0  1 Skype Administrator

Computers

Computer Status Step Error

► WIN-LXQN3WR3R9M Successful

Computers | Details

0 Running Deployments

FIGURE 5.29 : PDQ D isp lay S creenshot
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Executing Applications: r CU
Dame Ware NT Utilities I יי “ 

■ DameWare NT U tilities (NTU) lets you manage servers, notebooks, and laptops rem ote ly

■ It allows attacker to  rem ote ly manage and adm inister W indows computers

http://www.dameware.com 
Copyright ©  by E&Coincil. All Rights Reserved. Reproduction isS tric tly  Prohibited.

E x e c u t i n g  A p p l i c a t i o n s :  D a m e W a r e  N T  U t i l i t i e s

S o u rc e :  h t t p : / / w w w . d a m e w a r e . c o m

D a m e W a r e  NT U t i l i t i e s  a l lo w s  y o u  t o  m a n a g e  s e rve rs ,  n o te b o o k s ,  a n d  la p to p s  r e m o te ly .  W i t h  

t h e  h e lp  o f  th is ,  y o u  can  m a n a g e  a n d  a d m in is t e r  W i n d o w s  c o m p u t e r s  r e m o t e l y .  I t  has t h e  

c a p a b i l i t y  o f  s o lv in g  e n d -u s e r  p r o b le m s  u s in g  a r e m o t e  c o n t r o l .  It  can  r e b o o t  t h e  s e rv e rs  a n d  

n o te b o o k s  r e m o te ly ,  t a k e  s c re e n s h o ts  o f  r e m o t e  d e s k to p s ,  t a k e  fu l l  c o n t r o l  o f  t h e  e n d -u s e r 's  

d e s k to p  q u ic k ly ,  c o p y  as w e l l  as d e le t e  f i l e s  o n  th e  r e m o t e  c o m p u t e r s ,  m a n a g e  W i n d o w s  A c t i v e  

D i re c to r y ,  e tc .
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DameWare Nr Utilities - Services [WIN-DS9MR5HL9E4J
P i•  AD Dcm iin Michm Toole Syct«m Toole Strvict View Window H*lp

% 4 ^ %  o o  m
Processes lA IN D iM־3 fttHl9e4l S f 1w «  (WIN*Oi9MKbH19(:4J X

T0!aiServ1c#j:|14fi
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FIGURE 5.30: DameWare NT Utilities Screenshot
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CEHK e y lo g g e r

Keyloggers are placed between the  keyboard 

hardw are  and the  o pe ra tin g  sys tem

T

Keystroke logger a llows attacker to  gather 
c o n fid e n tia l in fo rm a tio n  abou t v ic tim  such as 
em ail ID, passw ords, banking details, chat 
room  activ ity , IRC, instan t messages, etc.

Copyright ©  by E&Cauactl. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

Keystroke loggers are program s o r ha rdw are  

devices th a t m o n ito r each keystroke as user 
types on a keyboard, logs o n to  a file , o r 
transm its  them  to  a rem ote  location

Legitim ate applications fo r  keyloggers include 

in o ffice  and industria l settings to  m o n ito r 
em p lo ye es ’ c o m p u te r a c tiv it ie s  and in hom e 
env ironm ents  w he re  parents can m o n ito r and 
spy on ch ild ren 's  a c tiv ity

K e y l o g g e r s

K e y lo g g e rs ,  a lso  c a l le d  k e y s t r o k e  lo g g in g ,  a re  s o f t w a r e  p r o g r a m s  o r  h a r d w a r e  d e v ic e s  

t h a t  r e c o r d  t h e  keys  s t r u c k  o n  t h e  c o m p u t e r  k e y b o a rd  o f  an  in d iv id u a l  c o m p u t e r  u s e r  o r  

n e t w o r k  o f  c o m p u t e r s .  Y ou  can  v i e w  all t h e  k e y s t r o k e s  t h a t  a re  t y p e d  a t  a n y  t i m e  in y o u r  

s y s te m  b y  i n s ta l l i n g  th is  h a r d w a r e  d e v ic e  o r  p ro g r a m s .  It r e c o rd s  a lm o s t  all t h e  k e y s t ro k e s  t h a t  

a re  t y p e d  b y  a u s e r  a n d  saves t h e  r e c o r d e d  i n f o r m a t i o n  in  a t e x t  f i le .  As i t  is c o n v e r t ,  t h e  p e rs o n  

d o e s  n o t  k n o w  t h a t  t h e i r  a c t i v i t ie s  a re  b e in g  m o n i t o r e d .  It is m o s t l y  used  f o r  p o s i t i v e  p u rp o s e s  

such  as in o f f ic e s  a n d  i n d u s t r i a l  s e t t in g s  f o r  m o n i t o r i n g  t h e  e m p lo y e e s '  c o m p u t e r  a c t i v i t ie s  a n d  

in h o m e  e n v i r o n m e n t s  w h e r e  p a re n ts  can  m o n i t o r  w h a t  t h e i r  c h i ld r e n  a re  d o in g  o n  t h e  

In t e r n e t .

A  k e y lo g g e r ,  w h e n  a s s o c ia te d  w i t h  s p y w a re ,  h e lp s  t o  t r a n s m i t  y o u r  i n f o r m a t i o n  t o  an  u n k n o w n  

t h i r d  p a r t y .  I t  is used  i l l e g a l l y  by  a t ta c k e rs  f o r  m a l ic io u s  p u rp o s e s  such  as f o r  s te a l in g  s e n s i t iv e  

a n d  c o n f id e n t ia l  i n f o r m a t i o n  a b o u t  v ic t im s .  T h e  s e n s i t i v e  i n f o r m a t i o n  in c lu d e s  e m a i l  IDs, 

p a s s w o rd s ,  b a n k in g  d e ta i ls ,  c h a t  r o o m  a c t i v i t y ,  IRC, i n s ta n t  m e ssa g e s ,  b a n k  a n d  c r e d i t  ca rd  

n u m b e r s ,  a n d  o t h e r  i n f o r m a t i o n  t h a t  is t y p e d  b y  p e o p le  e v e ry  day .  T h e  d a ta ,  i .e., t r a n s m i t t e d  

o v e r  t h e  e n c r y p t e d  I n t e r n e t  c o n n e c t io n ,  is a lso  v u ln e r a b le  t o  k e y lo g g in g  b e c a u s e  th e  k e y lo g g e r  

t r a c k s  t h e  keys  s t r u c k  b e fo r e  t h e y  a re  e n c r y p t e d  f o r  t r a n s m is s io n .

T h e  k e y lo g g e r  p r o g r a m  is in s ta l le d  o n t o  t h e  u s e r 's  s y s te m  in v is ib ly  t h r o u g h  e m a i l  a t t a c h m e n t s  

o r  t h r o u g h  " d r i v e - b y "  d o w n lo a d s  w h e n  u se rs  v is i ts  c e r ta in  w e b s i te s .  K e y s t ro k e  lo g g e rs  a re
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s te a l th  s o f t w a r e  t h a t  s i ts  b e t w e e n  k e y b o a r d  h a r d w a r e  a n d  th e  o p e r a t in g  s y s te m ,  so t h a t  th e y  

can  re c o r d  e v e ry  k e y s t ro k e .

A  k e y lo g g e r  can :

Q R e co rd  ea ch  k e y s t r o k e ,  i .e., t y p e d  b y  t h e  u se r ,  o n  h is  o r  h e r  c o m p u t e r  k e y b o a rd .

Q C a p tu re  s c re e n s h o ts  a t  re g u la r  in te r v a ls  o f  t i m e  s h o w in g  u s e r  a c t i v i t y  such  as w h e n  he 

o r  she  t y p e s  a c h a r a c t e r  o r  c l icks  a m o u s e  b u t t o n .

0  T ra c k  t h e  a c t i v i t i e s  o f  use rs  b y  lo g g in g  W i n d o w  t i t le s ,  n a m e s  o f  l a u n c h e d  a p p l ic a t io n s ,  

a n d  o t h e r  i n f o r m a t i o n .

Q M o n i t o r  o n l i n e  a c t i v i t y  o f  u se rs  b y  r e c o r d in g  a d d re s s e s  o f  t h e  w e b s i t e s  t h a t  t h e y  h a ve  

v is i t e d  a n d  w i t h  t h e  k e y w o r d s  e n te r e d  b y  t h e m ,  e tc .

© R e co rd  all t h e  lo g in  n a m e s ,  b a n k  a n d  c r e d i t  ca rd  n u m b e r s ,  a n d  p a s s w o rd s  in c lu d in g  

h id d e n  p a s s w o rd s  o r  d a ta  t h a t  a re  in a s te r is k s  o r  b la n k  spaces.

Q R e co rd  o n l in e  c h a t  c o n v e rs a t io n s .

Q M a k e  u n a u t h o r i z e d  c o p ie s  o f  b o th  o u t g o i n g  e m a i l  m e ssa g e s  a n d  i n c o m in g  e m a i l

m essages .
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T y p e s  o f  K e y s t r o k e  L o g g e r s

A k e y lo g g e r  is a sm a l l  s o f t w a r e  p r o g r a m  t h a t  re c o rd s  ea ch  a n d  e v e ry  k e y s t r o k e  t h a t  is 

t y p e d  b y  t h e  u s e r  a t  a n y  t i m e  o n  a s p e c i f ic  c o m p u t e r ' s  k e y b o a rd .  T h e  c a p tu r e d  k e y s t r o k e s  a re  

sa ve d  in a f i l e  f o r  re a d in g  la te r  o r  o t h e r w i s e  t r a n s m i t t e d  t o  a p la ce  w h e r e  t h e  a t t a c k e r  can  

access i t .  As th is  p r o g r a m s  re c o rd s  a ll t h e  k e y s t r o k e s  t h a t  a re  t y p e d  t h r o u g h  a k e y b o a rd ,  t h e y  

can  c a p tu r e  t h e  p a s s w o rd s ,  c r e d i t  ca rd  n u m b e r s ,  e m a i l  a d d re s s ,  n a m e s  a d d re s s e s ,  a n d  p h o n e  

n u m b e r s .  K e y lo g g e rs  h a v e  t h e  a b i l i t y  t o  c a p t u r e  i n f o r m a t i o n  b e fo r e  i t  can  be  e n c r y p t e d  f o r  

t r a n s m is s io n  o v e r  t h e  n e t w o r k .  Th is  g ives  t h e  a t t a c k e r  access t o  pass  p h ra s e s  a n d  o t h e r  w e l l -  

h id d e n  in f o r m a t i o n .

T h e re  a re  t w o  t y p e s  o f  k e y s t r o k e  log g e rs .  T h e y  a re  h a r d w a r e  lo g g e rs  a n d  s o f t w a r e  log g e rs .  

T h e s e  t w o  lo g g e rs  a re  used  f o r  r e c o r d in g  all t h e  k e y s t r o k e s  t h a t  a re  e n te r e d  o n  a s y s te m  o n  

w h ic h  t h e y  a re  in s ta l le d .

H a r d w a r e  L o g g e r s

H a r d w a r e  k e y lo g g e rs  a re  h a r d w a r e  d e v ic e s  lo o k  l ike  n o r m a l  USB d r iv e s .  I t  is 

c o n n e c te d  b e t w e e n  a k e y b o a rd  p lu g  a n d  USB s o c k e t .  A l l  t h e  r e c o r d e d  k e y s t ro k e s  t h a t  a re  

t y p e d  b y  t h e  u s e r  a re  s to r e d  w i t h i n  a h a r d w a r e  u n i t .  A t t a c k e r s  r e t r i e v e  th is  h a r d w a r e  u n i t  f o r  

access ing  t h e  k e y s t r o k e s  t h a t  a re  s to r e d  in it .  T h e  p r i m a r y  a d v a n ta g e  o f  th e s e  lo g g e rs  is t h a t
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t h e y  c a n n o t  be  d e te c t e d  b y  a n t i s p y w a r e ,  a n t i v i r u s ,  o r  d e s k to p  s e c u r i t y  p ro g r a m s .  Its 

d i s a d v a n ta g e  is t h a t  i ts  p h ys ica l  p re s e n c e  can  be  e a s i ly  d is c o v e re d .

H a r d w a r e  k e y s t r o k e  lo g g e rs  a re  c la ss i f ie d  in to  t h r e e  m a in  t y p e s :

P C /B IO S  E m b e d d e d

Phys ica l  a n d / o r  a d m in - le v e l  access is n e c e s s a ry  t o  t h e  c o m p u t e r ,  a n d  t h e  a p p l ic a t io n  lo a d e d  

in to  t h e  c o m p u t e r ' s  BIOS m u s t  be  m a d e  f o r  t h e  p a r t i c u la r  h a r d w a r e  t h a t  i t  w i l l  be  r u n n in g  

on .  B IO S- leve l f i r m w a r e  t h a t  m a n a g e s  k e y b o a rd  a c t io n s  can  be m o d i f i e d  t o  c a p tu r e  th e s e  

e v e n ts  as t h e y  a re  p ro c e s s e d .

K e y lo g g e r  K e y b o a r d

T h e s e  k e y lo g g e rs  a re  used  f o r  r e c o r d in g  k e y b o a rd  e v e n ts  b y  a t t a c h in g  a h a r d w a r e  c i r c u i t  w i t h  

t h e  k e y b o a rd 's  c a b le  c o n n e c to r .  It re c o rd s  t h e  all t h e  k e y b o a rd  s t r o k e s  t o  i ts  o w n  in te rn a l  

m e m o r y  t h a t  can  be accessed  la te r .  T h e  m a in  a d v a n ta g e  o f  a h a r d w a r e  k e y lo g g e r  o v e r  a 

s o f t w a r e  k e y lo g g e r  is t h a t  i t  is n o t  o p e r a t in g  s y s te m  d e p e n d e n t  a n d  h e n c e ,  i t  w i l l  n o t  i n t e r f e r e  

w i t h  a n y  a p p l ic a t io n s  r u n n in g  o n  t h e  t a r g e t  c o m p u t e r  a n d  i t  is im p o s s ib le  t o  d is c o v e r  h a r d w a r e  

k e y lo g g e rs  b y  u s in g  a n y  a n t i - k e y lo g g e r  s o f t w a r e .

E x te rn a l  K e y lo g g e r

E x te rn a l  k e y lo g g e rs  a re  a t t a c h e d  b e t w e e n  a u s u a l  PC k e y b o a r d  a n d  a c o m p u t e r .  T h e y  re c o rd  

ea ch  k e y s t ro k e .  E x te rn a l  k e y lo g g e rs  d o  n o t  n e e d  a n y  s o f t w a r e  a n d  w o r k  w i t h  a n y  PC. Y ou  can  

a t t a c h  t h e m  t o  y o u r  t a r g e t  c o m p u t e r  a n d  ca n  m o n i t o r  t h e  r e c o r d e d  i n f o r m a t i o n  o n  y o u r  PC to  

lo o k  t h r o u g h  t h e  k e y s t ro k e s .  T h e re  a re  f o u r  t y p e s  o f  e x te r n a l  k e y lo g g e rs :

Q P S /2  a n d  USB K e y lo g g e r  -  C o m p le t e ly  t r a n s p a r e n t  t o  c o m p u t e r  o p e r a t io n  a n d  re q u i re s  

n o  s o f t w a r e  o r  d r iv e rs  f o r  t h e  f u n c t io n a l i t y .  R e co rd  all t h e  k e y s t ro k e s  t h a t  a re  t y p e d  by  

t h e  u s e r  o n  t h e  c o m p u t e r  k e y b o a rd ,  a n d  s to r e  t h e  d a ta  such  as e m a i ls ,  c h a t  re c o rd s ,  

a p p l ic a t io n s  useds , IM s ,  e tc .

© A c o u s t i c / C A M  K e y lo g g e r  -  M a k e s  use o f  e i t h e r  a c a p tu r in g  re c e iv e r  c a p a b le  o f  

c o n v e r t i n g  t h e  e le c t r o m a g n e t i c  s o u n d s  in to  t h e  k e y s t r o k e  d a ta  o r  a C A M  t h a t  is 

c a p a b le  o f  r e c o r d in g  s c re e n s h o ts  o f  t h e  k e y b o a rd .

Q B lu e t o o t h  K e y lo g g e r  -  R e q u ire s  p h ys ica l  access t o  t h e  t a r g e t  c o m p u t e r  o n ly  o n c e ,  a t  

t h e  t i m e  o f  in s ta l la t io n .  O n c e  th is  is in s ta l le d  o n  t h e  t a r g e t  PC, i t  s to re s  all t h e  

k e y s t ro k e s  a n d  y o u  can  r e t r i e v e  t h e  k e y s t ro k e s  i n f o r m a t i o n  in rea l  t i m e  by  c o n n e c t in g  

t h r o u g h  a B lu e t o o th  d e v ic e .

0  W i-F i  K e y lo g g e r  -  O p e r a te s  c o m p le t e l y  s ta n d  a lo n e .  U n l ik e  a B lu e t o o th  k e y lo g g e r ,  th is  

k in d  o f  k e y lo g g e r  d o e s n ' t  r e q u i r e  i t  be  n e a r  t h e  c o m p u t e r  o n  w h ic h  t h e  d o n g le  

( r e c o r d in g  d e v ic e  in B lu e t o o th  k e y lo g g e r )  is in s ta l le d  t o  r e t r i e v e  t h e  k e y s t r o k e  

i n f o r m a t i o n .  T h is  k e y lo g g e r  r e q u i re s  n o  s o f t w a r e  o r  d r iv e rs  a n d  is c o m p le t e l y  

u n d e te c t a b le ;  i t  w o r k s  o n  a n y  PC. T h is  re c o rd s  t h e  k e y s t r o k e s  a n d  se n d s  t h e  i n f o r m a t i o n  

by  e m a i l  o v e r  a p r e d e f in e d  t i m e  in te rv a l .

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 05 Page 622



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
System Hacking

S o f t w a r e  K e y s t r o k e  L o g g e r s

it______ J  T h e s e  lo g g e rs  a re  t h e  s o f t w a r e  in s ta l le d  r e m o t e l y  v ia  a n e t w o r k  o r  e m a i l  a t t a c h m e n t

in t h e  c o m p u t e r  f o r  r e c o r d in g  all t h e  k e y s t ro k e s  t h a t  a re  t y p e d  o n  t h e  c o m p u t e r  

k e y b o a rd .  H e re  t h e  lo g g e d  i n f o r m a t i o n  is s to r e d  as a log  f i le  in a h a rd  d r iv e  o f  t h e  c o m p u t e r s .  

Phys ica l  access is n o t  r e q u i r e d  o n  t h e  p a r t  o f  t h e  p e rs o n  p r o b in g  t o  o b ta in  k e y s t r o k e  d a ta  

b e c a u s e  d a ta  is e m a i le d  o u t  f r o m  th e  m a c h in e  a t  p r e d e t e r m i n e d  i n te r v a ls .  S o f t w a r e  lo g g e rs  

o f t e n  h a v e  t h e  a b i l i t y  t o  o b ta in  m u c h  a d d i t i o n a l  d a ta  as w e l l ,  s ince  t h e y  a re  n o t  l im i t e d  by  

p h y s ic a l  m e m o r y  a l lo c a t io n s  as a re  h a r d w a r e  k e y s t r o k e  log g e rs .  S o f t w a r e  k e y s t r o k e  lo g g e rs  a re  

c la s s i f ie d  in to  s ix  t y p e s .  T h e y  a re :

© A p p l i c a t io n  K e y lo g g e r

© K e rn e l  K e y lo g g e r

© R o o tk i t  K e y lo g g e r

© D e v ice  D r iv e r  K e y lo g g e r

© H y p e rv is o r -b a s e d  K e y lo g g e r

© F o rm - G ra b b in g -B a s e d  K e y lo g g e r

A p p l i c a t i o n  K e y lo g g e r

A n  a p p l ic a t i o n  k e y lo g g e r  a l lo w s  y o u  t o  o b s e rv e  e v e r y t h in g  t h e  u s e r  t y p e s  in h is  o r  h e r  e m a i ls ,  

c h a ts ,  a n d  o t h e r  a p p l ic a t io n s ,  i n c lu d in g  p a s s w o rd s .  W i t h  th is  y o u  e v e n  can  t r a c e  t h e  re c o rd s  o f  

I n t e r n e t  a c t i v i t y .  It is a c o m p le t e l y  i n v is ib le  k e y lo g g e r  t o  t r a c k  a n d  re c o r d  e v e r y t h in g  h a p p e n in g  

w i t h i n  t h e  e n t i r e  n e tw o r k .

K e rn e l  K e y lo g g e r

Th is  m e t h o d  is used  ra r e ly  b e c a u s e  i t  is d i f f i c u l t  t o  w r i t e  as i t  r e q u i re s  a h ig h  le ve l  o f  p r o f i c i e n c y  

f r o m  th e  d e v e lo p e r  o f  t h e  k e y lo g g e r .  It is a lso  d i f f i c u l t  t o  c o n f l i c t .  T h e s e  k e y lo g g e rs  e x is t  a t  t h e  

k e rn e l  le ve l .  C o n s e q u e n t ly ,  t h e y  a re  d i f f i c u l t  t o  d e te c t ,  e s p e c ia l ly  f o r  u s e r - m o d e  a p p l ic a t io n s .  

T h is  k in d  o f  k e y lo g g e r  ac ts  as a k e y b o a rd  d e v ic e  d r i v e r  a n d  th u s  g a in s  access t o  a ll  t h e  

i n f o r m a t i o n  t y p e d  o n  t h e  k e y b o a rd .

R o o t k i t  K e y lo g g e r

T h e  r o o t k i t - b a s e d  k e y lo g g e r  is a f o r g e d  W in d o w s  d e v ic e  d r i v e r  t h a t  r e c o rd s  all k e y s t ro k e s .  T h is  

k e y lo g g e r  h id e s  f r o m  th e  s y s te m  a n d  is u n d e t e c t a b le  e v e n  w i t h  s ta n d a r d  t o o ls  o r  d e d ic a te d  

to o ls .

D e v ic e  D r iv e r  K e y lo g g e r

T h is  k in d  o f  k e y lo g g e r  u s u a l ly  ac ts  as a d e v ic e  d r i v e r .  T h e  d e v ic e  d r i v e r  k e y lo g g e r  re p la c e s  t h e  

e x is t in g  I /O  d r i v e r  w i t h  t h e  e m b e d d e d  k e y lo g g in g  f u n c t io n a l i t y .  A l l  t h e  k e y s t ro k e s  p e r f o r m e d  on  

t h e  c o m p u t e r  a re  saved  in to  a h id d e n  lo g o n  f i le  a n d  t h e n  i t  is s e n t  t o  t h e  d e s t i n a t i o n  t h r o u g h  

th e  I n t e r n e t .  T h e  lo g  f i l e s  s e n t  t o  t h e  d e s t in a t io n  b y  th is  k e y lo g g e r  a re  h id d e n  a n d  i t  is t o u g h  t o  

d is t in g u is h  f r o m  t h e  o p e r a t in g  s y s te m  f i le s ,  e v e n  w h i le  d o in g  a d i r e c t o r y  l is t in g  o f  h id d e n  f i les .

H y p e r v is o r - b a s e d  K e y lo g g e r
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A  h y p e rv is o r -b a s e d  k e y lo g g e r  is b u i l t  w i t h i n  a m a lw a r e  h y p e r v i s o r  o p e r a t in g  u n d e r n e a t h  t h e  

o p e r a t in g  s y s te m  a n d  c a n n o t  be  p h y s ic a l ly  se e n  o r  to u c h e d .  T h e y  a re  t h e  s a m e  as v i r tu a l  

m a c h in e s .

F o r m G r a b b e r - B a s e d  K e y lo g g e r

In a fo r m - g r a b b in g - b a s e d  k e y lo g g e r ,  t h e  w e b  f o r m  d a ta  is r e c o r d e d  f i r s t  a n d  t h e n  a f t e r  i t  is 

s u b m i t t e d  o v e r  t h e  I n t e r n e t ,  i t  b yp a sse s  h t t p s  e n c r y p t io n .  F o r m - g ra b b in g - b a s e d  k e y lo g g e rs  log  

w e b  f o r m  in p u ts  by  r e c o r d in g  w e b  b r o w s in g  o n  th e  S u b m i t  e v e n t  f u n c t io n .
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Methodology of Attacker in Using
Remote Kevtoaaer

-I Attacker creates a malicious executable file

J  Attacker gives this malicious file to  the user through email or lures user to  download it from website or 
malicious server

J  Once user clicks this malicious file, the keylogger gets installed in user's machine w ithou t his/her knowledge

J  Keylogger secretly collects each keystroke as user types and saves it to  a text or log file

- l As the user connects to  Internet, these files are sent to  the remote location as configured by attacker

A p p lic a t io n

m ם 
A p p lic a t io n

K e y b o a rd

In je c t io n

f ------------------------- \

Driver

1 Kcyboard-sys 

> -------------------------

| m o u s e .s y s  1 j u sb .sy s ______ O th e r  dr ivers

1 J

L Windows Kernel
----------- \

< HAL
_____>
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Keyboard

Sends 
malicious file

User

M e t h o d o l o g y  o f  A t t a c k e r  i n  U s i n g  R e m o t e  K e y l o g g e r

F or v i e w in g  t h e  d a ta  r e m o te ly ,  t h e  a t t a c k e r  f i r s t  c re a te s  a m a l ic io u s  e x e c u ta b le  f i le  

a n d  s e n d in g  th is  m a l i c io u s  f i l e  t o  t h e  v i c t im  t h r o u g h  e m a i l  ( i .e ., h id in g  t h e  m a l ic io u s  f i l e  b e h in d  

t h e  g e n u in e  f i le ,  l ike  an  im a g e  o r  so n g ) ,  o r  o t h e r w i s e  lu re s  t h e  u s e r  t o  d o w n lo a d  i t  f r o m  a 

w e b s i t e  o r  m a l i c io u s  s e rv e r .  O n c e  th e  v i c t im  c l icks  t h is  m a l ic io u s  f i le ,  t h e  k e y lo g g e r  is in s ta l le d  

o n  t h e  v i c t im  s y s te m  a n d  th e  v i c t i m  d o e s  n o t  k n o w  t h a t  th is  k e y lo g g e r  s o f t w a r e  is in s ta l le d  o n  

h is  o r  h e r  s y s te m  as i t  is in v is ib le  t o  t h e  v i c t im .  T h e  k e y lo g g e r  s e c re t ly  c o l le c ts  ea ch  k e y s t r o k e  

t h a t  is t y p e d  by  t h e  u s e r  a n d  saves i t  t o  a t e x t  o r  log  f i le .  T h e  lo g  f i l e  m a y  c o n ta in  s e n s i t i v e  

i n f o r m a t i o n  such  as b a n k  a c c o u n t  n u m b e r s  a n d  p a s s w o rd s ,  c r e d i t  ca rd  n u m b e r s ,  p h o n e  

n u m b e r s ,  a d d re s s e s ,  e tc .  As t h e  v i c t im  c o n n e c ts  t o  t h e  I n t e r n e t ,  th e s e  f i le s  a re  s e n t  t o  t h e  

r e m o t e  lo c a t io n  as c o n f ig u r e d  b y  t h e  a t t a c k e r .  H e re  t h e  a t t a c k e r  d o e s  n o t  n e e d  t o  h a v e  p h ys ica l  

access t o  t h e  v i c t im 's  m a c h in e .
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Keyboard
Injection

Keylogger In jec tio n

Driver Injection

K erne l In jec tio n

Using i f  (G e t A s y n c k e y s ta te  
( c h a r a c t e r )  =  3 2 7 6 7 ־ )

־׳׳,
Windows Kernel ־ ך

Ik m m jI I S *
User types 

^  on a keyboard

V׳ \  p a s s w o r d

KeyboardUser

FIGURE 5.31: Methodology of Attacker in Using Remote Keylogger

« £ 2
Hacker

Sends 

m a lic io u s  file
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A c o u s t ic /C A M  K e y lo g g e r  CEH

CAM K ey lo g g er

Camera

A c o u s t ic  K ey lo g g er

□

Typed
Alphabet

m

Capturing
Receiver

Electromagn 
-etic Waves O

User Press "A
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A c o u s t i c / C A M  K e y l o g g e r s

A c o u s t i c  k e y lo g g e r s  w o r k  o n  t h e  p r in c ip le  o f  c o n v e r t in g  e le c t r o m a g n e t i c  s o u n d  

w a v e s  in to  d a ta .  T h e  c o n c e p t  is t h a t  ea ch  k e y  o n  t h e  k e y b o a rd  m a k e s  a s l ig h t ly  d i f f e r e n t  s o u n d  

w h e n  i t  is p re s s e d .  T h e re  a re  l is te n in g  d e v ic e s  t h a t  a re  c a p a b le  o f  d e te c t in g  t h e  s u b t le  

v a r ia t i o n s  b e t w e e n  th e  s o u n d s  o f  ea ch  k e y s t r o k e  a n d  use  t h is  i n f o r m a t i o n  t o  r e c o r d  w h a t  is 

b e in g  t y p e d  by  t h e  use r.

T h e  a c o u s t ic  k e y lo g g e r  r e q u i re s  a " le a r n in g  p e r i o d "  o f  1 ,0 0 0  o r  m o r e  k e y s t ro k e s  t o  c o n v e r t  t h e  

r e c o r d e d  s o u n d s  i n t o  t h e  d a ta .  T h is  is d o n e  by  a p p ly in g  a f r e q u e n c y  a l g o r i t h m  t o  t h e  re c o r d e d  

s o u n d s .  T o  d e t e r m i n e  w h ic h  s o u n d  c o r r e s p o n d s  t o  w h ic h  key , t h e  a c o u s t ic  k e y lo g g e r  uses 

s ta t is t ic a l  d a ta  ba se d  o n  t h e  f r e q u e n c y  w i t h  w h ic h  e a ch  ke y  is used  b e c a u s e  s o m e  le t t e r s  w i l l  

be  used  m u c h  m o r e  th a n  o th e r s .
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A c o u s t i c  K e y lo g g e r

Electromagn 
-etic Waves

User Press ״A״

FIGURE 5.32: Acoustic Keyloggers

A  C A M  k e y lo g g e r  m a k e s  use o f  t h e  w e b c a m  t o  re c o r d  t h e  k e y s t ro k e s .  T h e  c a m  in s ta l le d  ta k e s  

s c re e n s h o ts  o f  t h e  k e y s t ro k e s  a n d  th e  m o n i t o r  a n d  se n d s  t h e  r e c o r d e d  s c re e n s h o ts  t o  t h e  

a t t a c k e r  a c c o u n t  a t  p e r io d ic a l  i n te r v a ls .  T h e  a t t a c k e r  can  r e t r ie v e  t h e  k e y s t r o k e  i n f o r m a t i o n  by  

p r o b in g  t h e  s c re e n  s h o ts  s e n t  b y  t h e  C A M  k e y lo g g e r .

CAM K e y lo g g e r

Hacker

%
Camera

Transmit to 
the Hacker

Takes
Screenshot

User

User Press ״A״

FIGURE 5.32: CAM Keyloggers
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K e y lo g g e r s

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

PS/2 Keylogger USB Keylogger Wi-Fi Keylogger

1 1 r I r n n H

Keylogger embedded 
inside the keyboard

K e y l o g g e r s

^  B es ide  t h e  i n f o r m a t i o n  d iscu sse d  p re v io u s ly ,  a c o u s t i c /C A M  k e y lo g g e rs ,  t h e r e  a re  o t h e r  

e x t e r n a l  k e y lo g g e r s  t h a t  y o u  can  use t o  m o n i t o r  t h e  k e y s t r o k e s  o f  s o m e o n e 's  s y s te m .  T h e se  

e x te r n a l  k e y lo g g e rs  can  be a t t a c h e d  b e t w e e n  a u s u a l  PC k e y b o a r d  a n d  a c o m p u t e r  t o  r e c o rd  

ea ch  k e y s t ro k e .

Y ou  can  use  f o l l o w i n g  e x t e r n a l  h a r d w a r e  k e y lo g g e rs  t o  m o n i t o r  u s e r  a c t i v i t y :

Bluetooth Keylogger Hardware Keylogger
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Wi-Fi KeyloggerUSB KeyloggerPS/2 Keylogger

Hardware KeyloggerBluetooth KeyloggerKeylogger embedded 
inside the keyboard

FIGURE 5.33: Different Types of Keyloggers
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K eylogger: Spytech SpyAgent CEH

l ■ ;
HLjLTI it

rr omtonr&vnd survcilkncc softw ־׳p  .Tcm

wmdovig flSjSicBH
l  15 •Windows logged

Sc.recriSpy Scrccnshots
15 Screenshots Looped

File/Op( tmcnts Usage
137 File Events Logged

cSmifflMiSc
5 Seasons togged

General User A c tiv itie s

Kcy?u&c$. Typed
-£4 <eys '.as* Sesso^

Prcgr«2 r s  Usage
25f Apptcetions logged

C lip bo ard  Logs
1 CSpboonis Logged

E ve nt׳? T im e lin e
263 Cverfs Logged

Record Desktop Activity

S ch ed u ling  I
Schedule Monitonng Tmies

oo n a v io r * io n s  « .
ReaMlme Activity Alerter

<&■

J L  internet Activities
IS Conn*ex!ons loyynd

C 1וי ji't 'TrJiibLiipti
5 ^ ^  0 Oonvcnnt'oo* 1 ogged

In te rn e t  A c t iv i t ie s

E Mails bent;Received
i  '  L o ^ d

4 0 ^  W c k » itc i V ib itoJ'A ׳W ־  f t v M 1v y -

V iew  M ost Popular A ctiv itie s  Sum m ary  
C lick h ere  for E asy  C on figu ra tion  and  S e tu p  W izard

■ P rogram  O p tion s • Log A ction s • R ep orts • Help

J  See all keystrokes user type

J  Reveals all website visits

J  Records all online searches 
performed

J  See what programs and apps they use

J  Tracks all file usage and printing

J  Records online chat conversations

J  See every email they send and 
receive

J  Find out what they 
upload and download

J  Uncovers secret user passwords

h t t p : / / w w w . s p y t e c h - w e b . c o m

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

I P r  K e y l o g g e r :  S p y t e c h  S p y A g e n t

* S o u rc e :  h t t p : / / w w w . s p y t e c h - w e b . c o m

S p y te c h  S p y A g e n t  is s o f t w a r e  k e y s t r o k e  lo g g e r  t h a t  a l lo w s  y o u  t o  m o n i t o r  t h e  k e y s t r o k e s  o f  t h e  

u s e r  c o m p u t e r  o n  w h ic h  i t  is in s ta l le d .  It can  a lso  a l lo w  y o u  t o  m o n i t o r  f o l l o w i n g  th in g s  o n  a 

u s e r  c o m p u t e r :

© It can  r e v e a l  all w e b s i t e s  v is i t e d

0  It r e c o r d s  all o n l in e  s e a rc h e s  p e r f o r m e d

0  It m o n i t o r s  w h a t  p r o g r a m s  a n d  a p p s  a re  in use

0  It can  t r a c k s  all f i le  usage  a n d  p r i n t i n g  i n f o r m a t i o n

0  It re c o rd s  o n l in e  c h a t  c o n v e rs a t io n s

0  It is a lso  a b le  t o  see e v e ry  e m a i l  c o m m u n ic a t io n  o n  t h e  u s e r  c o m p u t e r  

0  It h e lp s  y o u  d e t e r m in e  w h a t  t h e  u s e r  is u p lo a d in g  a n d  d o w n lo a d in g

0  It u n c o v e r s  s e c re t  u s e r  p a s s w o rd s
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Y ou can  d o w n lo a d  th is  s o f t w a r e  k e y lo g g e r  f r o m  its  h o m e  s i te  a n d  in s ta l l  i t  o n  t h e  c o m p u t e r  y o u  

w a n t  t o  m o n i t o r ,  a n d  t h e n  ju s t  c l ic k  S ta r t  M o n i t o r i n g .  T h a t 's  i t !  I t  w i l l  r e c o r d  a n u m b e r  o f  th in g s  

f o r  y o u  a b o u t  u s e r  a c t i v i t y  o n  t h e  c o m p u t e r .

G en e ra l
Startup Settings and ConHg

Ctmltgure Logging Options

R e m o te  L o g  D e liv e ry
Configure Remote DelWery

A d v a n c e d  O p tio n s
Finer Control on SpyAgent

C o n te n t F ilte r in g
Filter and Block Acth

A g e n t
■>1r r» r 1no ־ n rl o i r v p i lh n r p  «c o m p u t e r  m o m c o r in g ^ n d  su r v e il la n c e  s o f t w a r e

Windows Viewed
15 Windows Logged

S c re e n S p y
Record DeskiRecord Desktop Activity

S m a rtL o g g in g
Activity Triggered Logging

S c h e d u lin g
Schedule Monitoring Times

B e h a v io r  A le rts
Real-time Activity AlerlV

ScreenSpy Screenshots
15 Screenshots Logged

File/Documents Usage
137 File Events Logged

Computer Usage
5 Sessions Logged

Internet Activities
15 Connections Logged

G e n e ra l U s e r  A c t i v i t i e s

Keystrokes Typed
44 Keys Last Session

Programs Usage
I 258 Applications Logged

O

Clipboard Logs
1 Clipboards Logged

Events Timeline
263 Events Logged

I n t e r n e t  A c t i v i t ie s

E Mails Sent/Received
0 E-Mails Logged

Websites Visited Chat Transcripts
0 Websites Logged 0 Conversations Logged

V ie w  M o s t P o p u la r A c t iv it ie s  S u m m a ry  
C lic k  h e re  fo r  E asy  C o n f ig u ra t io n  a n d  S e tu p  W iz a rd

► P ro g ra m  O p tio n s  Log  A c tio n s  !► R e p o rts  !! H e lp

FIGURE 5.34: SpyAgent Screenshot
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Keylogger: A ll In  One Keylogger CEH
UrtMM ttfciul NmIm

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

lr— רן |
K e y l o g g e r :  A l l  I n  O n e  K e y l o g g e r

1 S o u rc e :  h t t p : / / w w w . r e l y t e c . c o m

A ll  In O n e  K e y lo g g e r  is in v is ib le  k e y lo g g e r  s u r v e i l l a n c e  s o f t w a r e  t h a t  a l lo w s  y o u  t o  re c o r d  

k e y s t r o k e s  a n d  m o n i t o r s  ea ch  a c t i v i t y  o f  t h e  u s e r  o n  t h e  c o m p u t e r .  It a l lo w s  y o u  t o  s e c r e t ly  

t r a c k  a ll a c t i v i t i e s  f r o m  all c o m p u t e r  use rs  a n d  a u to m a t i c a l l y  re c e iv e  logs t o  a d e s i re d  

e m a i l / F T P /L A N  a c c o u n t .  T h e  k e y lo g g e r  a u t o m a t i c a l l y  a c t iv a te s  i t s e l f  w h e n  W i n d o w s  s ta r ts  a n d  

is c o m p le t e l y  in v is ib le .  Y ou  can  d o  f o l l o w i n g  th in g s  u s in g  th is  s o f t w a r e :

0 C a p tu re  all k e y s t ro k e s  ( k e y s t ro k e s  lo g g e r )

0 R e co rd  in s ta n t  m essages

e M o n i t o r  a p p l ic a t io n  usage

0 C a p tu re  d e s k to p  a c t i v i t y

0 C a p tu re  s c re e n s h o ts

0 Q u ic k  se a rc h  o v e r  t h e  log

0 S end  r e p o r t s  v ia  e m a i l ,  FTP, n e t w o r k

0 R e co rd  m ic r o p h o n e  s o u n d s
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© G e n e r a te  H T M L  r e p o r t s

e D is a b le  a n t i  k e y lo g g e rs

0 D isab le  u n w a n t e d  s o f t w a r e

Q F i l te r  m o n i t o r e d  u s e r  a c c o u n ts

e C a p tu r e d  s c re e n s h o ts

e S end  r e p o r t s  b y  FTP

e S end  r e p o r t s  in H T M L  f o r m a t

0 B lo ck  u n w a n t e d  URLs

Q S to p  lo g g in g  w h e n  th e  c o m p u t e r  is id le

Log Viewer (only 7 day* left to  purchase a license) [WIN*MS$tlCK4K41| - a x

Log viewerAll in  u n e  K e y log ge r

| Aavt Wndow
M«12 1+2M2 Run׳009
0«^V3«121e 2»M Prog*»m Man*9#r
0MM#12 UntiBmi • Hotrpad
CCoOS-lt 2י "C 3C i$ L»| V1«w«r (0*V 7day• ItII to pufcHat♦ a (V̂V4 USSCLCK4M1!
cwovm 121e-si 4• untctKi ■ >**•?» נ
OSOV2«I2 1C 32 01 UnUW • Ocoglt Ckior■
OMOC/M12 94 32 זי ■ Moxilia Firatca
0s0׳MC12 1c 32 aa Tate Swrchnj
0Sfl5-«121e.32:M Untitled ■ Google Cliionte 
CV0^«t2 נ « י6ו  Now 11b Ucogr* Chrome
0t«M«12 1C 3211 Beat KrvtMMr Doivr bac Ceytoooe•. Oo«* »cec fiee inallcybgper se twSSm10 Cffyfc-sge- C

■ipuMaauui]
*Ow» CSn*2* 12 1• 34׳ N  A<Jmlnl*trat©1־s idle time: 0 minates from I0U1 or. 7 mn1 » 1  (OS.

Untitled - Notepad
All in Ore Keylogger software !5 a1׳ Invisible Keylegge (<•} {<•} (<-) {<•} ogger sjrvell!{<-) {<•) 
{<-) !lance sotwara Keystrokes Recof {< } rder. spy {<-} {<-} {<-} Spy software tool tf3.־t 
rasters every activity cn your PC to encrypted logs The key I {«-} {<:־) [«•} [<-) {«-) 
Keylogger software allows you to secrMly tra ck {<•} {<•} {<•} {<•} ck all aclrflties 4 cm all 
cor-piters user {<•} {<•} {<•} {<■} {<•} {<•} users and automatically ׳r a w  logs to a desne *- 
mal {<-} (FTPilAM accountrg

(<■) m the Loci, cpace ley •

She* IX* Ht9ne

----------
O i» » 11 u u י 1 12

»  17 n 1• x
23 24 25 א 27

&r.>ad*r«/VK”yiMLa»«rO* ^
Leo ז »%«V 

V«wCka> .og 
*>wWafc 1_as 
*/'wVcuai Log 
■/'wAulc Lag 

G• T a Visual I ag 
Hie■ E«p!j Roar*

»boor 1i > כ_5 iR scr«« 
KTML fUper 

1W \'ntS Lt»J> ־ 
L a s t A«fc> Lag

v E»׳r»c נ_5
4wT«UIL0S■/ 

s«wO*L9g

( 1 r«3VMeWcH01*׳ 

j [ ] March Ce*

FIGURE 5.35: All In One Keylogger Screenshot
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K e y lo g g e r s  f o r  W in d o w s  CEH

ה Powered Keyloggerhttp://www. mykeylogger. com

jM•
StaffCop Standardhttp://www. s taffcop. com

\
iMonitorPC
http://www. imonitorpc. com

PC Activity Monitor Standardhttp ://www. pcacme. com
ט ט ט

□ □ □

:: fn n l
B Ih h i

KeyProwlerhttp://keyprowler. com

Ultimate Keyloggerhttp://www. ultimatekeylogger. com

Advanced Keyloggerhttp:/'/www. mykeylogger. com

The Best Keylogger
http://www. thebestkeylogger.com

Elite Keyloggerhttp://www. wides tep. com

M SoftActivity Keyloggerhttp://www.softactivity. com

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

K e y l o g g e r s  f o r  W i n d o w s

B es ides  t h e  k e y lo g g e r s  e x p la in e d  p re v io u s ly ,  t h e r e  a re  so m a n y  s o f t w a r e  k e y lo g g e rs  

a v a i la b le  in t h e  m a r k e t ;  y o u  can  m a k e  use o f  th e s e  t o o ls  t o  r e c o r d  t h e  k e y s t r o k e s  a n d  m o n i t o r  

ea ch  a c t i v i t y  o f  t h e  u s e r  o n  t h e  c o m p u t e r .  T h e s e  k e y lo g g e rs  a re  l is te d  as fo l l o w s .  T h e y  all a re  

use d  t o  re c o r d  t h e  k e y s t ro k e s  o n  t h e  u s e r  c o m p u t e r .  Y ou  can  d o w n lo a d  th e s e  to o ls  f r o m  t h e i r  

re s p e c t iv e  h o m e  s i tes  as fo l l o w s  a n d  s ta r t  u s in g  t h e m  t o  m o n i t o r  k e y s t r o k e s  a n d  o t h e r  u s e r  

a c t i v i t y  o n  t h e  c o m p u t e r .

H e re  is t h e  l is t  o f  k e y lo g g e rs  t h a t  ru n  o n  t h e  W in d o w s  o p e r a t in g  s y s te m : .

0  U l t im a t e  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . u l t i m a t e k e y lo g g e r . c o m  

0  A d v a n c e d  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . m v k e y lo g g e r . c o m  

0  T h e  B es t K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . t h e b e s t k e v l o g g e r . c o m  

0  S o f t A c t i v i t y  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . s o f t a c t i v i t y . c o m  

0  E li te  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . w i d e s t e p . c o m  

0  P o w e r e d  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . m y k e y lo g g e r . c o m  

0  S ta f fC o p  S ta n d a rd  a v a i la b le  a t  h t t p : / / w w w . s t a f f c 0p .c 0m  

0  iM o n i t o r P C  a v a i la b le  a t  h t t p : / / w w w . i m o n i t o r p c . c o m
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Q PC A c t i v i t y  M o n i t o r  S ta n d a rd  a v a i la b le  a t  h t t p : / / w w w . p c a c m e . c o m  

Q K e y P r o w le r  a v a i la b le  a t  h t t p : / / k e y p r o w l e r . c o m
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K e y  lo g g e r s  f o r  W in d o w s  CEH

iMonitorPC
http://www. imonitorpc. com

PC Activity Monitor Standardhttp://www.pcacme.com

מ Powered Keyloggerhttp://www.mykeylogger.com

|M StaffCop Standardhttp://www.staffcop.com

ט ט ט
ם □ □

: •Im l 
= [bb]

KeyProwlerhttp://keyprowler.com

Copyright ©  by EC-G(ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Ultimate Keyloggerhttp://www.ultimatekeylogger.com

Advanced Keyloggerhttp://www.mykeylogger. com

Elite Keyloggerhttp://www. widestep. com

The Best Keylogger
http://www.thebestkeylogger.com

M SoftActivity Keyloggerhttp://www. softactivity.com

K e y  l o g g e r s  f o r  W i n d o w s

— Y ־ ou can  a lso  use f o l l o w in g  k e y lo g g e rs  t h a t  ru n s  o n  t h e  W i n d o w s  o p e r a t i n g  s y s te m :  

0  K e y lo g g e r  Spy  M o n i t o r  a v a i la b le  a t  h t t p : / / e m a t r i x s o f t . c o m  

0  REFOG P e rso n a l  M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . r e f o g . c o m  

0  A c tu a l  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . a c t u a l k e v l o g g e r . c o m  

0  S p y te c t o r  a v a i la b le  a t  h t t p : / / w w w . s p y t e c t o r . c o m  

0  K id L o g g e r  a v a i la b le  a t  h t t p : / / k i d l o g g e r . n e t  

0  PC Spy K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . p c - s p y - k e v lo g g e r . c o m  

0  R e v e a le r  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . l o g i x o f t . c o m  

0  Spy K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . s p y - k e v - lo g g e r . c o m  

0  A c tu a l  Spy a v a i la b le  a t  h t t p : / / w w w . a c t u a l s p y . c o m  

0  S p yB u d d y®  2 0 1 2  a v a i la b le  a t  h t t p : / / w w w . e x p l o r e a n y w h e r e . c o m
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K e y lo g g e r  fo r  M a c :  A m a c  r  C 11
K e y lo g g e r  fo r  M a c  ! z  E 5

Amac Keylogger fo r Mac invisibly records all keystrokes typed, IM  chats, 
websites visited and takes screenshots and also sends all reports to  the 
attacker by email, or upload everything to  attacker's website

K e y l o g g e r  f o r  M a c :  A m a c  K e y l o g g e r  f o r  M a c

S o u rc e :  h t tp : / /w w w .a m a c k e y lo g g e r .c o m

A m a c  K e y lo g g e r  is a k e y lo g g e r  t h a t  ru n s  o n  M a c  o p e r a t i n g  s y s te m s  a n d  a l lo w s  y o u  t o  spy  o n  a 

M a c  m a c h in e  t o  s e c re t ly  r e c o r d  e v e r y t h in g  o n  t h e  M a c .  It d o e s  t h e  f o l l o w i n g  th in g s :

Q Log t y p e d  p a s s w o r d s

Q Log k e y s t r o k e s  a n d  c h a t  c o n v e rs a t io n s

Q R e co rd  w e b s i t e s  a n d  ta k e  s c re e n s h o ts

0  Log th e  IP a d d re s s  o f  t h e  m o n i t o r e d  M a c in to s h

0  A u t o m a t i c a l l y  ru n  a t  s ta r t u p  s te a l th i l y

Q A p p ly  s e t t in g s  t o  all u se rs  w i t h  o n e  c l ick

Q S end  logs t o  e m a i l /F T P  a t  p re s e t  in te rv a ls

Q P a s s w o rd  p r o t e c t  k e y lo g g e r  access
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FIGURE 5.36: Amac Keylogger for Mac
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CEH

_

K e y lo g g e r s  f o r  M A C

KidLogger for MAChttp://kidlogger. net

MAC Log Managerhttp://www. keylogger. in

Keyboard Spyhttp://alphaomega. 5 oftware.free.fr

FreeMacKeyloggerhttp://www. hwsuite. com

logkext
https://code.google.com

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

Aobo Mac OS X KeyLogger
http://www. keylogger-mac. com

Perfect Keylogger for Mac
http://www. blazingtools. com

Award Keylogger for Mac
http://www. award-s oft. com

J  Mac Keylogger
F  J
n nhttp://www.award-soft.com

REFOG Keylogger for MAChttp://www. re fog. com

K e y l o g g e r s  f o r  M a c
O

Like k e y lo g g e rs  f o r  W in d o w s ,  t h e r e  a re  a lso  m a n y  k e y lo g g e rs  t h a t  ru n s  o n  th e  M a c

o p e r a t i n g  s y s te m .  T h e s e  t o o ls  w i l l  ass is t y o u  in r e c o r d in g  k e y s t r o k e s  a n d  m o n i t o r i n g  t h e  u s e r

a c t i v i t y  o n  t h e  t a r g e t  M A C  OS c o m p u t e r  s y s te m .  Y ou  can  d o w n lo a d  t h e m  f r o m  t h e i r  re s p e c t iv e  

h o m e  s i te s  a n d  th e y  can  be used  t o  sp y  o n  a M a c  m a c h in e  t o  s e c r e t l y  r e c o r d  e v e r y t h in g  o n  t h e  

M a c .  T h e y  e n a b le  y o u  t o  re c o r d  e v e r y t h in g  t h e  u s e r  d o e s  o n  t h e  c o m p u t e r  such  k e y s t r o k e  

lo g g in g ,  r e c o r d in g  e m a i l  c o m m u n ic a t io n ,  c h a t  m e s s a g in g ,  ta k in g  s c r e e n s h o ts  o f  e a ch  a c t iv i t y ,  

e tc .

Y ou  can  use t h e  f o l l o w i n g  k e y s t r o k e  lo g g e rs  f o r  M a c  OS:

0  A o b o  M a c  OS X K e y L o g g e r  a v a i la b le  a t  h t t p : / / w w w . k e y l o g g e r - m a c . c o m

0  P e r fe c t  K e y lo g g e r  f o r  M a c  a v a i la b le  a t  h t t p : / / w w w . b l a z in g t o o l s . c o m

0  A w a r d  K e y lo g g e r  f o r  M a c  a v a i la b le  a t  h t t p : / / w w w . a w a r d - s o f t . c o m  

0  M a c  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . a w a r d - s o f t . c o m  

0  REFOG K e y lo g g e r  f o r  M A C  a v a i la b le  a t  h t t p : / / w w w . r e f o g . c o m  

0  K id L o g g e r  f o r  M A C  a v a i la b le  a t  h t t p : / / k i d l o g g e r . n e t

0  M A C  Log M a n a g e r  a v a i la b le  a t  h t t p : / / w w w . k e y l o g g e r . i n
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Q lo g k e x t  a v a i la b le  a t  h t tp s : / /co d e .g o o g le .co m  

e  K e y b o a rd  Spy a v a i la b le  a t  h t t p : / / a l p h a o m e g a . s o f t w a r e . f r e e . f r  

Q F re e M a c K e v lo g g e r  a v a i la b le  a t  h t t p : / / w w w . h w s u i t e . c o m

Ethical Hacking and Countermeasures
System Hacking
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^ י3
H a r d w a r e  K e y l o g g e r s

A h a r d w a r e  k e y lo g g e r  is a d e v ic e  t h a t  is c o n n e c te d  in b e t w e e n  a k e y b o a r d  a n d  th e  

c o m p u t e r .  I t  is used  t o  re c o r d  t h e  k e y s t ro k e s  o n  t h e  t a r g e t  u s e r  c o m p u t e r .  H a r d w a r e  

k e y lo g g e rs  log  all k e y b o a rd  a c t i v i t y  t o  t h e i r  in te r n a l  m e m o r y .  T h e  a d v a n ta g e  o f  a h a r d w a r e  

k e y lo g g e r  o v e r  s o f t w a r e  k e y lo g g e rs  is t h e y  i t  can  log  t h e  k e y s t ro k e s  as s o o n  as t h e  c o m p u t e r  

s ta r ts .  Y ou  can  use  f o l l o w i n g  h a r d w a r e  k e y s t r o k e  lo g g e rs  t o  a c h ie v e  y o u r  g o a ls .

K e y G h o s t

S o u rc e :  h t t p : / / w w w . k e y g h o s t . c o m

K e y G h o s t  is a t i n y  p lu g - in  d e v ic e  t h a t  re c o rd s  e v e ry  k e y s t r o k e  t y p e d  o n  a n y  c o m p u t e r .  Y ou  can  

a lso  m o n i t o r  a n d  r e c o r d  e m a i l  c o m m u n ic a t io n ,  c h a t r o o m  a c t i v i t y ,  i n s ta n t  m e ssa g e s ,  w e b s i t e  

a d d re sse s ,  se a rc h  e n g in e  s e a rc h e s ,  a n d  m o r e  w i t h  t h is  p lu g - in  k e y lo g g e r .  Y ou  d o  n o t  h a v e  t o  

in s ta l l  a n y  s o f t w a r e  t o  r e c o r d  o r  r e t r i e v e  k e y s t r o k e s .

F e a tu re s :

© It is easy  t o  use

© Ins ta l ls  in s e c o n d s ;  j u s t  p lu g  i t  in

© Can be  u n p lu g g e d  a n d  i n f o r m a t i o n  r e t r i e v e d  o n  a n o t h e r  PC
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Q Uses n o  s y s te m  re s o u rc e s  

Q E x c e l le n t  r e a l - t im e  b a c k u p  d e v ic e

f  £  KryO׳MA< U)k*#9t1 Ah ■

C ־> l :  www.heyg'KSltont

The KeyGhost 
Hardware 

Kevkxroor is a tiny 
plcg-in dc/iic that %(fJ ^ * any PC computer•ס״י׳מא records everykeysvcko typed on״  “ ל ׳

-•קת Pmn P«o01fg יו*ו9

TimeDate Stamping KeyGhost SX
■“ ”י— ■■“  Cfck tte Me betov to י»« toe K r O k m  SX website.
PI®to* ktt> KrvChog coaSX

So*c!k«1k>•* K ^ ,ho«  tdftra! * a id  a oae MoCeK
m o  K tA fta in r r *  M fw  la f.nu Q M ig a f/ • ג מ

K«/Ghcst Stf 312K F a *  Wtmoo - SW 
pr*!• n h u u  K*/Ghc»t P̂> י M«m11 F lw ' • S149

KsjQttaiPa Sf ?Mrgfcrtf FUahMenoof S1<w

KeyGhost (.'SB Keylogger
CompMDU M l M l  PC IK) MJC use kty»«Ct 1

FIGURE 5.37: KeyGhost Screenshot

K e y G r a b k e r

S o u rc e :  h t t p : / / w w w . k e v d e m o n . c o m

K e y G ra b b e r  is a h a r d w a r e  d e v ic e  t h a t  a l lo w s  y o u  t o  log  k e y s t ro k e s  f r o m  a PS/2 o r  USB 

k e y b o a rd .  A  h a r d w a r e  v id e o - lo g g e r  is a t i n y  f r a m e - g r a b b e r  f o r  c a p tu r in g  s c r e e n s h o ts  f r o m  a 

V G A , DVI, o r  H D M I v id e o  s o u rc e .

c ־♦ twydtmon com **יייי ' 

KeyGrabber
H ardw are  K e y lo g g e r

What is  <1 ha friw«<rr k r y lo i j f j r i?

A hardwaro ktyte^■ it an «l*c1rom< 6s.■ cc ef cjptunng Iu>:1r>k1t f w i j  H  2 ot Lit ktvteard.
A hardwuto video !09901 1; a buy f-anc fratfcer for ca0C«n1 ) s<>)<a-.k«tx fro״  a VCA. CM 0׳ HOM vmUo ! 
KtyC*ibi41 n the wOfWi Icacknj r>»» jVjct j׳«  ef haiawara I4sl >9 i־ >1̂1  stiao <199^9 ucVioic^y.

NOW S 4 4 .9 9 !K ey(״r j b b e 1 USB

MntSouM, b׳m<, 1M Wj< - >נן־י« tl*
mwm׳V pr»1«aM «זי» in w ) 1H-W ««
loutv IMIMKIlUt l«
Quirk *to •acy uam n cvyftoaae layout « 
.1m>rmMf1 u 1l(1 M1«» tav

FIGURE 5.37: KeyGrabber Screenshot
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Spyware is stealthy, and hide its process, 
files, and other objects in order to avoid 
removal

It allows attacker to gather information 
about a victim or organization such an email 
addresses, user logins, passwords, credit card 
numbers, banking credentials, etc.

S p y w a r e

J  Spyware is a program that records user’s 
interaction with the computer and Internet 
without the a user's knowledge and sends 
them over the Internet to attacker

J  It is similar to Trojan horse, which is usually 
bundled as a hidden component of freeware 
programs that can be available on the 
Internet for download

4 1

f #

Piggybacked software 
.־• .  installation

_  Browser add-ons

J J  r r

Spyware
f,opa9at/0״

Browser add-ons

Drive-by download

Masquerading as 
anti-spyware

Web browser 
vulnerability exploits

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

S p y w a r e

S p y w a re  is s t e a l t h y  c o m p u t e r  m o n i t o r i n g  s o f t w a r e  t h a t  a l lo w s  y o u  t o  s e c re t ly  r e c o rd  

all a c t iv i t ie s  o f  a c o m p u t e r  use r.  It  a u t o m a t i c a l l y  d e l iv e rs  logs t o  y o u  v ia  e m a i l  o r  FTP, i n c lu d in g  

all a re a s  o f  t h e  s y s te m  su ch  as e m a i l  se n t ,  w e b s i t e s  v is i te d ,  e v e ry  k e y s t r o k e  ( in c lu d in g  

lo g in / p a s s w o r d  o f  ICQ, M S N , AOL, A IM ,  a n d  Y a h o o  M e s s e n g e r  o r  W e b m a i l ) ,  f i le  o p e r a t io n s ,  a n d  

o n l in e  c h a t  c o n v e rs a t io n s .  It  a lso  ta k e s  s c re e n s h o ts  a t  s e t  in te rv a ls ,  j u s t  l ike  a s u r v e i l l a n c e  

c a m e r a  d i r e c t l y  p o in te d  a t  t h e  c o m p u t e r  m o n i t o r .  S p y w a r e  is u s u a l ly  b u n d le d  as a h id d e n  

c o m p o n e n t  o f  f r e e w a r e  o r  s h a r e w a r e  p r o g r a m s  t h a t  can  be  d o w n lo a d e d  f r o m  th e  I n t e r n e t .  

S p y w a r e  P r o p a g a t io n

In s ta l l in g  t h e  s p y w a re  o n  t h e  u s e r 's  c o m p u t e r  d o e s n ' t  r e q u i r e  a n y  c o n s e n t  f r o m  th e  use r.  You 

can  in s ta l l  t h e  s p y w a r e  o n  t h e  u s e r 's  c o m p u t e r  w i t h o u t  t h e i r  k n o w le d g e  b y  " p ig g y b a c k in g "  t h e  

s p y w a r e  o n  o t h e r  s o f t w a r e  p ro g r a m s .  T h is  is p o s s ib le  b e c a u s e  s p y w a r e  uses a d v e r t is in g  

c o o k ie s ,  w h ic h  is o n e  o f  t h e  s p y w a r e  su b c la s s e s .  Y ou  can  a lso  be  a f f e c te d  b y  s p y w a r e  w h e n  y o u  

v is i t  a w e b s i t e  t h a t  d i s t r i b u te s  s p y w a re .  T h is  is s o m e t im e s  c a l le d  " d r i v e - b y  d o w n l o a d i n g "  s ince  

i t  in s ta l ls  i t s e l f  w h e n  y o u  " d r i v e  b y "  t h e  w e b s i t e .

B ecause  o f  a lack  o f  u s e r 's  a t t e n t i o n  in d o w n lo a d in g  a n d  in s ta l l in g  a p p l ic a t io n s  f r o m  th e  

I n t e r n e t ,  i t  is p o s s ib le  t h a t  t h e  s p y w a re  is in s ta l le d .  T h e  s p y w a re  p r o p e l le d  w i t h  o t h e r  p ro g r a m s  

o n  t h e  I n t e r n e t  m a s q u e r a d e  as a n t i s p y w a r e  a n d  ru n  o n  t h e  u s e r 's  c o m p u t e r  w i t h o u t  a n y  

n o t ic e ,  w h e n  t h e  u s e r  d o w n lo a d s  a n d  in s ta l ls  p r o g r a m s  t h a t  a re  b u n d le d  w i t h  s p y w a r e .
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W h a t D o e s  th e  S p yw are  D o ? C
UrtNW4

EH
itkKJl lUckM

S te a ls  u s e rs ' p e rs o n a l in fo rm a t io n  a n d  s e nd s  i t  t o  a re m o te  s e rv e r  o r  h ija c k e r

M o n ito rs  u s e rs ' o n lin e  a c t iv ity

D isp la ys  a n n o y in g  p o p -u p s

R e d ire c ts  a w e b  b ro w s e r  t o  a d v e r t is in g  s ite s

C hanges w e b  b ro w s e r 's  d e fa u lt  s e tt in g  a n d  p re v e n ts  th e  u s e r fr o m  re s to r in g

A d d s  s e v e ra l b o o k m a rk s  to  th e  w e b  b ro w s e r 's  fa v o r ite s  lis t

D e c re ase s  o v e ra ll s y s te m  s e c u r ity  le v e l

R e du ce s  s y s te m  p e r fo rm a n c e  and  causes s o ftw a re  in s ta b il ity

C o n n e c ts  t o  re m o te  p o rn o g ra p h y  s ite s

P laces d e s k to p  s h o r tc u ts  t o  m a lic io u s  s p y w a re  s ite s

C hanges h o m e  page a n d  p re v e n ts  th e  u s e r f ro m  re s to r in g

M o d if ie s  th e  d y n a m ic a lly  l in k e d  lib ra r ie s  (DLLs) a n d  s lo w  d o w n  th e  b ro w s e r

C hanges f ir e w a ll  s e tt in g s

M o n ito rs  a n d  re p o r ts  w e b s ite s  y o u  v is it

Copyright ©  by E C -C a ind. A ll Rights Reserved. Reproduction is S trictly Prohibited.

W h a t  D o e s  t h e  S p y w a r e  D o ?

1 ■  O n c e  y o u  h a v e  s u c c e e d e d  in  i n s ta l l i n g  s p y w a r e  o n  a v i c t i m 's  c o m p u t e r ,  y o u  can  d o  

m a n y  o f f e n s iv e  th in g s  t o  t h e  v i c t im 's  c o m p u t e r .  Y ou  can  d o  f o l l o w i n g  th in g s  w i t h  s p y w a re  

in s ta l le d  o n  t h e  v i c t im 's  c o m p u t e r :

0  S tea ls  u se rs '  p e rs o n a l  i n f o r m a t i o n  a n d  se n d  i t  t o  a r e m o t e  s e rv e r  o r  h i ja c k e r

© M o n i t o r  u se rs '  o n l in e  a c t i v i t y

0  D isp la y  a n n o y in g  p o p -u p s  a n d  r e d i r e c t  a w e b  b r o w s e r  t o  a d v e r t is in g  s i tes  

© C h a n ge  w e b  b r o w s e r 's  d e f a u l t  s e t t in g  a n d  p r e v e n t  t h e  u s e r  f r o m  re s to r in g  

0  A d d  m u l t i p le  b o o k m a r k s  t o  t h e  w e b  b r o w s e r 's  f a v o r i t e s  l is t 

0  D e c re a s e  o v e ra l l  s y s te m  s e c u r i t y  leve l 

0  P lace d e s k to p  s h o r t c u ts  t o  m a l ic io u s  s p y w a r e  s i tes  

0  C o n n e c t  t o  r e m o t e  p o r n o g r a p h y  s i tes  

0  R e d u ce  s y s te m  p e r f o r m a n c e  a n d  causes  s o f t w a r e  in s ta b i l i t y  

0  S tea l y o u r  p a s s w o rd s  

0  S end  y o u  t a r g e t e d  e m a i l
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Q C h a n ge  th e  h o m e  p a g e  a n d  p r e v e n t  t h e  u s e r  f r o m  re s to r in g :

Q M o d i f i e  t h e  d y n a m i c a l l y  l i n k e d  l ib r a r ie s  (DLLs) a n d  s lo w  d o w n  th e  b r o w s e r  

Q C h a n ge  f i r e w a l l  s e t t in g s  

Q M o n i t o r  a n d  r e p o r t  w e b s i t e s  y o u  v is i t
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T y p e s  o f  S p y w a r e s

Em ail and 
In ternet 
Spyware

Child Screen
M onitoring ) Capturing 

Spyware \ Spyware

D esktop
Spyware

T y p e s  o f  S p y w a r e

T h e re  a re  10  m a in  t y p e s  o f  s p y w a r e  o p e r a t in g  o n  t h e  I n t e r n e t  t h a t  an  a t t a c k e r  can 

use  t o  s te a l  i n f o r m a t i o n  a b o u t  u s e r  a c t i v i t y  o n  c o m p u t e r  w i t h o u t  h i s /h e r  c o n s e n t  a n d  

k n o w le d g e .  T h e  f o l l o w i n g  a re  th e s e  10  ty p e s :

Q D e s k to p  S p y w a re

Q E m a il  a n d  I n t e r n e t  S p y w a re

Q C h ild  M o n i t o r i n g  S p y w a re

Audio
Spyware

USB
Spyware

Telephone/
Cellphone
Spyware

GPS
Spyware

Print
Spyware

Video
Spyware

e V id e o  S p y w a re

e P r in t  S p y w a re

e S c re e n  C a p tu r in g  S p y w a re

0 USB S p y w a re

Q A u d io  S p y w a re

© GPS S p y w a re

© Cell P h o n e  a n d  T e le p h o n e  S p y w a re
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D e s k t o p  S p y w a r e

Desktop spyware provides information regarding what 
network users did on their desktops, how, and when

D esk to p |
S p y w a r e

Logs users' 
keystrokes

Al

t

)

t

Record activity 
log and store at 
one centralized 
location

Record 
software usage 
and tim ings

Record and 
m onitor Internet
activities

Live recording 
o f rem ote 

desktops

3  ©  n
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D e s k t o p  S p y w a r e

D e s k to p  s p y w a r e  is s o f t w a r e  t h a t  a l lo w s  an a t t a c k e r  t o  ga in  i n f o r m a t i o n  a b o u t  a 

u s e r 's  a c t iv i t ie s  o r  g a t h e r  p e r s o n a l  i n f o r m a t i o n  a b o u t  t h e  u s e r  a n d  se n d  i t  v ia  t h e  I n t e r n e t  t o  

t h i r d  p a r t ie s  w i t h o u t  t h e  u s e r 's  k n o w le d g e  o r  c o n s e n t .  It p ro v id e s  i n f o r m a t i o n  re g a r d in g  w h a t  

n e t w o r k  u se rs  d id  o n  t h e i r  d e s k to p s ,  h o w ,  a n d  w h e n .

D e s k to p  s p y w a r e  a l lo w s  a t ta c k e rs  t o  p e r f o r m  t h e  fo l l o w in g :

0  Live r e c o r d in g  o f  r e m o t e  d e s k to p s

0  R e c o rd  a n d  m o n i t o r  I n t e r n e t  a c t iv i t ie s

0  R e co rd  s o f t w a r e  usage  a n d  t im in g s

0  R e co rd  a c t i v i t y  log  a n d  s to r e  a t  o n e  c e n t r a l i z e d  lo c a t io n

0  Logs u se rs '  k e y s t ro k e s
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Desktop Spyware: Activity Monitor

נ

CEH
(•rtifwd itkitjl

J  A c t iv i t y  M o n i t o r a l lo w s y o u  t o  t r a c k  a n y  LA N  a n d  g iv e s  y o u  t h e  d e ta i le d  

in f o r m a t io n  o n  w h a t ,  h o w , a n d  w h e n  n e tw o r k  u s e rs  p e r fo r m e d

F e a tu r e s

© View remote desktops

e Record activity log

e View communication 
history

© Take snapshots of the 
remote computer

Copyright ©  by E C -C a ind. A ll Rights Reserved. Reproduction is S trictly Prohibited.

D e s k t o p  S p y w a r e :  A c t i v i t y  M o n i t o r

S * ״ o u rc e :  h t t p : / / w w w . s o f t a c t i v i t y . c o m

A c t i v i t y  M o n i t o r  is a t o o l  t h a t  a l lo w s  y o u  t o  t r a c k  a n y  LAN, g iv in g  y o u  t h e  m o s t  d e ta i le d  

i n f o r m a t i o n  o n  w h a t ,  h o w ,  a n d  w h e n  n e t w o r k  use rs  a re  p e r f o r m in g  o n  t h e  n e t w o r k .  T h is  

s y s te m  co n s is ts  o f  s e r v e r  a n d  c l ie n t  p a r ts .  A c t i v i t y  M o n i t o r  S e rv e r  can  be  in s ta l le d  o n  a n y  

c o m p u t e r  in t h e  w h o le  LA N . R e m o te  sp y  s o f t w a r e  is in s ta l le d  o n  all c o m p u t e r s  o n  t h e  n e t w o r k  

t h a t  y o u  w a n t  t o  m o n i t o r .  R e m o te  sp y  s o f t w a r e  is a lso  k n o w n  as t h e  A g e n t ,  a s m a l l  c l ie n t  

p r o g r a m .  A g e n t  can  be  in s ta l le d  r e m o t e l y  f r o m  th e  PC w i t h  A c t i v i t y  M o n i t o r  S e rv e r  o n  i t  o r  v ia  

A c t i v e  D i r e c t o r y  G r o u p  P o l ic y  in W in d o w s  d o m a in .

A n y  c o m p u t e r  in t h e  n e t w o r k  u n d e r  c o n t r o l  can  be s p ie d  o n  r e m o t e l y  w i t h  th is  t o o l  j u s t  by  

in s ta l l in g  t h e  A g e n t  o n  t h e  c o m p u t e r .  Y ou  can  t u n e  th e  a c t i v i t y  m o n i t o r  s o f t w a r e  t o  r e c o rd  

a c t iv i t ie s  o f  all t h e  c o m p u t e r s  c o n n e c te d  o n  t h e  n e tw o r k .

F e a tu re s :

Q Live v i e w  o f  r e m o t e  d e s k to p s  (s c re e n s h o t )

© Easy I n t e r n e t  usage  m o n i t o r in g  

© M o n i t o r  s o f t w a r e  usage
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Q R e co rd  a c t i v i t y  log  f o r  all w o r k p la c e s  in o n e  c e n t r a l i z e d  lo c a t io n  o n  a m a in  c o m p u t e r  

w i t h  A c t i v i t y  M o n i t o r  in s ta l le d

© S to re  c o m p le t e  h i s to r y  o f  c o m m u n ic a t i o n s  f o r  e v e ry  u s e r  (e m a i ls  s e n t  a n d  re c e iv e d ,  IM  

c h a ts ,  m e ssa g e s  t y p e d  in w e b  fo r u m s )

Q T ra c k  a n y  u s e r 's  k e y s t ro k e s ,  e v e n  p a s s w o rd s  o n  y o u r  s c re e n ,  in r e a l - t im e  m o d e

© T o ta l  c o n t r o l  o v e r  n e t w o r k e d  c o m p u t e r s .  S ta r t  o r  t e r m i n a t e  r e m o t e  p ro ce sse s ,  ru n  

c o m m a n d s ,  c o p y  f i le s  f r o m  r e m o t e  s y s te m s .  Y ou  m a y  e v e n  t u r n  t h e  c o m p u t e r  o f f  o r  

r e s t a r t  it ,  n o t  t o  m e n t io n  lo g g in g  o f f  t h e  c u r r e n t  u s e r

Q D e p lo y  A c t i v i t y  M o n i t o r  A g e n t  ( th e  c l ie n t  p a r t  o f  t h e  s o f t w a r e )  r e m o t e l y  f r o m  th e  

a d m in is t r a t o r 's  PC t o  all c o m p u t e r s  in  y o u r  n e t w o r k
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CEH

Net Spy Prohttp://www. net-monitoring-s oft ware, com

REFOG Employee Monitorhttp://www. re fog. com

Work Examiner Standardhttp://www. workexaminer.com

D e s k t o p  S p y w a r e

— —

OsMonitor
http://www. os ■monitor, com

M LANVisor
http://www. lanvisor. com

Remote Desktop Spyhttp://www. global-spy-s oft ware, com

SSProhttp://www. gps oftde v. com

RecoveryFix Employee 
Activity Monitorhttp://www. recovery fix. com

Employee Desktop Live 
Viewer
http://www. nucleus technologies.com

NetVizorhttp://www. netvizor. net

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

D e s k t o p  S p y w a r e
_ i_nJ

T h e re  is v a r io u s  d e s k t o p  s p y w a r e  a v a i la b le  in t h e  m a r k e t  t h a t  an  a t t a c k e r  can  use t o  

m o n i t o r  r e m o t e  u s e r  d e s k to p s .  T h is  s p y w a re  can  be  use d  t o  m o n i t o r  a n d  r e c o r d  e v e ry  d e ta i l  o f  

u s e r  PC a n d  I n t e r n e t  a c t i v i t y .  A n  a t t a c k e r  can  log  k e y s t ro k e s ,  w e b s i t e s  v is i t e d  b y  t h e  use r,  

p r o g r a m s  r u n n in g  o n  t h e  u s e r  c o m p u t e r ,  c h a t  c o n v e rs a t io n s ,  e m a i l  c o m m u n ic a t io n ,  

d o w n lo a d e d  f i le s ,  o p e n e d /c lo s e d  w in d o w s ,  e tc .  Y ou  can  a lso  ta k e  s n a p s h o ts  o f  t h e  r e m o t e  u s e r  

d e s k to p  a n d  m u c h  m o r e .  S o m e  o f  d e s k to p  s p y w a r e  s o f t w a r e  t h a t  a t t a c k e rs  m a y  use  f o r  

m o n i t o r i n g  u s e r  d e s k to p s  r e m o t e l y  a re  l is te d  as fo l l o w s :

© R e m o te  D e s k to p  Spy a v a i la b le  a t  h t t p : / / w w w . g l o b a l - s p y - s o f t w a r e . c o m  

SSPro a v a i la b le  a t  h t t p : / / w w w . g p s o f t d e v . c o m

R e c o v e ry F ix  E m p lo y e e  A c t i v i t y  M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . r e c o v e r y f i x . c o m  

E m p lo y e e  D e s k to p  L ive V ie w e r  a v a i la b le  a t  h t t p : / / w w w . n u c l e u s t e c h n o l o g ie s . c o m  

N e tV iz o r  a v a i la b le  a t  h t t p : / / w w w . n e t v i z o r . n e t  

N e t  Spy P ro  a v a i la b le  a t  h t t p : / / w w w . n e t - m o n i t o r i n g - s o f t w a r e . c o m  

REFOG E m p lo y e e  M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . r e f o g . c o m  

O s M o n i t o r  a v a i la b le  a t  h t tp : / /w w w .o s - m o n i to r . c o m  

L A N V is o r  a v a i la b le  a t  h t t p : / / w w w . l a n v i s o r . c o m  

W o r k  E x a m in e r  S ta n d a rd  a v a i la b le  a t  h t t p : / / w w w . w o r k e x a m i n e r . c o m

e

e

©

0

©

©

©

©

©
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E m a il  a n d  In te rn e t  S p yw are  CEH

E m a il S p y w a r e

-I Email spyware monitors, records, and forwards incoming and outgoing 
emails, including web-mail services like Gmail and Hotmail

J  It secretly records and sends copies of all incoming and outgoing if'■
emails to the attacker through specified email address 

J  It records instant messages conducted in: AIM, MSN, Yahoo, Twitter,
Google+, Orkut, MySpace, Facebook, Gmail, etc.

I I I  I  I  I  I  I I I I I I I  I  I  I  I  I
I n t e r n e t  S p y w a r e

J  Internet spyware allows attacker to monitor all the web pages accessed by 
the users

J  It provides a summary report of overall web usage

J  It records the date/time of visits and the active time spent on each website 

J  It blocks access to a particular web page or an complete website

Copyright ©  by E C -C a ind. A ll Rights Reserved. Reproduction is S trictly Prohibited

E m a i l  a n d  I n t e r n e t  S p y w a r e  

E m a i l  S p y w a r e

-------------  E m a i l  s p y w a r e  is a p r o g r a m  o r  s o f t w a r e  t h a t  m o n i t o r s ,  re c o rd s ,  a n d  f o r w a r d s  all

i n c o m in g  a n d  o u tg o in g  e m a i ls ,  in c lu d in g  w e b m a i l  s e rv ic e s  such  as H o tm a i l  a n d  Y a h o o  m a i l .  

O n c e  in s ta l le d  o n  t h e  c o m p u t e r  t h a t  y o u  w a n t  t o  m o n i t o r ,  th is  t y p e  o f  s p y w a r e  re c o r d s  a n d  

se n d s  c o p ie s  o f  all i n c o m in g  a n d  o u tg o in g  e m a i ls  t o  y o u  t h r o u g h  a s p e c i f ie d  e m a i l  a d d re s s  o r  

saves o n  t h e  loca l d is k  f o l d e r  o f  t h e  m o n i t o r e d  c o m p u t e r .  T h is  w o r k s  in a s te a l th  m o d e ;  t h e  

use rs  o n  t h e  c o m p u t e r  w i l l  n o t  be  a w a r e  o f  t h e  p re s e n c e  o f  e m a i l  s p y w a r e  o n  t h e i r  c o m p u t e r .  It 

is a lso  c a p a b le  o f  r e c o r d in g  i n s t a n t  m e s s a g e s  c o n d u c te d  in : A IM ,  M S N , Y a h o o ,  M y S p a c e ,  

F a c e b o o k ,  e tc .

I n t e r n e t  S p y w a r e

I n t e r n e t  s p y w a re  is a u t i l i t y  t h a t  a l lo w s  y o u  t o  m o n i t o r  all t h e  w e b  pages  accessed  by  

t h e  u se rs  o n  y o u r  c o m p u t e r  in y o u r  a b s e n c e .  It m a k e s  a c h r o n o lo g ic a l  r e c o r d  o f  all v i s i t e d  URLs. 

Th is  a u t o m a t i c a l l y  lo a d s  a t  s y s te m  s ta r t u p .  It ru n s  in s t e a l t h  m o d e ,  w h ic h  m e a n s  i t  ru n s  in t h e  

b a c k g ro u n d  a n d  th e  use rs  o n  y o u r  c o m p u t e r  can  n e v e r  d e te c t  th is  t o o l  is in s ta l le d  o n  t h e  

c o m p u t e r .  A ll  t h e  v is i t e d  URLs a re  w r i t t e n  in to  a log  f i le  a n d  s e n t  t o  a s p e c i f ie d  e m a i l  a d d re ss .  

U s ing  I n t e r n e t  s p y w a re ,  o n e  can  p e r f o r m  w e b  a c t i v i t y  s u r v e i l l a n c e  o n  a n y  c o m p u t e r .  It
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p ro v id e s  a s u m m a r y  r e p o r t  o f  o v e r a l l  w e b  u s a g e  su ch  as w e b s i t e s  v is i t e d ,  a n d  t h e  t i m e  s p e n t  

o n  e a ch  w e b s i t e ,  as w e l l  as all a p p l ic a t io n s  o p e n e d  a lo n g  w i t h  t h e  d a t e / t i m e  o f  v is i ts .  It a lso  

a l lo w s  y o u  t o  b lo c k  access  t o  a s p e c i f ic  w e b  page  o r  an  e n t i r e  w e b s i t e  b y  m e n t i o n i n g  t h e  URLs 

o r  t h e  k e y w o r d s  t h a t  y o u  w a n t  t o  b lo c k  o n  y o u r  c o m p u t e r .
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Email and Internet Spyware: 
Power Spy CEH

Power Spy v l 1.1 Unregistered

P o w e r  S p y  c:ontrol Panel

Saetn sh o ts

G
Fac«D00k Keystrokes 1■vsDsites visited

M
H  *

MSN M*ss«ng«f

J
S*yp«

e
Yahoo M assang* Emails

E3
App*ca»ons Documents

ם
Cftpooafd

£
Admmistralof

0  Export All Logs O D ele le  All l o g s

1

C•*»״«*>« (c) •u .tn .SW l Im< 2004-2012 All OfM» r«t«r.«4

h t t p : / / e m a t r i x s o f t . c o m

Copyright ©  by E C -C a ind. A ll Rights Reserved. Reproduction is S trictly Prohibited.

J  Power Spy secretly monitors 
and records all activities on 
your computer

J  It records all Facebook use, 
keystrokes, emails, web 
sites visited, chats, and I Ms 
in Windows Live Messenger, 
Skype, Yahoo Messenger, 
Tencent QQ, Google Talk, 
AOL Instant Messenger 
(AIM), and others

0 C ' E m a i l  a n d  I n t e r n e t  S p y w a r e :  P o w e r  S p y

S o u rc e :  h t t p : / / e m a t r i x s o f t . c o m

P o w e r  S py  s o f t w a r e  a l lo w s  y o u  t o  m o n i t o r  y o u r  c o m p u t e r  f r o m  a r e m o t e  p la ce  w h e n e v e r  y o u  

a re  a w a y  f r o m  th e  PC. It re c o rd s  all F a c e b o o k  use, k e y s t ro k e s ,  e m a i ls ,  w e b  s i tes  v is i t e d ,  c h a ts  &  

IM s  in  W in d o w s  Live M e s s e n g e r  (M S N  M e s s e n g e r ) ,  S kype , Y a h o o  M e s s e n g e r ,  T e n c e n t  Q Q , 

G o o g le  T a lk ,  G A D U -G A D U , ICQ, A O L  In s ta n t  M e s s e n g e r  (A IM ) ,  a n d  m o r e .  In a d d i t i o n ,  i t  e v e n  

re c o rd s  c l ip b o a r d  d a ta ,  p a s s w o rd s  t y p e d ,  d o c u m e n t s  o p e n e d ,  w in d o w s  o p e n e d ,  and  

a p p l ic a t io n s  e x e c u te d .  It s ta r ts  a u t o m a t i c a l l y  w i t h  s y s te m  s ta r tu p ,  ru n s  s e c re t ly ,  a n d  se n d s  log  

r e p o r t s  t o  y o u r  e m a i l  o r  FTP. Y ou  can  c h e c k  th e s e  r e p o r t s  a n y w h e r e  y o u  l ike .
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Pow er Spy v l  1.1 U n reg is te red

Buy NowP o w e r  S p y  Contro l Panel

f l  Start M onitoring 

nו  Stealth Mode 

0  Configuration 

0  User Manual 

O  Techn ica l Support 

About & Contact 

o  Uninsta ll Me

Screenshots

o
Facebook Ke,strokes

V
weositts visited

MSN Messenger

9
Skype

Q )

Yahoo Messenger

r .

Emails

a
Applications

r
Documents

ם
CiipOoarO

( f a

Administrator

Q  Export A ll Logs Delete A ll Logs

Copyright (c)  •M#|nxS*fc- I»C. 2004-2012• All n gK ti r«1«rv«4.

FIGURE 5.39: Email and Internet Spyware by Using Power Spy
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In te r n e t  a n d  E m a il  S p y w a re  CEH

Spylab WebSpyhttp://www. spylab. org

CyberSpy
http:// www. cyberspysoftware. com

-Pl1r  .3
Personal Inspectorhttp://www. spyars enal. com

ר*־# AceSpy

־ = ־
http://www. acespy. com

EmailObserver
http://www. s ofts ecurity. com

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

m  eBLASTERhttp://www. spec tors oft. com

!monitor Employee Activity 
Monitor

http://www. employee-monitor ing-s oftware. cc ׳-

Employee Monitoringhttp://www. employeemonitoring. net

OsMonitor
http://www. os •monitor, com

Ascendant NFM
http://www. as cendant-s ecurity. comf£3

I n t e r n e t  a n d  E m a i l  S p y w a r e

I n t e r n e t  a n d  e m a i l  S p y w a re  re c o rd s  as w e l l  as re v ie w s  all a c t i v i t ie s  such  as e m a i ls ,  

i n s ta n t  m e ssa g e s ,  a n d k e y s t r o k e s  o n  c o m p u t e r s ,  t a b le ts ,  a n d  m o b i le  p h o n e s .  It e v e n  p r o te c ts  

y o u r  f a m i l y  f r o m  d a n g e r  o n l in e  a n d  s a fe g u a r d s  y o u r  c o m p a n y  f r o m  r is k  a n d  loss. A  fF e w  

I n t e r n e t  a n d  e m a i l  s p y w a re  p r o g r a m s  a re  l is te d  as fo l l o w s :

0  eBLASTER a v a i la b le  a t  h t t p : / / w w w . s p e c t o r s o f t . c o m

0  ! m o n i t o r  E m p lo y e e  A c t i v i t y  a v a i la b le  a t  h t t p : / / w w w . e m p lo y e e - m o n i t o r i n g - s o f t w a r e . e e  

0  E m p lo y e e  M o n i t o r i n g  a v a i la b le  a t  h t t p : / / w w w . e m p l o y e e m o n i t o r i n g . n e t  

0  O s M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . o s - m o n i t o r . c o m  

0  A s c e n d a n t  N F M  a v a i la b le  a t  h t t p : / / w w w . a s c e n d a n t - s e c u r i t y . c o m  

0  S p y la b  W e b S p y  a v a i la b le  a t  h t t p : / / w w w . s p y l a b . o r g  

0  P e rso n a l  I n s p e c to r  a v a i la b le  a t  h t t p : / / w w w . s p y a r s e n a l . c o m  

0  C y b e rS p y  a v a i la b le  a t  h t t p : / / w w w . c y b e r s p y s o f t w a r e . c o m  

0  A ce S p y  a v a i la b le  a t  h t t p : / / w w w . a c e s p y . c o m  

0  E m a i lO b s e rv e r  a v a i la b le  a t  h t t p : / / w w w . s o f t s e c u r i t v . c o m
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C h i ld  M o n i t o r in g  S p y w a re CEH
UrtifM ttfciul Nm Iwt

O
Child m onitoring spyware allows you to  track and m on ito r w hat 
your kids are doing on the com puter online and o ffline

(

fcx i

o Control and supervise how children use the PC and In ternet m
W

Copyright ©  by E C -C a ind. A ll Rights Reserved. Reproduction is S trictly Prohibited.

C h i l d  M o n i t o r i n g  S p y w a r e

C h ild  m o n i t o r in g  s p y w a r e  a l lo w s  y o u  t o  t r a c k  a n d  m o n i t o r  w h a t  y o u r  k ids  a re  d o in g  o n  

t h e  c o m p u t e r  o n l in e  a n d  o f f l i n e .  In s te a d  o f  lo o k in g  o v e r  t h e  c h i ld 's  s h o u ld e r  e v e ry  t im e ,  o n e  

can  use c h i ld  m o n i t o r in g  s p y w a r e  t o  k n o w  h o w  t h e y  a re  s p e n d in g  t i m e  o n  t h e  c o m p u t e r .  Th is  

w o r k s  in  a s te a l th  m o d e ;  y o u r  c h i ld re n  w i l l  n o t  be  a w a r e  o f  t h e  f a c t  t h a t  y o u  a re  w a tc h in g  o v e r  

t h e m .  A f t e r  t h e  in s ta l la t io n ,  th is  s p y w a r e  logs  t h e  p r o g r a m s  b e in g  used , w e b s i t e s  v is i t e d ,  c o u n ts  

k e y s t r o k e s  a n d  m o u s e  c l icks, a n d  t a k e  s c re e n s h o ts  o f  o n s c re e n  a c t i v i t y .  A l l  t h e  d a ta  is 

a cce ss ib le  t h r o u g h  a p a s s w o r d - p r o t e c te d  w e b  in te r fa c e .

T h is  a lso  a l lo w s  y o u  t o  p r o t e c t  y o u r  k ids  f r o m  a cce ss in g  i n a p p r o p r i a t e  w e b  c o n t e n t  by  s e t t in g  

s p e c i f ic  k e y w o r d s  t h a t  y o u  w a n t  t o  b lo ck .  T h is  s p y w a r e  se n d s  a r e a l - t im e  a le r t  t o  y o u  w h e n e v e r  

t h e  s p e c i f ic  k e y w o r d s  a re  e n c o u n t e r e d  o n  y o u r  c o m p u t e r  o r  w h e n e v e r  y o u r  k ids  w a n t  t o  access 

i n a p p r o p r i a t e  c o n t e n t .  It a lso  re c o rd s  s e le c te d  a c t iv i t ie s ,  i n c lu d in g  s c re e n s h o ts ,  k e y s t ro k e s ,  a n d  

w e b s i te s .

C h ild  m o n i t o r in g  s p y w a r e  re c o rd s  a ll  t h e  a c t iv i t ie s  o f  y o u r  c h i ld  o n  t h e  c o m p u t e r  a n d  saves 

t h e m  e i t h e r  i n t o  a h id d e n  e n c r y p t e d  f i le  o r  se n d s  t o  a s p e c i f ie d  e m a i l  a d d re s s .  It a lso  re c o rd s  

t h e  t i m e  a t  w h ic h  t h e y  o p e n e d  th e  a p p l ic a t io n s ,  h o w  m u c h  t i m e  th e y  a re  s p e n d in g  o n  t h e  

I n t e r n e t  o r  c o m p u t e r ,  w h a t  t h e y  a re  d o in g  o n  t h e  c o m p u t e r ,  a n d  so on .
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Child Monitoring Spyware: 
Net Nanny Home Suite CEH

It allows you to see logs of children's 
Internet activity and instant messages

Net Nanny Home Suite allows you to track 
and monitor whatyour kids are doing on 
the computer

S ettin g  W indow

http ://w w w .ne tnanny.com

Copyright ©  by EC-Cauncl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

C h i l d  M o n i t o r i n g  S p y w a r e :  N e t  N a n n y  H o m e  S u i t e

S o u rc e :  h t t p : / / w w w . n e t n a n n y . c o m

N e t  N a n n y 's  p a re n ta l  c o n t r o l  s o f t w a r e  w i t h  i ts  I n t e r n e t  p r o t e c t i o n  t o o ls  a l lo w s  y o u  t o  p r o t e c t  

t h e  c h i ld  o n  t h e  I n t e r n e t  f r o m  in a p p r o p r i a t e  c o n te n t ,  p o r n o g r a p h y ,  a n d  o t h e r  o f f e n s iv e  

c o n t e n t .  I t  is a f i l t e r  t h a t  a l lo w s  y o u  t o  m a in ta in  y o u r  h o m e  I n t e r n e t  use  f r o m  a n y w h e r e  a t  a n y  

t i m e  v ia  r e m o t e  m a n a g e m e n t  t o o ls .  Y ou  can  a d ju s t  t h e  f i l t e r  s e t t in g s  a c c o rd in g  t o  y o u r  

p e rs o n a l  p re fe re n c e s  a n d  n e e d  f o r  m o n i t o r i n g  w e b  b r o w s in g  a n d  i n s ta n t  m e s s a g in g  f r o m  

a n y w h e r e .  It can  g e n e r a te  a le r ts  f o r  IM  p r e d a t o r s  a n d  c y b e r  b u l l ie s .  It p ro v id e s  p a s s w o rd -  

p r o t e c te d  access f o r  p a re n ts  a n d  c u s to m iz a b le  re s t r i c t io n s  f o r  e a ch  f a m i l y  m e m b e r .  Y ou  can  see 

r e p o r t s  o f  y o u r  c h i ld r e n 's  I n t e r n e t  a c t i v i t y  a n d  logs o f  i n s t a n t  m e s s a g e s .
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O  Add IK er ©  Rem ove IHer

Your Net Nanny tnal 
w l expre «14 ו days.

Buy Now I

S e t t i n g  W i n d o w

FIGURE 5.40: Net Nanny Home Suite in Setting Window

Web | instant Messagng | Sooal Networfang | Add%ns Settngs |

W eb Browsing W hen Blocked or W arned

P  Enabte Web browsng »spla r. | Net Nanny blodi page J

P  Record Web activity 

(• Nter Web content

Restrict browsrtg to speofic s te s  

C ategories

Keyword Blociung

Manage keywords

Reset aפר l categories to: | -־Select■-

(stock E  AdJl^atue l*x* d  0  Begjrf Acfr'̂ ttes OD Proxy —I
[S 5 T 3  X Akohd (E5T" 3  A  |w « n  » |  r j  SooHNttworta

I■״* d  4 I■־* d זי   P-TU . ׳ T־b״«o
|* x k  j J  r 3  H »«eA **ree |0 Mfc d  m  p° ׳ " ° » « h ׳  |aodc j J  7 “ weapons

1 s 5 r 3  in״  Profarvty Managr languages for profarvty ma4ang

a  b rjyV o■■■ common cateoy j j

|wjm _»J &  Ch»t Sites |M0« 2 1  ^  lm»ge/Wdeo Sea«»1 |**w  d  A  Rt*90u5 •J

F i l t e r  W i n d o w

FIGURE 5.41: Net Nanny Home Suite in Filter Window
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C h i ld  M o n i t o r in g  S p y w a re CEH

p !
K9 Web Protectionhttp://wwwl. k9webprotection. comAobo Filter for PChttp://www. aobo-porn-filter. com

•

Verity Parental Control 
Softwarehttp://www. nchsoftware. com

CyberSievehttp:/'/www. 5 oftforyou. com

Profil Parental Filter
http://www. profiltechnology. comD

Child Control
http://www. 5 alfeld. co

a a a PC Pandora
□  □ c http://www. pc pandora, com

: : f n n l
S i h h I

KidsWatchhttp://www. kids watch, com

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

C h i l d  M o n i t o r i n g  S p y w a r e

S o m e  c h i ld  m o n i t o r i n g  s p y w a r e  t h a t  is re a d i ly  a v a i la b le  in t h e  m a r k e t  a re  as fo l l o w s :  

© A o b o  F i l te r  f o r  PC a v a i la b le  a t  h t t p : / / w w w . a o b o - p o r n - f i l t e r . c o m  

© C yb e rS ie v e  a v a i la b le  a t  h t t p : / / w w w . s o f t f o r v o u . c o m  

© C h ild  C o n t r o l  a v a i la b le  a t  h t t p : / / w w w . s a l f e l d . c o m  

© S e n tryP C  a v a i la b le  a t  h t t p : / / w w w . s e n t r y p c . c o m  

© S p y te c h  S e n tryP C  a v a i la b le  a t  h t t p : / / w w w . s p y t e c h - w e b . c o m  

© K9 W e b  P r o te c t io n  a v a i la b le  a t  h t t p : / / w w w l . k 9 w e b p r o t e c t i o n . c o m  

© V e r i t y  P a re n ta l  C o n t ro l  S o f t w a r e  a v a i la b le  a t  h t t p : / / w w w . n c h s o f t w a r e . c o m  

© P ro f i l  P a re n ta l  F i l te r  a v a i la b le  a t  h t t p : / / w w w . p r o f i l t e c h n o l o g y . c o m  

© PC P a n d o ra  a v a i la b le  a t  h t t p : / / w w w . p c p a n d o r a . c o m  

© K id s W a tc h  a v a i la b le  a t  h t t p : / / w w w . k i d s w a t c h . c o m
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S creen  C a p tu r in g  S p yw are  CEH

M onitoring

It allowsmonitoringscreensin real- 
time of all the user activities on the 
network

R ecording

Screen capturing spyware takes screenshots 
or record screens video in stealth mode 
(Invisible/hidden to users) of local or remote 
computers at a predefined interval of time 
with encryption capability ,

Sending

Screen capturing spyware generally saves 
screenshots to a local disk or sends them 
to an attacker via FTP or email

Copyright ©  by E C -C a ind. A ll Rights Reserved. Reproduction is S trictly Prohibited.

Capturing

These spywares may also capture 
keystrokes, mouse activity, visited website 
URLs, and printer activity in realtime

S c r e e n  C a p t u r i n g  S p y w a r e

S c re e n  c a p tu r in g  s p y w a r e  is a p r o g r a m  t h a t  a l lo w s  y o u  t o  m o n i t o r  c o m p u t e r  a c t iv i t ie s  

b y  t a k in g  s n a p s h o ts  o r  s c r e e n s h o ts  o f  t h e  c o m p u t e r  o n  w h ic h  t h e  p r o g r a m  is in s ta l le d .  T h is  

ta k e s  s n a p s h o ts  o f  t h e  loca l o r  r e m o t e  c o m p u t e r  a t  s p e c i f ie d  t i m e  in te r v a ls  a n d  saves  t h e m  

e i t h e r  o n  t h e  loca l d is k  in a h id d e n  f i le  f o r  l a te r  r e v ie w  o r  se n d s  t h e m  t o  an  a t t a c k e r  t h r o u g h  a 

p r e d e f in e d  e m a i l  a d d re s s  o r  FTP.

S c re e n  c a p tu r in g  s p y w a re  is n o t  o n ly  c a p a b le  o f  ta k in g  s c re e n s h o ts  b u t  a lso  c a p tu r e s  

k e y s t ro k e s ,  m o u s e  a c t i v i t y ,  v i s i t e d  w e b s i t e  URLs, a n d  p r i n t e r  a c t iv i t ie s  in rea l  t im e .  Th is  

p r o g r a m  o r  s o f t w a r e  can  be  in s ta l le d  o n  n e t w o r k e d  c o m p u t e r s  t o  m o n i t o r  t h e  a c t i v i t ie s  o f  all 

t h e  c o m p u t e r s  o n  t h e  n e t w o r k  in rea l  t i m e  b y  ta k in g  s c re e n  s h o ts .  T h is  w o r k s  in a s te a l t h  m o d e  

so y o u  can  m o n i t o r  a n y o n e 's  a c t i v i t i e s  o n  t h e  c o m p u t e r  w i t h o u t  t h e i r  k n o w le d g e .

W i t h  th is  s p y w a r e  p r o g r a m ,  use rs  can  m o n i t o r  a c o m p u t e r  a n d  d e t e r m in e  t h e  a c t iv i t ie s  o f  use rs  

o n  t h e  c o m p u t e r  as t h e y  a re  l o o k in g  a t  t h e  c o m p u t e r  l ive . T h is  p r o g r a m  ru n s  t r a n s p a r e n t l y  in 

t h e  b a c k g r o u n d .  I t  ta k e s  s c re e n s h o ts  f o r  ea ch  a n d  e v e ry  a p p l i c a t i o n  o p e n e d  o n  t h e  c o m p u t e r  

so u se rs  can  k n o w  a b o u t  ea ch  a n d  e v e ry  a c t io n  o f  t h e  c o m p u t e r  in r e a l - t im e .
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S creen  C a p tu r in g  S pyw are  
S o ftA c tiv ity T S  M o n ito r

SoftActivityTS Monitor is 
terminal server sessions 
recorder that captures 
every user action

It captures screenshots of 
user activity such as picture 
of each visited web page, 
opened program, sent or 
received IM message, etc.

h t t p : / / w w w . s o f t a c t i v i t y . c o m

Copyright ©  by E & C a in c !. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.
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S c r e e n  C a p t u r i n g  S p y w a r e :  S o f t  A c t i v i t y  T S  M o n i t o r

S o u rc e :  h t t p : / / w w w . s o f t a c t i v i t y . c o m
B

S o f t A c t i v i t y  TS M o n i t o r  is a t e r m in a l - s e r v e r  sess ions  r e c o r d e r  t h a t  c a p tu r e s  e v e ry  u s e r  a c t io n .  It 

a l lo w s  y o u  t o  m o n i t o r  t h e  r e m o t e  u s e r 's  a c t i v i t ie s  o n  y o u r  W i n d o w s  t e r m i n a l  s e r v e r  and  

m o n i t o r  y o u r  e m p lo y e e s  w h o  w o r k  f r o m  h o m e  o r  a r e m o t e  a re a  a n d  d u r in g  b u s in e s s  t r ip s  v ia  

RDP. T h is  can  a lso  m o n i t o r  w h a t  u se rs  d o  o n  t h e  c l i e n t 's  n e t w o r k ,  w i t h o u t  in s ta l l in g  a n y  

s o f t w a r e  o n  y o u r  n e t w o r k .  It can  d o c u m e n t  s e rv e r  c o n f ig u r a t io n  c h a n g e s  by  r e c o r d in g  r e m o t e  

a n d  lo c a l  a d m i n i s t r a t i v e  s e s s io n s .  S e cu re  y o u r  c o r p o r a t e  d a ta  by  p r e v e n t in g  i n f o r m a t i o n  t h e f t  

b y  in s id e rs .  In c re a se  s ta f f  p r o d u c t i v i t y  a n d  im p r o v e  s e c u r i ty .  T h is  t e r m i n a l  s e r v e r  m o n i t o r in g  

s o f t w a r e  is c o m p le t e l y  in v is ib le  t o  m o n i t o r e d  use rs .
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tu n toftA ־  rtivify Report*

Search all tabs

Ji 2 to '
Programs Usage Screenshots

All dates This week This month Fron ].un 01 ׳4ל׳ ו ? • 

Today |Lott 7 days | 70: |j״n/14 ׳20!2 ־־  t
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^ W .״י  
L - /  ♦ ׳׳

Open... Ejipoit Refresh
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FIGURE 5.42: SoftActivity TS Monitor Screenshot
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_

S creen  C a p tu r in g  S p yw are  CEH

PC Screen Spy Monitor
http://ematrixsoft. com

Desktop Spyhttp://www. spyars enal. com

Kahlown Screen Spy Monitor
http://www. lesoftrejion. com

, IcyScreen
http:/'/www. 16s oft ware, com

Guardbay Remote Computer
Monitoring Software

1S r 1 http://www. guardbay. com
Spector Pro
http://www. spec tors oft. com

HT Employee Monitorht tp://www. hi detools. com

Spy Employee Monitor
http://www.spys w. com

PC Tattletalehttp://www.pctattletale. com

Computer Screen Spy 
Monitorhttp://www. mysuperspy. com

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

S c r e e n  C a p t u r i n g  S p y w a r e

S c re e n  c a p tu r in g  s p y w a r e  is a p r o g r a m  t h a t  a l lo w s  y o u  t o  m o n i t o r  t h e  c o m p u t e r  

a c t i v i t i e s  o f  y o u r  c h i ld  o r  e m p lo y e e s  b y  ta k in g  s n a p s h o ts  o r  s c r e e n s h o ts  f o r  e a ch  a n d  e v e ry  

a p p l ic a t io n  o p e n e d  o n  t h e  c o m p u t e r  o n  w h ic h  t h e  p r o g r a m  is in s ta l le d .  A  f e w  o f  t h e  s c re e n  

c a p t u r in g  s p y w a r e  p r o g r a m s  a re  l is te d  as fo l l o w s :

© D e s k to p  Spy a v a i la b le  a t  h t t p : / / w w w . s p y a r s e n a l . c o m

IcyS c reen  a v a i la b le  a t  h t t p : / / w w w . 1 6 s o f t w a r e . c o m

S p e c to r  P ro  a v a i la b le  a t  h t t p : / / w w w . s p e c t o r s o f t . c o m

PC T a t t le t a le  a v a i la b le  a t  h t t p : / / w w w . p c t a t t l e t a l e . c o m

C o m p u t e r  S c re e n  Spy M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . m y s u p e r s p y . c o m

PC S c reen  Spy M o n i t o r  a v a i la b le  a t  h t t p : / / e m a t r i x s o f t . c o m

K a h lo w n  S c re e n  Spy M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . l e s o f t r e j i o n . c o m

Q G u a r d b a y  R e m o te  C o m p u t e r  M o n i t o r i n g  S o f t w a r e  a v a i la b le  a t

h t t p : / / w w w . g u a r d b a y . c o m

© HT E m p lo y e e  M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . h i d e t o o l s . c o m  

Q Spy E m p lo y e e  M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . s p y s w . c o m

Q

Q

©

e

e
0
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/ ]  U S B  S p y w a r e

USB s p y w a r e  is a p r o g r a m  o r  s o f t w a r e  d e s ig n e d  f o r  s p y in g  o n  t h e  c o m p u t e r  a n d  

d u m p in g  in to  t h e  USB d e v ic e .  USB s p y w a r e  c o p ie s  t h e  s p y w a r e  f i le s  f r o m  USB d e v ic e s  o n  t o  t h e  

h a rd  d isk  w i t h o u t  a n y  re q u e s t  a n d  n o t i f i c a t io n .  T h is  r u n s  in  a h i d d e n  m o d e  so t h e  use rs  o f  t h e  

c o m p u t e r  w i l l  n o t  be  a w a r e  o f  t h e  p re s e n c e  o f  t h e  s p y w a re  o n  t h e i r  c o m p u t e r .

USB s p y w a re  p ro v id e s  a m u l t i f a c e t e d  s o lu t io n  in t h e  p ro v in c e  o f  USB c o m m u n ic a t io n s .  T h e  USB 

s p y w a r e  is c a p a b le  o f  m o n i t o r i n g  USB d e v ic e s '  a c t i v i t y  w i t h o u t  c re a t in g  a d d i t i o n a l  f i l t e r s ,  

d e v ic e s ,  e tc . ,  w h ic h  m ig h t  d a m a g e  th e  d r i v e r  s t r u c tu r e  in t h e  s y s te m .

USB s p y w a re  le ts  y o u  c a p tu r e ,  d is p la y ,  r e c o r d ,  a n d  a n a ly z e  t h e  d a ta  t h a t  is t r a n s fe r r e d  b e tw e e n  

a n y  USB d e v ic e  c o n n e c te d  t o  a PC a n d  a p p l ic a t io n s .  Th is  e n a b le s  w o r k in g  o n  d e v ic e  d r i v e r  o r  

h a r d w a r e  d e v e lo p m e n t ,  w h ic h  p ro v id e s  a p o w e r f u l  p l a t f o r m  f o r  e f f e c t i v e  c o d in g ,  te s t in g ,  a n d  

o p t im iz a t i o n  a n d  m a k e s  i t  a g r e a t  t o o l  f o r  d e b u g g in g  s o f t w a r e .

It c a p tu r e s  all t h e  c o m m u n ic a t io n s  b e t w e e n  a USB d e v ic e  a n d  its  h o s t  a n d  saves i t  i n t o  a h id d e n  

f i le  f o r  l a te r  r e v ie w .  A  d e ta i le d  log  p re s e n ts  a s u m m a r y  o f  e a ch  d a ta  t r a n s a c t i o n  a lo n g  w i t h  its  

s u p p o r t  i n f o r m a t i o n .  T h e  USB s p y w a r e  uses l o w  s y s te m  re s o u rc e s  o f  t h e  h o s t  c o m p u t e r .  Th is  

w o r k s  w i t h  i ts  o w n  t i m e  s ta m p  t o  log  all t h e  a c t iv i t ie s  in t h e  c o m m u n ic a t i o n  s e q u e n c e .

USB s p y w a r e  d o e s  n o t  c o n ta in  a n y  a d w a r e  o r  s p y w a r e .  It w o r k s  w i t h  m o s t  r e c e n t  v a r ia n ts  o f  

W in d o w s .
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Q USB s p y w a r e  c o p ie s  f i le s  f r o m  USB d e v ic e s  t o  y o u r  h a rd  d isk  in h i d d e n  m o d e  w i t h o u t  

a n y  re q u e s t

© It c re a te s  a h id d e n  f i l e / d i r e c t o r y  w i t h  t h e  c u r r e n t  d a te  a n d  b e g in s  t h e  b a c k g r o u n d  

c o p y in g  p ro c e s s

Q It a l lo w s  y o u  t o  c a p tu r e ,  d is p la y ,  r e c o r d ,  a n d  a n a ly z e  d a ta  t r a n s f e r r e d  b e t w e e n  a n y  USB 

d e v ic e  c o n n e c te d  t o  a PC a n d  a p p l ic a t io n s
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U S B  S p y w a r e :  U S B S p y

S o u rc e :  h t t p : / / w w w . e v e r s t r i k e . c o m

USBSpy le ts  y o u  c a p tu r e ,  d is p la y ,  r e c o r d ,  a n d  a n a ly z e  d a ta  t h a t  is t r a n s fe r r e d  b e t w e e n  a n y  USB 

d e v ic e  c o n n e c te d  t o  a PC a n d  a p p l ic a t io n s .  T h is  m a k e s  i t  a g r e a t  t o o l  f o r  d e b u g g in g  s o f t w a r e ,  

w o r k in g  o n  a d e v ic e  d r i v e r  o r  h a r d w a r e  d e v e lo p m e n t ,  a n d  p ro v id e s  a p o w e r f u l  p l a t f o r m  f o r  

e f f e c t i v e  c o d in g ,  te s t in g ,  a n d  o p t im iz a t i o n .  It m a k e s  USB t r a f f i c  re a d i ly  a cce ss ib le  f o r  a na lys is  

a n d  d e b u g g in g .  Its f i l t e r s  a n d  t r ig g e r s  c u t  t h e  chase  a n d  p re s e n ts  o n ly  r e q u i r e d  d a ta .  Its 

i n te r f a c e  m a k e s  c o m m u n ic a t i o n s  easy  t o  f o l l o w .
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— USBSpy

Type Nun... Request Type w . . Elapsed... Dewe06)ect *
1*8 0 
URB I

BUU _0R ״INTERRUPT ״TRANS... 
BUU_OR_INTERRUPT_T»ANS..

IN
IN

0.030043
0.050072

USBPOO-4 (0>61E. 
US6POO81!0) 4־E .

i n  2 BUU ״OR ״INTERRUPT TRANS. IN 0 660066 USBPOO-4 (0!81E .
URB 3 BUU _0R JNTERR URT ״TRANS. IN 0 060006 USBPOO-4 (0*81E .
I M .  4 BUU _OR .INTERRUPT _TRANS IN 0.070101 USBPOO-4 (0>81E
URB S 8UU_0R_INTERRUPT_TRANS.. IN 0.070101 USBPOO-4 (0«81E
I M  j  * BUU.ORJNTERRUPT.TRANS.. IN 0070101 USBPOO-4 (0!81E
URB 7 BUU _0R ״INTERRUPT ״TRANS.. IN 0.070101 USBPOO-4 (OxBlE..
m  a
URB 9

BUU ״OR JNTERR UPT ״TRANS... 
BUU ״OR ״INTERRUPT ״TRANS..

IN
IN

0.060115 
0.060115

USBPOO-4 (0x61E.. 
USBPOO-4 (OxBlC..

I M  10 BUU _0R ״INTERRUPT ״TRANS. IN 0.090130 USBPOO-4 (OxBlE..
URB II BUU _0R JNTERRUPT.TRANS.. IN 0.090130 USBPOO-4 (OxBlE..
IM S  12 BUU _0R ״INTERRUPT ״TRANS. IN 0.110156 USBPOO-4 (OxBlE.. v
<~ >־ ]

C«*unr^Rew*t [”־־

0*411 9 X

: M e [ t i t  V*V. r « * u r e  O p tio n  tjetp

_r_« f i k J i
0 ««1c«  a
- □ < Kl

■ 1r « 1( R ) «2a a 1ce/c«M  u s e  u n n m t no t
Root Hue

Pt»t I: No dev« tomected

־  D f c  W e* B )« M I0 e /D eM U 5 8 U n rv e rw (M M >  

Root HUB 
Q  J  W  I: No device connected 
ח  /  Port 2: No device corrected 

- D*H(lt)828OlOefl)»1US8Urav*rwlHo0
Root HUB ,

! * ■ ■ ■ ■ ■ ■ H i

USB Device Piopettwi
U SB  HIO 

M O Q a n

(74* 17A074D3•! 10086f t  OOM)C3CF5 v

f e w  'fyO rrvt**

SU tf-V tew

DevKe Name Device Object Service
0  ♦  U58ROO-4 81CFC0X «*t>hub
0  ♦  JQ0000... 81E96310 ►**>*>

Bin: 00000000 A tcil 0 
900□

O ff•• t: 0000 He■: 00 Dec: 
0000 ■  00 01 00

FIGURE 5.43: USB Spyware by Using USBSpy
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CEHU S B  S p y w a r e

USB Monitor Pro
http://www. us b-monitor. com

USB Activity Monitoring 
Softwarehttp://www. datadoctor. org

KeyCarbon USB Hardware 
^  ) Keylogger

http://www. spywaredirect.net

USB 2GB Keyloggerhttp://diij.comו כ י

USBTrace Stealth iBot Computer Spy
http://www. s ys nude us. com http://www. brickhousesecurity. com

USB Monitorhttp://www. hhds oft ware, com
*י—׳

USB Grabber
http://usbgrabber. s ourceforge, netr r- r נ

a  ^

USBDeview
http://www. nirs oft. net

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

m Advanced USB Port Monitor

w http://www. aggs oft. com

U S B  S p y w a r e

A  f e w  o f  USB s p y w a r e  t o o l s  t h a t  a re  a v a i la b le  in t h e  m a r k e t  a re  l is te d  as fo l l o w s :  

0  USB M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . h h d s o f t w a r e . c o m

0  USB G r a b b e r  a v a i la b le  a t  h t tp : / /u s b g ra b b e r .s o u rc e fo rg e .n e t

0  U SB Trace  a v a i la b le  a t  h t t p : / / w w w . s v s n u c l e u s . c o m

0  U S B D e v ie w  a v a i la b le  a t  h t t p : / / w w w . n i r s o f t . n e t

0  A d v a n c e d  USB P o r t  M o n i t o r  a v a i la b le  a t  h t t p : / / w w w . a g g s o f t . c o m

0  USB M o n i t o r  P ro  a v a i la b le  a t  h t t p : / / w w w . u s b - m o n i t o r . c o m

0  USB A c t i v i t y  M o n i t o r i n g  S o f t w a r e  a v a i la b le  a t  h t t p : / / w w w . d a t a d o c t o r . o r g

0  S te a l th  iB o t  C o m p u t e r  Spy a v a i la b le  a t  h t t p : / / w w w . b r i c k h o u s e s e c u r i t y . c o m

0  K e y C a rb o n  USB H a r d w a r e  K e y lo g g e r  a v a i la b le  a t  h t t p : / / w w w . s p y w a r e d i r e c t . n e t

0  USB 2GB K e y lo g g e r  a v a i la b le  a t  h t t p : / / d i i j . c o m
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records and spies vo ice  cha
message of different instant 
messengers such as MSN voice 
chat, Skype voice chat, ICQ voice 
chat, MySpace voice chat, etc.

Malicious users use audio 
spyware to  snoop and m onitor 
conference recordings, phone 
calls, and radio broadcasts

A u d io  S p y w a r e

It saves the recorded sounds into 
hidden files and transfers them  
autom atically through Internet to
attacker

Copyright ©  by EC-Cauncl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

A u d i o  S p y w a r e

A u d io  s p y w a r e  is t h e  s o u n d  s u r v e i l l a n c e  p r o g r a m  t h a t  is d e s ig n e d  t o  c a p tu r e  t h e  s o u n d  w a v e s  

o r  v o ic e  o n t o  t h e  c o m p u t e r .  T h e  s p y w a r e  can  be in s ta l le d  o n  t h e  c o m p u t e r  w i t h o u t  t h e  

p e rm is s io n  o f  t h e  c o m p u t e r  use r.  T h e  a u d io  s p y w a re  is in s ta l le d  o n  th e  c o m p u t e r  in a s i le n t  

m a n n e r  w i t h o u t  s e n d in g  a n y  n o t i f i c a t i o n  t o  t h e  u s e r  a n d  ru n s  in t h e  b a c k g ro u n d  t o  re c o rd  

v a r io u s  s o u n d s  o n  t h e  c o m p u t e r  s e c re t ly .  U s ing  a u d io  s p y w a r e  d o e s n ' t  r e q u i r e  a n y  

a d m i n i s t r a t i v e  p r iv i le g e s .

A u d io  s p y w a re  m o n i t o r s  a n d  re c o rd s  a v a r ie t y  o f  s o u n d s  o n  t h e  c o m p u t e r .  T h e  r e c o r d e d  s o u n d s  

a re  saved  in to  a h id d e n  f i le  o n  t h e  loca l  d is k  f o r  la te r  r e t r ie v e .  T h e r e fo r e ,  a t ta c k e rs  o r  m a l ic io u s  

use rs  use  th is  a u d io  s p y w a r e  t o  s n o o p  a n d  m o n i t o r  c o n fe r e n c e  re c o r d in g s ,  p h o n e  calls , and  

ra d io  b ro a d c a s ts ,  w h ic h  m a y  c o n ta in  t h e  c o n f id e n t ia l  i n f o r m a t i o n .

A u d io  s p y w a r e  is c a p a b le  o f  r e c o r d in g  a n d  s p y in g  v o ic e  c h a t  m e ssa g e s  o f  v a r io u s  p o p u la r  

i n s ta n t  m e s s e n g e rs .  W i t h  th is  a u d io  s p y w a r e  p e o p le  can  w a tc h  o v e r  t h e i r  e m p lo y e e s  o r  

c h i ld r e n  a n d  see w h o  t h e y  a re  c o m m u n ic a t i n g  w i t h .

A u d io  s p y w a re  can  be  used  t o  m o n i t o r  d ig i ta l  a u d io  d e v ic e s  such  as v a r io u s  m e s s e n g e rs ,  

m ic r o p h o n e s ,  a n d  ce l l  p h o n e s .  It can  re c o r d  a u d io  c o n v e r s a t io n s  by  e a v e s d r o p p in g  a n d  m o n i t o r  

all in g o in g  a n d  o u tg o in g  ca l ls , t e x t  m e ssa g e s ,  e tc .  T h e y  a l l o w  l ive  ca l l  m o n i t o r in g ,  a u d io  

s u r v e i l l a n c e ,  t r a c k  SMS, lo g g in g  all ca l ls , a n d  GPRS t r a c k in g .
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CEH
Audio Spyware: Spy Voice 
Recorder and Sound Snooper

S o u n d  S n o o p e r

J  Voice activated recording 

J  Store records in any sound form at 

J  Conference recordings 

J  Radio broadcasts logging

! Sound Snooper

File Options Help

SB L iv e !  W a v e  D e v ic e  V o ic e

h t t p : / / w w w . s o u n d - s n o o p e r . c o m

$

S p y  V o ic e  R ec o r d e r

Spy Voice Recorder records voice chat 
message of instant messengers, including 
MSN voice chat, Skype voice chat, Yahoo! 
messenger voice chat, ICQ voice chat, QQ 
voice chat, etc.

F i le  O ption About

StopHi | W  00:00:27.9
save Pa 1h: ^:V rocra ir files lived ® ata I ... I I

I”  Hde Tiay [con Hide Insial Path
Set Options 
[7 Au'.uStart

Rctcrdiry Options
C  Rc\.vt 0 iviJ 1 Pi Lyiam 3 la! lup | 1 • I50VC rfca^iinUM
(• Auto Record Task Management

W Auto Rtcord Whin Skyp• Voic• Chut Aetvat•] 
r  Auto Record When QQ Voice Chat Activate 
r  Auto Record when Yahoo! Messenger voce chat Activate 
I~ Auto Recoid When Voce Chat Room Activate

hockey Setttxj
(* Default Hockey Ctrl 4 Alt 4  R___

C  Set Hotkey Ctrl 4 Alt 4

V כ OK ׳׳  c  ) (C a n c e l

h  t t p : / / w w w .  m y  s u p e r s p y .  c o m

Copyright © by E C -C a ind. All Rights Reserved. Reproduction is Strictly Prohibited.

A u d i o  S p y w a r e :  S p y  V o i c e  R e c o r d e r  a n d  S o u n d  S n o o p e r

S p y  V o i c e  R e c o r d e r

S o u rc e :  h t t p : / / w w w . m v s u p e r s p y . c o m

Spy V o ic e  R e c o rd e r  is c o m p u t e r  sp y  s o f t w a r e  t h a t  a l lo w s  y o u  t o  m o n i t o r  s o u n d  a n d  v o ic e  

r e c o r d e r  o n  t h e  s y s te m .  I t  in v is ib ly  re c o rd s  o n l in e  c h a t  c o n v e r s a t io n s  m a d e  in p o p u la r  c h a t  

p r o g r a m s  o r  i n s ta n t  m e s s e n g e rs  in c lu d in g  d i f f e r e n t  t y p e s  o f  v o ic e  c h a ts  a v a i la b le  o n  t h e  

I n t e r n e t  such  as M S N  V o ic e  C h a t,  S kype  V o ic e  C ha t,  Y a h o o !  M e s s e n g e r  V o ic e  c h a t ,  ICQ V o ic e  

C h a t,  Q Q  V o ic e  C h a t,  e tc .  T h is  can  a lso  re c o r d  o t h e r  s t r e a m in g  a u d io  f r o m  th e  I n t e r n e t ,  m u s ic  

p la y e d ,  s o u n d s  f r o m  th e  m ic r o p h o n e ,  e a rp h o n e s ,  e tc .
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Spy ?oi.ce R ecorde r

F i l e  O p t io n  A bo u t

Stop0 0 : 0 0 : 2 7 . 9M M
ViewSave Path: |D:V>rogram HesVycdVJata

I-  hide Tray Icon (~ Hide Install Path
Set Options 

AutoStart
5e

Recording Options ____
C Record with Program Startup  j Save Fles/Minutes
(* Auto Record Task Management

|7 Auto Record When Skype Voice Chat Activate!
P Auto Record When QQ Voice Chat Activate

Auto Record When Yahoo !Messenger Voice Chat Activate 
P Auto Record When Voice Chat Room Activate

Hotkey Setting 
C Default Hotkey Ctrl + Alt + R 
C Set Hotkey Ctrl + Alt + ק ־ כ

,CancelV ' OKExit

FIGURE 5.44: Spy Voice Recorder Screenshot

S o u n d  S n o o p e r

c S o u r c e :  h t t p : / / w w w . s o u n d - s n o o p e r . c o m

S o u n d  S n o o p e r  is c o m p u t e r  s p y  s o f t w a r e  t h a t  a l lo w s  y o u  t o  m o n i t o r  s o u n d  a n d  v o ic e  re c o r d e rs  

o n  t h e  s y s te m .  It in v is ib ly  s ta r ts  r e c o r d in g  o n c e  i t  d e te c t s  s o u n d  a n d  a u to m a t i c a l l y  s to p s  

r e c o r d in g  w h e n  th e  v o ic e  d is a p p e a r s .  Y ou  can  use  th is  in r e c o r d in g  c o n fe r e n c e s ,  m o n i t o r in g  

p h o n e  calls , r a d io  b r o a d c a s t in g  logs, s p y in g  a n d  e m p l o y e e  m o n i t o r i n g ,  e tc .  It  has v o ic e  

a c t i v a te d  re c o r d in g ,  can  s u p p o r t  m u l t i p le  s o u n d  ca rds ,  s to re s  re c o rd s  o f  a n y  s o u n d  f o r m a t ,  

se n d s  e m a i ls  w i t h  r e c o r d e d  a t t a c h m e n t s ,  a n d  is s u p p o r t e d  b y  W i n d o w s .

ES S o u n d  S n o o p e r  H l f i l  E 3

File Options Help

SB L iv e !  W a v e  D e v ic e V o ic e

. . .  j J . 1 Jl. 1 , , u U  . i
5 1 0

יי י י p 1 י יין י ’ T11 ׳ <|r f r׳r י י ד י 00  2 5 :2 3

S o u n d  B la s te r  W a v e  D e v ic e P a u s e

5 0

0 2 :0 5 :3 2

---------------------------------------------------------------------------------1

FIGURE 5.45: Sound Snooper Screenshot
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V id e o  S p y w a r e CEH

Hacker

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

jL r  ) V i d e o  S p y w a r e

—  V id e o  s p y w a r e  is s o f t w a r e  f o r  v id e o  s u rv e i l la n c e .  W i t h  th is  s o f t w a r e ,  y o u  can  re c o rd  

all v id e o  a c t i v i t y  w i t h  a p r o g r a m m e d  s c h e d u le .  Th is  can  be  in s ta l le d  o n  t h e  t a r g e t  c o m p u t e r  

w i t h o u t  t h e  u s e r 's  k n o w le d g e .  T h e  v id e o  s p y w a re  ru n s  t r a n s p a r e n t l y  in t h e  b a c k g ro u n d ,  a n d  

m o n i t o r s  a n d  re c o rd s  w e b c a m s  a n d  v i d e o  I M  c o n v e r s io n s  s e c re t ly .  T h e  r e m o t e  access  f e a t u r e  

o f  v id e o  s p y w a r e  a l lo w s  th e  a t t a c k e r  t o  c o n n e c t  t o  t h e  r e m o t e  o r  t a r g e t  s y s te m  in o r d e r  t o  

a c t i v a te  a le r t s  a n d  e le c t r i c  d e v ic e s  a n d  see  r e c o r d e d  im a g e s  in a v i d e o  a r c h iv e  o r  e v e n  g e t  l ive  

im a g e s  f r o m  all t h e  c a m e ra s  c o n n e c te d  t o  th is  s y s te m  us in g  a w e b  b r o w s e r  such  as I n t e r n e t  

E x p lo re r .

Attackers can remotely 
view webcams via the 
web or mobile phones

It allows attacker to get 
live images from all the 
cameras connected to this 
system through Internet

Video spyware secretly 
monitors and records 
webcams and video IM 
conversions

Video spyware can be 
used for video 
surveillance of sensitive 
facilities

User

User
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Video Spyware: WebCam Recorder CEH

Record w izard

■ e t e c t e d  im a g e

WebCam Recorder records 
anything on screen such as:

w W e b c a m s  playing in your 
browser

w Video IM conversations 
w Content from video sites such

manual selection
as YouTube

9 Any video playing on your 
desktop

tf Record anything displayed on 
screen

Retiy Use

F in is h

h  t t p : / / w e b c a m r e c o r d e r .  c o m

Copyright ©  by E(M580ncB. A ll Rights Reserved. Reproduction isS tric tly  Prohibited.

V i d e o  S p y w a r e :  W e b C a m  R e c o r d e r

S o u rc e :  h t t p : / / w e b c a m r e c o r d e r . c o m

W e b C a m  R e c o r d e r  is v id e o  s u rv e i l la n c e  s o f t w a r e  t h a t  a l lo w s  y o u  t o  re c o r d  a n y th in g  o n  sc re e n  

such  as w e b c a m s  p la y in g  in y o u r  b r o w s e r ,  v id e o  IM  c o n v e rs a t io n s ,  c o n t e n t  f r o m  v id e o  s i tes  

such  as Y o u T u b e ,  a n d  v id e o  p la y in g  o n  y o u r  d e s k to p .
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Record wizard 

Auto-detected image

FinishN extB a ckC ance l

FIGURE 5.46: Video Spyware by Using WebCam Recorder
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V id e o  S p y w a r e CEH

Eyeline Video Surveillance 
Softwarehttp://www. nchsoftware. com

Capturix VideoSpy
http://www. capturix. com

WebCam Looker
http://felenas oft. com

SecuritySpyhttp ://www. bens oft ware, com

I D

\

MyWebcam Broadcaster
http://www. eyespyfx. com

iSpy
http://www. is py connect, com

Digi-Watcherhttp://www. digi-watcher. com

NET Video Spyhttp://www. s arbas h. com

ט ט ט
□  □ c

WebcamMagichttp://www. robomagic. com

I F !

I-Can-See-Youhttp://www.internetsafetysoftware.com

Copyright ©  by E&Caunc!. A ll Rights Reserved. Reproduction is S trictly Prohibited.

V i d e o  S p y w a r e

M a n y  v id e o  s p y w a r e  p r o g r a m s  a re  a v a i la b le  in t h e  m a r k e t  f o r  s e c re t  v id e o  

s u r v e i l l a n c e .  T h e  a t t a c k e r  can  use th is  s o f t w a r e  t o  s e c re t ly  m o n i t o r  a n d  re c o r d  w e b c a m s  a n d  

v id e o  IM  c o n v e rs io n s .  A n  a t t a c k e r  can  use v i d e o  s p y w a r e  t o  r e m o t e l y  v i e w  w e b c a m s  in o r d e r  

t o  g e t  l ive  fo o t a g e  o f  s e c re t  c o m m u n ic a t i o n .  W i t h  t h e  h e lp  o f  th is  s p y w a re ,  a t ta c k e rs  can  

re c o r d  a n d  p la y  a n y th in g  d is p la y e d  o n  v i c t im 's  s c re e n .  A  f e w  o f  t h e  v id e o  s p y w a r e  p r o g r a m s  

use d  f o r  th e s e  p u rp o s e s  a re  l is te d  as fo l l o w s :

0  W e b c a m M a g ic  a v a i la b le  a t  h t t p : / / w w w . r o b o m a g i c . c o m  

0  M y W e b c a m  B ro a d c a s te r  a v a i la b le  a t  h t t p : / / w w w . e y e s p y f x . c o m  

e  l -C an -S ee -Y ou  a v a i la b le  a t  h t t p : / / w w w . i n t e r n e t s a f e t v s o f t w a r e . c o m  

0  D ig i - W a tc h e r  a v a i la b le  a t  h t t p : / / w w w . d i g i - w a t c h e r . c o m  

0  NET V id e o  Spy a v a i la b le  a t  h t t p : / / w w w . s a r b a s h . c o m

0  E ye l in e  V id e o  S u rv e i l la n c e  S o f t w a r e  a v a i la b le  a t  h t t p : / / w w w . n c h s o f t w a r e . c o m  

0  C a p tu r ix  V id e o S p y  a v a i la b le  a t  h t t p : / / w w w . c a p t u r i x . c o m  

0  W e b C a m  L o o k e r  a v a i la b le  a t  h t t p : / / f e l e n a s o f t . c o m  

0  S e c u r i ty S p y  a v a i la b le  a t  h t t p : / / w w w . b e n s o f t w a r e . c o m  

0  iSpy a v a i la b le  a t  h t t p : / / w w w . i s p y c o n n e c t . c o m

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 05 Page 676

http://www
http://www
http://felenas
http://www
http://www
http://www
http://www
http://www
http://www.internetsafetysoftware.com
http://www.robomagic.com
http://www.eyespyfx.com
http://www.internetsafetvsoftware.com
http://www.digi-watcher.com
http://www.sarbash.com
http://www.nchsoftware.com
http://www.capturix.com
http://felenasoft.com
http://www.bensoftware.com
http://www.ispyconnect.com


Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
System Hacking

P r in t  S p y w a r e CEH

Printer spyware facilitates remote printer usage m onitoring and used to  detect 
exact p rin t job properties such as number o f copies, number o f printed pages, 
and content printed

It records all the in form ation related to  the p rin te r activities in d iffe ren t 
form ats and saves the in form ation in encrypted logs and also sends the log file 
to  a specified email address over Internet

&

v

j j r

User
X____-

Printer

Attacker

Copyright ©  by EG -G onid . A ll Rights Reserved. Reproduction is S trictly Prohibited.

P r i n t  S p y w a r e

A t ta c k e r s  can  m o n i t o r  t h e  p r i n t e r  usage  o f  t h e  t a r g e t  o r g a n iz a t io n  r e m o t e l y  b y  us in g  

p r i n t  s p y w a re .  P r in t  s p y w a r e  is p r i n t e r  usage  m o n i t o r i n g  s o f t w a r e  t h a t  m o n i t o r s  p r i n t e r s  in  t h e  

o r g a n iz a t io n .  P r in t  s p y w a r e  p ro v id e s  p re c is e  i n f o r m a t i o n  a b o u t  p r i n t  a c t i v i t ie s  f o r  p r in te r s  in 

t h e  o f f ic e  o r  loca l  p r in te r s ,  w h ic h  h e lp s  in o p t im i z in g  p r in t in g ,  sa v in g  cos ts ,  e tc .  It re c o rd s  all 

i n f o r m a t i o n  re la te d  t o  t h e  p r i n t e r  a c t i v i t ie s  a n d  saves  t h e  i n f o r m a t i o n  in e n c r y p t e d  logs  a n d  

se n d s  t h e  log  f i le  t o  a s p e c i f ie d  e m a i l  a d d re s s  o v e r  t h e  I n t e r n e t .  T h e  log  r e p o r t  c o n s is ts  o f  t h e  

e x a c t  p r i n t  j o b  p r o p e r t i e s  such  as n u m b e r  o f  pages  p r in te d ,  n u m b e r  o f  co p ie s ,  c o n t e n t  p r in te d ,  

t h e  d a te  a n d  t i m e  a t  w h ic h  t h e  p r i n t  a c t io n  t o o k  p lace .

P r in t  s p y w a r e  re c o rd s  t h e  lo g  r e p o r t s  in d i f f e r e n t  f o r m a t s  f o r  v a r io u s  p u rp o s e s  su ch  as w e b  

f o r m a t  f o r  s e n d in g  t h e  r e p o r ts  t o  an  e m a i l  t h r o u g h  th e  w e b  o r  I n t e r n e t  a n d  in  h id d e n  

e n c r y p t e d  f o r m a t  t o  s to r e  o n  t h e  loca l d isk .

T h e  log  r e p o r t s  g e n e r a te d  w i l l  h e lp  a t t a c k e rs  in a n a ly z in g  p r i n t e r  a c t i v i t i e s .  T h e  log  r e p o r t  

s h o w s  h o w  m a n y  d o c u m e n t s  w e r e  p r in te d  by  e a ch  e m p lo y e e  o r  w o r k s t a t io n ,  a lo n g  w i t h  t h e  

t i m e  p e r io d .  T h is  h e lp s  in  m o n i t o r i n g  p r i n t e r  usage  a n d  t o  d e t e r m in e  h o w  e m p lo y e e s  a re  us in g  

t h e  p r in te r .  Th is  s o f t w a r e  a lso  a l lo w s  l im i t i n g  access t o  t h e  p r in te r .  T h is  log  r e p o r t  h e lp s  

a t ta c k e rs  t o  t r a c e  o u t  i n f o r m a t i o n  a b o u t  s e n s i t iv e  a n d  s e c re t  d o c u m e n t s  t h a t  h a v e  b e e n  

p r in te d .
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A tta c k e r

FIGURE 5.47: Working of Print Spyware
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Print Spyware: Printer Activity CEH
Monitor UrtifW4 | EtJfeml lUdwt

Printer Activity Monitor allows you to monitor and audit printers and find out which documents are printed on 
each of the selected printers, the number of pages printed, the computer ordering the printing, etc.

h t t p : / / w w w . r e d l i n e - s o f t w a r e . c o m  

Copyright ©  by E frC a in c i. A ll Rights Reserved. Reproduction is S trictly Prohibited.

P r i n t  S p y w a r e :  P r i n t e r  A c t i v i t y  M o n i t o r

S o u rc e :  h t t p : / / w w w . r e d l i n e - s o f t w a r e . c o m

P r in te r  A c t i v i t y  M o n i t o r  is o n e  o f  t h e  p r i n t  s p y w a r e  p r o g r a m s  t h a t  an  a t t a c k e r  can  use t o  

m o n i t o r  p r i n t e r  usage  o f  t h e  t a r g e t  o r g a n iz a t io n  t o  g e t  i n f o r m a t i o n  a b o u t  p r in te d  d o c u m e n t s .  

T h is  s p y w a re  a l lo w s  a t ta c k e rs  t o  m o n i t o r  a n d  a u d i t  p r i n t e r s  so t h a t  he  o r  she  can  f i n d  o u t  

w h ic h  d o c u m e n t s  a re  p r in te d  o n  ea ch  o f  t h e  s e le c te d  p r in te r s ,  t h e  n u m b e r  o f  pages  p r in te d ,  

e tc .

A t t a c k e r s  can  d o  t h e  f o l l o w i n g  th in g s  w i t h  h e lp  o f  P r in te r  A c t i v i t y  M o n i t o r :

0  A c c u r a te l y  t r a c k  p r i n t  jo b s

0  M o n i t o r  la rge  n u m b e r s  o f  p r in te r s  s im u l t a n e o u s ly  

0  M o n i t o r  p r in te r s  r e m o t e l y  

0  G e n e r a te  r e p o r t s  a b o u t  p r i n t e r  usage
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Print Spyware CEH

P rin t Job M o n ito r
h ttp ://w w w . imonitors oft. com

P rin tT ra k
sT־ ^  http://www.lygil.com

P r in te r  A d m in  - C o p ie r 

T ra ck in g  S ystem
h ttp ://w w w . printeradmin. com

* j  A
l * ^ P ׳ r in t In s p e c to r

h ttp ://w w w . s oft perfect, com

P rin t3 6 5
http ://kraw aso ft. comtoo •

P rin t M o n ito r  P ro
w~_ I h ttp ://w w w . spyars enal. com

A c c u ra te  P r in te r  M o n ito r
h ttp ://w w w . aggs oft. com

P rin t C enso r P ro fe s s io n a l
http://usefulsoft. com

A ll-S p y  P r in t
h ttp ://w w w . all-spy. com

O & K  P r in t W a tch
3 http://www.prnwatch.com

C o p y r ig h t ©  b y  EC-Caind. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

4 1 P r i n t  S p y w a r e

Attackers can also use the following printer monitoring applications as printer spyware 
to get information about target printer usage. This printer spyware helps attackers to track 
printer usage such as content of documents printed, number copies printed, date and time at 
which the print action took place, and so on. A few print spyware programs are listed as 
follows:

0 Print Monitor Pro available at http://www.spyarsenal.com 
0 Accurate Printer Monitor available at http://www.aggsoft.com 
0 Print Censor Professional available at http://usefulsoft.com 
0 All-Spy Print available at http://www.all-spy.com 
0 O&K Print Watch available at http://www.prnwatch.com 
0 Print Job Monitor available at http://www.imonitorsoft.com 
0 PrintTrak available at http://www.lygil.com
0 Printer Admin - Copier Tracking System available at http://www.printeradmin.com 
0 Print Inspector available at http://www.softperfect.com 
0 Print365 available at http://krawasoft.com
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T e l e p h o n e / C e l l p h o n e  S p y w a r e  C E H

S a te llite

J  Telephone/cellphone spyware monitors and records phone calls, text 
messages, and tracks employee cell phone usage

J  Attackers install spyware on the devices they want to track, which secretly 
sends data such as call history, text message, web browser history, actual 
location of phone, contacts, etc. to attackers through SMS or email

Transmission
Tower

C o p y r ig h t ©  b y  EC-Caind. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d

T e l e p h o n e / C e l l  P h o n e  S p y w a r e

Telephone/cell phone spyware is a software tool that gives you full access to monitor
a victim's phone or cell. It will completely hide itself from the user of the phone. It will record
and log all activity on the phone such as Internet use, text messages, and phone calls. Then you 
can access the logged information via the software's main website or you can also get this 
tracking information through SMS or email. Usually, this spyware can be used to monitor and 
track phone usage of employees. But attackers are using this spyware to trace information 
from their target person's or organization's telephones/cell phones. Using this spyware doesn't 
require any authorized privileges.

Most common telephone/cell phone spyware features include:

0 Call History - allows you to see the entire call history of the phone (both incoming & 
outgoing calls).

0 View Text Messages -  enables you to view all incoming and outgoing text messages.
Even deleted messages can be viewed in the log report.

Web Site History -  the entire history of all websites visited through the phone will be 
recorded to the log report file.

0
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Q GPS Tracking -  The spyware will show you where the phone is in real time. There is also 
a log of the cell phone's location so you can see where the phone has been.

It works as depicted in the following diagram.

S ate llite

Hacker
Tower

FIGURE 5.49: Working of Telephone/Cell Phone Spyware

User
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C e l l p h o n e  S p y w a r e :  M o b i l e  S p y

Source: http://www.phonespysoftware.com

Mobile Spy is mobile spyware that helps you to monitor and record the activities of a target 
mobile phone. You need to install this software on the mobile phone. With help of this 
software, you can record activities, logs, and GPS locations of target. To view the results, you 
simply need to log in to your secure account using any computer or mobile web browser. Logs 
are displayed by categories and sorted for easy browsing.

It allows an attacker to record text messages, monitor social media, monitor websites, track 
GPS location, record photos and videos taken, watch the live control panel, view call details, 
etc.
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FIGURE 5.50: Cellphone Spyware by Using Mobile Spy
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T e l e p h o n e / C e l l p h o n e  S p y w a r e C E H

FlexiSPY OMNI
http://www.flexispy. com

VRS Recording System
H £ 3  h ttp ://w w w . nch. com.au

SpyBubble
http ://ww w.5py bubble, com

Modem  Spy
h ttp ://w w w . modem spy. com

_  MOBILE SPY
h ttp ://w w w . mobile-spy. com

StealthGenie . ׳«.,■• , •
http://www.stealthgenie.com

CellSPYExpert
m  h ttp ://w w w . cellspyexpert. com

Copyright © by E&Caunc!. A ll Rights Reserved. Reproduction is Strictly Prohibited.

MobiStealth Cell Phone Spy
http://www.mobistealth.com

SPYPhone GOLD
■  ( 3  http://spyera.com

SpyPhoneTap
t ן h ttp ://w w w . spy phone tap. com

r i  T e l e p h o n e / C e l l  P h o n e  S p y w a r e

Like Mobile Spy, an attacker can also use the following software programs as 
telephone/cell phone spyware to record all activity on a phone such as Internet usage, text 
messages and phone calls, etc. The following are some available telephone/cell phone spyware 
programs:

0 VRS Recording System available at http://www.nch.com.au 

0 Modem Spy available at http://www.modemspy.com 

0 MobiStealth Cell Phone Spy available at http://www.mobistealth.com 

0 SPYPhone GOLD available at http://spyera.com 

0 SpyPhoneTap available at http://www.spyphonetap.com 

0 FlexiSPY OMNI available at http://www.flexispy.com 

0 SpyBubble available at http://www.spybubble.com 

0 MOBILE SPY available at http://www.mobile-spy.com 

0 StealthGenie available at http://www.stealthgenie.com 

0 CellSPYExpert available at http://www.cellspyexpert.com/
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C E HG P S  S p y w a r e

GPS spyw are is a dev ice  o r so ftw are  a pp lica tion  th a t uses the  G loba l 

P o s it io n in g S ys tem to  d e te rm in e th e  lo ca tio n  o f a veh ic le , m ob iles, 

person, o r o th e r asset to  w h ich  it is a ttached  o r in sta lled

■4........

Vehicle

Hacker

Transmission Tower

Copyright © by EC-Caind. A ll Rights Reserved. Reproduction is Strictly Prohibited.

G ׳ P S  S p y w a r e

 L=L GPS spyware is a device or software application that uses the Global Positioning׳
System (GPS) to determine the location of a vehicle, person, or other asset to which it is 
attached or installed. An attacker can use this software to track the target person.

This spyware allows you to track the phone location points and saves or stores them in a log file 
and sends them to the specified email address. You can then watch the target user location 
points by logging into the specified email address and it displays the connected point's trace of 
the phone location history on a map. This also sends email notifications of location proximity 
alerts. An attacker traces the location of the target person using GPS spyware as shown in the 
following figure.
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G P S  S p y w a r e :  S P Y P h o n e C E H

SPYPhone so ftw are  have ab ility  to  send events (captured data) from  targe t phone 

to  you r w eb accoun t via W i-F i, 3G, GPRS, o r SM S

S P Y E R A

 ]f| ן ft ׳•־.»
m i__ו^־־^־־חררזv  I 'ti'^ i■'•
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I OGC-̂ D AS: nOOtfcpyvncoiri SfTTMG

Irxomlrxj »«
Outgoing(!*)
M Ktcd*

SMS
Incoming ן10ןג  
Outgoing <**■ 
Systwn (7!

M »tt#ng*r
Whats App tc 
BBM 0וג

E-mail
incoming :ק 
Outgoing m 

Location
LOCIDiu i;

Features

© Call interception 

© Location tracking 

© Read SMS messages 

© See call history 

© See contact list 

© Read messenger chat 

© Cell ID tracking 

© Web history

G P S  S p y w a r e :  S P Y P h o n e

^  Source: http://spyera.com

SPYPhone is GPS spyware software that sends the GPS location of a target mobile phone to 
your web account via Wi-Fi, 3G, GPRS, or SMS. You need to install this software on the mobile 
phone that you want to track. Spyera Spyphone will use GPS positioning to show the 
coordinates of the device and its physical location on a map inside your web account. It is even 
possible to configure the settings for real-time updates, and to display a path of travel between 
certain times.

You can do following things using this software: 

e Listen to phone call conversations

0 Read text messages coming to and from the target mobile

Q View the call history of the target mobile 

Q Locate the position of the target

© Access contact lists and the photos taken

© Read chat messages

Q Read the Cell ID and Cell Name of the target mobile
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S P Y E R A
THE WORLDS LEADING MOBILE SPY SOFTWARE

S P Y E R A
THE WORLDS LEADING MOBILE SPY SOFTWARE
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C E HG P S  S p y w a r e

ALL-in-ONE Spy
h ttp ://w w w . thespyphone.com

EasyGPS
http:,//www. eas ygps. com

Trackstick
h ttp ://w w w . tracks tick, com

FlexiSPY PRO-X
http://www.fiexispy. com

MobiStealth Pro
— h ttp ://w w w . mobis tealth. com

GPS TrackMaker Professional
h ttp ://w w w . gps tm. com

mSpy
http  ://w w w . buymspy. com

MOBILE SPY
h ttp ://w w w . mobile •spy. com

GPS Retriever
h ttp ://w w w . mobile bugs tore, com
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m  n ■■ 1ml

15 —
World-Tracker
h ttp ://w w w . world-tracker. com

j -  —

G P S  S p y w a r e

There are various software programs that can be used as GPS spyware to trace the 
location of particular mobile devices. Attackers can also make use of the following GPS spyware 
software to track the location of target mobiles:

0 EasvGPS available at http://www.easygps.com

0 FlexiSPY PRO-X available at http://www.flexispy.com

0 GPS TrackMaker Professional available at http://www.gpstm.com

0 MOBILE SPY available at http://www.mobile-spy.com

0 World-Tracker available at http://www.world-tracker.com

0 ALL-in-ONE Spy available at http://www.thespyphone.com

0 Trackstick available at http://www.trackstick.com

0 MobiStealth Pro available at http://www.mobistealth.com

0 mSpy available at http://www.buymspy.com

0 GPS Retriever available at http://www.mobilebugstore.com
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C E H
H o w  t o  D e f e n d  A g a i n s t  

K e y l o g g e r s

Install good professional firewall software and anti-keylogging software 

'■/ Recognize phishing emails and delete them

Install anti-spyware/antivirus programs and keeps the signatures up to 
date

Install a host-based IDS, which can monitor yoursystem and disable the 
installation of keyloggers

Keep your hardware systems secure in a locked environment and frequently 
v  check the keyboard cables for the attached connectors

Choose new passwords for different online accounts and change them  
frequently

Use software that frequently scans and monitors the changes in the system 
or network

C o p y r ig h t ©  b y  E C -C a in d . A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

H o w  t o  D e f e n d  A g a i n s t  K e y l o g g e r s

A keylogger is a software application that secretly captures and records all keystrokes 
including passwords that are typed on the computer keyboard. The main objective behind 
developing keylogger software was for positive productive usage such as recovering lost or 
deleted data, monitoring employees or children, and diagnosing other computer system 
problems. However, attackers used keyloggers for malicious purposes such as identity theft of 
employees, cracking passwords, acquiring credit card and bank account numbers and phone 
numbers, gaining unauthorized access, and so on. Though it is difficult to detect the presence 
of keyloggers as they are hidden on the system, here are a few ways to defend against 
keyloggers:

0 Install antivirus and antispyware software. Viruses, Trojans, and other malware are the 
mediums through which software keyloggers invade the computer. Antivirus and 
antispyware are the first line of defense against keyloggers. Using keylogger cleaning 
applications available online, keyloggers detected by the antivirus can be deleted from 
the computer.

0 Install host-based IDS, which can monitor your system and disable the installation of 
keyloggers.
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0 Enable firewalls on the computer. Firewalls prevent outside access to the computer. 
Firewalls prevent the transmission of recorded information back to the attacker.

0 Keep track of the programs that are running on the computer. Use software that 
frequently scans and monitors the changes in the system or network. Usually keyloggers 
tend to run in the background transparently.

0 Keep your hardware systems secure in a locked environment and frequently check the 
keyboard cables for the attached connectors, USB port, and computer games such as 
the PS2 that have been used to install keylogger software.

0 Recognize and delete phishing emails because most attackers use phishing emails as a 
medium to transfer software keyloggers to a victim's system.
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H o w  t o  D e f e n d  A g a i n s t  K e y l o g g e r s  C E H
(Cont’d) (•rlifwd |  IthKJl lUilwt

Use pop-up blockerand avoid opening junk emails

Scan the files before installing them on to the computer and use registry editor or 
process explorer to check forthe keystroke loggers

m  Use live CD/DVD or write-protected Live USB for rebooting the computer

Use automatic form-filling programs or virtual keyboard to enter user name and 
password

Use keystroke interference software, which inserts randomized characters into 
every keystroke

Use Windows on-screen keyboard accessibility utility to enter the password or any 
other confidential information

VII Do not click on links in unwanted or doubtful emails that may point to malicious sites

Copyright © by E&Caunc!. All Rights Reserved. Reproduction is Strictly Prohibited.

H o w  t o  D e f e n d  A g a i n s t  K e y l o g g e r s  ( C o n t ’d )

The following are some more ways to defend against keyloggers:

Enable pop-up blockers and avoid opening junk emails and their attachments.

Antivirus and antispyware software is able to detect anything that gets installed, but it is 
better to detect these programs before they are installed. Scan the files thoroughly 
before installing them on to the computer and use a registry ed itor or process explorer 
to check for keystroke loggers.

Use live CD/DVD or write-protected Live USB to reboot the computer.

Use automatic form-filling programs or a virtual keyboard to enter user names and 
passwords because they avoid exposure through keyloggers. This automatic form-filling 
program will remove the use of typing your personal, financial, or confidential details 
such as credit card numbers and passwords through keyboards.

Use keystroke interference software, which inserts randomized characters into every 
keystroke.

Use the W indows on-screen keyboard accessibility utility to enter the password or any 
other confidential information. You can maintain your information confidentially 
because here the mouse is used for entering any information such as passwords, credit

0

0

0

0

0

©
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card numbers, etc. into the keyboard instead of typing the passwords using the 
keyboard.

Q Do not click on links in unwanted or suspicious emails that may point you to malicious 
websites.

Ethical Hacking and  C o u n te rm easu re s  Exam 312-50 C ertified Ethical H acker
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C E H
H o w  t o  D e f e n d  A g a i n s t  K e y l o g g e r s

(Cont’d)
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H o w  t o  D e f e n d  A g a i n s t  K e y l o g g e r s  ( C o n t ’d )
M

The countermeasures mentioned so far provide protection against software 
keyloggers. Now we will discuss hardware keyloggers. A hardware keylogger is a hardware 
device that records each and every keystroke that is typed on the computer keyboard in real 
time. This device is plugged in between the computer case and keyboard cable connector. A 
keylogger is used for legitimate applications as well as by attackers for deceitful purposes such 
as for stealing passwords, bank account numbers, phone numbers and so on. To defend your 
system against keyloggers, follow the countermeasures listed as follows:

© Restrict physical access to sensitive computer systems

Periodically check your keyboard interface to ensure that no extra components are 
plugged to the keyboard cable connector

e

Q Lock the server room

Periodically check all the computers and check whether there is any hardware device 
connected to them

Q
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A n t i - K e y l o g g e r

Anti-key loggers detect and disable software  

keyloggers

Some of the anti-keyloggers work by matching 

signatures of keylogger code with a signature 
database while others protect keyboard drivers and 
kernels from  manipulation by keyloggers

Using a virtual keyboard or touch screen makes it 
difficult for malicious spyware and Trojan programs 

to capture keystrokes
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A n t i - K e y l o g g e r s

Anti-keyloggers, also called anti-keystroke loggers, are designed especially for detecting 
and disabling keystroke logger software. Anti-keyloggers are specially designed for the purpose 
of detecting software keyloggers. Many large organizations, financial institutions, online gaming 
industries, as well as individuals use anti-keyloggers for protecting their privacy while using 
systems. This software prevents a keylogger from logging every keystroke that is typed by the 
victim and thus keeps all personal information safe and secure. An anti-keylogger scans a 
computer, detects, and removes keystroke logger software. If the software (anti-keylogger) 
finds any keystroke logging program on your computer, it immediately identifies and removes 
the keylogger, whether it is legitimate keystroke logging program or an illegitimate keystroke 
logging program.

Some of the anti-keyloggers detect the presence of hidden keyloggers by comparing all files in 
the computer against a signature database of keyloggers and searching for similarities. Other 
anti-keyloggers detect the presence of hidden keyloggers by protecting keyboard drivers and 
kernels from manipulation. A virtual keyboard or touchscreen makes the keystroke capturing 
job of malicious spyware or Trojan programs difficult.
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FIGURE 5.53: Anti-Keylogger Screenshot
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C E H
A n t i - K e y l o g g e r :  Z e m a n a  

A n t i  L o g g e r

E  @
zeMaNa

/ /  Zem3na AntiLogger 1.9.2-240

These modies protect your comouter from iraloous prograro 
such as vruses, spyware and trojans. You can swtC\ nem of! 
as a group, or ndvtdualy.

"  Y o u r  c o m p u te r  is  p ro te c te d
No further action is naeded

0

ArtHGetL egger 
A n a -S crttrLoqger 
Ano-WebcanLcg r̂ 
Ana-QpbowdLogpv 
System ■oefense

--------j 1;--------J

Zem an a AntiLogger e lim in a te s  

th re a ts  fro m  keyloggers, SSL 

banker Trojans, spyw are, and  

m ore

Features:

S  SSL logger protection 

2  Webcam logger protection 

S  Key logger protection 

S  Clipboard logger protection 

S  Screen logger p rotection

A n t i - K e y l o g g e r :  Z e m a n a  A n t i L o g g e r

Source: http://www.zemana.com

Zemana Antilogger is a high-performance security program that protects your computer from 
keylogger and malware attacks, thereby protecting your identity. The AntiLogger detects the 
malware at the time it attacks your system rather than detecting it based on its signature 
fingerprint. It will prompt you if any malicious program is attempting to record the keystrokes 
of your system, capture your screen, gain access to your clipboard, microphone, and webcam, 
or inject itself into any sensitive areas of your system.

Zemana Antilogger provides protection against various threats such as SSL logger, Webcam 
logger, Keyloggers, Clipboard logger, Screen logger, spyware, SSL banker, Trojans, etc.
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/d  Zcm ana AntiLogger 13.2.240

Your computer is protected
No fu rth e r action is needed

\

I Settings

Protection: Enabled

These modiies protect your computer from mafcoous programs 
such as vruses, spyware and trojans. You can switch them off 
as a  group, or ndrvidualy.

Analyzed
Stocked

Last Analyzed object: 
Last Blocked

: 1694 
: 16

: Skype.exe 
: keytog.exe

s f l

Copyright ®  2010 Zemana Ltd. Al rights reserved.

FIGURE 5.54: Zem ana A n tiLo gge r S creenshot
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C E H

DataGuard AntiKeylogger 
U ltimate
h ttp ://w w w . maxs ecuritylab. com

Elite Anti Keylogger
h ttp ://w w w . elite-antikeylogger. com

A n t i - K e y l o g g e r

SpyShelter STOP-LOGGER
http://www.spyshelter.com

» ־ ׳

PrivacyKeyboard
h ttp ://w w w . privacykeyboard. com

CoDefender
https ://w w w . encas s a. com

Anti-Keylogger
h ttp ://w w w . anti-keyloggers. com

PrivacyKeyboard
h ttp ://w w w . anti-keylogger. com

DefenseWall HIPS
http://www.softsphere.com

V

KeyScrambler
h ttp ://w w w . qfxs oftware. com

I Hate Keyloggers
http ://dew asoft. com

%
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A n t i - K e y l o g g e r s

Anti-keyloggers secure your system from spyware attacks, software keyloggers, and 
hardware keyloggers. Some of anti-keyloggers that can be used for securing your system 
against various threats are listed as follows:

0 Anti-Kevlogger available at http://www.anti-kevloggers.com

0 PrivacyKeyboard available at http://www.anti-keylogger.com

0 DefenseWall HIPS available at http://www.softsphere.com

0 KeyScrambler available at http://www.qfxsoftware.com

0 I Hate Keyloggers available at http://dewasoft.com

0 SpyShelter STOP-LOGGER available at http://www.spyshelter.com

0 DataGuard AntiKeylogger Ultimate available at http://www.maxsecuritylab.com

0 PrivacyKeyboard available at http://www.privacvkeyboard.com

0 Elite Anti Keylogger available at http://www.elite-antikeylogger.com

0 CoDefender available at https://www.encassa.com
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H o w  t o  D e f e n d  A g a i n s t  S p y w a r e C E H

A djust b ro w ser security  settings to  m ed ium  

fo r In te rn e t zone

a  Enhance th e  security  le v e l o f 
'  th e  c o m p u te r

Be cautious a b o u t 

Q  suspicious em ails  and  

sites

q  Install and use an ti-sp yw are  

softw are

Regularly check task m an ag er  

rep o rt and M S configura tion  Q  

m an ag er rep ort

Try to  avoid using any  

c o m p u te r  system  w h ich  is , ן  

not to ta lly  u n d e r yo u r  

contro l

U p d a te  virus d e fin itio n  files  

and scan th e  system  for  

spyw are regularly

U pdate  th e  so ftw are  regularly  and use a 

f ire w a ll w ith  ou tb o u n d  pro tection
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H o w  t o  D e f e n d  A g a i n s t  S p y w a r e

Spyware is a malicious program that gets installed onto a user system without the 
user's knowledge and gathers confidential information such as personal data, access logs, etc. 
Spyware comes from three basic sources: one of the main sources is through free downloaded 
software, the second source of spyware is through email attachments, and the third source of 
spyware is websites that automatically install spyware when you. Here are ways to defend 
against spyware:

0 Never adjust your Internet security setting level too low because it provides many 
chances for spyware to be installed on your computer. So, always set your Internet 
browser security setting to either high or medium for protecting your computer from 
spyware.

0 Firewall enhances the security level of your computer.

Don't open suspicious emails and file attachments received from unknown senders. 
There is a great likelihood that you will get a virus, freeware, or spyware on the 
computer. Don't open unknown websites that are presented in spam mail messages, 
retrieved by search engines, or displayed in pop-up windows because they may mislead 
you to download spyware.

0
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Q Install antispyware software. Antispyware protects against spyware. Antispyware is the 
first line of defense against spyware. This software prevents spyware from being 
installed on your system. It periodically scans your system and protects your system 
from spyware.

Q Regularly check Task Manager reports and MS Configuration Manager reports.

© Try to avoid using any computer system that is not totally under your control.

0 Update virus definition files and scan the system for spyware on a regular basis.
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H o w  t o  D e f e n d  A g a i n s t  S p y w a r e
(Cont’d)

C E H

S Perform w eb surfing safely and download cautiously

-  Do not use adm inistrative mode unless it is necessary

-  Do not use public term inals for banking and other sensitive activities

Do not download free music files, screensavers, or smiley faces from  

In ternet

Beware of pop-up windows or w eb pages. N ever click anywhere on 

these windows

Perm anently de le te  cookie, cache, URLs history, and tem porary files 
on the com puter when done w eb surfing

Do not store personal inform ation on any com puter system that is 

not to ta lly  under your control
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OOs

H o w  t o  D e f e n d  A g a i n s t  S p y w a r e  ( C o n t ’d )

Q Always use caution with anything found on the Internet while downloading and 
installing free software. Before downloading any software, make sure that it is from a 
trusted website. The license agreement, security warning, and privacy statements that 
are associated with the software should be read thoroughly to get a clear understanding 
before you download.

Q Do not use administrative mode unless it is necessary because malicious programs such 
as spyware are executed when you are in the administrator mode. As a result, attackers 
may take complete control over your system.

e Do not use public terminals for accessing banking account, checking credit card 
statements, and other sensitive activities. Public systems are not at all secure, as they 
are accessed by many users. The company that operates the public terminals may not 
even check their system for spyware.

© Do not download free music files, screensavers, or smiley faces from the Internet 
because when you download such free programs there is a possibility that spyware 
comes along with them invisibly.
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Q Beware of pop-up windows or web pages. Never click anywhere on the windows that 
display messages such as your computer may be infected, or that they can help your 
computer to run faster. When you click on such windows your system may get infected 
with spyware.

Q Permanently delete cookies, caches, URLs, history and temporary files on the computer 
when done web surfing.

0 Do not store personal or financial information on any computer system that is not 
totally under your control, such as in an Internet cafe.
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A n t i - S p y w a r e :  P C  T o o l s  S p y w a r e  r  c  u
U tM M  tlk .jl "״ >*■

3  PC Tools Spyw are D octor

PC Tools Spyware Doctor 
delivers simple protection 
against dangerous spyware

It stops and blocks spyware

It checks files before they 
can get on your PC and 
comprom ise your computer

^  B a la n c e d  M o d e  P r o te c t io n  is  O N

http://www.pctools.com

P ro te c t io n  S ta tu sP ro te c t io n  S u m m a ry

Inte lllG uard  P ro tec tio n

Old you Know? N«w *<• d!»cov*ftO •v try 5 
minut•* M1*#$ur«you־r*pro»*et*db)׳ scft*0u11r»fl 
daily team.

0  p c  to o ls
by Synunlcc
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A n t i - S p y w a r e :  P C  T o o l s  S p y w a r e  D o c t o r

Source: http://www.pctools.com

PC Tools Spyware Doctor provides protection for your system against extremely dangerous 
spyware and malware. It detects and deactivates various malicious programs such as adware, 
trojans, keyloggers, spybots, etc. from your system. It is quite easy to protect your confidential 
or financial information against spyware using this. Even dangerous threats can be easily 
defended when this software is integrated with various layers of protection. The files are 
checked thoroughly before spyware actually enters and compromises your system.
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_  X

P C  T o o l s  | S p y w a r e  D o c t o r

1 -------------------------------------Home 1 IntelliGuard Setting! Support Start Scan How

Protection Status

^  Balanced Mode Protection is ON

JIntelliGuard Protection

Start Scan Now

Heed m ote protection? *

© Did you Know? N e w  v iru s e s  a re  d is c o v e re d  every 5  

m in u te s  M a k e  s u re  you're p ro tec ted  by s c h e d u lin g  

d aily  s c a n s

Protection Summary

Threats Detected: 532
Scans Performed: 15
Items Scanned: 7,562
Database Updates: 20

Subscription: t W i , e , i n » 3 d ^ , J

Last Smart Update: L e s s  than 1 hour ago

Last Scan: L e s s  than 1 hour ago

0  p c  t o o l s
by S ym antec

Report Card ^  My Account Smart Update ?  Help

FIGURE 5.55 : PC Too ls S pyw are  D o c to r S creensho t
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C E H

Kaspersky Internet Security 
2013
h ttp ://w w w . kaspersky. com

SecureAnywhere Complete 
2012
h ttp ://w w w . webroot. com

MacScan
http://macscan.securemac.com

Spybot -  Search & Destroy
h ttp ://w w w . safer-networking, org

A n t i - S p y w a r e s

Malwarebytes An ti-Malware
PRO

&■— i h ttp ://w w w . malwarebytes.org

1  SUPERAntiSpyware
I http://superantispyware.com

Spyware Term inator 2012
h ttp ://w w w . pcrx. com

Ad-Aware Free Antivirus+
h ttp ://w w w . lav as oft. com

Norton Internet Security
h ttp :// in . norton. com

SpyHunter
h ttp ://w w w . enigmas oft ware, com
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A n t i  - S p y w a r e s
WWW

Antispywares scan your system and check for spyware such as malware, Trojans, 
dialers, worms, keyloggers, and rootkits and removes them if any are found. Antispyware 
provides real-time protection by scanning your system at regular intervals, either weekly or 
daily. It scans to ensure the computer is free from malicious software. A few antispyware 
programs are listed as follows:

0 SUPERAntiSpyware available at http://superantispyware.com
0 Spyware Terminator 2012 available at http://www.pcrx.com
0 Ad-Aware Free Antivirus+ available at http://www.lavasoft.com
0 Norton Internet Security available at http://in.norton.com
0 SpyHunter available at http://www.enigmasoftware.com
0 Kaspersky Internet Security 2013 available at http://www.kaspersky.com
0 SecureAnywhere Complete 2012 available at http://www.webroot.com
0 MacScan available at http://macscan.securemac.com
0 Spybot -  Search & Destroy available at http://www.safer-networking.org
0 Malwarebytes Anti-Malware PRO available at http://www.malwarebytes.org

NIC
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capable of preventing or detecting and deleting malicious applications. In order to avoid 
malicious applications being detected by protective applications, attackers hide malicious files

e other legitimate files.

 ■liili 1*!■1■ז״
—

Cracking Passwords Hiding Files

Escalating Privileges Covering Tracks

Executing Applications Penetration Testing
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C E HR o o t k i t s

Rootkits are program s that hide th e ir  presence as well as attacker's m alic ious activities, granting them  fu ll access to  the server or host at 
tha t t im e  and a lso  in future

Rootkits replace certa in operating system calls and utilities w ith  its own m od ified  versions o f  those routines that in tu rn  underm ine the 
security  o f the  target system  causing m alic ious functions to  be executed

A  typ ica l roo tk it com prises o f backdoor programs, DD0S programs, packet sniffers, log-w ip ing utilities, IRC bots, etc.

Objectives of rootkit:

»  To root the host system and gain remote backdoor 
access

»  To mask attackertracksand presence of malicious 
applications or processes

»  To gather sensitive data, network traffic, etc. from  
the system to which attackers might be restricted 
or possess no access

«  To store other malicious programs on the system 
and act as a server resource for bot updates

Attacker places a rootkit by:O
»  Scanning forvulnerable computers and servers on 

the web

«  Wrapping rootkit in a special package like games

t* Installing rootkit on the public computers or 
corporate computers through social engineering

»  Launching zero day attack (privilege escalation, 
buffer overflow, Windows kernel exploitation, etc.)

«  Means of a link and a bot from IRC, ICQ, etc.

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

R o o t k i t s
M

Rootkits are software programs aimed to gain access to a computer without being 
detected. These are malware that can be used to gain unauthorized access to a remote system 
and perform malicious activities. The goal of the rootkit is to gain root privileges to a system. 
By logging in as the root user of a system, an attacker can perform any task such as installing 
software or deleting files, etc. It works by exploiting the vulnerabilities in the operating system 
and applications. It builds a backdoor login process to the operating system by which the 
attacker can evade the standard login process. Once root access has been enabled, a rootkit 
may attempt to hide the traces of unauthorized access by modifying drivers or kernel modules 
and deserting active processes. Rootkits replace certain operating system calls and utilities with 
its own modified versions of those routines that in turn undermine the security of the target 
system causing malicious functions to be executed. A typical rootkit is comprised of backdoor 
programs, DD0S programs, packet sniffers, log-wiping utilities, IRC bots, etc.

All files contain a set of attributes. There are different fields in the file attributes. The first field 
is used to determine the format of the file, that is, if it is a hidden, archive, or read-only file. The 
other field describes the time the file was created, when it was accessed, as well as its original 
length. The functions GetFileAttributesEx() and GetFilelnformationByHandle() enable this. 
ATTRIB.exe is used to display or change file attributes. An attacker can hide, or even change the 
attributes of a victim's files, so that attacker can access them.
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An attacker places a rootkit by:

0 Scanning for vulnerable computers and servers on the web

0 Wrapping rootkit in a special package like games

0 Installing rootkit on the public computers or corporate computers through social 
engineering

0 Launching zero day attack (privilege escalation, buffer overflow, Windows kernel 
exploitation, etc.)

0 Means of a link and a bot from IRC, ICQ, etc.

The primary purpose of a rootkit is to allow an attacker repeated unregulated and undetected 
access to a compromised system. Installing a backdoor process or replacing one or more of the 
files that run the normal connection processes can help meet this objective.

Attackers use rootkits to:

0 Root the host system and gain remote backdoor access

0 Mask attacker tracks and presence of malicious applications or processes

0 Gather sensitive data, network traffic, etc. from the system to which attackers might be 
restricted or possess no access

0 Store other malicious applications and act as a server resource for bot updates and so 
on
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C E HT y p e s  o f  R o o t k i t s

Hardware/Firmware Rootkit

Hides in hardware devices or platform  

firm w are which is not inspected for 
code integrity

Boot Loader Level Rootkit

Replaces th e  orig inal b o o t lo ad er  

w ith  one con tro lled  by a rem o te  

attacker

Library Level Rootkits

Replaces original system calls with fake 

ones to hide inform ation about the 
attacker

i f

Hypervisor Level Rootkit
Modifies the boot sequence of the 
computer system to load themselves 
instead of the original virtual machine or 
operating system

Kernel Level Rootkit

Adds m alic ious code o r replaces  

orig inal OS kerne l and d ev ice  d rive r  

codes

Application Level Rootkit 

Replaces regular application binaries with 
fake Trojan, or modifies the behavior of 
existing applications by injecting malicious 
code

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

a  _  T y p e s  o f  R o o t k i t s

c J A rootkit is a type of malware that can hide itself from the operating system and 
antivirus applications in the computer. This program provides the attackers with root-level 
access to the computer through the backdoors. These rootkits employ a range of techniques to 
gain control of a system. The type of rootkit influences the choice of attack vector. Basically 
there are six types of rootkits available. They are:

H y p e r v i s o r - l e v e l  R o o tk i t

Hypervisor-level rootkits are usually created by exploiting hardware features such as 
Intel VT and AMD-V. These rootkits host the operating system of the target machine as a 
virtual machine and intercept all hardware calls made by the target operating system. This kind 
of rootkit works by modifying the system's boot sequence and gets loaded instead of the 
original virtual machine monitor.

K e r n e l - l e v e l  R o o tk i t

The kernel is the core of the operating system. These cover backdoors on the 
computer and are created by writing additional code or by substituting portions of kernel code 
with modified code via device drivers in Windows or loadable kernel module in Linux. If the 
kit's code contains mistakes or bugs, the stability of the system is greatly affected by the kernel-
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level rootkits. These have the same privileges of the operating system, hence they are difficult 
to detect and intercept or subvert operations of operating systems.

A p p l i c a t i o n - l e v e l  R o o tk i t

Application-level rootkit operates inside the victim's computer by replacing the 
standard application files with rootkits or by modifying present applications with patches, 
injected code, etc.

a  ,  H a r d w a r e / F i r m w a r e  R o o tk i tjjHardware/firmware rootkits use devices or platform firmware to create a persistent 
malware image in hardware, such as a hard drive, system BIOS, or network card. The rootkit 
hides in firmware because firmware is not usually inspected for code integrity. A firmware 
rootkit implies the use of creating a permanent delusion of rootkit malware.

B o o t - l o a d e r - l e v e l  R o o t k i t  (B o o tk it )

Boot-loader-level (bootkit) rootkits function either by replacing or modifying the 
legitimate boot loader with another one. The boot-loader-level (bootkit) can be activated even 
before the operating system is started. So, boot-loader-level (bootkit) rootkits are serious 
threats to security because they can be used to hack encryption keys and passwords.

L i b r a r y - l e v e l  R o o t k i t s

----- - Library-level rootkits work higher up in the OS and they usually patch, hook, or
supplant system calls with backdoor versions to keep the attacker unknown. They replace 
original system calls with fake ones to hide information about the attacker.
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C E HH o w  R o o t k i t  W o r k s

Rootkit replaces first 5 
bytes of code with 
jmp
0x90045123

Process (Before Hooking)

r Code section... 1 r Code section ... ו
Call FindNextFile Call FindNextFile

Import data section 1 Import data section
FindNextFile: 0x87654321 FindNextFile: 0x87654321

Kernel32.dil Kernel32.dil
0x87654321:FindNextFile code 0x8765432 l:F indN extF ile  —

Rootkit code:J 1 0x90045123: MyFindNextFile j

U n iq u e  process ID

A ctive P ro ce sL in ks

U n iq u e  process ID

A c tiveP rocesL inks

•BLINK )

U n iq u e  process ID

A ctive P ro ce sL in ks

Direct Kernel

Manipulation

Process Id e n t if ie rs  1Process Id e n t if ie rsP rocess Id e n t if ie rs

A f te r  ro o tk it  In fe c t io nB e fo re  ro o tk it  in fe c t io n

DKOM rootkits hide a process by unlinking it from  the process list

C o p y r ig h t © by  E & C a in c O . A l l  R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

H o w  R o o t k i t s  W o r k

System hooking is a process of changing and replacing the original function pointer 
with the pointer provided by the rootkit in stealth mode.

Inline function hooking is a technique where a rootkit changes some of the bytes of a function 
inside the core system DLLs (kernel32.dll and ntdll. dll), placing an instruction so that any 
process calls hit the rootkit first.

Rootkit replaces firs t 5 
* bytes o f code w ith 
jmp
0 x 9 0 0 4 5 1 2 3

Process (A fte r  H ook in g )

C o d e  s e c t io n ... 

Call F in d N e x tF ile

im p o r t  d a ta  s e c tio n  

F in d N e x tF ile :  0 x 8 7 6 5 4 3 2 1

K e rn e l3 2 .d il

0x8765432l:FindNextFile •
R o o tk it  code:

0x90045123: MyFindNextFile

Process (B e fo re  H ook in g )

C o d e  s e c t io n ... 

C a ll F in d N e x tF ile

Im p o r t  d a ta  s e c tio n  

F in d N e x tF ile : 0 x 8 7 6 5 4 3 2 1

K e rn e l3 2 .d il

0 x 8 7 6 5 4 3 2 1 :F in d N e x tF ile c o d e

Hooks

FIGURE 5.56: H ow  R oo tk its  W o rk

Direct Kernel Object Manipulation (DKOM) rootkits are able to locate and manipulate the 
'System׳ process in kernel memory structures and patch it. This can also hide processes and 
ports, change privileges, and misguide the Windows event viewer without any problem by 
manipulating the list of active processes of the operating system, altering data inside the
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PROCESS IDENTIFIERS structures. It has an ability to obtain read/write access to the 
\Device\Physical Memory object.

DKOM rootkits hide a process by unlinking it from the process list.

Unique process ID

ActiveProcesLinks

FUNK
*BLINK

Process Identifiers

P rocess 2

Unique process ID

ActiveProcesLinks
LIST ENTRY {

*FUNK
*BLINK

After rootkit infection

Process Identifiers

ActiveProcesLinks
LIST ENTRY{

*FUNK
*BLINK

Process Identifiers

Before rootkit infection

D irect Kernel 
O bjec t

M a n ip u la tio n
(D K O M )

FIGURE 5.57 : DKOM R oo tk its  D iagram

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 715



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

I t  a llo w s  a t ta c k e r  to :

® Hide processes and drivers

a  Hide information from  
user-mode applications 
and even from kernel- 
mode modules

w Add privileges to any 
process token

B Remove to-be-hidden
entries from two linked lists 
with symbolic names

J  Fu operates using 

d ire c t Kernel o b je c t  
m an ip u la tio n

J  C om ponents  o f Fu are  

d ro p p e r (fu .e x e ) and  

d riv e r (m sd irectx .sys)

־8ם%-כ

C o p y r ig h t ©  by E&Coincil. A ll R igh ts  Reserved. R ep ro d u c tio n  Is S tr ic t ly  P ro h ib ite d .

R o o t k i t :  F u

Fu is an infection database that operates using Direct Kernel Object Manipulation 
(DKOM) and comes with two components, the dropper (fu.exe) and the driver (msdirectx.sys). 
The Fu rootkit modifies the kernel object that represents the processes on the system. All the 
kernel process objects are linked. When a user process such as TaskMgr.exe requests the 
operating system for the list of processes through an API, Windows walks the linked list of 
process objects and returns the appropriate information. Fu unlinks the process object of the 
process it is hiding. Therefore, as far as many applications are concerned, the process does not 
exist.

The Fu rootkit can also allow you to hide and list processes and drivers by using different 
hooking techniques. It can add privileges to any process token. This can perform many actions 
in the Windows event viewer and appear as someone else's.
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cv־ I n v i t e  d e  c o m m a n d e s

C : \ t e n p > f u  - p i  3 0
P r o c e s s f u . e x e : 8 6 0
P r o c e s s : 2 1 5 3 0 9 1 2 0 0
P r o c e s s S y s t e m : 4
P r o c e s s s n s s . e x e : 3 7 8
P r o c e s s c s r s s . e x e : 6 3 2
P r o c e s s w i n l o g o n . e x e : 6 6 4
P r o c e s s s e r v i c e s . e x e : 7 0 8
1*1*0 c e s l s a s s • e x e : 7 3 2
P r o c e s s s u e h o s t . e x e : 9 1 2
P r o c e s s s u c h o s t . e x e : 1 0 0 4
P r o c e s s s u e h o s t . e x e : 1 0 9 2
P r o c e s s s u e h o s t . e x e : 1 1 7 6
P r o c e s s s u e h o s t . e x e : 1 2 8 4
P r o c e s s s p o o I s o . e x e : 1 4 1 6
P r o c e s s U M w a r e S e r v  i c e . e : 1 5 9 2
P r o c e s s a l g . e x e : 2 0 3 6
P r o c e s s e x p l o r e  1* . e x e  : 5 7 2
P r o c e s s w s c n t f y . e x e : 5 8 0
P r o c e s s U M w a r e T r a y . e x e : 9 2 0
P r o c e s s U M w a r e l l s e r . e x e  : 1 0 4 0
P r o c e s s c t f n o n . e x e : 1 1 6 8
P r o c e s s e n d . e x e : 4 2 0
I ' r o c »::::: t a s k n g r . e x e : 8 1 6

j T o t a l  n u n b e r  o f  p r o c e s s e s  * 2 3

FIGURE 5.58: Fu in C om m and  P rom t
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C E HR o o t k i t :  K B e a s t

®  l I KBeast (Kernel Beast) is kernel ro o tk it th a t loads as a kerne l m odu le . It supports kernel 

2 .6 .1 6 ,2 .6 .1 8 ,2 .6 .3 2 ,  and 2 .6 .3 5

J  It also has a userland c o m p o n e n t th a t  provides re m o te  access to  th e  c o m p u te r

J  KBeast gains its con tro l over a c o m p u te r by hooking th e  system  call ta b le  and by hooking  

0  th e  o p era tio n s  structu res used to  im p le m e n t th e  ne ts ta t in terface  to  userland

Features
♦

6  Anti-k ill process

7  Anti-rem ove  files

8  An ti-de le te  loadab le kerne l m odules

9  Local root escalation backdoor

Rem ote bind ing backdoor h idden by the 
kernel roo tk it

1 H id ing loadable kerne l m odules

2  H id ing f ile s/d irec to ry

H id ing process (ps, pstree, top, Isof)

H id ing socket and connections (netstat, Isof) 

Keystroke logging to  capture u ser activ ity

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

R o o t k i t :  K B e a s t

KBeast (Kernel Beast) is kernel rootkit that loads as a kernel module. It supports 
kernel 2.6.16, 2.6.18, 2.6.32, and 2.6.35. It provides remote access to the systems by using its 
userland component. Using the kernel module, the userland backdoor component can be 
invisible from other userland applications. This can hide files, directories, and processes (ps, 
pstree, top, Isof) that start with a user-defined prefix. You can use keylogging abilities to 
capture the user activities. To implement the netstat interface to userland, KBeast obtains 
access over the system by hooking the system call table and operations structures.

The features of this rootkit include:

e Hiding this loadable kernel module

e Hiding files/directory

0 Hiding process (ps, pstree, top, Isof)

Q Hiding socket and connections (netstat, Isof)

© Keystroke logging to capture user activity

0 Anti-kill process

© Anti-remove files
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Q Anti-delete this loadable kernel modules 

Q Local root escalation backdoor

Q Remote binding backdoor hidden by the kernel rootkit

Ethical Hacking and  C o u n te rm easu re s
S ystem  Hacking
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R o o t k i t :  H a c k e r  D e f e n d e r  

H x D e f  R o o t k i t

C o m m a n d  P ro m p t

b d c  l i l 0 0 . e x e  1 9 2 . 1 6 8 . 8 . 9 3

1 3 5  v 4 L

c o n n e c t i n g  s e r v e r  .  .  . 

r e c e i v i n g  b a n n e r  .  .  . 

o p e n i n g  b a c k d o o r  . .  

b a c k d o o r  f o u n d

c h e c k i n g  b a c k d o o r  ....................................

b a c k d o o r  r e a d y

a u t h o r i z a t i o n  s e n t ,  W a i t i n g  f o r  r e p l y  

a u t h o r i z a t i o n  -  s u c c e s s f u l  

b a c k d o o r  a c t i v a t e d !  

c l o s e  s h e l l  a n d  a l l  p r o g z  t o  e n d

Hacker D efend er (hxdef) is a ro o tk it  

fo r  M ic ro s o ft W in d o w s  op erating  

system s

It enables processes, files , and  

reg istry  keys to  be hidden from  

system s adm in is tra tion s  and  

security  scann ing too ls

It can en ab le  re m o te  contro l o f a 

c o m p u te r  w ith o u t open ing a new  

TCP or UDP p o rt via a covert 

channel

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d

R o o t k i t :  H a c k e r  D e f e n d e r  H x D e f  R o o t k i t

Hacker Defender is a user-mode rootkit that modifies several Microsoft Windows 
operating systems and Native API functions. You can hide information like files, processes, and 
registry keys from security scanning tools and other applications. You can control a computer 
without opening a new TCP or UDP port via a covert channel from a remote area. It can also 
implement a backdoor and port redirector that can work through existing open TCP ports. 
Using its stealth mode, attackers can hide data from user-defined applications such as registry 
key values, allocated memory, system services, and drivers.
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□1Command Prompta
bdc l i l0 0 .e x e  192.168.8.93

135 v4L
connecting server . . .
receiving banner . . .
opening backdoor . .  
backdoor found
checking backdoor .....................
backdoor ready
authorization sent, Waiting for reply
authorization -  SUCCESSFUL
backdoor activated!
c lose  sh e l l  and a l l  progz to end 
session

FIGURE 5.59: H acker D e fe n d e r H xD ef R o o tk it in  C om m and P rom t
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D e t e c t i n g  R o o t k i t s C E H

B P
Integrity-Based Detection

It compares a snapshot of the file  system, 
boot records, or m em ory w ith  a known 

trusted baseline

Signature-Based
Detection

This technique compares 

characteristics of all system  
processes and executable files 
w ith  a database of known 

rootkit fingerprints

M i
m

Heuristic/Behavior- 
Based Detection

Any deviations in the system's normal activity or 

behavior indicates the presence of rootkit

Cross View-Based 
Detection

Enum erates key e lem ents in the 
com pute r system  such as system  files, 

processes, and reg istry keys and 
com pares them  to  an a lgorithm  used to  

generate  a s im ila r data set tha t does not 
re ly  on the com m on APIs. Any 

d iscrepancies be tw een these tw o  data 
sets ind icate the p resence o f roo tk it

Runtime Execution 
Path Profiling

This technique compares runtim e execution paths 

of all system processes and executable files before  
and after the rootkit infection

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

D e t e c t i n g  R o o t k i t s

The rootkit detection techniques are classified as signature, heuristic, integrity, cross- 
view-based, and Runtime Execution Path Profiling.

S i g n a t u r e - b a s e d  D e t e c t i o n

Signature-based detection methods work as a rootkit fingerprints. You can compare the 
sequence of bytes from a file compared with another sequence of bytes that belong to a 
malicious program. This technique is mostly employed on system files. Rootkits that are 
invisible can be easily detected by scanning the kernel memory. The success of signature-based 
detection is less due to the rootkit's tendency to hide files by interrupting the execution path of 
the detection software.

#  H e u r i s t i c  D e t e c t i o n

Heuristic detection works by identifying deviations in normal operating system 
patterns or behaviors. This kind of detection is also known as behavioral detection. 

Heuristic detection is capable of identifying new, previously unidentified rootkits. This ability 
lies in being able to recognize deviants in "normal" system patterns or behaviors. Execution 
path hooking is one such deviant that causes heuristic-based detectors to identify rootkits.
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I n t e g r i t y - b a s e d  D e t e c t i o n

Integrity-based detection functions by comparing a current file system, boot records, 
or memory snapshot with a known, trusted baseline. The evidence or presence of malicious 
activity can be noticed by the dissimilarities between the current and baseline snapshots.

C r o s s - v i e w - b a s e d  D e t e c t i o n

Cross-view-based detection techniques function by assuming the operating system 
has been subverted in some way. This enumerates the system files, processes, and 

registry keys by calling common APIs. The gathered information is then compared with the data 
set obtained through the use of an algorithm traversing through the same data. This detection 
technique relies upon the fact that the API hooking or manipulation of kernel data structure 
taints the data returned by the operating system APIs, with the low-level mechanisms used to 
output the same information free from DKOM or hook manipulation.

R u n t im e  E x e c u t i o n  P a t h  P r o f i l in g

The Runtime Execution Path Profiling technique compares runtime execution path 
profiling of all system processes and executable files. The rootkit adds new code near to 

a routine's execution path, in order to destabilize it. The number of instructions executed 
before and after a certain routine is hooked and can be significantly different.
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Follow these steps to detect rootkits:

1. Run "dir /s /b /ah" and "dir /s /b /a-h" inside the potentially infected OS and save the
results.

2. Boot into a clean CD, run "dir /s /b /ah" and "dir /s /b /a-h" on the same drive, and save 
the results.

3. Run a clean version of WinDiff from the CD on the two sets of results to detect file-
hiding ghostware (e.g., invisible inside, but visible from outside).

Note: There can be some false positives. Also, this does not detect stealth software that hides 
in BIOS, video card EEPROM, bad disk sectors, Alternate Data Streams, etc.
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H o w  t o  D e f e n d  a g a i n s t  R o o t k i t s

H o w  t o  D e f e n d  a g a i n s t  R o o t k i t s

A common feature of these rootkits is that the attacker requires administrator access 
to the target system. The initial attack that leads to this access is often noisy. Excess network 
traffic that arises in the face of a new exploit should be monitored. It goes without saying that 
log analysis is a part and parcel of risk management. The attacker may have shell scripts or 
tools that can help him or her cover his or her tracks, but surely there will be other telltale signs 
that can lead to proactive countermeasures, not just reactive ones.

A reactive countermeasure is to back up all critical data excluding the binaries, and go for a 
fresh clean installation from a trusted source. One can do code check summing as a good 
defense against tools like rootkits. MD5sum.exe can fingerprint files and note integrity 
violations when changes occur. To defend against rootkits, integrity checking programs for 
critical system files can be used. Numerous tools, programs, software, and techniques are 
available to check for rootkits.

A few techniques that are adopted to defend against rootkits are listed as follows:

Q Reinstall OS/applications from a trusted source after backing up the critical data 

© Staff with ill-defined responsibilities

Q Well-documented automated installation procedures need to be keep
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Q Install network and host-based firewalls 

Q Use strong authentication 

Q Store the availability of trusted restoration media 

Q Harden the workstation or server against the attack 

© Update the patches for operating systems and applications
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H o w  t o  D e f e n d  a g a i n s t  R o o t k i t s  C E H
(Cont’d) UrtiflH | ItfcKJl lUilwt

U pdate  an tiv irus  and an ti-spyw are  so ftw are  regularly

Do no t install unnecessary app lica tions and also disable th e  featu res  and  

services no t in use

Verify th e  in te g rity  o f system files regularly using cryptographically  strong  

digital fin gerp rin t technologies

Ensure th e  chosen antiv irus softw are  posses ro o tk it  p ro tec tio n

*Avoid logging in an account w ith  ad m in is tra tive  privileges

A dhere to  th e  least priv ilege p rinc ip le

t

t

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

H o w  t o  D e f e n d  a g a i n s t  R o o t k i t s  ( C o n t ’d )

Now you have seen basic countermeasures for defending against rootkits there are 
some more countermeasures that will assist you in defending against rootkits.

Let's take look at what more you can do to defend against rootkit.

© You should update you antivirus and antispyware software regularly

Q You should not install unnecessary applications on your system and also disable the 
features and services not in use

Q You should verify the integrity of system files regularly using cryptographically strong 
digital fingerprint technologies

0 Ensure that the chosen antivirus software possesses rootkit protection before it is 
installed

Q You should avoid logging in an account with administrative privileges

Q You should adhere to the least privilege principle
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A n t i - R o o t k i t :  S t i n g e r  C E H
U rtifM  tUx*l lUckM

J  S tinger is a s tan da lon e  u tility  used to  d e te c t and re m o v e  specific viruses. By de fau lt, S tinger scans 

rootk its , runn ing processes, loaded  m odules, registry and d irecto ry  locations know n to  be used by  

m a lw a re  on th e  m achine  to  keep scan tim e s  m in im a l

Onvw.1iw.00>.
c  Raportoniy

(7 Scan«*K*

Scon ties• target*

R  Regrstry

R Boot sector*
R Roo*1t»

Interlace 

r  List al Met *conned

De«ec*on

| 7  Scon  subdirectories 

r  Report oppJceeoos

H#ont*c net״ o *  check •or 

Sensr*vt״y*״v•1

 ̂Stingy
E1•* b*<p
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Scan Now
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"defences list Viruses

Add 1
D«ectone« *0 scon
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Browse |

u
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2011 » N0V «000 0000 י m  vl י / * *

*49 **i f0 מ »c4nי FU«V

A n t i - R o o t k i t :  S t i n g e r

Source: http://www.mcafee.com

McAfee Stinger helps you to detect and remove prevalent Fake Alert malware, viruses, and 
threats identified in your system. Stinger scans rootkits, running processes, loaded modules, 
the registry, and directory locations known to be used by malware on the machine to keep scan 
times minimal. It can also repair the infected files found in your system. It detects and 
deactivates all the viruses from your system.

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 728

http://www.mcafee.com


Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

Preferences

On virus d ic t io n  

C Report only 

(S Repair 

C Rename 

C  Delete

Scan N t i  targets 

p■ Processes 

(7 Registry 
[* Boot sectors 

|7  Rootkits

Interface 

f־  List all hies scanned

Detection 

f* Scan subdirectories 

r  Report applications

W Scan mside compressed tiles

Sens*v1ty level | Medium _^J

w ידי
Preferences List Viruses

V  Stinger

£H* Help
#ל

S u n  Now

Directories to scan

Stngô R»iV«non 1020 360 but on Nov 42011 
CflpjagN kl 2011 McAf•• Inc Al R̂ jN! R»wr^d 
V w  data to vl 000 0000 oe*ed on Nov 4 2011

*can lot 3149 *iwx *cun: and vvurtfs

FIGURE 5.60 : S tinge r S creenshot
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A n t i - R o o t k i t :  U n H a c k M e c(crtifwd 1

E H
ttkiul NmIm

J  U n H a ckM e  d e te c ts  an d  re m o v e s  m a lic io u s  p ro g ra m s  (ro o tk its /m a lw a re /a d w a re /s p y w a re /T ro ja n s )

F e a tu re s :

Q Precise double-
checking for a W indows- 
based PC

w Instant tracking of 
malicious code in the 
system (rootkits, Trojans, 
worms, viruses and so on)

w Does not slow up the PC 

and it is compatible w ith  
antivirus programs

A n t i - R o o t k i t :  U n H a c k M e

Source: http://www.greatis.com

UnHackMe is basically anti-rootkit software that helps you in identifying and removing all types 
of malicious software such as rootkits, Trojans, worms, viruses, and so on. The main purpose of 
UnHackMe is to prevent rootkits from harming your computer, helping users protect 
themselves against masked intrusion and data theft. UnHackMe also includes the Reanimator 
feature, which you can use to perform a full spyware check.

Features:

e Precise double-checking for a Windows-based PC

0 Instant tracking of malicious code in the system (rootkits, Trojans, worms, viruses and 
so on)

Q Does not slow up the PC and it is compatible with antivirus programs

3ef«itVJue ResebvK*?
\5Y5TCH\CurTen5consol.:w r.w  REG.5Z C:\Pr0flQT1 F1l«s (x86)\N«W0r..
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APC RTGSZ C:\PROGRAM FIES <Xa6)\A0V.

L  ajo 5«r.• c«
□  Ajtc S«r. c«
□  Auto S«rv-c«

\5Y5TCW\CurT«n5C0na0l.
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\S0ftwafe\Micro9oft\Wl... M<rv 0JRRT
\S0׳tv<r»f̂ M1cr0wfnWl... HKEVJ.OCAI... *t«K n... % 3‘fcC-.SZ C:\Prograrn (x86)\6<!<*T0.
\S0ftwa׳^M1cnjwfnW1... M«v_iOCAl..X:\P-ovrm (t86}\A<fcv9.
\i0׳ftw»r*\M1cr0wfRV\n... HKtr_lOCAl... * *K ״vnHl*(x»)\Au©-T׳RE6_5£ *C\PfOOיזו... 96 7 
\&olW*\M1cro*tfRw1... mar_10CA1... ■**5:1RE6.&2 C:\PR0CRAM F1X5 (X86JVADV.
\S0ftwv#\M1rro»oft\W1... HKtUOCAI. . 41*0ז  n

*utixhk /q /v
\SVSTiN\CurffntConttol... MtCEY.lOCAL.. *Drf*'•... 74 •

C o p y r ig h t©  b y  E&GeURCtl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

Reg Run Rearimator -  Scan for Malware...
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R egR un R e a n im a to r - Scan fo r  M a lw are ...

Save Log

I”  Hide Security Settings

x ממ a
Item Name Data Type Value Default Value Registry Key Root Key

3  Au to  Services berrysrv REG SZ C:\Prog ram  R le s  (x86)\Hetw or... \SYSTEM \CurrentContro l... + N ot m ... 83 31—

3  Au to  Services EMP UDSA REG SZ C:\Prog ram  R le s  (x86)\EPSO N  ... \SYSTEM \CurrentContro l... +Not m ... 83 1'

□  Au to  Servicss S o la rw ind s  TF... REG SZ "C:\Program  R le s  (x86 )'S o la r... \SYSTEM\Cu rrentContro l... +Not m ... 83 4!

□  Registry Run APC REG SZ C:\PROGRAM  FILES (X86)\AD V ... \So ftw a re\M i c roso ft\W i... hK EY  CURRE... + N o tm ... 96 1

□  Kegistry Kun G I W ho is K tG  bZ c:\p rog ram  H ies  (x»t>)\beek10... \b0ftw a re\M 1 c roso ft\W i... h KLY  LOCAL... + N 0t m ... yb  J

□  Registry Run rn5.exe REG SZ "C:\Program  R le s  (x86 )'A c tive ... \So ftw a re\M i c roso ft\W i... I-KEY LOCAL... + N ot m ... 96 6

□  Registry Run dtri.exe REG SZ "C:\Program  R le s  (x86 )'Au tD T־ ... \So ftw a re\M i c roso ft\W i... I-KEY LOCAL... + N ot m ... 96 7

□  Registry Run APC REG SZ C:\PROGRAM  FILES (X86)\AD V ... \So ftw a re\M i c roso ft\W i... hK EY  LOCAL... + N ot m ... 96 9

□  Registry Run svcnet2 REG SZ C:\W indow s\svcnet2 \svm et2 .exe \So ftw a re\M i c roso ft\W i... hK EY  LOCAL... + N o tm ... 96 H

□  Bootexecute BootExecu te REG_N...
au to check  au to chk  /q  /v  * 
Partizan au to check  a... \S YSTEM\Cu rrentContro l... hKEY_LO CAL... *Define ... 74 0

......> ״ ׳

fnnr*A Q 1r\-r r^ D o n r .D iu  cn  c c  r v u s w i c r \CnfhAraro\ MirrncnfH\A/i u ir c v  1 n r a i At uni י 1ר  I n p l
>

F4e £drt View Reboot

Fix Probems 

Hide Good Items

2  0  Internet Expl 
±  <$/ Browsers

Network S e t = 
B  Software Co
! a !  no
B - ®  WindDws SI׳
b Q  Kernel Auto [v j

Double-click on he  row to get specific command:. 
T he  legend:

Proh ib ited : 0 
S u sp ic iou s: 9 
W arn ing s: 1

 ...Make Backup <־

Restore Backup <־

*־  Add to the I gnae List

Pale Yellow • warnings

FIGURE 5.61 : U nH ackM e S cree n tsho t
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A n t i - R o o t k i t s C E H
(•itifwd 1 ItlMUl NMhM

p ! R o o tk it  B u s te r
http://downloadcenter. trendmicro. com

M
•

R o o tk it  R azor
h ttp ://w w w . tizersecure. com

R e m o ve A n y
h ttp ://w w w . free-anti-spy. com

[ נ □ □
TDSSKiller
h ttp ://s  upport.kaspersky. com

1
׳ i m  
3  o n

P revx
h ttp ://w w w . pre vx. com

V iru s  R em o va l Too l
http://www.sophos.com

1 H y p e rs ig h t R o o tk it  D e te c to r
http:,//northse curity labs. com

A v ira  Free A n tiv iru s
B y  . http://www.avira.com

M
S an ityC he ck
h ttp ://w w w . resplendence, com

C o p y r ig h t ©  b y  E & C o in c il.  A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

A n t i - R o o t k i t s

The following anti-rootkits help you to remove various types of malware such as 
rootkits, viruses, Trojan, and worms from your system. You can download or purchase anti- 
rootkit software from home sites and install it on your PC to be protected from rootkits. A few 
anti-rootkits are listed as follows:

0 Virus Removal Tool available at http://www.sophos.com
0 Hypersight Rootkit Detector available at http://northsecuritylabs.com
0 Avira Free Antivirus Tool available at http://www.avira.com
0 SanityCheck available at http://www.resplendence.com
0 GMER available at http://www.gmer.net
0 Rootkit Buster available at http://downloadcenter.trendmicro.com 
0 Rootkit Razor available at http://www.tizersecure.com 
0 RemoveAny available at http://www.free-anti-spy.com 
0 TDSSKiller available at http://support.kaspersky.com 
0 Prevx available at http://www.prevx.com
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CEHN T F S  D a t a  S t r e a m

In je c t m a lic io u s  

code  in  th e  e x is t in g  f i leI16wot
€5

ADS is th e  ab ility  to  fo rk  data  

in to  existing files  w ith o u t  

changing o r a lte ring  th e ir  

fu n ctio n a lity , size, o r display  

to  file  brow sing u tilities

Hacker

NTFS A lte rn a te  Data Stream  (ADS) 
is a W indo w s  hidden stream  

which contains m etad a ta  fo r th e  

file  such as a ttrib u tes , word  

count, a u th o r nam e, and access 

and m odification tim e  o f th e  files

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d

N T F S  D a t a  S t r e a m

In addition to the file attributes, each file stored on an NTFS volume typically contains 
two data streams. The first data stream stores the security descriptor, and the second stores 
the data within a file. Alternate data streams are another type of named data stream that can 
be present within each file.

Alternate Data Stream (ADS) is any kind of data that can be attached to a file but not in the file 
on an NTFS system. The Master File Table of the partition will contain a list of all the data 
streams that a file contains, and where their physical location on the disk is. Therefore, 
alternate data streams are not present in the file, but attached to it through the file table. NTFS 
Alternate Data Stream (ADS) is a Windows hidden stream that contains metadata for the file 
such as attributes, word count, author name, and access and modification time of the files.

ADS is the ability to fork data into existing files without changing or altering their functionality, 
size, or display to file browsing utilities. ADSs provide attackers with a method of hiding 
rootkits or hacker tools on a breached system and allow them to be executed without being 
detected by the system's administrator. Files with ADS are impossible to detect using native file 
browsing techniques like the command line or Windows Wxplorer. After attaching an ADS file 
to the original file, the size of the file will show as the original size of the file regardless of the
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size of the ADS anyfile.exe. The only indication that the file was changed is the modification 
time stamp, which can be relatively innocuous.

Hacker Existing File NTFS File System

FIGURE 5.62: W o rk in g  o f  NTFS Data S tream

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 734



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

H o w  t o  C r e a t e  N T F S  S t r e a m s C E H

Notepad is stream compliant application

S Launch c : \> n o te p a d  m y f i l e . t x t : l i o n . t x t

w Click 'Yes' to create the new file and type 10 lines 
of data Save the file

® Launch c : \> n o te p a d  
m y f i l e . t x t : t i g e r . t x t

w Click 'Yes' to create the new 
file and type other 20 lines 
of text Save the file

© To m odify  th e  stream  

d ata , open do cu m ent 
' m y f i l e  . t x t : t i g  

e r  . t x t '  in no tepad

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

H o w  t o  C r e a t e  N T F S  S t r e a m siLjr You can create NTFS Streams by following these steps:

0 Launch c : \>notepad myfile . t x t : l i o n . txt  

0 Click Yes to create the new file and type 10 lines of data.

0 Save the file.

0 Launch c : \>notepad myfile . t x t : t iger  . txt  

0 Click Yes to create the new file and type other 20 lines of text 

0 Save the file.

0 Viewthefilesizeofm yfile.txt (it should be zero).

0 To modify the stream data, open the document myfile. txt: t iger  . tx t .in Notepad ׳
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N T F S  S t r e a m  M a n i p u l a t i o n C E H

:—  ^  Location c :\

Readm e.txt (size: 0)

M o v e  th e  c o n te n ts  o f

T ro ja n .e x e  to  R e a d m e .tx t

i fLocation c:\

Trojan.exe (s ize:2 MB)

To m ove  th e  con ten ts  o fT ro jan .exe  to  R eadm e.txt (stream ): 

C : \ >  t y p e  c : \ T r o j a n . e x e  >  c : \ R e a d m e . t x t :  

T r o j a n . e x e

Move

~ l / \r
Execute

To exe cu te th e T ro ja n .e xe  inside th e  Readm e.txt (stream ): 

C : \ s t a r t  c : \ R e a d m e . t x t : T r o j a n . e x e

~7/\ To e x tra c t th e  Trojan.exe fro m  th e  Readm e.txt (stream ):
W m /_ \

C : \ >  c a t  c : \R e a d m e . t x t : T r o j a n . e x e  >
-  T r o j a n . e x e

Note: Cat is a W indows 2003 Resource Kit U tility

Extract

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

N T F S  S t r e a m  M a n i p u l a t i o n

You can manipulate the NTFS streams by executing the following steps: 

© To move the contents of Trojan.exe to Readme.txt (stream):
c:\>  type c:\Trojan.exe > c :\Readme.t x t :Trojan.exe

© To execute the Trojan.exe inside the Readme.txt (stream):
c : \ >  s ta r t  c :\Readme.t x t :Trojan.exe

Q To extract the Trojan.exe from the Readme.txt (stream):
c:\>  cat c :\Readme.t x t :Trojan.exe > Trojan.exe

Note: Cat is a Windows 2003 Resource Kit Utility.

M ove th e  con ten ts o f
Trojan.exe to  R eadm e.txtLocation c:\

Readme.txt (size: 0)Trojan.exe (size: 2 MB)

FIGURE 5 .6 3 : W o rk in g  o f  NTFS S t r e a m  M a n ip u la t io n
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H o w  t o  D e f e n d  a g a i n s t  N T F S  

S t r e a m s
C E H

L N S .e x e fro m  

(h ttp ://n ts e c u rity .n u  
/ to o lb o x / ln s /)  can  

d e te c t  s tre a m s
Use third-party file  
checksum application to 
maintain integrity of an 
NTFS partition against 
unauthorized ADS

To d e le te  NTFS 

stream s, m ove th e  

suspected files  to  FAT 

partitio n

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

^ ר   H o w  t o  D e f e n d  a g a i n s t  N T F S  S t r e a m s

"— ' You should use Lads.exe software as a countermeasure for NTFS. The latest version of 
lads.exe gives you a report for the availability status of ADSs. Lad.exe is useful to administrators 
who deal with graphics since this tool provides the findings on the screen. This tool searches for 
either single or multiple streams. It provides a report of the ADSs' presence as well as gives the 
full path and length of each ADS that is found.

Other means include copying the cover file to a FAT partition and then moving it back to NTFS. 
This corrupts and loses the streams.

LNS.exe from http://ntsecurity.nu/toolbox/lns/ is a tool used to detect NTFS streams. This tool 
is useful in a forensic investigation.

You should do the following things to defend against NTFS streams:

Q Use up-to-date antivirus software on your system

Q Enable real-time scanning of antivirus as it will protect from execution of malicious 
streams inside your system

© Use file monitoring software such LAD, as it helps you to detect creation of additional or 
new data streams
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N T F S  S t r e a m  D e t e c t o r :  

S t r e a m A r m o r

m a m ₪ ₪ a a ₪ ₪ a m m h t tp : / / s e c u r i t y x p l o d e d .c o m

C o p y r ig h t ©  b y  EC-Ca11a c tl.  A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

N ן T F S  S t r e a m  D e t e c t o r :  S t r e a m A r m o r

Source: http://securityxploded.com

This tool helps you to detect the hidden Alternate Data Stream (ADS) and remove it from your 
system completely. Its multithreaded ADS scanner helps you to scan recursively over the entire 
system and uncovers all the hidden streams from your system. You can easily detect the 
suspicious data stream from a normal data stream as it displays the discovered specific stream 
with a specific color pattern. It is also able to detect file the type of stream by using the 
Advance File type detection mechanism.

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 738

http://securityxploded.com
http://securityxploded.com


Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 739



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

N T F S  S t r e a m  D e t e c t o r s CEH

Stream Explorer
h ttp ://w w w . rekenwonder. com

ADS Spyן
o  http:,//www. merijn. nu

ADS Scanner
http ://ww w.po in ts tone, com

ADS Manager
http ://dm itryb ran t. com

RKDetector
h ttp ://w w w . rkdetector. comG*s«e]

Streams
http ://techne t. micros oft. comj#

GMER
h ttp ://w w w . gmer. net

AlternateStream View
h ttp ://w w w . nirs oft. net

HijackThis
h ttp ://free , antivirus.com

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

NTFS-Streams: ADS 
manipulation tool
h ttp ://s  our ceforge, ne t

N T F S  S t r e a m  D e t e c t o r s

There are various NTFS Stream Detectors available in the market. You can detect 
suspicious streams with the following NTFS stream detectors. You can download and install 
these stream detectors from their home sites:

0 ADS Spy available at http://www.meriin.nu

© ADS Manager available at http://dmitrybrant.com

0 Streams available at http://technet.microsoft.com

0 AlternateStreamView available at http://www.nirsoft.net

0 NTFS-Streams: ADS manipulation tool available at http://sourceforge.net

0 Stream Explorer available at http://www.rekenwonder.com

0 ADS Scanner avaialble at http://www.pointstone.com

0 RKDetector available at http://www.rkdetector.com

0 GMER available at http://www.gmer.net

0 HijackThis avaialble at http://free.antivirus.com
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W h a t  I s  S t e g a n o g r a p h y ? c|E H
ittx jJ  IUk«

J  S teganography  is a te ch n iq u e  o f h id ing a secre t m essage w ith in  an o rd inary  

m essage and e xtra c tin g  it a t th e  des tina tio n  to  m a in ta in  c o n fid e n tia lity  o f data

J  U tiliz ing  a graphic im age  as a c o ver is th e  m ost p o pu lar m eth o d  to  conceal th e  

da ta  in files

Source code for the 
hacking tool

<£>

Communication and 
coordination channel

List of the comprom ised

Plans for future 
attacks

0
C o p y r ig h t ©  b y  E & C a m c tl.  A ll R igh ts  R eservfect;R eproduction  is  S tr ic t ly  P ro h ib ite d .

[ ! W h a t  i s  S t e g a n o g r a p h y ?

 ̂ It has been argued that one of the shortcomings of various detection programs is their
primary focus on streaming text data. What if an attacker bypasses normal surveillance 
techniques and still steals or transmits sensitive data? A typical situation would be where an 
attacker manages to get inside a firm as a temporary or contract employee and surreptitiously 
seeks out sensitive information. While the organization may have a policy of not allowing 
electronic equipment to be removed from a facility, a determined attacker can still find a way 
with techniques such as steganography.

Steganography is defined as the art of hiding data behind some other data without the 
knowledge of the enemy. It replaces bits of unused data into the usual files—graphic, sound, 
text, audio, video—with some other bits that have been obtained surreptitiously. The hidden 
data can be plaintext or ciphertext, or it can be an image.

The lure of the steganography technique is that, unlike encryption, steganography cannot be 
detected. When transmitting an encrypted message, it is evident that communication has 
occurred, even if the message cannot be read. Steganography is used to hide the existence of 
the message. An attacker can use it to hide information even when encryption is not a feasible 
option. From a security point of view, steganography is used to hide the file in an encrypted
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fo rm a t .  This is d o n e  so t h a t  even if th e  f i le  t h a t  is e n c ry p te d  is d e c ry p te d ,  th e  message w i l l  sti l l  

re m a in  h id de n . A t tacke rs  can inse rt  in fo rm a t io n  such as:

0  Source code  fo r  hack ing  to o l

0  List o f  c o m p ro m is e d  servers

0  Plans fo r  f u tu re  a ttacks

0  C o m m u n ic a t io n  and c o o r d in a t io n  channe l
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C M  Application of Steganogxaphy
-  The a p p l ic a t io n  o f  s te g a n o g ra p h y  d i f fe rs  in m a n y  areas and th e  area dep en ds  on w h a t  

fe a tu re  o f  s te g a n o g ra p h y  is u t i l ized . S teg an og rap hy  is app l icab le  to :

© Access C o n tro l  Sys tem  fo r  D ig i ta l  C o n te n t  D is t r ib u t io n

In th e  Access C on tro l  System fo r  D ig i ta l  C o n te n t  D is t r ib u t io n  sys tem , th e  e m b e d d e d  

data  is "h id d e n , "  b u t  is "e x p la in e d "  to  pub lic ize  th e  c o n te n t .  In th is  sys tem , a p ro to ty p e  

o f  an Access C on tro l  System  fo r  d ig ita l c o n te n t  is d e v e lo p e d  to  send da ta  th ro u g h  th e  

In te rn e t .  Using fo ld e r  access keys, th e  c o n te n t  o w n e r  e m b ed s  th e  c o n te n t  in a fo ld e r  

and up loads  on  th e  w e b  page. Here th e  c o n te n t  o w n e r  exp la ins  th e  c o n te n t  and 

pub lishes th e  c o n ta c t  de ta i ls  on  th e  W o r ld  W id e  W e b  to  g e t  an access -reques t f r o m  

users and th e y  can c o n ta c t  h im  o r  he r  to  g e t th e  access key. The va luab le  data  can be 

p ro te c te d  using special access keys.

Q S te g a n o g ra p h y  File Sys tem s

A S teg an og rap hy  File System has a level o f  se cu r ity  using w h ic h  h id ing  da ta  is d on e  by a 

series o f  f ixed  size f i les  o r ig in a l ly  cons is t ing  o f  ra n d o m  b its  on to p  o f  w h ic h  vec to rs  cou ld  

be su p e r im p o s e d  in such a w a y  as to  a l lo w  levels o f  se cu r ity  to  d e c ry p t  all lo w e r  levels. 

Even th e  ex is tence  o f  any  h ig he r  levels, o r  an e n t i re  p a r t i t io n ,  is f i l le d  w i th  ra n d o m  bits 

and f i les  h idden  in it.
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Q M e d ia  B r idg ing

Using d ig ita l s te g a n o g ra p h y ,  e le c t ro n ic  c o m m u n ic a t io n s  can by e n c ry p te d  in th e  

t r a n s p o r t  layer, such as a d o c u m e n t  f i le , im age  f i le , p ro g ra m , o r  p ro to c o l .

Q C opy P re v e n t io n  o r  C o n tro l  (DVD)

In th e  e n te r ta in m e n t  in d u s t ry  s te g a n o g ra p h y  can be used to  p ro te c t  co p y r ig h ts  fo r  DVDs 

and CDs. The DVD c o p y -p ro te c t io n  p ro g ra m  is des igned  to  s u p p o r t  a co py  g e n e ra t io n  

m a n a g e m e n t  system .

0  M e ta d a ta  H id in g  (T rack ing  In fo rm a t io n )

M e ta d a ta  can be used to  t ra c k  geo loca t ion  and to  p re v e n t  o r  c o n tro l  co py ing  d ig ita l 

m a te r ia l ,  i.e., p re v e n t in g  u n a u th o r iz e d  d u p l ic a t io n  o f  d ig ita l data .

© B ro ad cas t  M o n i t o r in g  (G ibson , P a t te rn  R e c o g n i t io n )

© C o v e r t  C o m m u n ic a t io n

w O w n e rs h ip  A s s e r t io n

Q F in g e rp r in t in g  (T ra i to r  T rack ing )

Q A u th e n t ic a t io n  (O r ig ina l vs. Forgery )
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Classification of Steganography CEH
Urtifirt itfciul NmIm

O p e n  C o d es

C overed
C iphers

Ja rg o n
C ode

S teganography  !

L ing u is tic
S te g a n o g ra p h y

S e m a g ra m s

V isual
S e m a g ra m s

Text
S e m a g ra m s

T echn ica l

S te g a n o g ra p h y

£

Copyright © by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

C l a s s i f i c a t i o n  o f  S t e g a n o g r a p h y

S teg an og rap hy  is c lassif ied in to  t w o  areas based on  te c h n iq u e s .  T hey  are techn ica l  

s te g a n o g ra p h y  and l ingu is t ic  s te ga no g ra ph y . Technica l s te g a n o g ra p h y  h ides a message using 

sc ien t i f ic  m e th o d s ,  w h e re a s  th e  l in g u is t ic  s te g a n o g ra p h y  h ides th e  message in th e  ca rr ie r ,  a 

m e d iu m  used to  c o m m u n ic a te  o r  t ra n s fe r  messages o r  f i les. The s te g a n o g ra p h y  m e d iu m  is 

usua lly  d e f in e d  as th e  c o m b in a t io n  o f  th e  h id de n  message, th e  ca rr ie r ,  and  th e  s te g a no g ra ph y  

key. The fo l lo w in g  d ia g ra m  d e p ic ts  th e  c lass if ica t ion  o f  s teganog raphy .
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S te g a n o g r a p h y

Linguistic
Steganography

Open CodesHSemagrams

C o v e re d

C ip h e rs

J a r g o n

C o d e

V isu a l 

S e m a g r a m s  y j

Text
S e m a g r a m s  J

Technical
Steganography

FIGURE 5.64: Classification of Steganography
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Technical Steganography CEH

J  Technical s teg an o g rap h y  u ses physical o r  chem ical m e a n s  to  h id e  th e  
ex is te n c e  o f a m e ssa g e

J  Technical s teg an o g rap h y  u ses to o ls , dev ices, o r m e th o d s  to  conceal 
m e ssa g e s

Some methods o f technical steganography include:

U se s  r e d u n d a n t  in f o r m a t io n  

in  t e x t s ,  p ic tu r e s ,  s o u n d s ,  

v id e o s ,  e tc .

Microdots

M e t h o d  t o  h id e  u p  t o  o n e  

p a g e  in  a  d o t

Invisible Ink

M e t h o d  w i th  t h e  l o n g e s t  

t r a d i t i o n

Copyright © by E&CoiMCil. All Rights Reserved. Reproduction is Strictly Prohibited.

T e c h n i c a l  S t e g a n o g r a p h y

Techn ica l s te g a n o g ra p h y  is a m e th o d  o f  secur ing  te x t  messages w i th  th e  he lp  o f  

physica l o r  chem ica l m e th o d s  to  h ide  th e  ex is ten ce  o f  th e  te x t  message. You can use m an y  

too ls ,  devices, and m e th o d s .

Techn ica l s te g a n o g ra p h y  has m e th o d s  to  a ch ieve  m essage  h id ing . Some o f  th e m  inc lude :

0  In v is ib le  ink

This m e th o d  uses inv is ib le  ink fo r  h id ing  te x t  messages.

© M ic ro d o ts

It is a m e th o d  th a t  can be used to  h ide  up to  one  page in a do t.

Q C o m p u te r -b a s e d  m e th o d s

Use re d u n d a n t  in f o r m a t io n  in tex ts ,  p ic tu res , sounds, v ideos, etc.
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CEHLinguistic Steganography

Semagrams
J  It is  f u r t h e r  c a t e g o r i z e d  i n t o  s e m a g r a m s  

a n d  o p e n  c o d e s  

J  S e m a g r a m s  u t i l iz e  v is u a l  s y m b o l s  o r  s ig n s  

t o  h id e  s e c r e t  m e s s a g e s

Hiding M essage

J  L in g u is t ic  s t e g a n o g r a p h y  u t i l iz e s  w r i t t e n  

n a t u r a l  l a n g u a g e  t o  h id e  t h e  m e s s a g e  

in  t h e  c a r r i e r  in  s o m e  n o n - o b v io u s  

w a y s

Text
Sem agram s

H id e s  a m e s s a g e  b y  m o d i fy in g  t h e  

a p p e a r a n c e  o f  t h e  c a r r i e r  t e x t ,  

s u c h  a s  s u b t l e  c h a n g e s  in  t h e  f o n t  

s iz e  o r  t y p e ,  a d d i n g  e x t r a  s p a c e s ,  

o r  d i f f e r e n t  f lo u r i s h e s  in  l e t t e r s  o r  
h a n d w r i t t e n  t e x t

T ypes of 
S em agram sVisual

Sem agram s

U se  in n o c e n t - l o o k in g  o r  e v e r y d a y  

p h y s ic a l  o b j e c t s  t o  convey a 
message, s u c h  a s  d o o d l e s  o r  t h e  

p o s i t i o n in g  o f  i t e m s  o n  a  d e s k  o r  

w e b s i t e

J
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L i n g u i s t i c  S t e g a n o g r a p h y

L ingu is t ic  s te g a n o g ra p h y  h ides th e  message in th e  c a rr ie r  in som e in v e n t iv e  ways. This 

te c h n iq u e  is fu r t h e r  ca tego r ized  as se m a gram s o r  o pen  codes.

: = n l S e m a g r a m s

This te c h n iq u e  uses sym bo ls  and d i f fe re n t  signs to  h ide  th e  da ta  o r  messages. This is 

fu r t h e r  ca tego r ized  as v isua l se m a g ra m s  and te x t  sem agram s.

Q V isua l S e m ag ra m s

This m e th o d  uses u n m a l ic io u s  phys ica l  o b je c ts  to  t r a n s m i t  a message such as doo d les  

o r  th e  p o s i t io n in g  o f  i te m s  on  a desk o r  w eb s ite .

0  T e x t  S em ag ra m s

A te x t  sem agram s  h ides th e  te x t  message by  c o n v e r t in g  o r  t r a n s fo rm in g  its look  and 

a ppea rance  o f  th e  c a rr ie r  te x t  message, such as chang ing  fo n t  sizes and styles, add ing  

ex tra  spaces as w h i te  spaces in th e  d o c u m e n t ,  and d i f fe re n t  f lo u r is h e s  in le t te rs  o r  

h a n d w r i t te n  tex t .
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Linguistic Steganography
(C ont’d)

CEH

m
MJ  Open code hides th e  secret m essage in a specifically designed pattern  on 

the docum ent th a t is unclear to  the  average reader

Covered cipher is categorized 
into:

1. Null Ciphers

S  A null c ip h e r  is a n  a n c ie n t fo rm  o f 
e n c ry p t io n  w h e r e  t h e  p la in te x t  is 
m ix e d  w ith  a la rg e  a m o u n t  o f  n o n -  

c ip h e r  m a te r ia l

5  It c a n  a lso  b e  u s e d  to  h id e  c ip h e r te x t

2. Grille Ciphers
a  In th is  te c h n iq u e , a g r il le  is c r e a te d  

by cu t tin g  h o le s  in a p ie c e  o f  p a p e r

-  W h e n  th e  re c e iv e r  p la c e s  t h e  g r il le  
o v e r  t h e  t e x t ,  th e  in te n d e d  m e s s a g e  
ca n  b e  re tr ie v e d

Open code steganography is 
divided into:

1. Jargon Code
It is a la n g u a g e  t h a t  a g r o u p  o f  p e o p le  
ca n  u n d e r s ta n d  b u t  is m e a n in g le s s  to  

o th e r s

2. Covered Ciphers
T he m e s s a g e  is h id d e n  o p e n ly  in  t h e  
c a r r ie r  m e d iu m  so  th a t  a n y o n e  w h o  

k n o w s  th e  s e c r e t  o f  h o w  it w a s  
c o n c e a le d  ca n  re c o v e r  it

a b e d
e f q h
iik lm
n° P \ J
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L i n g u i s t i c  S t e g a n o g r a p h y  ( C o n t ’ d )

O pen  code  h ides th e  secre t message in a le g i t im a te  c a rr ie r  message th a t  is spec if ica l ly  

des igned  in a p a t te rn  on a d o c u m e n t  th a t  is u nc lea r  to  th e  average  reader. The c a rr ie r  message 

is s o m e t im e s  ca lled th e  o v e r t  c o m m u n ic a t io n  and th e  secre t message is th e  c o v e r t  

c o m m u n ic a t io n .  The o pen  codes te c h n iq u e  is d iv id ed  in to  t w o  m a in  g roups : ja rg o n  codes and 

cove red  c iphers . The covered  c iphers  are  su b -d iv ide d  in to  tw o  types : n u l l  c ip h e rs  and g r i l le  

c iphers .

J a r g o n  C o d e s

Ja rgon  codes  are a language th a t  a g ro u p  o f  p eop le  can u n d e rs ta n d  b u t  is 

m ea n in g le s s  to  o the rs .  These codes use signals, te rm in o lo g y ,  and c o nve rsa t ion s  t h a t  have a 

specia l m ea n in g  th a t  is k n o w n  to  som e  spec if ic  g ro u p  o f  peop le .  A subse t o f  ja rg o n  codes are 

cue codes, w h e re  ce r ta in  p re a r ra n g e d  phrases  co nve y  m ean ing .

C o v e r e d  C i p h e r s

The message is h idden  o p e n ly  in th e  c a rr ie r  m e d iu m  so th a t  anyo ne  w h o  kn ow s  th e  

secre t o f  h o w  it  was co nce a led  can reco ve r  it. C overed  c iphers  are c a te g o r iz e d  in to  tw o  types : 

g r i l le  c iph e rs  a nd  n u l l  c iphers .
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A g r i l le  c ip h e r  e m p lo y s  a te m p la te  t h a t  is used to  co ve r  th e  ca r r ie r  message. The w o rd s  th a t  

a pp ea r  in th e  ope n ing s  o f  th e  te m p la te  are  th e  h id d e n  message.

A n u l l  c ip h e r  h ides th e  message by using som e  p re a rra n ge d  set o f  ru les, such as " read  eve ry  

f i f th  w o r d "  o r  " lo o k  a t th e  th i rd  c h a ra c te r  in eve ry  w o r d . "  It can also be used to  h id e  c ip h e r  

te x t .
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Steganography Techniques CEH

Statistical Techniques

E m b ed  m e s s a g e s  by  a l te r in g  s ta t is t ic a l  
p r o p e r t i e s  o f  t h e  c o v e r  o b je c ts  a n d  u se  
h y p o th e s i s  m e th o d s  fo r  e x t r a c t io n

Substitution Techniques

S u b s t i tu t e  r e d u n d a n t  p a r t  o f  t h e  

c o v e r -o b je c t  w ith  a s e c r e t  m e s s a g e

Distortion Techniques•  Transform Domain Techniques

S to re  in fo rm a tio n  b y  s ig n a l d is to r t io n  
a n d  in  t h e  e x t r a c t io n  s te p  m e a s u re s  
t h e  d e v ia t io n  f ro m  th e  o r ig in a l c o v e r

E m b ed  s e c r e t  m e s s a g e  in  a  t r a n s f o r m  

s p a c e  o f  t h e  s ig n a l (e .g . in  t h e  
f r e q u e n c y  d o m a in )

•  Cover Generation Techniques

E n co d e  in fo rm a tio n  t h a t  e n s u r e s  

c r e a t io n  o f  c o v e r  fo r  s e c r e t  
c o m m u n ic a tio n

Spread Spectrum Techniques

A d o p t id e a s  f ro m  s p r e a d  s p e c t r u m  

c o m m u n ic a t io n  t o  e m b e d  s e c r e t  
m e s s a g e s

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

S t e g a n o g r a p h y  T e c h n i q u e s

S teg an og rap hy  te c h n iq u e s  are c lassif ied in to  six g ro u p s  based on th e  cove r  

m o d i f ic a t io n s  app lied  in th e  e m b e d d in g  process. They are:

־  S u b s t i t u t i o n  T e c h n i q u e s

—  In th is  te c h n iq u e ,  th e  a t ta c k e r  t r ie s  to  e ncode  secre t in fo rm a t io n  by s u b s t i tu t in g  th e  

ins ig n i f ican t  b its  w i th  th e  secre t message. If th e  rece ive r  has th e  k n o w le d g e  o f  th e  p laces w h e re  

th e  secre t in fo rm a t io n  is e m b e d d e d ,  th e n  th e y  can e x t ra c t  th e  se c re t  message.

T r a n s f o r m  D o m a i n  T e c h n i q u e s

The t r a n s fo rm  d o m a in  te c h n iq u e  o f  s te g a n o g ra p h y  h ides th e  in fo rm a t io n  in 

s ign i f ican t  parts  o f  th e  co ve r  im age such as c rop p in g , c o m p re ss ion ,  and som e  o th e r  image 

process ing  areas. This m akes i t  to u g h e r  fo r  a ttacks. T ra n s fo rm a t io n s  can be app lied  to  b locks o f  

im ages o r  o v e r  th e  e n t i re  image.

S p r e a d  S p e c t r u m  T e c h n i q u e s

This te c h n iq u e  p ro v id e s  th e  m eans fo r  a lo w  p ro b a b i l i t y  o f  in te r c e p t  and a n t i - ja m m in g  

c o m m u n ic a t io n s .  This is a m eans  o f  c o m m u n ic a t io n  in w h ic h  th e  signal occup ies  excess o f  th e

QQQ
Q O  D
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m in im u m  b a n d w id th  to  send th e  in fo rm a t io n .  The excess band spread is a ccom p lishe d  by 

m eans  o f  code  ( in d e p e n d e n t  o f  da ta ),  and a s y n c h ro n iz e d  re c e p t io n  w i th  th e  code  is used a t 

th e  rece ive r  to  rec o v e r  th e  in fo rm a t io n  f r o m  th e  sp read  sp e c t ru m  data .

O  S t a t i s t i c a l  T e c h n i q u e s

This te c h n iq u e  u ti l izes th e  ex is tence  o f  " l b־ i t "  s te g a n o g ra p h y  schem es. This is 

ach ieved  by m o d i fy in g  th e  c o ve r  in such a w a y  th a t ,  w h e n  a “ 1" is t r a n s m it te d ,  so m e  o f  th e  

s ta t is t ica l  cha rac te r is t ics  change  s ign if ican t ly .  In o th e r  cases th e  co ve r  rem a ins  unchanged . This 

is d on e  to  d is t ingu ish  b e tw e e n  th e  m o d i f ie d  and u n m o d i f ie d  covers . The th e o ry  o f  h ypo thes is  

f r o m  m a th e m a t ic a l  s ta t is t ics  is used fo r  th e  e x tra c t io n .

D i s t o r t i o n  T e c h n i q u e s

In th is  te c h n iq u e ,  a sequence  o f  m o d i f ic a t io n s  is app l ie d  to  th e  c o ve r  in o rd e r  to  g e t a 

s te g o -o b je c t .  The sequence  o f  m o d i f ic a t io n s  is such th a t  it rep re sen ts  th e  spec if ic  message to  

be t ra n s m it te d .  The d e co d ing  process in th is  te c h n iq u e  req u ires  k n o w le d g e  a b o u t  th e  o r ig ina l  

cover. The rece ive r  o f  th e  message can m easure  th e  d i f fe ren ce s  b e tw e e n  th e  o r ig in a l  c o v e r  and 

th e  rece ived  co ve r  to  re c o n s t ru c t  th e  sequence  o f  m o d if ic a t io n s .

C o v e r - g e n e r a t i o n  T e c h n i q u e s

In th is  te c h n iq u e ,  d ig ita l o b jec ts  are d eve lo pe d  fo r  th e  p u rpose  o f  be ing  a c o ve r  to  

sec re t  c o m m u n ic a t io n .  W h e n  th is  in fo rm a t io n  is e nco de d  i t  ensures  th e  c re a t io n  o f  a co ve r  fo r  

secre t c o m m u n ic a t io n .
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How Steganography Works CEH

EC-Council "Hackers Stego Image
EC-Council "Hackers

are here. W here are a re  here. W here are
you?"

J you?"

t -------------------- ן
Extracting
function

Cover ImageCover Image

Embedding
function
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H o w  S t e g a n o g r a p h y  W o r k s

S te g a n o g ra p h y  e n c ry p ts  less im p o r ta n t  in fo rm a t io n  f r o m  d ig i ta l  c o n te n t  and in jec ts  

h id de n  data  in its p lace. This is d on e  o v e r  im age  f i les, te x t  f i les, a u d io  f i les, and any d ig i ta l  da ta . 

This process is in te n d e d  to  p ro v id e  secrecy. W i th  th e  in t ro d u c t io n  o f  th e  In te rn e t ,  h idden

messages ins ide  d ig ita l im ages becam e th e  m o s t  c o m m o n  and h igh ly  e f fe c t iv e  fo rm  o f

s te ga no g ra ph y . Images are s to re d  in th e  c o m p u te r  as a g ro u p  o f  p ixe ls , w i th  o ne  p ixel be ing  

a ro u n d  8 to  24 b its. This g ro u p  o f  p ixels is s to re d  in an im age  f i le  a cco rd ing  to  any  one  o f  a 

n u m b e r  o f  fo rm a ts .  T he re  are tw o  f i les  th a t  are needed  to  h ide  a message w i th in  an im age  f i le . 

T hey  are:

1. The f i le  c o n ta in in g  th e  im age in to  w h ic h  th e  message is supposed  to  be p u t

2. The f i le  c o n ta in in g  th e  message i tse lf
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Cover Image Cower Image

EC-Council "Hackers Stego Image
EC-Council "Hackers

are here. Where are are here. Where are
you?" you?"

FIGURE 5.65: How Steganography Works

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 754



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

Types o f Steganography CEH
Urtffi•* IUxjI lUckM

D o c u m e n t
S te g a n o g ra p h y

Im age
S te g a n o g ra p h y

S p a m /E m a il
S te g a n o g ra p h y

W e b
S te g a n o g ra p h y

W h i te S p a c e
S te g a n o g ra p h y

A u d io
S te g a n o g ra p h y

C++ S o u rce  C ode 
S te g a n o g ra p h y

N a tu ra l Text 
S te g a n o g ra p h y

H id d e n  OS 
S te g a n o g ra p h y

V id eo
S te g a n o g ra p h y

F o ld e r
S te g a n o g ra p h y

D vD R O M
S te g a n o g ra p h y
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I  ^  T y p e s  o f  S t e g a n o g r a p h y

S teg an og rap hy  is th e  a r t  and sc ience o f  w r i t i n g  h id d e n  m essages in such a w a y  th a t  

no one  o th e r  th a n  th e  in te n d e d  re c ip ie n t  kn ow s  o f  th e  ex is tence  o f  th e  message. The increas ing  

uses o f  e le c t ro n ic  f i le  fo rm a ts  w i th  n e w  te c h n o lo g ie s  have m ad e  d a ta  h id in g  possib le . Basic 

s te g a n o g ra p h y  can be b ro ken  d o w n  in to  t w o  areas: da ta  h id ing  and d o c u m e n t  m ak ing . 

D o c u m e n t  m ak ing  deals w i th  p ro te c t io n  aga ins t rem ova l .  It is fu r t h e r  d iv id ed  in to  

w a t e r m a r k in g  and  f in g e rp r in t in g .

The d i f fe re n t  typ es  o f  s te g a n o g ra p h y  are  l is ted  as fo l lo w s :

Q Image S teg an og rap hy

e  D o c u m e n t  s te g a n o g ra p h y

Q Fo lder S teg an og rap hy

Q V id eo  S teg an og rap hy

Q A u d io  S teg an og rap hy

Q W h ite s p a c e  S teg an og rap hy  

© W e b  S teganog raphy
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e S p am /E m a il  S teg an og rap hy

e DVDROM S teg an og rap hy

0 N a tu ra l  Tex t S teg an og rap hy

Q H idden  OS S teg an og rap hy

© C++ Source Code S teganog raphy
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Whitespace Steganography Tool: 
SNOW c

UrtifM

EH
ItkNjI IU<hM

J  The program  snow  is used to conceal m essages in ASCII tex t by appending 
w hitespace to the  end of lines

J  Because spaces and tabs are generally not visible in tex t viewers, the m essage 
is effectively hidden from casual observers

If the  built-in encryption is used, the  m essage cannot be read even if it is 
detected

I I —Administrator C:\Windows\system32\cmd.exe

D:\CEH-Tools\CEHv8 Module 05 System Hacking\Whitespace Steganography Tool\Snow\s 
nwdos32>snow -C -m "This is  a t e s t  fo r  Whitespace Steganography using Snow" -p  ’י 
we Icon” te s t.d o c x  snowout.docx 
Compressed by 41.90X
Message exceeded av a ila b le  space by approxim ately 340.35x. 
fin e x tra  7 lin e s  were added.
D:\CEH-Tools\CEHu8 Module 05 System Hacking\Uhitespace Steganography Tool\Snow\s 
nwdos32>

h ttp://www. dark side. com. au

Copyright © by E&Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

t  1  j  W h i t e s p a c e  S t e g a n o g r a p h y  T o o l :  S N O W
______

Source: h t tp : / /w w w .d a rk s id e . c o m .a u

The p ro g ra m  SNOW  is used to  conceal messages in ASCII t e x t  by a p p e n d in g  w h i te s p a c e  to  th e  

end o f  l ines. Because spaces and ta bs  are  g en e ra l ly  n o t  v is ib le  in te x t  v iew e rs ,  th e  message is 

e f fe c t iv e ly  h id d e n  f r o m  casual o b se rve rs .  If b u i l t - in  e n c r y p t io n  is used, th e  message c a n n o t  be 

read even i f  i t  is d e te c te d .

L ^ I h JAdministrator C:\Windows\system32\cmd.exe

D:\CEH-Tools\CEHu8 Module 0 5  Systcn HackingMJhitespace Steganography Tool\Snow\s 
1wdos32>snow -C ־m "This is a te s t fo r Whitespace Steganography using Snow" ־p 11 
jelcont" test.docx snouout.docx 
Compressed by 4 1 . 9 0 X
lessage exceeded available space by approximately 340.35Z.
n̂ extra 7 lines were added.

D:\CEH-Tools\CEHv8 Module 05 System Hacking\Uhitespace Steganography Tool\Snow\s 
11#dos32>

FIGURE 5.66: W hitespace Steganography Tool by Using SNOW

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 757

http://www.darkside.com.au


Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

CEHIm ag e  Steganography

J  I m a g e  f i le  s t e g a n o g r a p h y  te c h n i q u e s :  

»  L east S ign ifican t Bit In se rtion  

»  M ask ing  an d  Filtering 

9  A lgo rithm s a n d  T ra n sfo rm a tio n

J  In im a g e  s t e g a n o g r a p h y ,  t h e  i n f o r m a t i o n  is 

h id d e n  in  im a g e  f i l e s  o f  d i f f e r e n t  f o r m a t s  

s u c h  a s .P N G ,  .JP G , .B M P, e t c .

J  I m a g e  s t e g a n o g r a p h y  to o l s  r e p l a c e  

r e d u n d a n t  b i t s  o f  im a g e  d a t a  w i th  t h e  

m e s s a g e  in  s u c h  a  w a y  t h a t  t h e  e f f e c t  

c a n n o t  b e  d e t e c t e d  b y  h u m a n  e y e s

Inform ation

Copyright © by E&Cauaci. All Rights Reserved. Reproduction is Strictly Prohibited.

A  I m a g e  S t e g a n o g r a p h y

Image s te g a n o g ra p h y  a l low s  you  to  conceal y o u r  secre t message w i th in  an image. You 

can ta ke  a d v a n ta g e  o f  th e  r e d u n d a n t  b i t  o f  th e  im age  to  conceal y o u r  message w i th in  it. These 

re d u n d a n t  b its  are th ose  b its  o f  th e  im age  th a t  have v e ry  l i t t le  e f fe c t  on th e  im age  i f  a l te red .  

This a l t e ra t io n  o f  b its  is n o t  d e te c te d  easily. You can conceal y o u r  in fo rm a t io n  w i th in  im ages o f  

d i f fe re n t  fo rm a ts  such as .PNG, JPG, .BMP, etc.

Images are  th e  p o p u la r  cove r  o b jec ts  used fo r  s te ga nog raphy . Image s te g a n o g ra p h y  to o ls  are 

used to  rep lace  r e d u n d a n t  b its  o f  im age  data  w i th  th e  message in such a w a y  th a t  th e  e f fe c t  

c a n n o t  be d e te c te d  by h um an  eyes.

Image s te g a n o g ra p h y  te c h n iq u e s  can be d iv id ed  in to  tw o  g roups : Im age d o m a in  and t ra n s fo rm  

d o m a in .  In im age  (spatia l)  d o m a in  te c h n iq u e s ,  messages are e m b e d d e d  in th e  in te n s i ty  o f  th e  

pixe ls d irec t ly .  In t r a n s fo rm  d o m a in  ( f re q ue ncy )  te ch n iq u e s ,  images are f i r s t  t r a n s fo rm e d  and 

th e n  th e  message is e m b e d d e d  in th e  image.

T he re  are th re e  te c h n iq u e s  th a t  you  can use to  conceal you  se c re t  m essages in im age  fi les:

Q Least S ign if ican t B it In se r t ion  

© M ask ing  and F i lte r ing  

© A lg o r i th m s  and T ra n s fo rm a t io n
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The fo l lo w in g  f ig u re  dep ic ts  im age  s te g a n o g ra p h y  and th e  ro le  o f  s te g a n o g ra p h y  to o ls  in th e  

im age  s te g a n o g ra p h y  process.

In fo rm a tio n  In fo rm a tio n

FIGURE 5.67: How Image Steganography Works
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Least Significant Bit Insertion CEH

J  T he righ t m o s t b it o f pixel is called  th e  Least Significant Bit (LSB)

J  Using th is  m e th o d , th e  b inary  d a ta  of th e  h id d en  m e ssa g e  is 
b ro k en  an d  th e n  in s e r te d  in to  th e  LSB o f each  pixel in th e  im age 
file in a d e te rm in is tic  se q u e n c e

J  M o d ify in g th e  LSB d o e s  n o t resu lt in a n o tic e a b le  d iffe rence  
b e c a u se  th e  n e t ch an g e  is m inim al a n d e a n  be  in d isce rn ib le to  
th e  h u m an  eye

Example: Given a string of bytes

(00100111 11101001 11001000) (00100111 11001000 11101001) (11001000 
00100111 11101001)

»  T he le tte r  "H " is r e p r e s e n te d  by b in a ry  d ig its  0 1 0 0 1 0 0 0 .To h id e  th is  "H " a b o v e  s tr e a m  ca n  b e  c h a n g e d  a s :  

(00100110 11101001 11001000) (00100110 11001001 11101000) (11001000 
00100110 11101001)

»  To re tr ie v e  th e ״   H" c o m b in e  all LSB b its  0 1 0 0 1 0 0 0

Copyright © by E&Caincl. All Rights Reserved. Reproduction is Strictly Prohibited.

L e a s t  S i g n i f i c a n t  B i t  I n s e r t i o n

1e Least S ign if ican t Bit In s e r t io n  te c h n iq u e  is th e  m o s t  c o m m o n ly  used te c h n iq u e  o f  

im age  s te g a n o g ra p h y  in w h ic h  th e  Least S ign if ican t B it (LSB) o f  each pixel is used to  ho ld  y o u r  

secre t da ta . The  LSB is th e  r ig h tm o s t  b i t  o f  each p ixel o f  im age  f i le . This LSB, i f  changed, has 

v e ry  l i t t le  e f fe c t  on th e  im age ; it c a n n o t  be d e te c te d .  To h ide  th e  message, f i r s t  b reak  th e  

message and inse r t  each b i t  in p lace o f  each p ixe l 's  LSB o f  th e  im age  so th a t  th e  re c ip ie n t  a t th e  

o th e r  end can re t r ie v e  y o u r  message easily.

Suppose you  have chosen a 2 4 -b i t  im age  to  h ide  y o u r  sec re t d a ta ,  w h ic h  can be re p re s e n te d  in 

d ig ita l fo rm  as fo l lo w s :

(00100111 11101001 11001000) (00100111 11001000 11101001) (11001000 00100111 11101001) 

A nd  you  w a n t  to  h ide  th e  le t te r  "H "  in above  24 - b i t  im age  as fo l lo w s .

N o w  le t te r  " H "  is re p re s e n te d  by  b in a ry  d ig its  010 01 00 0 . To h ide  th is  "H , "  th e  p re v io u s  s trea m  

can be changed  to :
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(00100110 11101001 11001000) (00100110 11001001 11101000) (11001000 00100110 11101001)

H01001000«־

FIGURE 5.68: Least Significant Bit Insertion Diagram

You ju s t  need to  rep lace  th e  LSB o f  each p ixel o f  th e  im age  f i le  as s h o w n  in th is  f ig u re .

To re t r ie v e  th is  H a t th e  o th e r  side, th e  person  a t th e  re c e iv e r  s ide  co m b in e s  all th e  LSB b its  o f  

th e  im age  f i le  and th u s  is ab le  to  d e te c t  th e  H a t  th e  rece ive r  side.
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_

CEHM asking and F iltering

The masking technique 
using a method similarto 

watermarks on actual paper, 
and it can be done by 
modifyingthe luminance 
of parts of the image

Maskingtechniques hide 
information in such a way 

that the hidden message is 
inside the visible part of the

image

Masking and filtering 
techniques are  generally 

used on 24 bit and 
grayscale images

The inform ation is not 
hidden at the "noise" 

level of the  image

Copyright © by EfrCoincl. All Rights Reserved. Reproduction is Strictly Prohibited.

^  J^ j  M a s k i n g  a n d  F i l t e r i n g

M ask ing  and f i l te r in g  te c h n iq u e s  take  a dvan tage  o f  h u m a n  visua l capab i l i t ie s  th a t  

c a n n o t  d e te c t  th e  s l igh t changes in p a r t ic u la r  images. G raysca le  im ages  can h ide  in fo rm a t io n  in 

a w a y  th a t  is s im i la r  to  w a te rm a rk s  on  p ap e r  and are s o m e t im e s  used as d ig ita l w a te rm a rk s .

The m ask ing  te c h n iq u e  a l low s  you  to  conceal y o u r  secre t da ta  by p lac ing  it on an im ages f i le . 

Bo th  m ask ing  and f i l t e r in g  te c h n iq u e s  are  m o s t ly  used on 2 4 -b i t -p e r -p ix e l  im ages  and 

grayscale  images. To h ide  secre t messages, you  need to  a d jus t  th e  lu m in o s i ty  and o p a c ity  o f  th e  

im age . I f  t h e  c h a n g e  in  t h e  l u m i n a n c e  is s m a l l ,  t h e n  p e o p le  o t h e r  t h a n  t h e  i n t e n d e d  

u s e rs  f a i l  t o  n o t i c e  t h a t  t h e  im a g e  c o n t a i n s  a h i d d e n  m e s s a g e .  This te c h n iq u e  can be 

easily app l ied  t o  th e  im age  as i t  does n o t  d is tu rb  th e  image, i t  is m o s t ly  used w i th  JPEG im ages. 

Lossy JPEG im ages are re la t iv e ly  im m u n e  to  c ro p p in g  and co m p re ss ion  im age  o p e ra t io n s .  

Hence, th e  in fo rm a t io n  is h id de n  in lossy JPEG images o f te n  using th e  m ask ing  te c h n iq u e .  The 

reason th a t  a s te g a n o g ra p h y  im a ge  e nco de d  w i th  a m a rk ing  d eg ra de s  in a lo w e r  ra te  u n d e r  

JPEG co m p re ss ion  is t h a t  th e  message is h id de n  in th e  s ig n i f ic a n t  areas o f  th e  p ic tu re .
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Algorithms and Transformation CEH

Types of transformation techniques

I  F a s t  f o u r i e r  t r a n s f o r m a t i o n

I I D is c r e t e  c o s in e  t r a n s f o r m a t i o n

1 1 1  W a v e l e t  t r a n s f o r m a t i o n

J  A n o t h e r  s t e g a n o g r a p h y  te c h n i q u e  is  t o  h id e  d a t a  in  m a t h e m a t i c a l  f u n c t i o n s  

t h a t  a r e  in  c o m p r e s s i o n  a l g o r i t h m s

J  T h e  d a t a  is e m b e d d e d  in  t h e  c o v e r  im a g e  b y  c h a n g in g  t h e  c o e f f i c i e n t s  o f  a  

t r a n s f o r m  o f  a n  im a g e

J  JPE G  im a g e s  u s e  t h e  D is c r e t e  C o s in e  T r a n s f o r m  (D CT) t e c h n i q u e  t o  a c h ie v e  

im a g e  c o m p r e s s i o n

Copyright © by EfrCaincl. All Rights Reserved. Reproduction is Strictly Prohibited.

A l g o r i t h m s  a n d  T r a n s f o r m a t i o n

The a lg o r i th m s  and t r a n s fo rm a t io n  te c h n iq u e  is based on h id ing  th e  secre t 

in fo rm a t io n  d u r in g  th e  co m p re ss ion  o f  th e  image.

In th is  te c h n iq u e ,  th e  in fo rm a t io n  on th e  im age  is concea led  by app ly in g  va r ious  com p re ss ion  

a lg o r i th m s  and t ra n s fo rm a t io n  fu n c t io n s .  C o m p re s s io n  a lg o r i th m  and t ra n s fo rm a t io n  uses a 

m a th e m a t ic a l  fu n c t io n  to  h ide  th e  c o e f f ic ie n t  o f  least b i t  d u r in g  com p re ss ion  o f  images. 

G ene ra l ly  JPEG im ages are su itab le  to  p e r fo rm  c o m p re s s io n  as th e y  can be saved a t d i f fe re n t  

co m p re ss ion  levels. This te c h n iq u e  gives you  high leve l o f  in v is ib i l i t y  o f  secre t da ta . JPEG 

im ages use a d isc re te  cos ine  t r a n s fo rm  to  ach ieve  com press ion .

T he re  are th re e  typ es  o f  t r a n s fo rm a t io n  te c h n iq u e s  used in th e  com p re ss ion  a lg o r i th m :

0  Fast fo u r ie r  t r a n s fo rm a t io n  

Q D isc re te  cos ine  t ra n s fo rm a t io n  

0  W a v e le t  t r a n s fo rm a t io n
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The feet are flexible structures of bones, joints, 
muscles, and soft tissues that let us stand 
upright and perform activities like walking, 
lunning, and jumping The feet are divided into 
three sections:

The forefoot contains the five toes (phalanges) 
and the five longer bones (metatarsals).
The midtoot is a pyramid-like collection ot 
bones that form the arches of the feet. These 
include the three cuneiform bones, the cuboid 
bone, and the navicular bone

h ttp://quickcrypto. com

Copyright © by E&Cauaci. All Rights Reserved. Reproduction is Strictly Prohibited.

J  Q uickS tego h id es  te x t 
in p ic tu re s  so th a t  
on ly  o th e r  users  of 
Q uickS tego can 
re tr ie v e  an d  read  th e  
h id d en  s e c re t  
m e ssa g e s

I m a g e  S t e g a n o g r a p h y :  Q u i c k S t e g o

Source: h t tp : / /q u ic k c r y p to .c o m

Q u ickS tego  lets you  h ide  secre t messages in images so t h a t  o n ly  o th e r  users o f  Q u ickS tego  can 

re t r ie v e  and read th e  h id de n  secre t messages. Once a secre t message is h id de n  in an image, 

you  can sti l l  save it as p ic tu re  f i le ;  i t  w i l l  load ju s t  like any o th e r  im age  and a pp ea r  as i t  d id  

b e fo re .  The im age  can be saved, e m a ile d ,  u p loa de d  to  th e  w e b  as b e fo re ,  and th e  o n ly  

d i f fe re n c e  w i l l  be th a t  i t  c o n ta in s  h id d e n  message.

Q u ickS tego  im p e r c e p t ib ly  a lte rs  th e  p ixels ( ind iv idua l p ic tu re  e le m e n ts )  o f  th e  im age , enco d ing  

th e  secre t te x t  by a dd ing  small va r ia t io n s  in c o lo r  to  th e  image. In p rac t ice , to  th e  h u m a n  eye, 

these  sm all d i f fe ren ce s  do  n o t  a p p e a r  to  change  th e  im age .
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CYBERNESCENCE

The feet are flexible structures of bones, joints, 
muscles, and soft tissues that let us stand 
upright and perform activities like walking, 
running, and jumping. The feet are divided into 
three sections:

The forefoot contains the five toes (phalanges) 
and the five longer bones (metatarsals).
The midfoot is a pyramid-like collection of 
bones that form the arches of the feet These 
include the three cuneiform bones, the cuboid 
bone, and the navicular bone

Open Text ■  Save Text

!Picture. Image, Photo File ר !steganography 1
| |  Open Image |  Save Image

J
1 1 Hide Text 1  ■ Get Text | | |

Upgrade

FIGURE 5.69: QuickStego Screenshot
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_

Image Steganography Tools CEH

Hide In Picture
http://sourceforge, ne t

OpenStego
http://opens tego. s ourceforge, net

s׳
gifshuffle
http://www. darkside. com. au E

PHP-Class
Stream Steganography
http://www.phpclasses.org

es
CryptaPix
http://www. briggs oft. com 4 ^ Red JPEG

http://www. totalcmd.net

BMPSecrets
http://bmps ecrets. com & Steganography Studio

http://s tegs tudio. s ource forge, net

, -ם1□-צ ן
OpenPuff
http://embeddeds w. ne t m יי1 Virtual Steganographic 

Laboratory (VSL)
http ://vs 1. s ource forge, ne t

Copyright © by EfrCoincl. All Rights Reserved. Reproduction is Strictly Prohibited.

© g !  I m a g e  S t e g a n o g r a p h y  T o o l s

Like th e  to o l  Q u ickS te go  d iscussed p rev ious ly ,  you  can also use th e  fo l lo w in g  im age 

s te g a n o g ra p h y  to o ls  to  h ide  y o u r  secre t messages in images:

© Hide In P ic tu re  ava i lab le  a t h t tp : / / s o u rc e fo rg e .n e t

© g ifs h u f f le  ava i lab le  a t h t tp : / /w w w .d a rk s id e .c o m .a u

© Cryp taP ix  ava i lab le  a t h t tp : / /w w w .b r ig g s o f t . c o m

© BM PSecrets  ava i lab le  a t h t tp : / /b m p s e c re ts .c o m

© O p e n P u f f  ava i lab le  a t h t t p : / / e m b e d d e d s w .n e t

© O penS tego  ava i lab le  a t h t tp : / /o p e n s te g o .s o u rc e fo rg e .n e t

© PHP-Class S tre a m S te g a n o g ra p h y  ava i lab le  a t h t tp : / /w w w .p h p c la s s e s .o rg

© Red JPEG ava ilab le  a t h t t p : / /w w w . to ta lc m d .n e t

© S teg an og rap hy  S tud io  ava i lab le  a t h t tp : / / s te g s tu d io .s o u rc e fo rg e .n e t

© V ir tu a l  S teganog raph ic  L a b o ra to ry  (VSL) ava i lab le  a t h t tp : / /v s l .s o u rc e fo rg e .n e t

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 766

http://sourceforge
http://opens
http://www
http://www.phpclasses.org
http://www
http://www
http://bmps
http://s
http://embeddeds
http://sourceforge.net
http://www.darkside.com.au
http://www.briggsoft.com
http://bmpsecrets.com
http://embeddedsw.net
http://openstego.sourceforge.net
http://www.phpclasses.org
http://www.totalcmd.net
http://stegstudio.sourceforge.net
http://vsl.sourceforge.net


Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

D o c u m e n t  S t e g a n o g r a p h y :  w b S t e g o CEH

Document Files

In fo rm ation

>■ , :׳

StegToolStegTool

W e l c o m e  t o  t h e  w b S t e f > 0 4  W i z a r d !

A  I

Document Files

In fo rm ation

The wbS1eg04 Wizard xvill guide you step by step through 
codiagydecodiag.
With wb t̂ogo׳! you aro able 10 hid0 any Mlocm a earner 1110 
TXT, *HTM, “ PD.־׳ .BMP *׳) F) vrfthout changing those camortlco 
optically.
11 you aro tamiliar with tho way tho program workc you can uco 
tfte Flawchan-Mad© 10 mate all scitmqc m an overview 
flowchart

Exit : Cor tin jH »

w bS teg^Wizard Settings Help

Saect reU  and :U p* data

http://wbstego.wbailer.com

Copyright © by E&C*IHg9. All Rights Reserved. Reproduction is Strictly Prohibited.

D o c u m e n t  S t e g a n o g r a p h y

S im ila r  to  im age  s te ga nog raphy , d o c u m e n t  s te g a n o g ra p h y  is th e  te c h n iq u e  used to  

h ide  sec re t  m essages to  be t ra n s fe r re d  in d o c u m e n ts .  The fo l lo w in g  d iag ram  i l lu s tra te s  th e  

d o c u m e n t  s te g a n o g ra p h y  process:

§ =

Document Files

L _ X §
Information

3 , Steg ToolSteg Tool

Document Files

. ט—־ —•

y
Information

FIGURE 5.70: Working of Document Steganography
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D o c u m e n t  S t e g a n o g r a p h y :  w b S t e g o
\

r r ך S o u rce : h t tp : / /w b s te g o .w b a i le r .c o m

W b S teg o  is a d o c u m e n t  s te g a n o g ra p h y  to o l .  Using th is  to o l ,  you  can h ide  any ty p e  o f  

f i le  w i th in  c a r r ie r  f i le  typ es  such as W in d o w s  b itm a p s  w i th  16, 256, o r  16.7 M  co lo rs , ASCII o r  

ANSI te x t  f i les, H TM L fie lds , and A d o b e  PDF f i les .

I

The wbSteg04 Wizard will guide you step by step through 
coding/decoding 

' With wbSteg04 you are able to hide any Ales in a earner We 
 without changing these comer Wes (BMP. * TXT. * HTM. *PDF ״)
optically
If you are familiar with the way the program works you can use 
the Flowchart-Mode 10 make all settings in an overview 
flowchart

tJelp

Settings

Continue »£ x jtflowchart - Mode
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Document Steganography Tools CEH

StegParty
http://www.fas terlight. com

B B Q I Merge Stream s
_| http://www.ntkernel.com

[ A  Hydan
^ ^ 4) http://www.crazyboy.com

JU? % Office XML
http://www. irongeek. com

StegJ
http://s tegj. source forge, net

Data Stash
http://www. sky juices oft ware, com

StegoStick
http://sourceforge. net

FoxHole
http://foxhole.sourceforge. net

SNOW
http://www. dark side. com. au

Xidie Security Suite
http://www. s tegano. ro

Copyright © by E&Caincl. All Rights Reserved. Reproduction is Strictly Prohibited.

D o c u m e n t  S t e g a n o g r a p h y  T o o l s

S im ila r  to  w b S te g o ,  th e re  are  m an y  o th e r  to o ls  t h a t  a l lo w  you  to  h ide  data  w i th in  

o th e r  d o c u m e n t  f i les  o f  va r ious  typ e s  o r  e x te n s io n :

© M e rg e  S tream s ava i lab le  a t h t t p : / /w w w .n t k e r n e l . c o m

© O ff ice  XM L ava i lab le  a t h t tp : / /w w w . i r o n g e e k .c o m

© Data Stash ava i lab le  a t  h t tp : / /w w w .s k y iu ic e s o f tw a re .c o m

© FoxHole  ava i lab le  a t h t tp : / / fo x h o le .s o u rc e fo rg e .n e t

© Xid ie Secur ity  Suite ava i lab le  a t h t t p : / /w w w .s te g a n o . r o

© S tegParty  ava i lab le  a t  h t tp : / /w w w . fa s te r l ig h t . c o m

© Hydan ava i lab le  a t h t tp : / /w w w .c ra z y b o y .c o m

© StegJ ava i lab le  a t h t tp : / /s te g j . s o u rc e fo rg e .n e t

© S tegoStick  ava i lab le  a t h t tp : / / s o u rc e fo rg e .n e t

© SNO W  ava ilab le  a t h t tp : / /w w w .d a rk s id e .c o m .a u
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CEH

vw
v w

Video Steganography

V id e o  s te g a n o g r a p h y  r e f e r s  t o  h id in g  s e c r e t  in fo rm a tio n  o r  a n y  k in d  o f  f i le s  w ith  

a n y  e x t e n s io n  in to  a  c a r r i e r  v id e o  f ile

In v id e o  s te g a n o g ra p h y , t h e  in fo rm a tio n  is  h id d e n  in  v id e o  f i le s  o f  d i f f e r e n t  f o rm a ts  

s u c h  a s  .AVI, .M P G 4 , A/VMV, e t c .

D is c re te  C o s in e  T ra n sfo rm  (DCT) m a n ip u la t io n  is  u s e d  t o  a d d  s e c r e t  d a t a  a t  t h e  

t i m e  o f  t h e  t r a n s f o r m a t io n  p ro c e s s  o f  v id e o

T h e  te c h n iq u e s  u s e d  in  a u d io  a n d  im a g e  f i le s  a r e  u s e d  in  v id e o  f i le s ,  a s  v id e o  

c o n s is ts  o f  a u d io  a n d  im a g e s

A la rg e  n u m b e r  o f  s e c r e t  m e s s a g e s  c a n  b e  h id d e n  in  v id e o  f i le s  s in c e  t h e y  a r e  a  

m o v in g  s t r e a m  o f  im a g e s  a n d  s o u n d

Copyright © by E&Cauaci. All Rights Reserved. Reproduction is Strictly Prohibited.

V i d e o  S t e g a n o g r a p h y

V id eo  s te g a n o g ra p h y  invo lves  h id in g  sec re t  m essages f i les  o f  any  ex tens ions  in th e  

c o n t in u o u s ly  f lo w in g  v id e o  f i le . Here v id e o  f i les  are used as th e  c a rr ie r  to  ca rry  th e  secre t 

in fo rm a t io n  f r o m  o ne  end to  a n o th e r  end. It keeps y o u r  sec re t i n f o r m a t io n  m o re  secure. As 

th e  c a rr ie r  v id e o  f i le  is a m o v in g  s trea m  o f  images and sound , it is d i f f ic u l t  f o r  th e  u n in te n d e d  

re c ip ie n t  to  n o t ice  th e  d is to r t io n  in th e  v id e o  f i le  caused due  to  th e  secre t message. It m ig h t  go 

u n o bse rve d  because o f  c o n t in u o u s  f lo w  o f  th e  v ideo .

As a v id e o  f i le  is a c o m b in a t io n  o f  im age  and aud io , all th e  te c h n iq u e s  ava i lab le  fo r  im age  and 

a ud io  s te g a n o g ra p h y  can also be app lied  to  v id e o  s te g a n o g ra p h y .  It can be used to  h ide  a large 

n u m b e r  o f  sec re t  messages.
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CEHVideo Steganography: 
OmniHide PRO

J  OmniHide Pro hides a file within an o th e r file. Any file can be hidden within com m on im age/m usic/ 
v ideo /docum entfo rm ats . The ou tpu tfile  would work just as the original source file

- ם   XOmniHide Pro Trial vl.O

] 111 Ilf Hide your data from tnose prying eyes

H ide | R e co v e r  | S e ttin g s  C o  Pro! | A b o u t

□  ©C\User$\Admlnlstra10r\Desk10p \h p c 1 images\tiger_display.jpg

C:\Users\Adrr1mstraT0f\Deskt0p\hput 1mage$\rhe tiger docx
options v

Output Filo |C \U<eftVAdrr1inKtratoc\Do<ktop\hp1rt lmag»s\tiger_display_Out jpg j

□  View converted filo when complete

Hide Itl C lear A i A  Exit

http://omnihide.com 
Copyright © by E&Cauaci. All Rights Reserved. Reproduction is Strictly Prohibited.

V i d e o  S t e g a n o g r a p h y :  O m n i H i d e  P R O

— -  Source: h t tp : / /o m n ih id e .c o m

O m n iH id e  PRO a l low s  you  to  h ide  any  secre t f i le  w i th in  in n o c u o u s  im a ge , v ide o , m us ic  fi les, 

etc. The re s u lta n t  S tego f i le  can be used o r  shared  l ike a n o rm a l f i le  w i t h o u t  a nyo ne  k n o w in g  

th a t  s o m e th in g  is h id de n  w i th in  it, th u s  th is  to o l  enab les  you  to  save y o u r  secre t f i le  f r o m  p ry ing  

eyes. It a lso enab les  you  to  add a passw ord  to  h ide  y o u r  f i le  to  e n h a n c e  se cu r i ty .

Fea tu res :

© This a l low s  you  to  h ide  you  f i les  in Photos, M ov ies , D ocum en ts ,  and M us ic  etc.

0  It p u t  no l im i t a t io n  on f i le  ty p e  and size you  w a n t  to  h ide
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0 OmniHide Pro Trial v1.0 - ם  x |

r r r ■ ! * W i d e
u J i l l l l l  Hide your d a ta  from th o s e  prying eyes

Omni Hide R ec o v e r | S e tt in g s  | C o  Pro! | A b o u t

©M ask File C :\U se rs \A d m in is tra to r \D e sk to p \ln p u t lm ag es \tig e r_ d isp lay .jp g

©  AFile To h ide C :\U se rs \A d m in is tra to r \D e sk to p \ln p u t lm ag es \T h e  tig e r .d o cx

options ▼

O u tp u t File |c :\U se rs \A d m in is tra to r \D e s k to p \ln p u t lm ag es \tig e r_ d isp lay _ Q u t.jp g  ]

Exit

□  V iew  c o n v e rte d  file w h en  c o m p le te

Hide Itl 0  Clear AU.

Ready.

FIGURE 5.72: OmniHide PRO Screenshot
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Video Steganography Tools C
UrtMM

EH
itfcMjl NMhM

BDV DataHider
http://www. bdv notepad. com

StegoStick
http://sourceforge. net

OpenPuff
http://embeddeds w. net

Stegsecret
http://s tegs ecre t. s our ceforge, net

}

* — PSM Encryptor
* * * J http://demo.powersoftmakers.com

Copyright © by E&Caincl. All Rights Reserved. Reproduction is Strictly Prohibited.

Our Secret
http://www.securekit. net

RT Steganography
http://rts tegvideo. s ourceforge, net

Max File Encryption
http://www. s ofteza. com

Masker
< j y http://www. s oft puls. com

y j  - i ׳

E 9
MSU StegoVideo
http://www. compression, ru

V i d e o  S t e g a n o g r a p h y  T o o l s

In a d d i t io n  to  PRO, th e re  are m a n y  o th e r  to o ls  th a t  you  can use to  h ide  y o u r  secre t 

in fo rm a t io n  f i le  in v ide o  fi les:

0  O u r  Secret ava i lab le  a t h t tp : / /w w w .s e c u re k i t .n e t

0  RT S teg an og rap hy  ava i lab le  a t h t tp : / / r ts te g v id e o .s o u rc e fo rg e .n e t

© M aske r  ava i lab le  a t h t tp : / /w w w .s o f tp u ls .c o m

0  M a x  File E nc ryp t ion  ava i lab le  a t h t tp : / /w w w .s o f te z a .c o m

0  MSU S tegoV ideo  ava i lab le  a t h t tp : / /w w w .c o m p r e s s io n . ru

0  BDV D a taH ide r  ava i lab le  a t h t tp : / /w w w .b d v n o te p a d . c o m

0  S tegoStick  ava i lab le  a t h t tp : / / s o u rc e fo rg e .n e t

0  O p e n P u f f  ava i lab le  a t h t tp : / /e m b e d d e d s w .n e t

0  S tegsecre t ava i lab le  a t h t tp : / /s te g s e c re t .s o u rc e fo rg e .n e t

0  PSM E n c ryp to r  ava i lab le  a t h t tp : / /d e m o .p o w e rs o f tm a k e rs .c o m
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

Audio Steganography
נ

CEH
(•rtifwd ithiul •UtkM

J  A udio s teg an o g rap h y  refers to  h id ing  s e c re t  in fo rm a tio n  in au d io  files such as .M P3, 
.RM, .WAV, etc .

J  In fo rm ation  can  be  h id d en  in an  au d io  file by using LSB o r  by using fre q u e n c ie s  th a t  
a re  in au d ib le  to  th e  h u m an  e a r  (>20,000 Hz)

StegTool

Inform ationInform ation

Copyright © by E&Cauaci. All Rights Reserved. Reproduction is Strictly Prohibited.

A u d i o  S t e g a n o g r a p h y

A u d io  s te g a n o g ra p h y  a l low s  you  to  conceal y o u r  secre t message w i th in  an a ud io  f i le  

such as W AV, AU, and even M P3 a u d io  fi les. It e m b e d s  secre t messages in a u d io  f i les  by  s l igh t ly  

chang ing  th e  b in a ry  sequence  o f  th e  a u d io  f i le . Changes in th e  a ud io  f i le  a f te r  in s e r t io n  ca n n o t  

be d e te c ta b le ,  so th is  secures th e  secre t message f r o m  p ry ing  eyes.

You need to  ensu re  t h a t  th e  ca r r ie r  a u d io  f i le  shou ld  n o t  be s ign if ican t ly  d e g ra de d  due  to  

e m b e d d e d  secre t da ta ; o th e rw is e ,  th e  e a v e s d ro p p e r  can d e te c t  th e  ex is tence  o f  th e  h idden  

message in th e  a u d io  f i le . So th e  secre t da ta  shou ld  be e m b e d d e d  in such a w a y  th a t  th e re  is a 

s l igh t change  in th e  a ud io  f i le  th a t  c a n n o t  be d e te c te d  by a h u m a n . In fo rm a t io n  can be h id de n  

in an a u d io  f i le  by using an LSB o r  by using f re q u e n c ie s  t h a t  are  in a u d ib le  to  th e  h u m a n  ear 

(>20 ,000  Hz).
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I n fo rm a t io n  In fo rm a t io n

FIGURE 5.73: Working of Audio Steganography
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Exam 312-50 C ertified Ethical H ackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

Audio Steganography Methods c(crtifwd

EH
ItkKJl NMkw

Spread Spectrum  M ethod

It e n c o d e s  d a ta  a s  a b ina ry  s e q u e n c e  th a t 
so unds like no ise bu t ca n  be recogn ized  by a 
rece iv er w ith  th e  c o rre c t key

Two a p p ro a c h e s  a re  used  in th is te ch n iq u e , 
nam ely  d ire c t s e q u e n c e  sp re a d  sp e c tru m  
(DSSS) an d  fre q u e n c y  h o p p in g  s p re a d  
sp e c tru m  (FHSS)

In DSSS, th e  se c re t m e ssag e  is s p read  o u t by 
ch ip  ra te  (c o n s ta n t)  an d  th e n  m o d u la te d  w ith 
a p se u d o -ran d o m  signal th a t  is th e n  
in te rleav ed  w ith  th e  co v e r signal

In FHSS, th e  aud io  file 's f re q u e n c y  sp e c tru m  is 
a lte re d  so  th a t  it hops  rapidly b e tw e e n  
freq u en c ies

S pread  sp ec tru m  m e th o d  plays a m a jo r ro le  in 
s e c u re  c o m m u n ic a t io n s - c o m m e rc ia l  and  
m ilitary

Echo Data Hiding

It re fe rs  to  h id ing  a m e ss a g e  a s  an  e c h o  in to  an  
aud io  signal

The sensitive  m e ssag e  is e n c o d e d  in th e  ec h o  
in th e  fo rm  o f v a ria tio n s  in a m p litu d e , d ec ay  
ra te , and  o ffse t

An ec h o  c a n n o t b e  easily  reso lved  b ec au se  th e  
p a ra m e te rs  a re  s e t  be low  levels a u d ib le  to  
h u m a n

Copyright © by EfrCaincl. All Rights Reserved. Reproduction is Strictly Prohibited.

A u d i o  S t e g a n o g r a p h y  M e t h o d s

There  are  ce r ta in  m e th o d s  ava i lab le  to  conceal y o u r  secre t messages in a u d io  f i les . 

Some m e th o d s  im p le m e n t  th e  a lg o r i th m  th a t  is based on inse r t in g  th e  sec re t  i n f o r m a t io n  in 

th e  fo rm  o f  a noise signal, w h i le  o th e r  m e th o d s  be l ieve  in e x p lo i t in g  s o p h is t ic a te d  signal 

p rocess ing  te c h n iq u e s  to  h id e  in f o r m a t io n .

The fo l lo w in g  m e th o d s  are used to  p e r fo rm  a ud io  s te g a n o g ra p h y  in o rd e r  to  h ide  secre t 

in fo rm a t io n .

E c h o  D a t a  H i d i n gJSlL
m u- In th e  echo  da ta  h id in g  m e th o d ,  th e  sec re t in f o r m a t io n  is e m b e d d e d  w i th in  th e  ca rr ie r  

a ud io  signal by in t ro d u c in g  an echo  in to  it. It uses th re e  p a ra m e te rs  o f  echo, nam e ly ,  in i t ia l  

a m p l i tu d e ,  decay ra te , and o f fs e t  o r  de lay  to  h ide  secre t data . W h e n  th e  o f fs e t  b e tw e e n  ca rr ie r  

signal and echo  decreases, these  t w o  signals g e t m ixed  a t a ce r ta in  p o in t  o f  t im e  w h e re  it is n o t  

poss ib le  fo r  th e  h u m a n  ear to  d is t ingu ish  b e tw e e n  th ese  tw o  signal. A t  th is  p o in t ,  an echo  

sound  can be heard  as an added  resonance  to  th e  o r ig ina l  s ignal. H o w e ve r ,  th is  p o in t  o f  

u n d is t in g u is h a b le  sounds  dep en ds  on fa c to rs  such as q u a l i ty  o f  o r ig in a l  a u d io  s igna l,  ty p e  o f  

sound, and l is tener .
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S ystem  Hacking

To enco de  th e  re s u lta n t  signal in to  b in a ry  fo rm ,  tw o  d i f fe re n t  de lay  t im e s  are  used. These 

de lay  t im e s  shou ld  be b e lo w  h u m a n  p e rc e p t io n .  P a ram ete rs  such as decay ra te  and in it ia l  

a m p l i tu d e  shou ld  also be set b e lo w  th re s h o ld  a u d ib le  va lues so t h a t  th e  a ud io  is n o t  h e a ra b le

In th ׳׳  is  m e th o d ,  secre t in fo rm a t io n  is sp read  across as m uch  o f  th e  f re q u e n c y  s p e c tru m  

as possib le . This m e th o d  uses tw o  ve rs ions  o f  sp read  s p e c t ru m  viz.: d i r e c t  se qu en ce  sp read  

s p e c t ru m  (DSSS) and f re q u e n c y  h o p p in g  sp read  s p e c t ru m  (FHSS)

In DSSS, th e  secre t message is sp read  o u t  by c h ip  ra te  (con s tan t)  and th e n  m o d u la te d  w i th  a 

p s e u d o -ra n d o m  signal t h a t  is th e n  in te r le a v e d  w i th  th e  cove r  signal.

In FHSS, th e  a u d io  f i le 's  f re q u e n c y  s p e c t ru m  is a l te re d  so th a t  it hops ra p id ly  b e tw e e n  

freq ue n c ie s .  Spread sp e c t ru m  m e th o d  plays a m a jo r  ro le  in secure  c o m m u n ic a t io n s ,  b o th

at all.

S p r e a d  S p e c t r u m  M e t h o d

c o m m e rc ia l  and m il i ta ry .
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

Audio Steganography Methods
(Cont'd)

CEH

P h a se  Encoding

P h a s e  co d in g  is d e s c r ib e d  a s  

t h e  p h a s e  in w h ich  a n  W
m  is s u b s t i tu te d  

by  a r e f e r e n c e  p h a s e  th a t  

r e p r e s e n t s  th e  d a ta  

It h id e s  s e c r e t  m e s s a g e  a s  

p h a s e  s h if ts  in th e  p h a s e  
s p e c t ru m  o f a d ig ital s ignal

T h e  p h a s e  sh if ts  c a n n o t  b e  
ea sily  id e n tif ied  d u e  to  low  
s ig n a l- to -n o is e  ra tio

Tone Insertion

It d e p e n d s o n  t h e  

in a u d ib i l i ty  o f  lo w  p o w e r  

t o n e s  in  t h e  p r e s e n c e  o f  

s ig n if i c a n t ly  h ig h e r  s p e c t r a l  

c o m p o n e n t s  

A n in d i r e c t  e x p l o i ta t io n  

o f  t h e  p s y c h o a c o u s t ic  
m a s k in g  p h e n o m e n o n  in  t h e  

s p e c t r a l  d o m a in

LSB Coding

0  T h e  lo w  b i t  e n c o d in g  

t e c h n i q u e i s  s i m i l a r t o  t h e  

l e a s t  b i t  in s e r t i o n  m e t h o d  

d o n e  t h r o u g h  im a g e  f i le s

©  It r e p l a c e s  t h e  LSB o f  

in f o r m a t i o n  in  e a c h  

s a m p l in g  p o i n t w i t h  a 

c o d e d  b in a r y  s t r in g

o־!— r

Copyright © by E&Caincl. All Rights Reserved. Reproduction is Strictly Prohibited.

A u d i o  S t e g a n o g r a p h y  M e t h o d s  ( C o n t ’ d )

L S B  C o d i n g

LSB e n c o d in g  w o rk s  like th e  LSB in s e r t io n  te c h n iq u e  in w h ic h  a secre t b in a ry  message 

is in se r ted  in th e  least s ign i f ican t  b i t  o f  each sam p ling  p o in t  o f  th e  a ud io  signal. This m e th o d  can 

be used to  h ide  large a m o u n ts  o f  sec re t  d a ta .  It is poss ib le  to  use th e  last tw o  s ign if ican t b its  to  

inse rt  sec re t b in a ry  da ta  b u t  th e  p ro b le m  is th a t  i t  w i l l  c rea te  noise in th e  a ud io  f i le .  Its p o o r  

im m u n i t y  to  m a n ip u la t io n  m akes th is  m e th o d  less a da p t ive .  H idden  data  can be easily 

id e n t i f ie d  and e x tra c te d  due  to  ch a n n e l  no ise  and re s a m p l in g .

T o n e  I n s e r t i o n

This m e th o d  invo lves  e m b e d d in g  data  in th e  a ud io  signal by inse r t in g  lo w  p o w e r  

tones . These lo w  p o w e r  to n e s  are n o t  a u d ib le  in th e  p resence  o f  s ign i f ican t ly  h ig he r  aud io  

signals. As it is n o t  a ud ib le ,  i t  conceals  th e  ex is tence  o f  y o u r  secre t message. It is v e ry  d i f f ic u l t  

fo r  th e  e a v e s d ro p p e r  to  d e te c t  th e  sec re t m essage f r o m  th e  a u d io  signal. This m e th o d  he lps to  

avo id  a ttacks  such as low -pass f i l te r in g  and b i t  t r u n c a t io n .

The a u d io  s te g a n o g ra p h y  s o f tw a re  im p le m e n ts  one  o f  these  a u d io  s te g a n o g ra p h y  m e th o d s  to  

e m b e d  th e  secre t da ta  in th e  a ud io  fi les.
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P h a s e  E n c o d i n g

Phase cod ing  is descr ibed  as th e  phase in w h ic h  an in i t ia l  a u d io  s e g m e n t  is s u b s t i tu te d

' ------- by a re fe re n c e  phase th a t  rep re sen ts  th e  da ta . It encodes  th e  secre t message b its  as

phase sh if ts  in th e  phase sp e c t ru m  o f  a d ig ita l s ignal, ach iev ing  a s o f t  e n c o d in g  in te rm s  o f  

s igna l- to -no ise  ra t io .
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

Audio Steganography:
DeepSound ־ O

J  D e e p S o u n d  h id e s  s e c r e t  d a ta  in to  a u d io  f i le s w ־  a v e  a n d  flac

J  It e n a b le s  e x tra c tin g  s e c r e t  files d ire c tly  f ro m  a u d io  CD tra c k s

J  D e e p S o u n d  m ig h t b e  u s e d  a s  a  c o p y r ig h t m a rk in g  s o f tw a r e  fo r  w a v e , flac, a n d  a u d io  CD

J  It a lso  s u p p o r ts  e n c ry p t in g  s e c r e t  f i le s  u s in g  A ES-256 to  im p ro v e  d a ta  p ro te c tio n

DeeaSouw 13

3  is? «£
Retoad Add tiles fcncooe btrac sec e־ tues Setting!

SM f*t fifes ■n 01 Track 1 «

0 366 
0123 
0006 
COO? 
>0*4 
0002

•ndexiMftfcgXJ's aa

1»TIEncod* c«crtt '11♦* f i
brt׳drt teart t !l«  M

A f«o* 21 000 MB (220/2862 Bytoa)

McfnaQu^it/ Encrypt disabled

Canier airlin fifes

:CYCLE.BIN 
DeepSourvlFitos )■& flac

\ SecretPilelest
lOWov

01_»_proph®c
02 Trail( 2.*vfc
03 Track 3.W8  
04 Track 4.wov 

• T rack i.w ־ 06 av
 Dop<oy_16bStoroo,wav ־ 08•

MonoBbrtwav 
» Mono8bitM»dlMB v»â  

Mono8txtPod1MB.wav 
SAM_1508WAV 

• ־ 3יס<  co6bil.wav
Track 1.wav ־ 01♦
f  06_MX1lcru3hcr nge flac

Output directory: I

http://jpinsoft.net 
Copyright © by E&Cauaci. All Rights Reserved. Reproduction is Strictly Prohibited.

A u d i o  S t e g a n o g r a p h y :  D e e p S o u n d

Source: h t tp : / / j p in s o f t . n e t

D eepSound  helps you  to  h ide  any k ind  o f  secre t data  in to  a u d io  f i les  (W A V  and FLAC). You can 

use th is  to o l  to  e m b e d  y o u r  secre t message in th e  a u d io  f i le . It w i l l  a lso a l lo w  you  to  e x tra c t  

secre t f i les  d ire c t ly  f r o m  a ud io  CD tracks  w h e n  you  are  a t th e  o th e r  end. It a lso ab le  to  e n c ry p t  

secre t f i les, th u s  e n h a n c in g  se cu r i ty .

To access th e  da ta  in a ca r r ie r  f i le , you  s im p ly  b ro w s e  to  th e  loca t ion  w i th  th e  D ee pS ou nd  f i le  

b ro w s e r  and r ig h t -c l ick  th e  a ud io  f i le  to  e x t ra c t  y o u r  sec re t  f i le (s ) .
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_

Audio Steganography Tools CEH

y CHAOS Universal
http://s afe chaos. com

QuickCrypto
http://www. quick crypto, com

I p SilentEye

׳־■־'
LmJ http://www.silenteye. org

CryptArkan
http://www. kuskov. com

StegoStick
^  http://s teqos tick, source forge. net

M p3stegz
http://mp3s tegz. source forge, net

0 MAXA Security Tools
http://www. maxa-tools.com

י—״׳

BitCrypt
http://bitcrypt. mos he •sz weizer. com

MP3Stego
http://www.petitcolas. net

* © ©  Hide4PGP
http://www. heinz -repp, online home, de

Copyright © by EfrCoincl. All Rights Reserved. Reproduction is Strictly Prohibited.

^ =  A u d i o  S t e g a n o g r a p h y  T o o l s

You can also use th e  fo l lo w in g  a u d io  s te g a n o g ra p h y  to o ls  to  h ide  y o u r  secre t in fo rm a t io n  in 

a ud io  fi les:

0  M p3 s teg z  ava i lab le  a t h t tp : / / s o u rc e fo rg e .n e t  

0  M A X A  Secur ity  Too ls  ava i lab le  a t h t tp : / /w w w .m a x a - to o ls .c o m  

0  B itC ryp t ava i lab le  a t h t tp : / /b i tc ry p t .m o s h e -s z w e iz e r .c o m  

0  M P 3S tego  ava i lab le  a t h t tp : / /w w w .p e t i t c o la s .n e t  

0  H ide4PGP ava ilab le  a t h t tp : / /w w w .h e in z - re p p .o n l in e h o m e .d e  

0  CHAOS Universa l ava i lab le  a t h t tp : / /s a fe c h a o s .c o m  

0  SilentEye ava i lab le  a t h t tp : / /w w w .s i le n te y e .o rg  

0  Q u ickC ryp to  ava ilab le  a t h t t p : / /w w w .q u ic k c r y p to .c o m  

0  C ryp tA rkan  ava i lab le  a t h t tp : / /w w w .k u s k o v .c o m  

0  S tegoStick ava i lab le  a t h t tp : / / s o u rc e fo rg e .n e t
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Folder Steganography: Invisible 
Secrets 4

C reate Self-D ecrypting Package

Copyright © by EtCtU iCi. All Rights Reserved. Reproduction isStrictly Prohibited.

C / X y  F o l d e r  S t e g a n o g r a p h y :  I n v i s i b l e  S e c r e t s  4

Fo lder s te g a n o g ra p h y  re fe rs  to  h id in g  sec re t in fo rm a t io n  in fo lde rs .  This can be 

a ccom p lished  w i th  th e  he lp  o f  th e  to o l  Inv is ib le  Secrets 4.

Source: h t tp : / /w w w . in v is ib le s e c re ts .c o m

Files Popup Message

Select the files you want to include in the self-deer ypbng package:
(You can add files by dropping them on this list). Click NEXT to continue...

Name Type Full Path
•^)awards.html HTML Document C \alina\WEBSITE\
^  awards.jpg ACDSee JPEG I... C \alina\WEBSITE\
^main.dwt.isc Crypted File C \alina\ WEBSITE\T emplates\
ל  mam.dwt DWT File C \alina\WEBSI TE\T emplat es\

main, css Cascading Style... c \alina\WEBSITE\
^  main. css. isc Crypted File c \alir>a\WEBSITE\

support. |pg

<

ACDSee JPEG I... c \alina\WEBSITE\
>

^  Add files j | [־ Add folders [ | t f  Remove | [ B  Cryptboard

Folder steganography refers to hiding secret information in folders

( Back | Next )  j I ?  Help | I ;<  Close ]

Inv is ib le  Secrets 4 is f i le  e n c r y p t io n  s o f tw a r e  t h a t  keeps c y b e rc r im in a ls  o u t  o f  y o u r  em a ils  and 

p re ve n ts  a t tacke rs  f r o m  v ie w in g  y o u r  p r iv a te  fi les. This s o f tw a re  n o t  o n ly  e nc ryp ts  y o u r  p r iva te  

data  and f i les  fo r  safe keep ing  and se cu r in g  t r a n s fe r  across th e  ne t,  b u t  also h ides th e m  in such 

a p lace th a t  no one  can id e n t i f y  th e m .  Even an a t ta c k e r  cou ld  n o t  loca te  se ns i t ive  in fo r m a t io n .  

Since th e  places th e  p r iva te  d o c u m e n ts  are ke p t  a pp ea r  to ta l ly  inn oce n t ,  such as p ic tu re  o r  

sound  f i les  o r  w e b  pages, th ese  typ es  o f  f i les  are a p e r fe c t  d isgu ise  f o r  sens it ive  in fo rm a t io n .  

This s o f tw a re  a l low s  you  to  e n c ry p t  and h ide  d o c u m e n ts  d ire c t ly  f r o m  W in d o w s  Exp lorer, and 

th e n  a u to m a t ic a l ly  t ra n s fe r  th e m  by em a il  o r  via th e  In te rn e t .
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FIGURE 5.75: Invisible Secret Autorun

Invisible Secrets 4

C re a te  S e lf -D e c r y p t in g  P a c k a g e

F iles P o p u p  M e s s a g e

Select th e  files you w ant to  include in th e  self-decrypting package:
(You can add files by dropping them  on this list). Click NEXT to con tinue...

Name Type Full Path

^׳ )  aw ards.htm l HTML Document C:\alina\WEBSITE\

^  aw ards.jpg ACDSee JPEG I .. . C:\alina\WEBSITE\
'^ m a in .d w t.is c C rypted File C:\alina\WEBSITE\Templates\

3 "  main.dwt DWT File C : \alina\WEBSITE\T em plates\

3  main, css Cascading S ty le ... C:\alina\WEBSITE\

^  main. css. isc C rypted File C:\alina\WEBSITE\

tfc su p p o rt.jp g ACDSee JPEG I .. . C:\alina\WEBSITE\

< t>

| ^  Add files C j  Add folders ^  Remove §  Cryptboard

X  Close7  HelpNext >|  Back

FIGURE 5.76: Invisible Secret Screenshot

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  05 Page 784



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
S ystem  Hacking

_

Folder Steganography Tools CEH

Universal Shield
http://www. evers trike, com3

W inM end Folder Hidden
http://www. winmend. com

Encrypted Magic Folders
http://www. pc •magic, com

Max Folder Secure
http://www. maxfoldersecure. com

GiliSoft File Lock Pro
http://www. gilis oft. com

g p Folder Lock
B*fcB http://www. newsoftwares.net

A+ Folder Locker
j»j^i ־־ http://www. giant matrix, com

w ' Toolwiz BSafe
http://www. tootwiz.com

s m
M =  1 •  =

Hide Folders 2012
http://fspro.net E2 QuickCrypto

http://www. quick crypto, com

Copyright © by EfrCoincl. All Rights Reserved. Reproduction is Strictly Prohibited.

1 F o l d e r  S t e g a n o g r a p h y  T o o l s

'—  In a d d it io n  to  Inv is ib le  Secrets 4 , you  can also use fo l lo w in g  to o ls  as fo ld e r  

s te g a n o g ra p h y  to o ls  to  h ide  y o u r  secre t in fo rm a t io n  in fo lde rs :

0  Fo lder Lock ava i lab le  a t h t t p : / /w w w .n e w s o f tw a r e s .n e t

0  A+ Fo lder Locker ava i lab le  a t h t tp : / /w w w .g ia n tm a t r ix . c o m

© T oo lw iz  BSafe ava i lab le  a t h t t p : / /w w w . to o lw iz . c o m

0  Hide Folders 2012  ava i lab le  a t h t t p : / / f s p r o .n e t

0  G il iSoft File Lock Pro ava ilab le  a t h t t p : / /w w w .g i l i s o f t . c o m

0  Universa l Shield ava i lab le  a t h t tp : / /w w w .e v e rs t r i k e .c o m

0  W in M e n d  Fo lder H idden  ava i lab le  a t h t t p : / /w w w .w in m e n d .c o m

0  Encryp ted  M ag ic  Folders ava i lab le  a t h t tp : / /w w w .p c - m a g ic . c o m

0  Q u ickC ryp to  ava ilab le  a t h t t p : / /w w w .q u ic k c r y p to .c o m

0  M a x  Fo lder Secure ava ilab le  a t h t tp : / /w w w .m a x fo ld e rs e c u re . c o m
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l E E H l i

Spam/Email Steganography: 
Spam Mimic

J  Spam steganography refers to hiding information in spam messages

Copyright © by EC-CaUBCfl. All Rights Reserved. Reproduction is Strictly Prohibited.

S p a m / E m a i l  S t e g a n o g r a p h y :  S p a m  M i m i c

S p a m /e m a i l  s te g a n o g ra p h y  re fe rs  to  th e  te c h n iq u e  o f  send ing  secre t messages by 

h id ing  th e m  in s p a m /e m a i l  messages. Spam em a ils  can be used as th e  w a y  o f  secre t 

c o m m u n ic a t io n  by e m b e d d in g  th e  sec re t m essages in som e  w a y  and h id ing  th e  e m b e d d e d  data  

in th e  spam  em ails . This te c h n iq u e  is s u pp ose d ly  to  be used by va r ious  m i l i t a r y  agenc ies , w i th  

th e  he lp  o f  s te ga no g ra ph ic  a lg o r i th m s . This can be a ccom p lished  w i th  th e  he lp  o f  th e  Spam 

M im ic  to o l .

Source: h t tp : / /w w w .s p a m m im ic .c o m

Spam M im ic  is spam  "g ra m m a r"  fo r  a m im ic  eng ine  by  Pe te r W a y n e r .  This encodes  th e  secre t 

message in to  in n o c e n t - lo o k in g  spam  emails . The  fu n  g ra m m a r  o f  th is  s o f tw a re  encodes  th e  

message in to  a r t-sp ea k  and th e  c o m m e n ta ry  o f  a baseball gam e. It p ro v id e s  th e  ca pab i l i t ie s  o f  

b o th  e n co d ing  and decod ing . The e n c o d e r  o f  th is  to o l  encodes  th e  sec re t  m essage  as spam 

w i th  a passw ord , fake  PGP, fake  Russian, and space.
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E n c o d e

Enter your short secret message:
112983465

Alternate encodings:
• Encode as spam with a password
• Encode as fake PGP
• Encode as fake Russian
• B33 Encode as space

home | encode | decode | explanation | credits | faq & feedback | terms | Franks
Copyngfat •  2000-2010 *pamnunlc.coa), All rtghti

FIGURE 5.77: Spam Mimic Login Page

FIGURE 5.78: Spam Mimic Main Page

You can copy the message out of the 
text box and paste it into a mail

• Launch your mail program
• How to copy and paste in 
Windows
• How to copy and paste in X
• How to copy and paste on a Mac
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CEH
_

Natural Text Steganography: 
Sams Big G Play Maker

Natural text steganography programs convert sensitive information in to a user- 
definable free speech such as a play

Sams bigG play maker
General | Wordlists | Equiv. |

(Phil stutters 1 times)
Mike sayi "Mine's a pint"
Harold s5ys "Hot steamy grits!"
(Adam stutters 1 times]
Jason says "Alive"
(Jason scratches head 1 times)
Jason says 'Yes thank you."
Adam sajs 'Where?''
Harold scys "At your command?'
(Mike strikes Mike 1 times)
Phil says "Where?"
Paul says 'What does MPEG mean?" 
Paul says "Ah! An earthling!"
Kenny says "Hot steamy grits!"
(Mike steps forward 1 times)
JYA says "Mine's a pint"
Mr Honk> 8ayo "Hot ^oam y gritcl"
Mike sayi "Hot steamy grits!"
Phil says "Did he mean to die jujt then?" 
Mr Hankj says "I never talk polilics."
Sam  SAV* "Mikft • you Udyhnpl"
Jason says "But I read slash-dot”

|Hi, Corfidential meeting at 5 PM, Must attend.

Ea*

h ttp://www.scramdisk. clara.net

Copyright © by E&Coinci. All Rights Reserved. Reproduction is Strictly Prohibited.

N a t u r a l  T e x t  S t e g a n o g r a p h y :  S a m s  B i g  G  P l a y  M a k e r

N a tu ra l  t e x t  s te g a n o g ra p h y  p ro g ram s  c o n v e r t  sens it ive  in fo rm a t io n  in to  a user-

d e f in a b le  f re e  speech i te m  such as a play. Sams Big G Play M a k e r  helps in p e r fo rm in g  na tu ra l  

te x t  s te ga nog raphy .

Source: h t tp : / /w w w .s c ra m d is k .c la ra .n e t

Sams Big G Play M a k e r  is a W in d o w s -b a s e d  p ro g ra m  th a t  is des igned  fo r  h id ing  secre t messages 

in th e  fo rm  o f  an a m us ing  p lay o r  co nve rsa t ion .  This is usua lly  app l icab le  fo r  small messages. 

Look ing  a t th e  sec re t  m essage 's  o u tp u t  p lay th a t  is g e n e ra te d  using th is  to o l ,  no one  can realize 

t h a t  th e  o u tp u t  p lay co n ta ins  a h id de n  message.
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(Phil stutters 1 times)
Mike says "Mine's a pint"
Harold says "Hot steamy grits!"
(Adam stutters 1 times)
Jaso n  says "Alive"
(Jason scratches head  1 times)
Jason  says ,Y es thank you."
Adam says 'W here?"
Harold says "At your command?"
(Mike strikes Mike 1 times]
Phil says "W here?"
Paul says 'W h at does MPEG mean?" 
Paul says "Ah! An earthling!"
Kenny says "Hot steamy grits!"
(Mike steps forward 1 times)
JYA says "Mine's a  pint"
Mr Hanky says "Hot steamy grits!"
Mike says "Hot steamy grits!"
Phil says "Did he mean to die just then?" 
Mr Hanky says "I never talk politics." 
Sam says "Mike - you ladyboy!"
Jaso n  says "But I read slash-dot"

end of scene

Sams big G play maker

General Wordlists | Equiv.

Hi, Confidential meeting at 5 PM, Must attend.

About

Exit

FIGURE 5.79: Sams Big G Play Maker Screenshot
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Issues in Information Hiding CEH

File Format Dependence

D ata  c o m p re s s io n  
te c h n iq u e s  a r e  o f  tw o  
ty p e s : lo s s y  a n d  lo s s le s s

C o n v e rs io n  o f  lo s s le ss  
in fo rm a tio n  to  c o m p r e s s e d  
lo s s y  in fo rm a tio n  d e s tro y s  

th e  s e c r e t  in fo rm a tio n  
p r e s e n t  in t h e  c o v e r

L  j —

Robustness vs. Payload

R e d u n d a n c y  is n e e d e d  fo r  
a r o b u s t  m e th o d  o f  
e m b e d d in g  th e  m e ss a g e , 
b u t  it s u b s e q u e n tly  
r e d u c e s  th e  p ay lo ad

R o b u s tn e s s  a n d  p ay lo a d  

a r e  in v e rse ly  re la te d . 
T h e re fo re , th e  s m a lle r  th e  
p a y lo a d , th e  m o re  r o b u s t  
it will b e

Levels of V is ib ility

If th e  e m b e d d in g  p ro c e s s  
d i s to r t s  t h e  co v e r  to  th e  
p o in t th a t  it is v isually  
u n n o t ic e a b le ,  m e a n in g  if 
t h e  im ag e  is visibly 
d is to r te d ,  th e n  th e  c a rr ie r  
is in s u f f ic ie n t fo r  th e  
p a y lo a d . L ikew ise, if th e  
im ag e  is n o t  d is to r te d ,  th e n  
th e  c a rr ie r  is a d e q u a te

«!!■*![»

1 ^
Copyright © by EfrCoincl. All Rights Reserved. Reproduction is Strictly Prohibited.

I s s u e s  i n  I n f o r m a t i o n  H i d i n g

The fo l lo w in g  th re e  sec t ions  discuss issues th a t  m u s t  be co ns ide red  w h e n  h id ing  

in fo rm a t io n .

S t e g a n o g r a p h i c  F i l e  S y s t e m

In a s te ga no g ra ph ic  f i le  sys tem , a re la t ive ly  large a m o u n t  o f  sens it ive  in fo rm a t io n  is 

h id de n  w i th in  an ex is t ing  hos t f i le  sys tem . A s te g a n o g ra p h ic  f i le  sys tem  a l loca tes  d yn a m ic a l ly  

f ra g m e n ts  o f  h idden  in fo rm a t io n  to  th e  unused  loca t ion  on a s to rage  dev ice, th e re b y  a l lo w in g  

th e  h id de n  data  to  be e m b e d d e d  w i th in  a hos t f i le  sys tem . It a lso a l low s  users to  g ive nam es 

and passw ord  (access keys) fo r  th e  fi les. In th is  m e th o d ,  th e  data  is o b fu sca te d  using 

c ry p to g ra p h ic  a lg o r i th m s , b u t  th e  p resence  o f  da ta  is d en ied  w i t h o u t  th e  c o r re s p o n d in g  access 

key, i.e., g iven  by th e  user. W i th o u t  th e  a p p ro p r ia te  access key (passw ord )  th e  a t ta c k e r  ca n n o t  

g e t th e  data  o f  th e  fi le .

The fo l lo w in g  m e th o d  is used to  c o n s t ru c t  a s te ga no g ra ph ic  f i le  system :

Q File sys tem  begins w i th  ra n d o m  data .

© The e n c ry p te d  b locks are w r i t t e n  to  th e  p s e u d o ra n d o m  loca t ions  using th e  key acqu ired  

f r o m  th e  f i le n a m e  and d ire c to ry  passw ord  to  h ide  th e  f i le  b locks in ra n d o m  data . W h e n
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th e  f i le  sys tem  co n t in u e s  to  be w r i t t e n  to ,  co ll is ions  occu r  and th e  b locks are 

o v e rw r i t te n ,  a l lo w in g  o n ly  a sm all p o r t io n  o f  th e  d isk space to  be sa fe ly  u t i l ized .

© M u l t ip le  cop ies o f  each b lock  shou ld  be w r i t t e n .

Q A m e th o d  to  id e n t i f y  th e  b locks w h e n  th e y  are o v e r w r i t te n  is also re q u ire d .

N eed  f o r  s te g a n o g ra p h ic  f i le  sys tem s

S teganog raph ic  f i le  sys tem s p ro v id e  a d d it io n a l  p ro te c t io n  to  th e  h idden  da ta  in a c o n v e n ie n t  

w ay . W i th  th e  he lp  o f  these , users can s to re  th e i r  c o n f id e n t ia l  (such as t ra d e  secrets) o r  

f inanc ia l  in fo rm a t io n  on th e i r  sys tem s w i t h o u t  any  fear. To access th e  in fo rm a t io n ,  th e  person  

shou ld  ho ld  express ly  g ra n te d  p e rm is s io n s  and k n o w le d g e  w i t h o u t  w h ic h  he o r  she ca n n o t  

access th e  in fo rm a t io n  in th e  f i le . The in fo rm a t io n  h id ing  te c h n iq u e s  n o t  o n ly  e n c ry p t  th e  data  

c o n te n t  b u t  also th e  p resence  o f  da ta . The data  th a t  is w i th in  th e  s te ga no g ra ph ic  f i le  system  

can o n ly  be accessed by th e  user hav ing  th e  access key  (g ran te d  perm iss ions).

L e v e l s  o f  V i s i b i l i t y

If th e  e m b e d d in g  process d is to r ts  th e  cove r  to  th e  p o in t  t h a t  it is v isua l ly  u n n o t ic e a b le ,  

m ea n in g  i f  th e  im age  is v is ib ly  d is to r te d ,  th e n  th e  ca r r ie r  is in s u f f ic ie n t  fo r  th e  pay load. 

L ikew ise, i f  th e  im age is n o t  d is to r te d ,  th e n  th e  ca r r ie r  is a de q u a te .  The w a y  a message is 

e m b e d d e d  w i l l  d e te rm in e  w h e th e r  th e  da ta  is p e rc e p t ib le  o r  n o t.  To reduce  th e  t h e f t  o f  data , 

th e  p resence  o f  a w a te rm a rk  is o f te n  pub lic ized . H ow e ve r ,  pub lic iz ing  th e  presence  o f  a 

w a te rm a rk  also a l low s  va r ious  m e th o d s  to  be im p le m e n te d  to  a t t e m p t  to  a l te r  o r  d isab le  th e  

w a te rm a rk .  W h e n  th e  v is ib i l i ty  o f  th e  da ta  is increased, th e  p o te n t ia l  fo r  m a n ip u la t io n  o f  th e  

data  also increases.

R o b u s t n e s s  v e r s u s  P a y l o a d

In o rd e r  to  have a ro b u s t  m e th o d  o f  e m b e d d in g  a message, re d u n d a n c y  shou ld  be 

m a in ta in e d  to  res is t changes m ade  to  th e  cover. H o w e ve r ,  increas ing  th e  robus tness  o f  th e  

message m eans  th a t  less space is usab le  fo r  th e  pay load . Robustness m u s t  be w e ig h e d  aga inst 

th e  size o f  th e  pay load.

F i l e  F o r m a t  D e p e n d e n c e

C onvers ion  o f  f i les  t h a t  have lossless in fo rm a t io n  to  co m pressed  f i les  w i th  lossy 

in fo rm a t io n  can d e s t ro y  th e  secre t in fo rm a t io n  p re s e n t  in th e  cover. Som e processes e m b e d  

th e  data  d e p e n d in g  on th e  f i le  fo r m a t  o f  th e  ca rr ie r ,  w h i le  o th e rs  do  n o t  d ep e n d  on th e  f i le  

fo rm a t .  The JPEG co m p re ss ion  a lg o r i th m  uses f lo a t in g - p o in t  ca lcu la t ions  to  t ra n s la te  th e  

p ic tu re  in to  an a rray  o f  in tegers . This co nve rs io n  process can resu lt  in ro u n d in g  e rro rs  th a t  m ay  

e l im in a te  p o r t io n s  o f  th e  image. This p rocess does n o t  resu lt  in any  n o t ic e a b le  d i f fe re n c e  in th e  

im age . N eve rthe less , e m b e d d e d  data  cou ld  b eco m e  d am ag ed . Some o th e r  p o p u la r  a lg o r i th m s , 

n a m e ly  W in d o w s  B itm a p  (BMP) and G rap h ic  In te rc h a n g e  F o rm a t  (GIF), are co ns ide red  lossless 

com press ions . The co m p re ssed  im age is an exact re p re s e n ta t io n  o f  th e  o r ig ina l.
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J  Steganalysisisthe art of discoveringand renderingcovertmessagesusingsteganography

Efficient and accurate detection of hidden con ten t within digital images

Some of the suspect signals or files may have irrelevant data or noise 
encoded into them

Copyright © by E&Caincl. All Rights Reserved. Reproduction is Strictly Prohibited.

Challenge of Steganalysis

Steganalysis is th e  reverse  process o f  s te g a n o g ra p h y .  It h ides th e  da ta , w h i le  

s tegana lys is  is used to  d e te c t  th e  h id de n  da ta . It d e te rm in e s  th e  e nco de d  h idden  message, and 

i f  possib le , i t  recovers  th a t  message. The message can be d e te c te d  by look ing  a t va r iances 

b e tw e e n  b it  p a t te rn s  and u nu sua lly  large f i le  sizes.

The f i r s t  s tep  in s tegana lys is  is to  d iscove r  an im age  th a t  is suspec ted  o f  h a rb o r in g  a message. 

This is co ns ide red  to  be an a t ta c k  on th e  h id de n  in fo rm a t io n .  The re  are tw o  o th e r  typ es  o f  

a ttacks  aga ins t s te ga no g ra ph y :  message a ttacks  and ch osen -m essage  a t ta cks .  In th e  fo rm e r ,  

th e  s tegana lys t has a k n o w n  h id de n  message in th e  c o r re s p o n d in g  s tego - im age . The s tegana lys t 

d e te rm in e s  p a t te rn s  t h a t  arise f r o m  h id ing  th e  message and d e te c t in g  th is  message. The 

s tegana lys t  c rea tes  a message using a k n o w n  s tego  to o l  and ana lyzes th e  d i f fe re n c e s  in 

pa t te rns .

Cover images d isc lose m o re  visua l clues as c o m p a re d  to  s tego - im ages . It is necessary  to  ana lyze 

th e  s tego - im ages  to  id e n t i f y  th e  in fo rm a t io n  t h a t  is concea led . The gap b e tw e e n  co ve r  im age 

and s te go - im age  f i le  size is th e  s im p les t  s igna tu re . M a n y  s igna tu res  are  e v id e n t  using som e  o f  

th e  c o lo r  schem es o f  th e  cove r  image.
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Once d e te c te d ,  a s te go - im ag e  can be d e s t ro y e d  o r  th e  h id d e n  m essage can be m o d if ie d .  Some 

o f  th e  data  t h a t  is h id de n  b eh in d  th e  im ages using th e  Image D om a in  Too l can p ro ve  to  be 

useless.

C ha llenges o f  S tegana lys is :

0  Suspect in fo rm a t io n  s trea m  m ay  o r  m ay  n o t  have enco de d  h id de n  data  

0  E f f ic ien t and accu ra te  d e te c t io n  o f  h id de n  c o n te n t  w i th in  d ig i ta l  images 

0  Encrypts  th e  h idden  da ta  b e fo re  inse rted  in to  a f i le  o r  signal

0  Som e o f  th e  suspect s ignals o r  f i les  m ay  have i r r e le v a n t  d a ta  o r  no ise e nco de d  in to  

th e m
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Steganalysis Methods/Attacks 
on Steganography CEH

Urt1fw4 tlfcujl lUthM

T he fo rm a t  o f th e  file is 
c h a n g e d . This w orks  b e c a u se  
d if fe re n t file fo rm a ts  s to re  
d a ta  in d if fe re n t w ays

The stego -ob jec t and th e  
original cover-object a re 
available, which are com pared  
to  identify h idden  inform ation

Reformat

Known-cover

This attack generates stego 
objects from a chosen message 
using specific steganography 
tools in order to identify the 
steganography algorithms

Only th e  s te g a n o g ra p h y  
m e d iu m  is av a ilab le  fo r 
ana ly sis

S te g a n o g ra p h y  a lg o rith m  
is k n o w n  an d  b o th  t h e  
o rig inal a n d  th e  s teg o - 
o b je c t  a re  ava ilab le

Known-message Chosen-message
T he h id d e n  m e ss a g e  an d  
th e  c o rre s p o n d in g  s te g o -  
im ag e  a re  kno w n

The stego -ob jec t and 
steganography 
algorithm  are identified

Chosen-stegoDisabling or Active

J  I

D uring th e
c o m m u n ic a tio n  p ro cess ! 
a c tiv e  a tta c k e rs  can  
c h a n g e  th e  co v e r

Copyright © by EfrCoincl. All Rights Reserved. Reproduction is Strictly Prohibited.

S t e g a n a l y s i s  M e t h o d s / A t t a c k s  o n  S t e g a n o g r a p h y

S teg an og rap hy  a ttacks  are sp l i t  in to  e ig h t  types : s te g o -o n ly  a ttacks, re fo rm a t  a ttacks, 

k n o w n -c o v e r  a ttacks, k n o w n-m essa ge  a ttacks, k n o w n -s te g o  a ttacks , chosen -s tego  a ttacks, 

chosen-m essage  a ttacks, and d isab l ing  a ttacks.

S t e g o - o n l y  a t t a c k

~ -  The s te g o -o n ly  a t ta c k  takes  p lace w h e n  th e re  is o n ly  th e  s te g o -m e d iu m , w h ic h  carr ies  

o u t  th e  a ttack . The o n ly  w a y  th a t  th is  a t ta ck  can be avo ided  is by d e te c t in g  and 

e x tra c t in g  th e  e m b e d d e d  message.

R e f o r m a t  a t t a c k

---------- In th is  m e th o d  th e  f o rm a t  o f  th e  f i le  is changed. This w o rk s  because d i f fe re n t  f i le

fo rm a ts  s to re  da ta  in d i f fe re n t  ways

K n o w n - c o v e r  a t t a c k
(1 > >

The k n o w n -c o v e r  a t ta ck  is used w i th  th e  p resence  o f  a s te g o -m e d iu m  as w e l l  as a 

c o v e r -m e d iu m . This w o u ld  enab le  a co m p a r is o n  to  be m ade  b e tw e e n  b o th  th e  m e d iu m s  

so t h a t  th e  change  in th e  fo rm a t  o f  th e  m e d iu m  can be d e te c te d .
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K n o w n - m e s s a g e  a t t a c k

The  k n o w n-m essa ge  a t ta ck  p resum es  th a t  th e  message and th e  s te g o -m e d iu m  are 

p resen t,  and th e  te c h n iq u e  by w h ic h  th e  message was e m b e d d e d  can be fo u n d .

jct K n o w n - S t e g o  a t t a c k

In th is  a ttack , th e  s te g a n o g ra p h y  a lg o r i th m  is k n o w n  and b o th  th e  o r ig ina l  and s tego- 

o b je c t  are  ava ilab le .

C h o s e n - s t e g o  a t t a c k

The chosen-s tego  a t ta c k  takes  p lace w h e n  th e  fo re ns ic  in v e s t ig a to r  gene ra tes  a s tego- 

m e d iu m  f r o m  th e  message by using a special to o l .  Search ing fo r  s igna tu res  t h a t  w i l l  

enab le  th e  d e te c t io n  o f  o th e r  s te g a n o g ra p h y  m e d iu m s  can ca rry  o u t  such an a ttack .

C h o s e n - m e s s a g e  a t t a c k

The s te g a n a ly s t  g e n e ra te s  a s te g o -o b je c t  f r o m  som e  s te g a n o g ra p h y  to o l  o r  a lg o r i th m  

o f  a chosen message. The goal in th is  a t ta c k  is to  d e te rm in e  p a t te rn s  in th e  s te g o -o b je c t  

t h a t  m ay  p o in t  to  th e  use o f  spec if ic  s te g a n o g ra p h y  to o ls  o r  a lg o r i th m s .

•1. ז !!,;,• D i s a b l i n g  o r  a c t i v e  a t t a c k s

^ £כ  These are ca tego r ized  in to  six parts , w h ic h  inc lude  b lu r,  noise re d u c t io n ,  sharpen , 

ro ta te ,  resam p le , and so ften . D isab ling a ttacks  can s m o o th  t ra n s i t io n s  and decrease 

th e  c o n t ra s t  by averag ing  th e  p ixels n ex t to  th e  hard  edges o f  th e  d e f in e d  l ines and th e  areas 

w h e re  th e re  are s ign if ican t  c o lo r  t ra n s i t io n s .  This is o th e rw is e  ca lled b lu r r in g  th e  s tego - 

m e d iu m . R andom  noise in th e  s te g o -m e d iu m  inserts  ra n d o m -c o lo re d  pixe ls to  th e  image. The 

u n i fo rm  noise inserts  p ixels and co lo rs  t h a t  c lose ly  rese m b le  th e  o r ig ina l pixels. Noise re d u c t io n  

decreases th e  noise in th e  im age  by a d jus t in g  th e  co lo rs  and averag ing  th e  p ixe l va lues. 

Sha rpen ing  is th e  o p p o s i te  o f  th e  b lu r  e f fec t .  It increases c o n tra s t  b e tw e e n  a d ja ce n t  p ixels 

w h e re  th e re  are  s ign if ican t c o lo r  con tras ts  t h a t  are usua lly  a t th e  edge o f  ob jec ts .  R o ta t ion  

m oves  th e  s tego m e d iu m  to  g ive its c e n te r  a p o in t .  Resam pling  invo lves  w h a t  is k n o w n  as th e  

in te rp o la t io n  process t h a t  is used to  reduce  th e  raggedness assoc iated  w i th  th e  s te g o -m e d iu m . 

Resam pling  is n o rm a l ly  used to  resize th e  image. S o f te n in g  o f  th e  s te g o -m e d iu m  app lies  a 

u n i fo rm  b lu r  to  an im age  to  s m o o th  edges and reduce  con tras ts  and cause less d is to r t io n  th a n  

b lu rr ing .
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D e t e c t i n g  T e x t  a n d  I m a g e  S t e g a n o g r a p h y

L ב  S teg an og rap hy  is th e  a r t  o f  h id ing  e i th e r  c o n f id e n t ia l  o r  sens it ive  in fo rm a t io n  w i th in  

th e  cove r  m e d iu m . In th is , th e  unused  b its  o f  data  in c o m p u te r  f i les  such as graph ics, d ig ita l 

images, te x t ,  HTML, etc. are used fo r  h id in g  se n s i t iv e  in f o r m a t io n  f r o m  u n a u th o r iz e d  users. 

H idden  da ta  is d e te c te d  in d i f fe re n t  w ays  d e p e n d in g  on th e  f i le  used. The fo l lo w in g  f i le  types  

re q u ire  spec if ic  m e th o d s  to  d e te c t  h idden  messages. W h e n  a message is h id de n  in a f i le  in such 

a w a y  th a t  o n ly  th e  a u th o r iz e d  user a w a re  o f  th e  h id de n  message can read o r  reco ve r  th e  

message, p ro b a b ly  th e  a l te ra t io n  is app l ie d  to  th e  co ve r  o r  ca r r ie r  f i le . The a l t e r a t io n  va r ies  

based on th e  ty p e  o f  f i le  used as ca rr ie r .

T e x t  F i l e s

For te x t  f i les, th e  a l te ra t io n s  are m ade  to  th e  c h a ra c te r  p o s i t io n  f o r  h id ing  th e  data . 

These a l te ra t io n s  can be d e te c te d  by loo k ing  fo r  te x t  p a t te rn s  o r  d is tu rb a n c e s ,  th e  language 

used, l ine  he igh t,  and unusua l n u m b e r  o f  b lank  spaces.

I m a g e  F i l e s

The in fo rm a t io n  th a t  is h id d e n  in th e  im age  can be d e te c te d  by d e te rm in in g  changes 

in size, f i le  fo rm a t ,  last m o d if ie d ,  las t m o d i f ie d  t im e  s ta m p ,  and c o lo r  p a le t te  o f  th e  f i le .
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Sta tis t ica l analysis m e th o d s  can be used w h e n  scann ing  an im age . A ssum ing  th a t  th e  least 

s ign i f ican t  b i t  is m o re  o r  less ra n d o m  is an in c o r re c t  a ss u m p t io n  since app ly in g  a f i l t e r  th a t  

show s th e  LSBs can p ro du ce  a reco g n iza b le  im age . T h e re fo re ,  it can be c o nc lud ed  th a t  LSBs are 

n o t  ra n d o m . Rather, th e y  cons is t o f  in fo rm a t io n  a b o u t  th e  e n t i re  image.

W h e n e v e r  a secre t message is inse rted  in to  an image, LSBs are  no lo n g e r  ra n d o m . W i th  

e n c ry p te d  data  t h a t  has high e n t ro p y ,  th e  LSB o f  th e  co ve r  w i l l  n o t  c o n ta in  th e  in fo rm a t io n  

a b o u t  th e  o r ig ina l  and  is m o re  o r  less ra n d o m . By using s ta t is t ica l  analysis on  th e  LSB, th e  

d i f fe re n c e  b e tw e e n  ra n d o m  va lues  and real va lues  can be id e n t i f ie d .
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Detecting Audio and Video 
Steganography

נ

CEH
Urt1fw4 ilhiul lUtbM

A u d io  File

S  S ta tis tic a l an a ly s is  m e th o d  ca n  a lso  b e  u s e d  

fo r  a u d io  files s in c e  th e  LSB m o d if ic a tio n s  
a r e  a lso  u s e d  o n  a u d io  

5  T he in a u d ib le  f r e q u e n c ie s  ca n  b e  s c a n n e d  
fo r  in fo rm a tio n  

S  T he o d d  d i s to r t io n s  a n d  p a t t e r n s  s h o w  th e  
e x is te n c e  o f  th e  s e c r e t  d a ta

V id e o  File

-  D e te c t io n  o f  t h e  s e c r e t  d a t a  in  v id e o  f i le s  

in c lu d e s  a  c o m b in a t io n  o f  m e t h o d s  u s e d  in  

im a g e  a n d  a u d i o  f i le s

-  S p e c ia l c o d e  s ig n s  a n d  g e s tu r e s  c a n  a l s o  b e  
u s e d  f o r  d e t e c t i n g  s e c r e t  d a t a

A dm inistrator
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D e t e c t i n g  A u d i o  a n d  V i d e o  S t e g a n o g r a p h y  

A u d i o  F i l e

In a ud io  s te ga no g ra ph y , c o n f id e n t ia l  in f o r m a t io n  such as p r iva te  d o c u m e n ts  and f i les  

are  e m b e d d e d  in d ig ita l sound. The  d o c u m e n ts  t h a t  are h idden  can be d e te c te d  by th e  

fo l lo w in g  ways:

© Stat is t ica l analysis m e th o d  can also be used fo r  a ud io  f i les  since th e  LSB m o d if ic a t io n s  

are also used on a ud io

© The ina ud ib le  f re q u e n c ie s  can be scanned fo r  in fo rm a t io n

© The odd  d is to r t io n s  and p a t te rn s  s h o w  th e  ex is tence  o f  th e  secre t data

V i d e o  F i l e

-------- In v id e o  s te g a n o g ra p h y ,  c o n f id e n t ia l  in fo rm a t io n  o r  any k ind  o f  f i les w i th  any

e x ten s ion  are h id de n  in a c a rr ie r  v ide o  f i le  e i th e r  by using a ud io  s te g a n o g ra p h y  o r  im age 

s te g a n o g ra p h y  to o ls .  T h e re fo re ,  th e  d e te c t io n  o f  th e  sec re t  d a ta  in v id e o  f i les  inc ludes a 

c o m b in a t io n  o f  m e th o d s  used in im age and aud io  fi les. Specia l co de  signs and ges tu res  can also 

be used fo r  d e te c t in g  secre t d a ta .
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EHS t e g a n o g r a p h y  D e t e c t i o n  T o o l :  

G a r g o y l e  I n v e s t i g a t o r ™  F o r e n s i c  P r o

r
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*  S t e g a n o g r a p h y  D e t e c t i o n  T o o l :  G a r g o y l e  

I n v e s t i g a t o r ™  F o r e n s i c  P r o

Source: h t t p : / /w w w .w e ts t o n e te c h .c o m

G argoy le  Invest igator™  Forensic Pro is a to o l  t h a t  co n d u c ts  qu ick  searches on a g iven  c o m p u te r  

o r  m ach ines  fo r  k n o w n  c o n t ra b a n d  and m a l ic ious  p rog ram s . It is poss ib le  to  f in d  re m n a n ts  even 

th o u g h  th e  p ro g ra m  has been re m o v e d  because th e  search is c o n d u c te d  fo r  th e  ind iv id ua l f i les  

assoc iated  w i th  a p a r t ic u la r  p ro g ram . Its s ig n a tu re  se t co n ta ins  o v e r  20 ca tegor ies , in c lu d ing  

b o tn e ts ,  Tro jans , s te ga no g ra ph y , e n c ry p t io n ,  key loggers, etc. and helps in d e te c t in g  s te go  fi les 

c rea ted  by  using BlindSide, W e a v W a v , S-Tools, etc. It has th e  a b i l i t y  to  p e r fo rm  a scan on a 

s ta n d -a lo n e  c o m p u te r  o r  n e tw o rk  resources  f o r  k n o w n  m a l ic io u s  p ro g ra m s ,  th e  a b i l i t y  o f  scan 

w i th in  a rch ive  fi les, etc.
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FIGURE 5.80: Gargoyle Investigator™ Forensic Pro Screenshot
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FIGURE 5.80: Gargoyle Investigator™ Forensic Pro Timeline Result Screenshot
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Steganography Detection Tools CEH

Virtual Steganographic 
Laboratory (VSL)
http://vs I. s ourceforge, ne t

1WSZU M -- Stegdetect
LM i http://www. outguess.org

Copyright © by E&Caincl. All Rights Reserved. Reproduction is Strictly Prohibited.

((!►Wv Xstegsecret
http://stegsecret.sourceforge. net

StegAlyzerSS
http://www.sarc-wv.com

Stego Suite
http://www. wets tonetech. com —ך-ד 1—

StegM ark SDK
http://www. datamark. com. s g

StegAlyzerAS
http://www. s arc-wv. com

Steganography Studio
http://s tegs tudio. s ource forge, net

rv
־ ! » ! StegAlyzerRTS

http://www. s arc-wv. com

S t e g a n o g r a p h y  D e t e c t i o n  T o o l s

S teg an og rap hy  d e te c t io n  to o ls  a l lo w  you  to  d e te c t  and re c o v e r  h id d e n  in fo rm a t io n  in 

any  d ig i ta l  m ed ia  such as images, aud io ,  and v ide o . The fo l lo w in g  is a l ist s te g a no g ra ph y  

d e te c t io n  to o ls :

Q X s tegsecre t ava i lab le  a t h t tp : / /s te g s e c re t .s o u rc e fo rg e .n e t

0  Stego Suite  ava i lab le  a t h t t p : / /w w w .w e ts to n e te c h .c o m

Q StegAlyzerAS ava i lab le  a t h t tp : / /w w w .s a r c - w v .c o m

Q StegAlyzerRTS ava i lab le  a t h t tp : / /w w w .s a r c - w v .c o m

e  StegSpy ava i lab le  a t h t tp : / /w w w .s p y - h u n te r . c o m

0  StegAlyzerSS ava i lab le  a t h t tp : / /w w w .s a r c - w v .c o m

Q S te g M a rk  SDK ava i lab le  a t h t tp : / /w w w .d a ta m a rk . c o m .s g

Q S teg an og rap hy  S tud io  ava i lab le  a t h t tp : / / s o u rc e fo rg e .n e t

Q S teganog raph ic  L a b o ra to ry  (VSL) ava i lab le  a t h t tp : / /v s l .s o u rc e fo rg e .n e t

© S teg de te c t  ava i lab le  a t h t tp : / /w w w .o u tg u e s s .o rg
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C E H  S y s t e m  H a c k i n g  S t e p s

Once th e  a t ta c k e r  b reaks in to  th e  ta rg e t  n e tw o r k  o r  c o m p u te r  successfu lly , he o r  she 

tr ie s  to  h ide  h im s e l f  o r  h e rse l f  f r o m  be ing  d e te c te d  o r  t ra c e d  o u t .  Thus, th e  a t ta c k e r  t r ie s  to  

co ve r  all th e  tracks  o r  logs th a t  are  g e n e ra te d  d u r in g  his o r  he r  a t te m p ts  to  gain access to  th e  

ta rg e t  n e tw o rk  o r  c o m p u t e r _________________________________________________________________

f f e j  C rack ing  Passw ords
—

! = = י ו

H id ing  Files

Esca la t ing  P r iv i leges U Cover i ng  Tracks

Execu t ing  A p p l ic a t io n s P -*נ־2 e n e t ra t io n  T es t in g
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W hy Cover Tracks?

~  T h e y  c a n  a t t a c k  a g a in

-  T h e y  c a n  c o v e r  t h e  t r a c k s  t o  a v o id  t h e i r  d e t e c t i o n

S  T h e y  c a n  in s ta l l  b a c k d o o r s  t o  g a i n  a c c e s s  in  f u t u r e

ג  SECEV EN T.EVT ( s e c u r i t y ) :  F a i le d  lo g in s ,  a c c e s s i n g  

f i l e s  w i t h o u t  p r iv i l e g e s  

:  SYSEV EN T.EVT ( s y s t e m ) :  D r iv e r  f a i l u r e ,  t h i n g s

n o t  o p e r a t i n g  c o r r e c t ly  

:  A PPE V E N T .E V T  ( a p p l i c a t i o n s )

«  T h e  a t t a c k e r  m i g h t  n o t  w a n t  t o  d e l e t e  t h e  e n t i r e  

lo g

Altering 
event logs t-

Copyright © by EfrCaincl. All Rights Reserved. Reproduction is Strictly Prohibited.

W h y  C o v e r  T r a c k s ?

The c o m p le te  jo b  o f  an a t ta c k e r  invo lves  n o t  o n ly  c o m p ro m is in g  th e  system  

successfu l ly  b u t  a lso d isab l ing  logging, c lea r ing  log fi les, e l im in a t in g  ev idence , p la n t in g  

a d d it io n a l  too ls ,  and co ve r in g  his o r  he r  tracks . The a t ta c k e r  m u s t  c lea r th e  ev idence  o f ״  hav ing  

been th e re  and d on e  th e  d a m a g e ."  Erasing th e  in t ru s io n  logs, t r a c k in g  f i les ,  and a t tack  

processes is v e ry  cruc ia l f o r  an a t ta c k e r  as th e  messages can a le r t  th e  ac tua l o w n e r  o f  th e  

sys tem  to  change  th e  s e c u r i t y  s e t t in g s  to  avo id  a ttacks  in th e  fu tu re .  If th is  happens, th e n  th e  

a t ta c k e r  w i l l  be le f t  w i th  no chances fo r  re logg ing  in to  th e  sys tem  fo r  launch ing  th e  a ttack . 

Hence, an a t ta c k e r  needs to  d e s t ro y  th e  ev idence  o f  in t ru s io n  to  m a in ta in  th e  access and 

evas ion . If th e  a t ta c k e r  covers  o r  d e le tes  th e i r  tracks, th e n  he o r  she can re - log in  to  th e  sys tem  

and insta ll b a c k d o o rs .  Thus, th e  a t ta c k e r  can gain users ' se n s i t iv e  in f o r m a t io n  such as user 

nam es and passw ords  o f  bank  accounts , em a il  IDs, etc.

The a t ta c k e r  m a y  n o t  w ish  to  d e le te  an e n t i re  log to  c o ve r  his o r  he r  tracks  as it m a y  re q u ire  

a d m in  p re v i le ge s . If th e  a t ta c k e r  is ab le  to  d e le te  o n ly  th e  a t ta c k  e v e n t  logs, even th e n  th e  

a t ta c k e r  h ides h im s e l f  o r  h e rse l f  f r o m  be ing  d e te c te d .

© The a t ta c k e r  can m a n ip u la te  th e  log f i les  w i th  th e  he lp  o f: SECEVENT.EVT (security ) :  

fa i led  logins, accessing f i les  w i t h o u t  p r iv i leges 

© SYSEVENT.EVT (sys tem ): D r ive r  fa i lu re ,  th ing s  n o t  o p e ra t in g  c o r re c t ly  

0  APPEVENT.EVT (app l ica t ions )

י מ
4 ►
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C E HC o v e r i n g  T r a c k s

H acke r

Once intruders have successfully g a in e d  a d m in is t ra to r  
access o n  a s y s te m , they will try to cover the tracks to 
avoid their detection

Install
backdoors

"> 1*1׳

Gained
administrator

Target User

When all the information of interest has been stripped off 
from the target, the intruder installs se ve ra l b a c k d o o rs  so 

that he or she can gain easy access in the future

Copyright © by EfrCaincl. All Rights Reserved. Reproduction is Strictly Prohibited.

C o v e r i n g  T r a c k s

 .Erasing evidence is a requirement for any attacker who would like to remain obscure ־•—
This is one method to evade trace back. This starts with erasing the contaminated logins and 
possible error messages that may have been generated from the attack process. Next, attention 
is turned to effect any changes so that future logins are not allowed. By manipulating and 
tweaking the event logs, the system administrator can be convinced that the output of his or 
her system is correct, and that no intrusion or compromise has actually taken place.

Since the first thing a system administrator does to monitor unusual activity is to check the 
system log files, it is common for intruders to use a utility to modify the system logs. In some 
cases, rootkits can disable and discard all existing logs. This happens if the intruders intend to 
use the system for a longer period of time as a launch base for future intrusions, if they remove 
only those portions of logs that can reveal their presence with the attack.

It is imperative for attackers to make the system look like it did before they gained access and 
established backdoors for their use. Any files that have been modified need to be changed back 
to their original attributes. There are tools for covering one's tracks with regard to the NT 
operating system. Information listed, such as file size and date, is just attribute information 
contained within the file.

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il
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Protecting against an attacker who is trying to cover his or her tracks by changing file 
information can become difficult. However, it is possible to detect if an attacker has changed 
file information by calculating a cryptographic hash on the file. This type of hash is a calculation 
that is made against the entire file and then encrypted.
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W a y s  t o  C l e a r  O n l i n e  T r a c k s C E H

J  R em ove  M o s t R e ce n tly  Used (M R U ), d e le te  co o k ie s , c le a r cache, tu rn  o f f  A u to C o m p le te , 
c le a r T o o lb a rd a ta  fro m  th e  b ro w s e rs

From th e  Registry 
in Windows 8

© H K C U \S o ftw a re \M ic ro s o ft\ 
W in d o w s \C u rre n tV e rs io n \ 
E xp lo re r and th e n  rem ove th e  
key fo r  "R ecent Docs"

e  Delete all th e  values except 
"(D e fa u lt)"

\
\

Copyright © by E&Cauaci. All Rights Reserved. Reproduction is Strictly Prohibited.

In Windows 7

Click on the Start button, choose 
Control Panel -־> Appearance and 
Personalization -> Taskbar and 
Start Menu

Click the Start Menu tab, and then, 
under Privacy, clear the Store and 
display a list of recently opened 
programs check box

f i f eI V4 V

P 9Ac •

W a y s  t o  C l e a r  O n l i n e  T r a c k s

The Internet is the ultimate resource to search or to gather information related to 
any topic. Unfortunately, Internet resources are misused by attackers to track others' online 
activities, which allow them to launch an attack or theft.

There are several ways to clear online tracks:

© Private browsing

© History in the address field

© Disable stored history

© Delete private data

0 Clear cookies on exit

0 Clear cache on exit

0 Delete downloads

0  Disable password manager

0  Clear data in password manager

© Delete saved sessions
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Q Delete user JavaScript 

Q Set up multiple users 

Q Remove Most Recently Used (MRU)

Q Clear Toolbar data from the browsers 

© Turn off AutoComplete 

In Windows 7

0 Click the Start button, choose Control Panel ־־> Appearance and Personalization ־־> 
Taskbar and Start Menu.

Q Click the Start Menu tab, and then, under Privacy, clear the Store and display a list of 
recently opened programs check box.

From the Registry in Windows 8

© HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer and then remove the key 
for "Recent Docs"

Q Delete all the values except "(Default)"
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D i s a b l i n g  A u d i t i n g :  A u d i t p o l  C E H

C:\UserssAdninistrator>auditpol /sot /catojory: "sycton", "a
: e n a b le ׳  ׳ f a i l u r e  : e n a b le
The comnand was successfully executed.
C:\Users\Adninistrator>auditpol /get /category:♦*
Systen audit policy
Category/Sufccategory Sotting
Security Systen Extension Success and FailSuccess end Fail 

Success and Fail 
Success and Fail 
Success and Fail 
Success and Fail
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing 
No Auditing
No Auditing 
No Auditing 
No Auditing
No Auditing 
No Auditing 
No Auditing_____

IPsec Driver 
Other Systen Events 
Security State Change 

,ogon/Logoff

Account Lockout 
IPsec Main Mode

Network Policy Server 
User / Dovice Clains 

'bjoct Access 
File Systen 
Registry 
Kernel Object 
SAN
Certification Sorvices 
Application Generated 
Handle Manipulation 
Pile Share
Filtering Platform Packet Drop

Detailed Pile Share 
Removable Storage 
Central Policy Staging 

Privilege Use
Non Sensitive Privilege Us 
Other Privilege Use Events 
Sensitive Privilege Use 

Detailed Tracking 
Process Creation 
Process re rainat ion 
DPAP1 Activity_____________

In t ru d e rs  w ill d isa b le  a u d it in g  

im m e d ia te ly  a f te r  g a in in g  

a d m in is tra to r  p riv ile g e s

A t th e  en d  o f  th e ir  stay, th e  

in tru d e rs  w ill ju s t  tu rn  on  
a u d it in g  aga in  us ing  

a u d itp o l.e x e

http://www.microsoftcom

Copyright © by E & C m ci. All Rights Reserved. Reproduction is Strictly Prohibited.

D i s a b l i n g  A u d i t i n g :  A u d i t p o l

Source: http://www.microsoft.com

One of the first steps for an attacker who has command-line capability is to determine the 
auditing status of the target system, locate sensitive files (such as password files), and implant 
automatic information gathering tools (such as a keystroke logger or network sniffer).

Windows auditing records certain events to the Event Log (or associated syslog). The log can be 
set to send alerts (email, pager, and so on) to the system administrator. Therefore, the attacker 
will want to know the auditing status of the system he or she is trying to compromise before 
proceeding with his or her plans.

Tool Auditpol.exe is a part of the NT resource kit and can be used as a simple command-line 
utility to find out the audit status of the target system and also make changes to it.

The attacker would need to install the utility in the WINNT directory. He or she can then 
establish a null session to the target machine and run the command:

C : \ >  a u d i t p o l  \ \ < i p  a d d r e s s  o f  t a r g e t >

This will reveal the current audit status of the system. He or she can choose to disable the 
auditing by:

C : \ >  a u d i t p o l  \ \ < i p  a d d r e s s  o f  t a r g e t >  / d i s a b l e

M o d u l e  0 5  P a g e  8 0 8  E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il
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This will make changes in the various logs that might register his or her actions. He or she can 
choose to hide the registry keys changed later on.

The moment the intruders gain administrative privileges, they disable auditing with the help of 
auditpol.exe. Once their work is done, after logout intruders again turn on the auditing by using 
same tool: audit.exe.

31 Administrator. Command Prompt . 1 ־־ Q 1— x — I

C:\Usern\Adninistrator>auditpo I ✓set /c«tegory:"8ystsn"#"a :enable ✓failure:enablerbe connrtnd was successfully executed.
C:\U8ers>vAdministrator>auditpol /,get /'category:••Systen audit policyCategory/Subcategory Sett ingSystemSecurity Systen Extension Success and PaiSystem Integrity Success and Pal1Psec Driver Success and PaiOther System Events Success and PaiSecurity State Change Success and PaiLogon/Logof fLogon No Audit ingLogoff No Aud itingAccount Lockout No Aud itingIPsec ha in Hode No Aud it ingI Psec Quick Mode No Aud it ingIPsec Extended Node No Aud it ingSpecial Logon No Aud it ingOther Loaon/Logoff Events No Audit ingNetwork Policy Server No Audit ingUser / Device Claims No Aud it ingObject Accessrile System No Audit ingRegistry Kernel Object No Aud it ingNo Audit ingSAN No Aud it ingCert if icat ion Services No Audit ingApplication Generated No Audit ingHandle Manipulation No Audit ingPile Share No Audit ingFiltering Platform Packet Drop No Audit ing

11Itering Platform Connection No Audit ingOther Object Access Events No Audit ingDetailed Pile Share No Audit ingRemovable Storane No Aud it ingCentral Policy Staging Privilege Use No Aud it ing
Non Sensitive Privilege Use No Audit ingOt her Privilege Use Events No Audit ingSensitive Privilege Use No Audit ing[totalled TrackingProcess Creation No Audit ingProcess Termination No Audit ingDPAPI Activity No Audit ina
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C o v e r i n g  T r a c k s  T o o l :  C C l e a n e r C E H

JW «rrt* C tfefr • t*T*cr«ry *****  N »  
E׳zkter - ►Wory

J W«rr*< E •sto* - ׳LocMm
•  *into•* t  •stow Ooamnts 
ftSyKwa-Utfytocy'toftn 
tfyfltm TwcKMryHnOXw•
O0p«1 CoAh
•  « Cotfm חי

Windows Tasks

C*?» 0 4  t ^ n 500*■׳•® Oro £
3 1V «1»»«י»ז*המיח K׳5 ״ י «0«0009 ̂

Ooo*«O**** ■ CocftM 12 4  2 * h£ 
f 'MtfiOnne Smer ;M*3 1 Vs

Application Track,
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r ' f l  C o v e r i n g  T r a c k s  T o o l :  C C l e a n e r
M l ' l ״ 
—  Source: http://www.piriform.com

CCleaner is a system optimization, privacy, and cleaning tool. It allows you to remove unused 
files and cleans traces of Internet browsing details from the PC. It keeps your privacy online, 
and makes the system faster and more secure. In addition, it frees up hard disk space for 
further use. With this tool, you can erase your tracks very easily. It also cleans traces of your 
online activities such as your Internet history.
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> CCIeaner com

-  OLt+WZ C O fU ’ t  (O M ie a )

230 MD to be ׳eweved. (Acpro**note *cel

Detafe 0/ f*es to be defeted (Note. No Mm h**e beer M m  * C

^Hina( Citktii ׳ rm0«y Hoti( Nn 1 120*8 tt 
dhtemetCwt1*32 ״ I

Internet E»l*rer •C00h»» 1 •fc l s
■  Wrdww t  • P « w t Cccjnertt II *8 It
f ?  System Er**yRecyct*9r 5752*1 11
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C o v e r i n g  T r a c k s  T o o l :  M R U - B l a s t e r

Source: http://www.brightfort.com

MRU-Blaster is a program that allows you to clean most recently used lists on the system, 
temporary Internet files, and cookies. MRU list provides you with the complete information 
about the names, locations of the last files you have accessed, opened, saved, and looked at. It 
ensures your Internet privacy. MRU-Blaster safely handles cleaning up of "usage tracks" and 
other remnants that most programs leave behind.
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T r a c k  C o v e r i n g  T o o l s

Track covering tools protects your personal information throughout your Internet 
browsing by cleaning up all the tracks of Internet activities on the computer. They free cache 
space, delete cookies, clear Internet history shared temporary files, delete logs, and discard
junk. A few of these tools are listed as follows

0  Wipe available at http://privacyroot.com

Q Tracks Eraser Pro available at http://www.acesoft.net

Q BleachBit available at http://bleachbit.sourceforge.net

e AbsoluteShield Internet Eraser Pro available at http://www.internet-track-eraser.com 

0 Clear My History available at http://www.hide-my-ip.com

Q EvidenceEraser available at http://www.evidenceeraser.com

Q WinTools.net Professional available at http://www.wintools.net

Q RealTime Cookie & Cache Cleaner (RtC3) available at http://www.kleinsoft.co.za

© AdvaHist Eraser available at http://www.advacrypt.cjb.net

Q Free Internet Window Washer available at http://www.eusing.com
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As a pen tester, you should evaluate the security posture of the target network or 
system. To evaluate the security, you should try to break the security of your system by 
simulating various attacks on the system, just like an attacker would. There are certain steps 
that you need to follow to conduct a system penetration test. This section will teach you how 
to conduct a system hacking penetration test.

151 Cracking Passwords
־£—

Hiding Files

s■ ^ Escalating Privileges Covering Tracks

Executing Applications  ̂r״ U  Penetration Testing
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P a s s w o r d  C r a c k i n g C E H

P erfo rm  M a n -in -th e - 
M id d le  A ttack

Load the dictionary file into the 
cracking application that runs against 
user accounts

Run a program that tries every 
combination of characters until the 
password is broken

Run packet sniffer tools on the LAN to 
access and record the raw network 
traffic that may include passwords sent 
to remote systems

Acquires access to the communication 
channels between victim and server to 
extract the information

P erfo rm  W ire  S n iffing

A

P erfo rm  Rule-based 
A ttack

P e rfo rm  Syllable A ttack

A

P erfo rm  H ybrid  A ttack

P e rfo rm  B ru te  fo rc ing
a------ ^  KHi

A ttack | * * * * | >
J L J

START

Check fo r  password 
c o m p le x ity

P erfo rm  D ic tiona ry  
A ttack
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P a s s w o r d  C r a c k i n g

In an attempt to hack a system, the attacker initially tries to crack the password of the 
system, if any. Therefore, as a pen tester, you should also try to crack the password of the 
system. To crack the password, follow these steps:

Stepl: Identify password protected systems

Identify the target system whose security needs to be evaluated. Once you identify the system, 
check whether you have access to the password, that means a stored password. If the 
password is not stored, then try to perform various password cracking attacks one after the 
other on the target system.

Step 2: Perform a dictionary attack

Perform a dictionary attack by loading the dictionary file into the cracking application that runs 
against user accounts. Run the cracking application and observe the results. If the application is 
allowing you to log in to the system, it means that the dictionary file contains the respective 
password. If you are not able to log in to the system, then try other password-cracking 
techniques.
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Step3: Perform wire sniffing

Run packet sniffer tools on the LAN to access and record the raw network traffic that may 
include passwords sent to remote systems.

Step4: Perform a rule-based attack

Try to obtain the password by performing a rule-based attack.

Step5: Perform a syllable attack

Try to extract the password by performing a syllable attack. This attack is a combination of a 
brute force attack and a dictionary attack.

Step6 : Perform a hybrid attack

Try to perform a hybrid attack. This attack is used to find passwords that are a dictionary word 
with combinations of characters prepended or post pended to them.

Step7: Perform a brute force attack

You should try every possible combination of characters until a password is found.

Step8 : Perform a man-in-the-middle attack

Try to acquire access to the communication channels between victim and server to extract the 
information.
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(Cont'd)

Use a Sn iffer to  capture packets and a u then tica tion  tokens. 
A fte r extracting relevant in fo , place back th e  tokens on the  
ne tw o rk to  gain access

Record every  keystroke th a t an user types using keyloggers

Secretly ga ther person o r organization personal 
in fo rm a tion  using spyware

W ith  th e  help o f a Trojan, get access to  th e  stored 
passwords in th e  Trojaned com puter

In jec t a com prom ised hash in to  a local session and use the  
hash to  va lida te  to  ne tw o rk  resources

Recover passw ord-protected files using th e  unused 
processing pow er o f m achines across th e  n e tw o rk  to  
decrypt password
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P a s s w o r d  C r a c k i n g  ( C o n t ’ d )

Step 9: Perform a replay attack

Try to intercept the data in the communication and retransmit it.

Step 10: Perform password guessing

Try to guess the possible combinations of passwords and apply them.

S tep ll: Perform TrojansSpyware/keyloggers

Use malicious applications or malware such as Trojan/spyware/keyloggers to steal passwords. 

Stepl2: Perform Hash Injection Attack

Inject a compromised hash into a local session and use the hash to validate to network 
resources.

Step 13: Perform a rainbow attack

Use a rainbow table that stores pre-computed hashes to crack the hashed password.

Step 14: Perform a distributed network attack

Recover password-protected files using the unused processing power of machines across the 
network to decrypt passwords.
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Step 15: Perform pre-computed hashes

Use pre-computed hashes to crack passwords.

Step 16: Perform dumpster diving

Check the trash bin of your target to check whether you find confidential passwords anywhere.

Step 17: Perform social engineering

Use the social engineering technique to gain passwords.

Step 18: Perform shoulder surfing

Check whether you can steal the password by using shoulder surfing.
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P r i v i l e g e  E s c a l a t i o n C E H

Use p riv ile g e  escala tion  too ls 
such as Active@  Password 
Changer, O ffline  NT Password 
&  Registry Editor, W indow s 
Password Reset Kit, W indow s 
Password Recovery Tool, 
E lcomSoft System Recovery, 
T rin ity  Rescue Kit, W indow s 
Password Recovery Bootdisk, 
etc.

Try to  run services as 
un p riv ile g e d  accounts

Use p riv ilege  
esca la tion  too ls
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P r i v i l e g e  E s c a l a t i o n

Once the attacker gains the system password, he or she then tries to escalate their 
privileges to the administrator level so that they can install malicious programs or malware on 
the target system and thus retrieve sensitive information from the system. As a pen tester, you 
should hack the system as a normal user and then try to escalate your privileges. The following 
are the steps to perform privilege escalation:

Stepl: Try to log in with enumerated user names and cracked passwords

Once you crack the password, try to log in with the password obtained in order to gain access 
to the system. Check whether interactive logon privileges are restricted.

If YES, then try to run the services as unprivileged accounts.

Step2: Try to run services as unprivileged accounts
Before trying to escalate your privileges, try to run services and check whether you have 
permissions to run services or not. If you can run the services, then use privilege escalation 
tools to obtain high-level privileges.

Step3: Use privilege-escalation tools
Use privilege-escalation tools such as Active(® Password Changer, Offline NT Password & 
Registry Editor, Windows Password Reset Kit, Windows Password Recovery Tool, ElcomSoft 
System Recovery, Trinity Rescue Kit, Windows Password Recovery Bootdisk, etc. These tools will 
help you to gain higher level privileges.
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E x e c u t i n g  A p p l i c a t i o n s

Pen testers should check the target systems by executing some applications in order 
to find out the loopholes in the system. Here are the steps to check your system when you 
choose certain applications to be executed to determine loopholes.

Stepl: Check antivirus installation on the target system

Check if antivirus software is installed on the target system and if installed, check that it is up- 
to-date or not.

Step2: Check firewall anti-keylogging software installation on the target system

Check if firewall software and anti-keylogging software is installed or not.

Step3: Check the hardware system

Check if the hardware systems are secured in a locked environment.

Step4: Use keyloggers

Try to install and use keyloggers on the system in order to record keystrokes. Use keyloggers 
such as Spytech SpyAgent, All In One Keylogger, Powered Keylogger, Advanced Keylogger, etc.

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r i g h t  ©  b y  E C -C 0 U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t i o n  is  S t r i c t l y  P r o h i b i t e d .

M o d u l e  0 5  P a g e  8 2 1



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

S y s t e m  H a c k in g

Step5: Use spyware

Try to install and use spyware on the system in order to monitor the activities on the system. 
Use spyware such as SoftActivity TS Monitor, Spy Voice Recorder, WebCam Recorder, Mobile 
Spy, SPYPhone GOLD, etc.

Step6 : Use tools for remote execution

Try to install and use tools for remote execution.
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H i d i n g  F i l e s

An attacker installs rootkits to maintain hidden access to the system. You should 
follow pen testing steps for detecting hidden files on the target system.

Stepl: Install rootkits

First try to install the rootkit in the target system to maintain hidden access.

Step2: Perform integrity-based Detection techniques

Perform integrity-based detection, signature-based detection, cross-view-based detection, and 
heuristic detection techniques to detect rootkits.

Step3: Use anti-rootkits programs

Use anti-rootkits such as Stinger, UnHackMe, Virus Removal Tool, Rootkit Buster, etc. to detect 
rootkits.

Step4: Use NTFS Alternate Data Streams (ADSs)

Use NTFS Alternate Data Streams (ADSs) to inject malicious code on a breached system and 
execute it without being detected by the user.
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Step5: Use NTFS stream detectors

Use NTFS stream detectors such as StreamArmor, ADS spy, Streams, etc. to detect NTFS-ADS 
streams.

Step6 : Use steganography technique

Use steganography techniques to hide secret messages within an ordinary message and extract 
it at the destination to maintain confidentiality of data.

Step7: Use steganography detection

Use steganography detection tools such as Gargoyle Investigator™ Forensic Pro, Xstegsecret, 
Stego Suite, Stegdetect, etc. to perform steganalysis.
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C o v e r i n g  T r a c k s

The pen tester should whether he or she can cover the tracks that he or she has made 
during simulating the attack to conduct penetration testing. To check whether you can cover 
tracks of your activity, follow these steps:

Stepl: Remove web activity tracks

First, remove the web activity tracks such as such as MRU, cookies, cache, temporary files, and 
history.

Step2: Disable auditing

Try to disable auditing on your target system. You can do this by using tools such as Auditpol. 

Step3: Tamper with log files

Try to tamper with log files such as event log files, server log files, and proxy log files with log 
poisoning or log flooding.

Step4: Use track covering tools

Use track covering tools such as CCIeaner, MRU-Blaster, Wipe, Tracks Eraser Pro, Clear My 
History, etc.

Step5: Try to close all remote connections to the victim machine 

Step6 : Try to close any opened ports
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□  Attackers use a varietyof meansto penetrate systems

□  Password guessing and cracking is one of the first steps

□  P a s s w o rd  s n i f f in g  is a p r e fe r re d  e a v e s d ro p p in g ta c t ic

□  V u ln e r a b i l i t y  s c a n n in g a id s th e  a t t a c k e r in  id e n t i f y in g w h ic h  p a s s w o rd  c ra c k in g  

te c h n iq u e  t o  use

□  K ey s t ro k e  lo g g in g  a n d  o th e r  s p y w a re  to o ls  a re  u s e d  as th e y  g a in  e n t r y  t o  s y s te m s  

t o  k e e p  u p  th e  a t ta c k s

□  In v a r ia b ly ,  a t ta c k e rs  d e s t ro y  e v id e n c e  o f  " h a v in g  b e e n  th e r e  a n d  d o n e t h e  d a m a g e "

□  S te a l in g f i le s a s  w e l l  as h id in g f i l e s a r e t h e  m e a n s to  s n e a k  o u t  s e n s it iv e  in fo r m a t io n
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*  M o d u l e  S u m m a r y
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Q Attackers use a variety of means to penetrate systems.

© Password guessing and cracking is one of the first steps.

Q Password sniffing is a preferred eavesdropping tactic.

Q Vulnerability scanning aids the attacker in identifying which password cracking 
technique to use.

© Keystroke logging and other spyware tools are used to gain entry to systems to keep up 
attacks.

0  Invariably, attackers destroy evidence of "having been there and done the damage."

Q Stealing files as well as hiding files are the means to sneak out sensitive information.
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