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Hackers Attack US Weather Service

THE US National Weather Service computer network was hacked with a group from Kosovo
claiming credit and posting sensitive data, security experts said Friday.

Data released by the Kosovo Hackers Security group includes directory structures, sensitive files
of the Web server and other data that could enable later access, according to Chrysostomos
Daniel of the security firm Acunetix.

"The hacker group stated that the attack is a protest against the US policies that target Muslim
countries,” Daniel said.

"Moreover, the attack was a payback for hacker attacks against nuclear plants in Muslim
countries, according to a member of the hacking group who said, "They hack our nuclear plants
using STUXNET and FLAME-like malwares, they are bombing us 24-7, we can't sit silent -- hack

to payback them."
pay http.//www.theaustralian.com.ou
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Source: http://www.theaustralian.com.au

The US National Weather Service computer network was hacked with a group from Kosovo
claiming credit and posting sensitive data, security experts said recently.

Data released by the Kosovo Hackers Security group includes directory structures, sensitive
files from the web server, and other data that could enable later access, according to
Chrysostomos Daniel of the security firm Acunetix.

"The hacker group stated that the attack is a protest against the US policies that target Muslim
countries," Daniel said.

Moreover, the attack was a payback for hacker attacks against nuclear plants in Muslim
countries, according to a member of the hacking group who said, "They hack our nuclear plants
using STUXNET and FLAME-like malwares, they are bombing us 24-7, we can't sit silent -- hack
to payback them."
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Paul Roberts, writing on the Sophos Naked Security blog, said the leaked information includes a
list of administrative account names, which could open the hacked servers to subsequent
“brute force attacks.”

"Little is known about the group claiming responsibility for the attack," he said.

"However, they allege that the weather.gov hack was just one of many US government hacks
the group had carried out and that more releases are pending."

© 2011 CBS Interactive. All rights reserved.

http://www.theaustralian.com.au/australian-it/hackers-attack-us-weather-service/story-
ebfrgakx-1226499796122
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Module Objectives

In the previous modules, you learned about foot printing and scanning networks. The

next phase of penetration testing is enumeration. As a pen tester, you should know the
purpose of performing enumeration, techniques used to perform enumeration, where you

should apply enumeration, what
countermeasures that can make network
module. This module will familiarize you w

© What Is Enumeration?

& Techniques for Enumeration

& Services and Ports to Enumerate

& NetBIOS Enumeration

& Enumerate Systems Using Default
Passwords

© SNMP Enumeration
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information you get,

enumeration tools, and the
security stronger. All these things are covered in this
ith the following:

6 UNIX/Linux Enumeration
LDAP Enumeration

NTP Enumeration

SMTP Enumeration

DNS Enumeration

Enumeration Countermeasures
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Enumeration Pen Testing
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. What Is Enumeration?

In the enumeration phase, attacker creates active connections to system and performs
directed queries to gain more information about the target

N/W resources Users and Routing
and shares tables

Audit and Machine Applications SNMP and
Service settings names and banners DNS details

Attackers use extracted information to identify system attack points and perform password
attacks to gain unauthorized access to information system resources

Enumeration techniques are conducted in an intranet environment

Copyright © by EG-GRRRCil. All Rights Reserved. Reproduction is Strictly Prohibited.

“N' What Is Enumeration?

—_—

Enumeration is defined as the process of extracting user names, machine names,
network resources, shares, and services from a system. In the enumeration phase, the attacker
creates active connections to the system and performs directed queries to gain more
information about the target. The attacker uses the gathered information to identify the
vulnerabilities or weak points in system security and then tries to exploit them. Enumeration
techniqgues are conducted in an intranet environment. It involves making active connections to
the target system. It is possible that the attacker stumbles upon a remote IPC share, such as
IPCS in Windows, that can be probed with a null session allowing shares and accounts to be
enumerated.

The previous modules highlighted how the attacker gathers necessary information about the
target without really getting on the wrong side of the legal barrier. The type of information
enumerated by attackers can be loosely grouped into the following categories:

Information Enumerated by Intruders:
© Network resources and shares

€ Users and groups

Module 04 Page 440 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures
Enumeration

A

9 Routing tables \
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© Machine names
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Extract information
using the default
passwords

Extract user names
using email IDs

-
Extrac.t user names
using SNMP !

Extract user groups .' .8 Extract information

. using DNS Zone
from Windows Tg "
ke ransfer

Brute force Active
Directory
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Lol
-~ Techniques for Enumeration

=== In the enumeration process, an attacker collects data such as network users and

group names, routing tables, and Simple Network Management Protocol (SNMP) information.
This module explores possible ways an attacker might enumerate a target network, and what
countermeasures can be taken.

The following are the different enumeration techniques that can be used by attackers:

b ‘ Extract user names using email IDs

e |n general, every email ID contains two parts; one is user name and the other is
domain name. The structure of an email address is username@domainname. Consider
abc@gmail.com; in this email ID "abc" (characters preceding the ‘@' symbol) is the user name
and "gmail.com" (characters proceeding the '@' symbol) is the domain name.

g Extract information using the default passwords
\ 4

Many online resources provide lists of default passwords assigned by the
manufacturer for their products. Often users forget to change the default passwords provided
by the manufacturer or developer of the product. If users don’t change their passwords for a
long time, then attackers can easily enumerate their data.
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‘;r "y Brute force Active Directory

b Microsoft Active Directory is susceptible to a user name enumeration weakness at the
time of user-supplied input verification. This is the consequence of design error in the
application. If the "logon hours" feature is enabled, then attempts to the service authentication
result in varying error messages. Attackers take this advantage and exploit the weakness to
enumerate valid user names. If an attacker succeeds in revealing valid user names, then he or

she can conduct a brute-force attack to reveal respective passwords.

#= Extract user names using SNIMIP

h
= Attackers can easily guess the “strings” using this SNMP API through which they can

extract required user names.

Extract user groups from Windows

These extract user accounts from specified groups and store the results and also verify
if the session accounts are in the group or not.

.| Extract information using DNS Zone Transfer

DNS zone transfer reveals a lot of valuable information about the particular zone you
request. When a DNS zone transfer request is sent to the DNS server, the server transfers its
DNS records containing information such as DNS zone transfer. An attacker can get valuable
topological information about a target’s internal network using DNS zone transfer.
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Services and Ports to Enumerate (|EH

TCP 53 ==& UDP 161

Simple Network Management

DNS zone transfer protocol (SNMP)

TCP 135 TCP/UDP 389

Lightweight Directory Access

Microsoft RPC Endpoint Mapper Protocol (LDAP)

TCP 137 TCP/UDP 3368

NetBIOS Name Service (NBNS) Global Catalog Service

TCP 139 TCP 25

NetBIOS Session Service (SMB I
€ Sigion Servicell X8 L_l' Simple Mail Transfer Protocol (SMTP)

NetBIOS)

R
SMB over TCP (Direct Host) ! »

Copyright © by EG-GauRcil. All Rights Reserved. Reproduction is Strictly Prohibited.

Services and Ports to Enumerate

TCP 53: DNS zone transfer

DNS zone transfer relies on TCP 53 port rather than UDP 53. If TCP 53 is in use then it

means that DNS zone transfer is in process. The TCP protocol helps to maintain a

consistent DNS database between DNS servers. This communication occurs only between DNS

servers. DNS servers always use TCP protocol for the zone transfer. The connection established

between DNS servers transfers the zone data and also helps both source and destination DNS
servers to ensure the data consistency by means of TCP ACK bit.

TCP 135: Microsoft RPC Endpoint Mapper

— The RPC port 135 is used in client/server applications to exploit message services. To
stop the popup you will need to filter port 135 at the firewall level. When trying to connect to a
service, you go through this mapper to discover where it is located.

™ TCP 137: NetBIOS Name Service (NBNS)

NBNS, also known as Windows Internet Name Service (WINS), provides name
resolution service for computers running NetBIOS. NetBIOS Name Servers maintain a database
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of the NetBIOS names for hosts and the corresponding IP address the host is using. The job of
NBNS is to match IP addresses with NetBIOS names and queries. The name service is usually
the first service that will be attacked.

TCP 139: NetBIOS Session Service (SIMIB over NetBIOS)

' NetBIOS session service is used to set up and tear down sessions between NetBIOS-
capable computers.

Sessions are established by exchanging packets. The computer establishing the session
attempts to make a TCP connection to port 139 on the computer with which the session is to be
established. If the connection is made, the computer establishing the session then sends over
the connection a "Session Request" packet with the NetBIOS names of the application
establishing the session and the NetBIOS name to which the session is to be established. The
computer with which the session is to be established will respond with a "Positive Session
Response," indicating that a session can be established or a "Negative Session Response,"
indicating that no session can be established.

TCP 445: SMB over TCP (Direct Host)
YYEY

e .. By using TCP port 445 you can directly access the TCP/IP MS Networking without the
help of a NetBIOS layer. You can only get this service in recent versions of Windows, such as
Windows2K/XP. File sharing in Windows2K/XP can be done only by using Server Message Block
(SMB) protocol. You can also run SMB directly over TCP/IP in Windows 2K/XP without using the
help of extra layer of NetBT. They use TCP port 445 for this purpose.

Q“ UDP 161: Simple Network Management protocol (SNIVIP)

% You can use the SNMP protocol for various devices and applications (including
firewalls and routers) to communicate logging and management information with remote
monitoring applications. SNMP agents listen on UDP port 161; asynchronous traps are received
on port 162.

. TCP/UDP 389: Lightweight Directory Access Protocol (LDAP)

.~ You can use LDAP (Lightweight Directory Access Protocol) Internet protocol, used my
MS Active Directory, as well as some email programs to look up contact information from a
server. Both Microsoft Exchange and NetMeeting install an LDAP server on this port.

C:’ TCP/UDP 3368: Global Catalog Service

"5 You can use TCP port 3368, which uses one of the main protocols in TCP/IP a
connection-oriented protocol networks; it requires three-way handshaking to set up end-to-
end communications. Only then a connection is set up to user data and can be sent bi-
directionally over the connection. TCP guarantees delivery of data packets on port 3368 in the
same order in which they were sent.

You can use UDP port 3368 for non-guaranteed communication. It provides an unreliable
service and datagrams may arrive duplicated, out of order, or missing without notice and error
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Checking and correction is not necessary or performed in the application, avoiding the
overhead of such processing at the network interface level.

UDP (User Datagram Protocol) is a minimal message-oriented Transport Layer protocol.
Examples that often use UDP include voice over IP (VolP), streaming media, and real-time
multiplayer games.

TCP 25: Simple Mail Transfer Protocol (SMTP)

SMTP allows moving email across the Internet and across your local network. It runs

on the connection-oriented service provided by Transmission Control Protocol
(TCP), and it uses well-known port number 25. Telnet to port 25 on a remote host; this
technique is sometimes used to test a remote system's SMTP server but here you can use this
command-line technique to illustrate how mail is delivered between systems.
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Module Flow

“ So far, we have discussed enumeration concepts and the resources that give valuable
information through enumeration; now it’s time to put them into practice. If you are trying to
enumerate information of a target network, then NetBIOS is the first place from where you
should try to extract as much information as possible.

r__'\ Enumeration Concepts | pg.‘:;‘ NTP Enumeration - ]
| gl NetBios Enumeration s ’4 SMTP Enumeration
. SNMP Enumertion ‘ ~w DNS Enumeration
?; Unix/Linux Enumeratio; " Enumeration Countermeasures
4

' LDAP Enumeration " Enumeration Pen Testing

l_'&h

This section describes NetBIOS enumeration and the information you can extract through
enumeration, as well as NetBIOS enumeration tools.

_—
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- NetBIOS Enumeration

devices over TCP/IP; 15 characters are used for the device name and 16t character

NetBIOS name is a unique 16 ASCII character string used to identify the network ﬁ
is reserved for the service or name record type WWW

NetBIOS Name List

NetBIOS

Attackers use the NetBios Name s Type Information Obtained
enumeration to obtain:
Chost names <00 UNIQUE Hostname
@ List of computers that belong
to a domain <domain> <00> GROUP  Domain name
@ List of shares on the individual D <03>  UNIQUE :z::ser:::" service running for that
hosts on the network pu
. Messenger service running for that
@ Policies and passwords gusername> 03> UNIQUE i vidual logged-in user
a <hostname> <20> UNIQUE Server service running
A B <10> GROUP Master browser name for the
. subnet
- . Domain master browser name,
‘ Romalng 1B SNIQUE identifies the PDC for that domain
Note: NetBIOS name resolution is not supported by Microsoft for Internet Protocol Version 6 (IPv6)

| Copyright © by EC-CamRcil. All Rights Reserved. Reproduction is Strictly Prohibited.

= | NetBIOS Enumeration

The first step in enumerating a Windows machine is to take advantage of the

NetBIOS API. NetBIOS stands for Network Basic Input Output System. IBM, in
association with Sytek, developed NetBIOS. It was developed as an Application Programming
Interface (API), originally to facilitate the access of LAN resources by the client’s software. The
NetBIOS name is a unique 16 ASCII character string used to identify the network devices over
TCP/IP; 15 characters are used for the device name and the 16th character is reserved for the
service or name record type.

Attackers use the NetBIOS enumeration to obtain:

8 List of computers that belong to a domain and shares of the individual hosts on the
network

9 Policies and passwords

If an attacker finds a Windows OS with port 139 open, he or she would be interested in
checking what resources he or she can access, or view, on the remote system. However, to
enumerate the NetBIOS names, the remote system must have enabled file and printer sharing.
Using these techniques, the attacker can launch two types of attacks on a remote computer
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NetBIOS Enumeration

(Cont’d)

Nbtstat displays NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables C:/ -
for both the local computer and remote computers, and the NetBIOS name cache -

Run nbtstat command “nbtstat.exe —-a < I Run nbtstat command “nbstat.exe —c”to

NetBIOS Name of remote machine>”to display the contents of the NetBIOS name cache, the

get the NetBIOS name table of a remote computer table of NetBIOS names, and their resolved IP addresses
= C:\Windows\system32\cmd.exe = L C\Windows\system32\cmd exe

:\Users\Admin>nhtstat.exe -a ya BENloaro\idniniphtstat ous
the rewt
Ethernet : ode IpRdtross! FLYZ.ASE.IW0. 1700 Geove 140 (1
nde IpAddress: [192.168.168.1781 Scope Id:z [1

NetBIOS Renote Cache Nane Table
NetBIOS Remote Machine Name Tahle

Wasn T gy Bust Addrnse

Name Type Status CaM> NN O
UNIQUE Registered v d

GROUP Registered
GROUP Registered
UNIQUE Registered
UNIQUE Registered

MAC Address = . - http://technet.microsoft.com

C:\Users\Adain)

Copyright © by EG-6 All Rights Reserved. Reproduction is Strictly Prohibited.

M NetBIOS Enumeration (Cont’d)

- — Source: http://technet.microsoft.com

Nbtstat displays NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables for both
the local computer and remote computers, and the NetBIOS name cache. Nbtstat allows a
refresh of the NetBIOS name cache and the names registered with Windows Internet Name
Service (WINS). Used without parameters, Nbtstat displays help.

Run the nbtstat command “nbtstat.exe -a < NetBIOS Name of remote machine>” to get
the NetBIOS name table of a remote computer.
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:\Users\Admin2nhtstat.exe —a

Ethernet:
ode IpAddr

Exam 312-50 Certified Ethical Hacker

C:\Windows\system32\cmd.exe

L L.

ess: [192.168.168.1701 Scope Id: [1

NetBIOS Remote Machine Name Table

<00>
<0a>
<1C>
<20>
<1B>

MAC Address = W&

:\Users\Admin>

Type
UNIQUE
GROUP
GROUP
UNIQUE
UNIQUE

Status

Registered
Registered
Registered
Registered
Registered

FIGURE 4.1: Enumeration Screenshot

Run the nbtstat command “nbstat.exe -c” to display the contents of the NetBIOS name
cache, the table of NetBIOS names, and their resolved IP addresses.

C:\Windows\system32\cmd.exe

C:\Users\Admin>nhtstat.exe —c

Module 04 Page 451

thernet:
ode IpAddress:

:\Users\Admin>

[192.168.168.178] Scope Id: (1

NetBIOS Remote Cache Name Table

<2@> UNIQUE
<28> UNIQUE

Host Address Life [sec]

192.168.168.170 143
192.168.168.1 165

FIGURE 4.2: Enumeration Screenshot
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NetBIOS Enumeration Tool:

SuperScan

1 SuperScan 4.0

SuperScan is a connect-based TCP port

scanner, pinger, and hostname resolver Sean | Hos! end Seize Discaveiy | Scan Optons| Tos  Windowe Enumecatise | Aseus |

Hostnane/IP/UHL [10.002 7 Emmerate Dphors Cleau
Features: | ——L —
Enumeration Type NeTEIOS 1nrormacion on
.. ZNeDIOS Name Talde |
Support for unlimited IP ranges [ NLLL Sessian
= . | Ol MAC Adcresses HORKSROUP 00 GROUP Herkstazion service name
. A [ Warkstaton type WIN-MESZLCKAKAL 00 UNIQUE Wersataziea service name
Host detection by multiple ICMP A Users AIN-MSSELCKAKAL 20 UNIQUE Server serzices name
methods [ Groups MAC adiress 0
— 7] RFC Encpairt Dump :
i ] Acceunt Policies jaara on 2
TCP SYN and UDP scanning [ Shares
- [] Domaine Total Users: 4

|

Remote Time of Day —
Simple HTML report generation | Logon Seszicn: Admin “Adminissracor®
] Drives Full Kame -
| — 7 Trusted Domains System Commert “Buili-in a fer admirisiericg
A ] Servizes the compater‘domain®
i - M -
) | Sourceport scanning Reity Frfemes R ) S TR0 D) e
Passwcrd expiras: Naver
Pazawexd charged: @ days age
Q : Locked out: Na
Fast hostname resolving iy o
= Number of logona: 136
B 3aa pamsvard count
Extensive banner grabbing e —
—
EI Extensive Windows host enumeration 02  Saved log file Lve:0 CP ope 0P ope
http://www.mcafee.com

| Copyright © by EC-Cauncil. All Rights Reserved. Reproduction is Strictly Prohibited.

NetBIOS Enumeration Tool: SuperScan

Source: http://www.mcafee.com

SuperScan is a connect-based TCP port scanner, pinger, and hostname resolver. It performs
ping sweeps and scans any IP range with multithreading and asynchronous techniques. You can
restore some functionality by running the following at the Windows command prompt before
stating SuperScan:

€ Support for unlimited IP ranges

© Host detection using multiple ICMP methods
€ TCPSYN, UDP, and source port scanning
€ Hostname resolving
€ |IP and port scan order randomization
9 Extensive Windows host enumeration capability
© Extensive banner grabbing
© Source port scanning
€ Simple HTML report generation
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Found

Hostname/IP/URL (10.0.0.2 - Qptions . | l

Enumeration Type |
[ NetBIOS Name Table
[J NULL Session
[J MAC Addresses
[ Workstation type
M Usess
O Groups
[J RPC Endpomt Dump
[ Account Pobcies
[ Shates
[ Domans
[J Remote Time of Day
[ Logon Sessions
[ Drives
[ Trusted Domains
[ Services
[J Registry

Scen | Host and Service Discovery | Scan Options | Tools  Windows Enumeration | Abou |

NatBIOS information on 10.0.0.2

3 nares in table

WORKGROUP 00
WIN-MSSELCK4K41l 00
WIN-MSSELCK4K41 20

MAC address 0: =

Users on 10.0.0.2
Total Users: 4
——— ] -

Admin
Full Nama:
System Comment:

the computer/domain®

User Comment:
Last logon:
Password expires:
Password changed:

Disabled:
Number of logons:

Bad password count:

———F =

User “Guast™

GROUP Workstation service name
UNIQUE Workstation service name
UNIQUE Server services name

L R

“Administrator”

"Built-in account for administering

Fri Aug 17 09:27:14 2012 (0 days ago)
Never
8 days ago
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NetBIOS Enumeration Tool: Hyena

# Hyena is GUI product for managing and securing Microsoft operating systems. It shows shares and user logon names for ’ 1
Windows servers and domain controllers L

s It displays graphical representation of Microsoft Terminal Services, Microsoft Windows Network, Web Client Network, etc.

——— Gees on WACR

Slopped  Senvice (Shared
Uogpped ~

SUagped
Siopped

Yy

st el gent Transter Semnce Gopped
ot Sioppad

'iiaa

Spsesncancensess

Stopped
Siogped - -

§%5
FEREN

b

14
I
444

L 4 A

»

oL

http://www._systemtools.com
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NetBIOS Enumeration Tool: Hyena

-

’

Source: http://www.systemtools.com

Hyena is GUI product for managing and securing any Windows operating system such as
Windows NT, Windows 2000, Windows XP/Vista, Windows 7, or Windows Server 2003/2008
installation. It uses an Explorer-style interface for all operations and to manage users, groups
(both local and global), shares, domains, computers, services, devices, events, files, printers and
print jobs, sessions, open files, disk space, user rights, messaging, exporting, job scheduling,
processes, and printing. It shows shares and user logon names for Windows servers and
domain controllers.

It displays a graphical representation of the web client network, Microsoft terminal services,
and Windows network.
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NetBIOS Enumeration Tool: ClEH
Winfingerprint At et

8 Winfingerpnint is @ Win32 MFC VC++ .NET based security tool that is able to determine OS, enumerate
users, groups, shares, SIDs, transports, sessions, services, service pack and hotfix level, date and time,
disks, and open tcp and udp ports

r

f‘
[\

http://www.winfingerprint.com
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NetBIOS Enumeration Tool: WinFingerprint

————

Source: http://www.winfingerprint.com

WinFingerprint is an administrative network resource scanner that allows you to scan machines
on your LAN and returns various details about each host. This includes NetBIOS shares, disk
information, services, users, groups, and more. WinFingerprint is an administrative network
resource scanner that allows you to scan machines on your LAN and returns various details
about each host. This includes NetBIOS shares, disk information, services, users, groups, and
more. You can choose to perform a passive scan or interactively explorer network shares, map
network drives, browse HTTP/FTP sites and more. Scans can be run on a single host or the
entire network neighborhood.
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~ Input Options  Scan Options
 IPRange € IP List @& Domain " Active Directory ¢ WMI AP]

@ single Host C Neighbarhood [/ Win32 0OS Version [ Users ¥ Patch Level
IP Address:

'ﬁ [~ Null IPC$ Sessions [~ Services [¢ MAC Address

[V NetB1OS Shares [ Disks IV Sessions

[V Date and Time [ Groups [~ EventLog

[V Ping Host(s) r :i:%ings [~ Show

™ Traceroute Host

General Options

[” TCP Portscan Range: 1 ”20
Timeout far TCP/UDP/ICMP/SNMP: Is [~ UDP Portscan Range: 1 [3028
i ing: b
it [_ Max Connections: r‘fn‘— [~ SNMP Community String: Du ic

Pinging 10.0.0.3 with 44 bytes of data:
Reply from 10.! 3 0ms(id=1,seq=1)
IP Address: 10.0.0.3 WINDOWSS
Computername: WORKGROUP\WINDOWSS

MAC Addresses:
00155da86e06
Scan completed in 0.27 seconds

Done

http://winfingerprint.soyrceforge.net

mailto:vacuum@users.sourceforge.net

Input Options © Scan Options
G 1P Range  IP ust & Domain  Active Directory (" WMI API

' Single Host  Neighborhood ¥ Win32 OS version [V Users [V Patch Level
Starting 1P Address:

192 . 168 . 168 [¥ Null IPC$ Sessions [V Services [ MAC Address

Ending 1P Address: |V NetBIOS Shares [ Disks ¥ Sessions
192 . 168 . 168 . |V Date and Time ¥ Groups ¥ EventLog
i RPC Show
™ Netmask [~ Ping Host(s) ~ R ikl
 Traceroute Host

General Options

I Broadcom NetLink (TM) Gigabit Ethernet I I TCP Portscan Range: 1 W
i 1024

Timeout for TCP/UDP/ICMP/SNMP: | ™ UDP Partscan Range:

Retries: I Max Connections: 1024 I~ SNMP Community String: pub ic

1P Address: 192.168.168.1
Computername: g,

[Traang route to 192.168.168.1
1 Oms Oms Oms 192.168.168.1 A
MAC Addresses:

RPC Binding:
ncacn_ip_tcp UUID Address 192.168.168.1 EndPaint 49158

ncacn_ip_tcp UUID Address 192.168.168.1 EndPoint 49219
ncacn_ip_tcp UUID Address 192.168.168.1 EndPoint 49219
ncacn_ip_tcp UUID Address 192.168.168.1 EndPaint 49219
ncacn_ip_tcp UUID Address 192.168.168.1 EndPaint 49219
ncacn_ip_tcp UUID Address 192.168.168.1 EndPaint 49190

ncacn_ip_tcp UUID Address 192.168.168.1 EndPoint 49181
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NetBIOS Enumeration Tool: NetBIOS
Enumerator

ap
?
?
2
2

_net
//n ptenum sourceforge
http:,
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NetBIOS Enumeration Tool: NetBIOS Enumerator

Source: http://nbtenum.sourceforge.net
L % This application is recommended when you want to determine how to use remote
network support and how to deal with some other interesting web techniques, such as SMB.
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gg[P range to scan Scan | Clear |
from: 10.0.0.1 Your local ip:

to:[ 10.0.0.50 10.0.0.7
¥ [1..254]

10.0.0.4 OWS8]
10.0.0.7 [WORKGROUP]
10.0.0. 2 [WIN-MSSELCK4K41]
10.0.0. 3 [WINDOWSS]
10.0.0.5 [WIN-LXQN3WR3R9M]

Debug window

Scanning from: 10.0.0.1
to: 10.0.0.50
Ready!

Scan I Clear |
from: 10.0.0.1 Your local ip:

t0:] 10.0.0.50 JD=
v [1..254] Debug window

10.0.0.4 [WINDOWSS] ~ | Scanning from: 10.0.0.1
NetBIOS Names (6) to: 10.0.0.50
&Y WINDOWSS - File Server Service Ready!
&gy WINDOWSS - Workstation Service
: WORKGROUP - Domain Name
; WORKGROUP - Potential Master Bro|
WORKGROUP - Master Browser
1__MSBROWSE_ 4 -Master Br
%3 Username: (No one logged on)
Domain: WORKGROUP
LR = o
Round Trip Time (RTT): 1 ms - Time To Li
10.0.0.7 [WORKGROUP]
NetBIOS Names (3)
- WORKGROUP - Domain Name |
P WIN-D39MR 5HL9E4 - Workstation S
i L WIN-D39MR5HLOE4 - File Server Se!
ﬁ Username: (No one logged on)
4 Domain: WORKGROUP
R ens s -

i - v
~[4 Round Trip Time (RTT): O ms - Time To Li
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v,y PsExec PsList
http://technet.microsoft.com " r'?' < http://technet.microsoft.com
[ S
é » PsFile PsLoggedOn
L http://technet.microsoft.com = A http://technet.microsoft.com
I —

’

Sy
il
.

~

PsGetSid

http://technet.microsoft.com

PsLoglist

http://technet.microsoft.com

— —
(- PsKill g PsPasswd
X ﬁ http://technet.microsoft.com L ) http://technet.microsoft.com
-~ -
g— Psinfo L@ PsShutdown
- http://technet.microsoft.com q ! http://technet.microsoft.com
PR
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Enumerating User Accounts

. . PsExec
u.

Source: http://technet.microsoft.com

PsExec is a command-line tool used for telnet-replacement that lets you execute processes on
other systems and console applications, without having to manually install client software.
When you use a specific user account, PsExec passes credentials in the clear to the remote
workstation, thus exposing the credentials to anyone who happens to be listening in.

[ .

1 DPsFile

el
== Source: http://technet.microsoft.com

PsFile is a command-line utility that shows a list of files on a system that is opened remotely,
and it also allows you to close opened files either by name or by a file identifier. The default
behavior of PsFile is to list the files on the local system that are open by remote systems. Typing
a command followed by "- " displays information on the syntax for the command.
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PsGetSid
? Source: http://technet.microsoft.com

PsGetsid allows you to translate SIDs to their display name and vice versa. It works on
built-in accounts, domain accounts, and local accounts. It also allows you to see the SIDs of user
accounts and translates a SID into the name that represents it and works across the network so
that you can query SIDs remotely.

| ;"; PsKill

> Source: http://technet.microsoft.com

PsKill is a kill utility that can kill processes on remote systems and terminate processes on the
local computer. You don’t need to install any client software on the target computer to use
PsKill to terminate a remote process.

PsInfo

sa» o Source: http://technet.microsoft.com

Psinfo is a command-line tool that gathers key information about the local or remote Windows
NT/2000 system, including the type of installation, kernel build, registered organization and
owner, number of processors and their type, amount of physical memory, the install date of the
system and, if it is a trial version, the expiration date.

PsList

=" Source: http://technet.microsoft.com

PsList is a command-line tool that administrators use to view information about process CPU
and memory information or thread statistics. The tools in the Resource kits, pstat and pmon,
show you different types of data but display only the information regarding the processes on
the system on which you run the tools.

E PsLoggedOn

Source: http://technet.microsoft.com

PsLoggedOn is an applet that displays local and remote logged users. If you specify a user name
instead of a computer, the PsLoggedOn tool searches all the computers in the network
neighborhood and tells you if the user is currently logged on PsLoggedOn's definition of a
locally logged on user is one that has their profile loaded into the Registry, so PsLoggedOn
determines who is logged on by scanning the keys under the HKEY _USERS key.

l! _4’ PsLogList

Source: http://technet.microsoft.com

The default behavior of PsLoglist is to show the contents of the System Event Log on the local
computer, with visually-friendly formatting of Event Log records. Command-line options let you
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view logs on different computers, use a different account to view a log, or to have the output
formatted in a string-search friendly way.

PsPasswd
| — Source: http://technet.microsoft.com

sPasswd is a tool that enables the administrator to create batch files that run PsPasswd on the
network of computers to change the administrator password as a part of standard security
practice.

£ ) PsShutdown

rC;-ﬁ Source: http://technet.microsoft.com

PsShutdown is a command-line tool that allows you to remotely shut down the PC in
networks. It can log off the console user or lock the console (locking requires Windows 2000 or
higher). It does not require any manual installation of client software.
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Enumerate Systems Using

Default Passwords

Devices like switches, hubs, routers,
access points might still be enabled
with a “default password”

|
A

Attackers gain unauthorized access to
the organization computer network Sl
and information resources by using

/] default and common passwords ! rou

http.//www.virus.org/default_passwds

Enterprise
Network

Default Username/Pwd

=

Ex: admin/synnet

! Enumerate Systems Using Default Passwords

Source: http://www.defaultpassword.com

Devices such as switches, hubs, routers, and access points usually come with “default
passwords.” Not only network devices but also a few local and online applications have built-in
default passwords. These passwords are provided by vendors or application programmers
during development of the product. Most users use these applications or devices without
changing the default passwords provided by the vendor or the programmer. If you do not
change these default passwords, then you might be at risk because lists of default passwords
for many products and applications are available online. Once such example is
http://www.virus.org/default_passwds; it provides verified default login/password pairs for
common networked devices. The logins and passwords contained in this database are either set
by default when the hardware or software is first installed or are in some cases hardcoded into
the hardware or software.
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Searth

S5l @ vendor O Product O Model

2|3|AIB|ICIDIEIFIGIH|IJ|IKILIMIN|OIP|QIR|S|TIU|IVIW[X|Z]AlI

Vendor  Product Model\Revision Login Password Access Level

2wire WIFI Routers (none) Wireless Admin
3COM  CellPlex 7000 tech tech

3COM  CoreBuider 7000/6000/3500/2500  debug synnet

3COM  CoreBuilder 7000/6000/3500/2500 tech tech

3COM HiPerARC vd 1x adm (none)

3COM  LANpiex 2500 debug synnet

3COM  LANplex 2500 tech tech

3COM  LinkSwitch 200072700 tech tech

3COM NetBuikder ANYCOM snmp-read
3COM NetBuiider ILMI snmp-read
acow SceiConnect/SON 5x0 wa PASSWORD  Admin

Routers

FIGURE 4.7: Enumeri

Attackers take advantage of these default passwords
default passwords for various products and application. Attac

the organization computer network and information resources b
passwords.

FIGURE 4.8: Enumeratio
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Module Flow

Enumeration NetBIOS
Concepts . Enumeration

A

UNIXLinwx | . smrP
Enumeration | ' T W T 0 Enumeration

Enumeration |
Counter-
measures

: Enumeration ;
Enumeration

Pen Testing
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Module Flow

= This section describes the UNIX/Linux commands that can be used for enumeration
and Linux enumeration tools.

= _ S

Enumeration Concepts { NTP Enumeration
\

Ial NetBios Enumeration |,A 4 SMTP Enumeration

SNMP Enumertion « DNS Enumeration

v- = - —
= /A . - .
= Unix/Linux Enumeration Enumeration Countermeasures
‘k.. ' LDAP Enumeration “I Enumeration Pen Testing
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SNMP (Simple Network Management

Protocol) Enumeration

SNMP enumeration is a process of enumerating user accounts and devices on
a target system using SNMP

SNMP consists of a manager and an agent; agents are embedded on every
network device, and the manager is installed on a separate computer

SNMP holds two passwords to access and configure the SNMP agent from the
management station

© Read community string: It is public by default, allows to view the device or system
configuration

© Read/write community string: It is private by default, allows to edit or alter
= configuration on the device

Attacker uses these default community strings to extract information about a

Attackers i
‘:,. > Ny device
?,: Attackers enumerate SNMP to extract information about network resources such
as hosts, routers, devices, shares, etc. and network information such as ARP
» *\ tables, routing tables, traffic statistics, device specific information, etc.

| Copyright © by EG-Geuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

SNMP (Simple Network Management Protocol)
---  Enumeration

SNMP (Simple Network Management Protocol) is an application layer protocol that runs on
UDP, and is used to maintain and manage routers, hubs, and switches on an IP network. SNMP
agents run on Windows and UNIX networks on networking devices.

SNMP enumeration is the process of enumerating the user’s accounts and devices on a target
computer using SNMP. Two types of software components are employed by SNMP for
communicating. They are the SNMP agent and SNMP management station. The SNMP agent is
located on the networking device whereas the SNMP management station is communicated
with the agent.

Almost all the network infrastructure devices such as routers, switches, etc. contain an SNMP
agent for managing the system or devices. The SNMP management station sends the requests
to the agent; after receiving the request the agent sends back the replies. Both requests and
replies are the configuration variables accessible by the agent software. Requests are also sent
by SNMP management stations for setting values to some variables. Trap let the management
station know if anything has happened at the agent's side such as a reboot or interface failure
or any other abnormal event.
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SNMP contains two passwords that you can use for configuring as well as for accessing the
SNMP agent from the management station.

The two SNMP passwords are:
e Read community string:
o Configuration of the device or system can be viewed with the help of this password
o These strings are public
e Read/write community string:
o Configuration on the device can be changed or edited using this password
o These strings are private

When the community strings are left at the default setting, attackers take the opportunity and
find the loopholes in it. Then, the attacker can uses these default passwords for changing or
viewing the configuration of the device or system. Attackers enumerate SNMP to extract
information about network resources such as hosts, routers, devices, shares, etc. and network
information such as ARP tables, routing tables, device specific information, and traffic statistics.

Commonly used SNMP enumeration tools include SNMPUtil and IP Network Browser.
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©

Software wersion -
Community String hard drive space ] Community Saring

session table

Sends request for active session
{Community Stri omplnfo, IP: 10.10.2.15)

Active Session Information (No. of sessions: 2,
Comm: Complnfo, IP: 10.10.2.15)

Host X (SNMP Manager) Host Y (SNMP Agent)

mmun o
<2 :“I:.V.S"mg' 5) 3 If the community string does not
IP:10.10.2.12 ;:/ A match with the string stored in the

< MIB database, host Y will send a
community string to a pre-configured
SNMP manager indicating the error

| \y Host Z (SNMP Manager)

@
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Working of SNIVIP
MIB

Software version =

Community String: hard drive space ] Corminityisting a8
. Compinfo session table Rivs Co
- -b Sends request for active session

{Community String: Complnfo, IP: 10.10.2.15)

ocrecccanniiianasiicaaccnaacnsanaassasaansatananssaannaannnnann :

Active Session Informatlon (No. of sessions: 2,
Comm: Complnfo, IP: 10.10.2.15) -*

Host X (SNMP Manager) Host Y (SNMP Agent)

If the community string does not
match with the string stored in the
MIB database, host Y will send a
communlity string to a pre-configured |
SNMP manager indicating the error J

Host Z (SNMP Manager)

FIGURE 4.9: SNMP Screenshot

Module 04 Page 468 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Enumeration

Management Information

Base (IMIIB)

| g—

! - .
‘ : MIB is a virtual database containing 0l & scription
w‘/ that can be managed using SN

The MIB database is hierarchical and each managed object in
w a MIB is addressed through object identifiers (OIDs)
. Two types of managed objects exist:
@ Scalar objects that define a single object instance
\ . I’ & Tabular objects that define multiple related object instances that are
- grouped in MIB tables
f The OID includes the type of MIB object such as counter, string, or
\ . ; address, access level such as not-accessible, accessible-for-notify,
-4 read-only or read-write, size restrictions, and range information
g B SNMP uses the MIB’s hierarchical namespace containing

\ ’ object identifiers (OIDs) to translate the OID numbers
’ into a human-readable display

~,
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4 Management Information Base (MIB)

el

MIB is a virtual database containing a formal description of all the network objects
that can be managed using SNMP. MIB is the collection of hierarchically organized information.
It provides a standard representation of the SNMP agent’s information and storage. MIB
elements are recognized using object identifiers. Object ID is the numeric name given to the
object and begins with the root of the MIB tree. The object identifier can uniquely identify the
object present in the MIB hierarchy.

MIB-managed objects include scalar objects that define a single object instance and tabular
objects that define group of related object instances. The object identifiers include the object's
type such as counter, string, or address, access level such as read or read/write, size
restrictions, and range information. MIB is used as a codebook by the SNMP manager for
converting the OID numbers into a human-readable display.

The contents of the MIB can be accessed and viewed using a web browser either by entering
the IP address and Lseries.mib or by entering DNS library name and Lseries.mib. For example,
http://IP.Address/Lseries.mib or http://library_name/Lseries.mib.

Microsoft provides the list of MIBs that are installed with the SNMP Service in the Windows
resource kit. The major ones are:
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8 DHCP.MIB: Monitors network traffic between DHCP servers and remote hosts
8 HOSTMIB.MIB: Monitors and manages host resources
8 LNMIB2.MIB: Contains object types for workstation and server services
8  WINS.MIB: For Windows Internet Name Service
Module 04 Page 470 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Enumeration

SNMP Enumeration Tool: cleH
OpUtils el [

OpUtils with its integrated set of tools helps network engineers to monitor, diagnose, and
troubleshoot their IT resources

trictly Prohibited.

/;V SNMP Enumeration Tool: OpUtils

¥ N source: http://www.manageengine.com

OpUtils is a collection of tools using which network engineers can monitor, diagnose, and
troubleshoot their IT resources. You can monitor the availability and other activities of critical
devices, detect unauthorized network access, and manage IP addresses. It allows you to create
a custom SNMP tools through which you can monitor MIB nodes.
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SNMP Enumeration Tool:
SolarWind'’s IP Network Browser

ClEH

) Lastboo: 82120128 < IP Network Browser performs network discovery

L__dsewowme | e on a single subnet or a range of subnets using
. ICMP and SNMP

It scans a single IP, IP address range, or subnet
- and displays network devices discovered in real

ares time, providing immediate access to detailed

information about the devices on network

nos

http://www.solarwinds.com
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SNMP Enumeration Tool: SolarWind’s IP Network
~ Browser

Source: http://www.solarwinds.com

IP Network Browser from SolarWinds is a network discovery application. It collects information
via ICMP and SNMP locally or on a remote network. It scans a single IP, IP address range, or
subnet and displays network devices as they are discovered in real time, providing you with
immediate access to detailed information about the devices on your network. It is easy for the
attacker to discover information about the target network after performing scanning of the
entire subnet. Using IP Network Browser, an attacker can gather information from a poorly
configured Windows system. The information that can be gathered includes server name,
operating system version, SNMP contact and location information, list of services and network
interfaces, list of all user accounts, machine date/time, etc.

For example, on a Cisco router, Solar Winds IP Network Browser will determine the current 10S
version and release, as well as identify which cards are installed into which slots, the status of
each port, and ARP tables. When the IP Network Browser discovers a Windows server, it
returns information including interface status, bandwidth utilization, services running, and even
details of software that is installed and running.
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SNIMIP Enumeration Tools

http://til.ireasoning.com

Getif ) SoftPerfect Network Scanner
ry http://www.wics.org http://www.softperfect.com
N -y
OiIDVIEW SNMP MIB Browser S SNMP Informant
“. http://www.oidview.com E‘—;T http://www.snmp-informant.com
Ruf iReasoning MIB Browser Net-SNMP
) )

http://net-snmp.sourceforge.net

Nsauditor Network Security
Auditor

http://www.nsauditor.com

SNScan

http://www.mcafee.com

SNMP Scanner

http://www.secure-bytes.com

Spiceworks
http://www.spiceworks.com

A
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»

SNMP Enumeration Tools

In addition to OpUtils and SolarWind’s IP Network Browser, a few more SNMP tools
are listed as follows:

6 Getif available at http://www.wtcs.org

OiDVIEW SNMP MIB Browser available at http://www.oidview.com

iReasoning MIB Browser available at http://tl1.ireasoning.com

SNScan available at http://www.mcafee.com

SNMP Scanner available at http://www.secure-bytes.com

SoftPerfect Network Scanner available at http://www.softperfect.com

SNMP Informant available at http://www.snmp-informant.com

Net-SNMP available at http://net-snmp.sourceforge.net

Nsauditor Network Security Auditor available at http://www.nsauditor.com

¢ ¢ ¢ ¢ @ ¢ T @ @

Spiceworks available at http://www.spiceworks.com
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Module Flow

.
Enumeration @ NetBIOS SNMP
Concepts . Enumeration @ Enumeration

i SMTP
. Enumeration

_ “-\‘ ~ 4 .
N

Enumeration = 3
DNS Counter- Enumeration |

Enumeration Pen Testing
measures
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Module Flow

~  This section describes the UNIX/Linux commands that can be used for enumeration
and Linux enumeration tools.

’ \ Enumeration Concepts §9 NTP Enumeration
= > :
i 53_] NetBios Enumeration | 4 SMTP Enumeration
~ SNMP Enumertion ~'« DNS Enumeration
Lol - : - .
% Unix/Linux Enumeration Enumeration Countermeasures
fo 4 LDAP Enumeration “I Enumeration Pen Testing
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UNIX/Linux Enumeration

Commands

Enumerates the user and the host

m ' Enables you to view the user’s home directory, login time, idle times,
) office location, and the last time they both received or read mail

[root$] finger -1 @target.hackme.com

network

Helps to enumerate Remote Procedure Call protocol
» RPC protocol allows applications to communicate over the inf (m’ '
/ F '

[root] rpcinfo -p 19x.16xX.XXX.XX

' @ Using rpcclient we can enumerate user names on Linux and

rpcclient 05X
i g L N [root $] rpcclient $> netshareenum
Finds the shared directories on the machine '
showmount \

[root $] showmount -e 19x.16x. XXX.XX
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UNIX/Linux Enumeration Commands
———

Commands used to enumerate UNIX network resources are as follows: showmount,
finger, rpcinfo (RPC), and rpcclient.

Finger:

The finger command is used for enumerating the users on the remote machine. It
enables you to view the user’s home directory, login time, idle times, office location, and the
last time they both received or read mail.

The syntax for finger is:

finger [-b] [-f] [-h] [-i] [-I] [-m] [-p] [-a] [-s] [-w] [username]

Options:
-b  Suppresses printing the user's home directory and shell in a long format printout.
-f Suppresses printing the header that is normally printed in a non-long format printout.
-h  Suppresses printing of the .project file in a long format printout.

-1 Forces "idle" output format, which is similar to short format except that only the login name,
terminal, login time, and idle time are printed.
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-l Forces long output format.
-m Matches arguments only on the user’s name.
-p  Suppresses printing of the .plan file in a long format printout.

-q Forces quick output format, which is similar to short format except that only the login name,
terminal, and login time are printed.

-s Forces short output format.

-w  Suppresses printing the full name in a short format printout.

For example, if the command root$] finger -1 @target.hackme.com is executed, then you can
get the list of users on the target host.

rpcinfo (RPC)
rpcinfo (RPC) helps you to enumerate Remote Procedure Call protocol. This in turn
allows the applications to communicate over the network.
The syntax for rpcinfo follows:
rpcinfo [-m | -s ] [ host ]
rpcinfo -p [ host ]
rpcinfo -T transport host prognum [ versnum ]
rpcinfo -1 [ -T transport ] host prognum versnum
rpcinfo [ -n portnum ] -u host prognum [ versnum ]
rpcinfo [ -n portnum ] -t host prognum [ versnum ]
rpcinfo -a serv_address -T transport prognum [ versnum ]
rpcinfo -b [ -T transport ] prognum versnum

rpcinfo -d [ -T transport ] prognum versnum

Options:

-m Displays a table of statistics of rpcbind operations on the given host. The table shows
statistics for each version of rpcbind (versions 2, 3 and 4), giving the number of times each
procedure was requested and successfully serviced, the number and type of remote call
requests that were made, and information about RPC address lookups that were handled.
This is useful for monitoring RPC activities on the host.

-s Displays a concise list of all registered RPC programs on host. If host is not specified, it defaults
to the local host.

-p Probes rpchind on host using version 2 of the rpcbind protocol, and display a list of all
registered RPC programs. If host is not specified, it defaults to the local host. Note that version
2 of the rpchind protocol was previously known as the portmapper protocol.

-t Makes a RPC call to procedure 0 of prognum on the specified host using TCP, and report
whether or not a response was received. This option is made obsolete by the -T option as
shown in the third synopsis.
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-a serv_address

-n portnum

-T transport

Host

Displays a list of entries with a given prognum and versnum on the specified host. Entries
are returned for all transports in the same protocol family as that used to contact the
remote rpcbind.

Makes a RPC broadcast to procedure 0 of the specified prognum and versnum and report all
hosts that respond. If transport is specified, it broadcasts its request only on the specified
transport. If broadcasting is not supported by any transport, an error message is printed. Use
of broadcasting should be limited because of the potential for adverse effect on other systems.

Deletes registration for the RPC service of the specified prognum and versnum. If transport is
specified, unregister the service on only that transport; otherwise, unregister the service on all
the transports on which it was registered. Only the owner of a service can delete a registration,
except the superuser, who can delete any service.

Makes an RPC call to procedure 0 of prognum on the specified host using UDP, and report
whether or not a response was received. This option is made obsolete by the -T option as
shown in the third synopsis.

Uses serv_address as the (universal) address for the service on transport to ping procedure 0
of the specified prognum and report whether or not a response was received. The -T option is
required with the -a option.

If versnum is not specified, rpcinfo tries to ping all available version numbers for that program
number. This option avoids calls to remote rpchind to find the address of the service. The
serv_address is specified in universal address format of the given transport.

Uses portnum as the port number for the -t and -u options instead of the port number given by
rpcbind. Use of this option avoids a call to the remote rpcbind to find out the address of the
service. This option is made obsolete by the -a option.

Specifies the transport on which the service is required. If this option is not specified, rpcinfo
uses the transport specified in the NETPATH environment variable, or if that is unset or NULL,
the transport in the netconfig database is used. This is a generic option, and can be used in
conjunction with other options as shown in the SYNOPSIS.

Specifies host of rpc information required.

For example, if the command [root] rpcinfo —p 19x.16x.xxx.xx is executed, then you can get the
rpc information of the host you are currently connected to.

rpcclient

rpcclient is used to enumerate usernames on Linux and OS X.

The syntax for rpcclient follows:

rpcclient [-A authfile] [-c <command string>] [-d debuglevel] [-h] [-I logdir] [-N] [-s <smb config
file>] [-U username[%password]] [-W workgroup] [-| destinationIP] {server}

Options:

-C
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-1 IP address is the address of the server to connect to. It should be specified in
standard "a.b.c.d" notation.

Z-p This number is the TCP port number used when making connections to the
server. The standard TCP port number for an SMB/CIFS server is 139, which
is the default.

-d debuglevel is an integer from 0 to 10. The default value if this parameter is not
specified is 0.

-V Prints the program version number.

-s The file specified contains the configuration details required by the server.

-1 Base directory name for log/debug files. The extension “.progname" will be
appended (e.g. log.smbclient, log.smbd, etc...). The log file is never removed by

the client.

-N If specified, this parameter suppresses the normal password prompt from the
client to the user. This is useful when accessing a service that does not require a
password.

-A This option allows you to specify a file from which to read the username and

password used in the connection.

-U Sets the SMB user name or user name and password.
-W Set the SMB domain of the use rname.
-h Print a summary of command-line options.

For example, if the command root S] rpcclient $> netshareenum is executed, then it displays all
the user names.

showmount

showmount identifies and lists the shared directories available on a system. The clients that are
remotely mounted on a file system from a host are listed by showmount. mountd is an RPC
server that replies to the NFS access information and file system mount requests. The mountd
server on the host maintains the obtained information. The file /etc/rmtab saves the
information from crashing. The default value for the host is the value returned by hostname
(2).

The syntax for the mountd: /usr/lib/nfs/mountd [-v] [-r]

The syntax for Showmount: /usr/sbin/showmount [-ade] [hostname]
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Options:
-
-d

-e

Exam 312-50 Certified Ethical Hacker

Print all remote mounts in the format.

List directories that have been remotely mounted by clients.

Print the list of shared file systems.

For example, if the command [root §] showmount —e 19x.16x. xxx.xx is executed, then it
displays the list of all shared directories that are mounted by a host.
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I ey by o ergtire e T Aol

P nime g1t Loy

sh-3.25 enumdlinu.pl =r 192.168.2.55
Starting emdlinux v0.8.2 ( htip://labs_partcullie:. oo U/app) iclkEian/ dlaru/ ) an Wed Apr 2 14:14:35 20(

————— Wa@/nmmnmmmzss------
[’ﬂcﬁtdmnmhﬁrl@mo  WORKGROUP

——- Getting domain SiD for 192.168.2.55 —-
Donaiin Name: WORKGROUP

Donain Sid: $-0-0

[*] Host ds part off a workgroup (ot a domain)

----- Users on 192.168.2.55 via RiD cycling (RIDS: 500-550,1000-1050) -----
0] Assuming that user “adhinistrator” exists

[¢] Got SID: S-1-5821-1BO16715B1718287650 525345533 1804674581 T148247650ATswsiig usemame **, passiord
5-1-5-21-1801674531 1482476501 -725345543-500 W2KSQL Malninistiador (Local User)
§-1-5-21-1801674531-1482476501-725345543-501. W2KSQL\Guest (Local User)
S$-114824765016725345543261256121 748016745317 WPKSQL\NGne (Domadn Group)
S-1-5-211801 674531 - 1482475501 7253455431000 WHRKSOUNT el ritaimetiser uklser)
§-1-5-21- 1801674531 -1482476501 - 725345543-1001. WKSOL\IUSR_PORTEULLIS (Lecal User)
$-1-5-21-1801674531-1482476501-725345543-1002 W2KSOL\IWM( PORTOULLIS (Local User)
$-1-5-21-1801674531-1482476501-725345543-1004 WPKSQL\mark (Local User)
$-1-5-21-1801674531-1482476501-725345543-1005 W2KSQt\blah (Local User)
$-1-5-21-1801674531-1482476501-725345543-1006 W2KSQi\basic (Local User)

owndlinx coplete on Wed Apr 2 14:14:40 2008
|

hitp://abs, porteultis, c0.uk

Conyright S hy e-@oumeil. Al Righs Resenve: production is Strictly Prohibitad.

JM, Linux Enumeration Tool: Enumdlinux

Source: http://labs.portcullis.co.uk

Enumdlinux is a tool that allows you to enumerate information from samba, as well as
Windows systems.

Features:
© RID Cydiimg (Whem RestrictAmaomymauss is sett o 1 on Windows 2Q000)
User Listimg (Wiem RestrictAmamymaus is set tw 0 om Windows 2200))
Listiimg of Grawp Nemthensthip Informatiom
Share Enumeraticm
Detectimyg iiff Inastt is im @ Wenkgmoup ar @ Domem
Identiffyiimgg tihes rematze Openatimg System
Passwaond! Paolityy Retriexeal| (usimg jpolkmum))

Q O O @ @ Q@
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sh32$enullinukpl-\‘192168255 T eSS
Starting qn-llxnux v0.8. 2 ¢ http: /lllbs portcullis.co; ul:/nppucauon/en_dlinux/ ) on Wed Apr 2 14 14:35 20(

Target 1nfurutlon.
Target .. 192.168.2.55
RID Range 500-550,1000-1050
Username o

Known Usernames .. abtntstutor. guest; krbtgt, douin adlins. root, bin. none
Enumerating Iorkgmup/lb-un on 192 168.2.55
[¢] Got douln/norkgroup ‘name: WORKGROUP

Gelung domain SID. tor 192.168.2. 55
Domain' Nase':  WORKGROUP
Domain S$id: $-0-0
[+] Host :Ls part of a wo:kgroup ¢not a donin)

Session Check on 192 168.2.55 ==-=- . 0
[] Server 192.168.2.55 allm sessions -using username - 500 . password '

- dsers on 192:168.2. 55 via RID cyclinl CRIDS: 500*550'1000-1050)'

(89 Asst.ing that user "administrator” exists .

[+) Got SID: S-1-5-21-1801674531-1482476501-725345543 using username !' password 'l

$-1-5-21-1801674531-1482476501-725345543-500 W2KSQL\Adsinistrator (Loc,al User)
-21-1801674531-1482476501-725345543-501 W2KSQL\Guest (Local User)
-21-1801674531-1482476501-725345543-513 W2KSQL\None (Domain Group)
-21-1801674531-1482476501-725345543-1000 W2KSQL\TsInternetUser (Local User)
-21-1801674531-1482476501-7 ~1001 W2KSQL\ IUSR_PORTCULLIS (Local User)
-21-1801674531-1482476501-7. -1002 W2KSQL\ IWAM_PORTCULLIS (Local User)
-21-1801674531-1482476501-72 -1004 W2KSQL\mark (Local User)
-21-1801674531-1482476501-725345543-1005 W2KSQL\blah (Local User)

S§-1-5-21- 1801674531 14!2476501 725345543 1006 WKSQL\basXc (Local User)

em-ll!nux complete on \!qd Apr 2 14: 14.40 2008
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Module Flow

‘; |
Enumeration @ NetBIOS SNMP 7
Concepts  Enumeration i Enumeration

UNIDCULinux NTP |
Enumeration | . 8 Enumeration

Enumeration |
Counter-
measures

Enumeration :
Pen Testing

. Enumeration
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Module Flow

To enable communication and manage data transfer between network resources,

various protocols are employed. All these protocols carry valuable information about

network resources along with the data to be transferred. If any external user is able to

enumerate that information by manipulating the protocols, then he or she can break into the

network and may misuse the network resources. LDAP is one such protocol intended to access
the directory listings.

o o T

|
Enumeration Concepts W NTP Enumeration
=N i i-2J

| \
_ | : -
| EJ NetBios Enumeration 4 SMTP Enumeration
. SNMP Enumertion ~.w DNS Enumeration
"; Unix/Linux Enumeration " Enumeration Countermeasures
l‘ 4 LDAP Enumeration | " Enumeration Pen Testing

This section focuses on LDAP enumeration and LDAP enumeration tools
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. LDAP Enumeration

l Lightweight Directory Access Protocol (LDAP) is an Internet protocol for
accessing distributed directory services

Directory services may provide any organized set of records, often in a
hierarchical and logical structure, such as a corporate email directory

A client starts an LDAP session by connecting to a Directory System Agent (DSA) m
on TCP port 389 and sends an operation request to the DSA

Information is transmitted between the client and the server
using Basic Encoding Rules (BER)

Attacker queries LDAP service to gather information such as valid user names, : &
addresses, departmental details, etc. that can be further used to perform attacks e

Copyright © by EG-Geuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

LDAP Enumeration

=" The Lightweight Directory Access Protocol (LDAP) is used to access directory listings
within an Active Directory or from other directory services. A directory is compiled in
hierarchical or logical form, slightly like the levels of management and employees in a company.
It is suitable to attach with the Domain Name System (DNS) to allow quick lookups and fast
resolution of queries. It usually runs on the port 389 and other similar protocols. You can
anonymously query the LDAP service. The query will disclose sensitive information such as user
names, addresses, departmental details, server names, etc., which can be used by the attacker
for launching the attack.
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LDAP Enumeration Tool: Softerra
LDAP Administrator

LD .
HTML View L Adm"‘"Strator

F ttp TWWW i e nistrator Com

—
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N J LDAP Enumeration Tool: Softerra LDAP
-~ Administrator

Source: http://www.ldapadministrator.com

Softerra LDAP Administrator is a LDAP administration tool that allows you to work with LDAP
servers such as Active Directory, Novell Directory Services, Netscape/iPlanet, etc. It generates
customizable directory reports with information necessary for effective monitoring and audit.

Features:

e |t provides directory search facilities, bulk update operations, group membership
management facilities, etc.

e It supports LDAP-SQL, which allows you to manage LDAP entries using SQL-like syntax
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- 44 CN=Franko Barucci.OU=HR Department.DC=example,DC=com - Softerra LDAP Administrator 2011.1 =35

Sch ind Ij

focw -0 - (3o X [l anFdd NPT aFDIRTN ]

Scope Pane v 3 x -

- - [ OU=HR Department - .
|| 2 2 ovhsenpaten Franko Barucci

& § CN=Alexander Lemmng

@® £ CNw=Alexander McDoughal -

# £ ON=Andrew Anderson :

@ £ ON=Andrew Willis

£ ON=Andrew Wikson

CN=Ann Doe Paris +331 587 268 48

1= F.Barucci®Example.com +331 587 268 45

Planning Manager

29
53
if

CN=Aurora Namula &

CN=Clarence Bullwinkel o
CN#:otwngeoarmem‘ Organization Telephones Address Account Prafie

b First Name Franko

ESRIRIRIRIRIES

Last Name Barucci
& £ Ov=Eizabeth Johnson Indtials

PEpREseeeE®

@
3
2
g
Q
&

Display Name Franko Barucci

& £ CN=Gregory Murey Description Planning Manager
@ £ ON=Henry Richards ¢ ¢
@ B ON=HR Managers Office Paris
Y ﬂ CN=IT Department
i £ CN=lames Garfield Telephone Number  +331 587 268 45 ~
& £ ONmlason Guard

@ B CN=lee Qark y
-

————
ple.com:389] - Soft 20111 7

LDAP Admini

. 0 > \AES hema ort: Is indow
ERERE WM TR =T PP TE PIFE TR IRy I & S
Scope Pane v B X J| Name Value Type Size -

v [« ] Configuration Entry unknown |

‘s Softerra LDAP Admanestrator -
Sdon Schema Entry unknown

&3 Internet Public Servers

’ @ [J Adressen der Bundesverwaltu £doc DomanDnsZones Entry unknown
- @5 Camege Mellon Uriversity ;doc example Entry unknown ‘
’ @ 1] Colorado State Unrveraity ForestDnsZones S
# 5 ODebuan 20110620130837.02
# [ Deutsche Telekom AG 18] dsServiceName CN=NTDS Settings,CN=SERVER1,QN....  Attrbute 109
@ D-Trust CAs & defaultNamingContext DC=example,DC=com Attribute 17
’ j New York University (= schemaNamingContext CN=Schema,CN=Configuraton,DC=...  Attrbute 44
‘f 3 T“_E' Cm:’f (=] configurationNamingContext CN=Configuration,DC=example,DC=... Attrbute 34
‘_" 3 VeriSon 3 o d (=] rootDomainNamingContext DC=example,DC=com Attrbute 17
3 2 Local Servers (& supportedLDAPPokaes MaxPoolThreads Attrbute 14
® '= Mirosoft Exchange Servers (& supported DAPPolices MaxDatagramRecv Attribute 15
= @2 Testing Servers (2] supported.DAPPolces MaxReceveBuffer Attrbute 16

(& supportedLDAPPolices InitRecvTimeout Attribute 15
(2] supported.DAPPoliaes MaxConnections Attribute 14
(& supported DAPPolices MaxConnIdleTime Attribute 15
(] supported DAPPokaes MaxPageSize Attrbute 11
(2] supported DAPPolices MaxQueryDuration Attribute 16
(=] supported DAPPokces MaxTempTableSize Attrbute 16

5d CN=Configuration
@54 ON=Schema

® 54 DC-Domathsst‘
254 DC=example

# 5 DC=ForestDnsZones |

] a ranbow (2] supported.DAPPokaes MaxResultSetSize Attrbute 16
- a umbrella (=] supported DAPPokaes MaxNotificationPerConn Attribute 2
® 3 A (8] supported.DAPPolaes MaxvalRange Attrbute 11
@ ) CADwectory ] highestCommittedUSN 28907 Attribute 5
® f! Planet « | (&l dnsHostName server 1.example.com
O =% [E] Listview X

el =

FIGURE 4.12: Softerra LDAP Administ
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. LDAP Enumeration Tools

. JXplorer > Active Directory Explorer
m g _ q http://www.jxplorer.org -5 http://technet.microsoft.com

' LDAP Admin Tool . LDAP Administration Tool
http://www.ldapsoft.com ! Y !v http://sourceforge.net
LDAP Account Manager LDAP Search

http://www.ldap-account-manager.org -e. http://securityxploded.com

Active Directory Domain

& LEX - The LDAP Explorer - .
" ) http://www.idapexplorer.com “ Services Management Pack
- - http://www.microsoft.com
(. LDAP Admin LDAP Browser/Editor
'%, http://www.ldapadmin.org http://www.novell.com
L
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£ LDAP Enumeration Tools

There are many LDAP enumeration tools that can be used to access the directory
listings within Active Directory or from other directory services. Using these tools attackers can
enumerate information such as valid user names, addresses, departmental details, etc. from
different LDAP servers.

A few LDAP enumeration tools are listed as follows:
8 JXplorer available at http://www.ixplorer.org

LDAP Admin Tool available at http://www.ldapsoft.com

LDAP Account Manager available at http://www.ldap-account-manager.org

LEX - The LDAP Explorer available at http://www.|ldapexplorer.com

LDAP Admin available at http://www.ldapadmin.org

Active Directory Explorer available at http://technet.microsoft.com

LDAP Administration Tool available at http://sourceforge.net

LDAP Search available at http://securityxploded.com

¢ ¢ ¢ ¢ ¢ @O @ @

Active Directory Domain Services Management Pack available at
http://www.microsoft.com

8 LDAP Browser/Editor available at http://www.novell.com
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Module Flow

. Often, the NTP server is overlooked in terms of security. But, if queried properly, it can
also provide a lot of valuable network information to the attackers. Therefore, it is

necessary to test what information an attacker can enumerate about your network through
NTP enumeration.

~

| \ Enumeration Concepts ' g:” NTP Enumeration
| = e - '
I B| NetBios Enumeration 4 1 SMTP Enumeration
! SNMP Enumertion “«« DNS Enumeration
Yl o |
"Q Unix/Linux Enumeration " Enumeration Countermeasures
| B« 4 LDAP Enumeration " Enumeration Pen Testing

|

This section describes what is NTP, what information can be extracted through NTP
enumeration, and NTP enumeration commands
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. NTP Enumeration

=i Network Time Protocol (NTP)

‘ : . . . It uses as
%‘ is designed to synchronize " e
3 ¢ its primary means of
Gid clocks of networked oy
communication —
-- computers

It can achieve accuracies of NTP can maintain time to

! - -

[ or better within 10 milliseconds a
A= in local area networks under (1/100 seconds) over the oW

=" ideal conditions public Internet

Attacker queries NTP server to gather valuable information such as:

| IE

© List of hosts connected to NTP server LA | ’
h . . e e
® Clients IP addresses in a network, their system names and 0Ss : ' q
©® Internal IPs can also be obtained if NTP server is in the DMZ _u
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0
. NTP Enumeration

— Before beginning with NTP enumeration, let’s first discuss what NTP is. NTP is a
network protocol designed to synchronize clocks of networked computer systems. NTP is
important when using Directory Services. It uses UDP port 123 as its primary means for
communication. NTP can maintain time to within 10 milliseconds (1/100 seconds) over the
public Internet. It can achieve accuracies of 200 microseconds or better in local area networks
under ideal conditions.

Through NTP enumeration, you can gather information such as lists of hosts connected to NTP
server, |P addresses, system names, and OSs running on the client systems in a network. All this
information can be enumerated by querying the NTP server. If the NTP server is in the DMZ,
then it can also be possible to obtain internal IPs.

Module 04 Page 490 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Enumeration

ntptrace
© Traces a chain of NTP servers back to the

controlkey  fudge

primary source etlctats | help brmard™® eackeys

dabug hoet requestey
@ ntptrace [ -vdn ] [ -r retries ] [ - S e
t timeout ] [ server ] disadte trstats restrict
4 dmpeers lostars sl
d enable keratafo preset sysinfo
ntpdc d keyld ostars tytstats
. . ote port local sédhem . o
© Monitors operation of the NTP daemon, ntpd s :
e k>.02.193. 123 192,308 gn, 40 a4
- asr/bin/ntpdec [-n] [-v] hostl | /0 88-40-10.5nat2).hn 123 192.168. 48§ M 244
-Qhehl-ll!~226.5\'y.n 121 192.1¢8 21 4 4
IPaddressl... B 3. ne 1 st . con 123 192.168. 443 644

ntpg

© Monitors NTP daemon ntpd operations and
determines performance

@ ntpg [-inp] [-¢ command] [host]

e kaytd onfig
| tockliat keytype showvars

sul\y-from-file lopee:s pott verston
oked Ipasseciations  pstatus writelist
Lpeers quit writevar
] nreadlist o _
> readlist
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Lk jitteray.872, clk wanders9.

ntptrace ntpq: readlist query
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m NTP Enumeration Commands

NTP enumeration can be performed using the NTP suite command-line tool. NTP
Suite is used for querying the NTP server to get desired information from the NTP. This
command-line tool includes the following commands:

© ntptrace

© ntpdc

© ntpq
These commands will help you extract the data from the NTP protocol used in the target
network.
ntptrace:
This command helps you determine from where the NTP server updates its time and traces the
chain of NTP servers from a given host back to the prime source.

Syntax: ntptrace [-vdn] [-r retries ] [-t timeout] [servername/IP_address]

Example:
# ntptrace
localhost: stratum 4, offset 0.0019529, synch distance 0.143235
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Module Flow

| = So far, we discussed what enumeration is and enumeration techniques to extract
information related to network resources. Now it’s time to discuss an enumeration
technique that can extract information related to valid users on SMTP server, i.e., SMTP

enumeration
[ ._l\ Enumeration Concepts ""_"T NTP Enumeration
i i 3 NetBios Enumeration A 4 SMTP Enumeration
, SNMP Enumertion ~'.w DNS Enumeration
p— - B
T;‘ Unix/Linux Enumeration Enumeration Countermeasures
fs 4 LDAP Enumeration " Enumeration Pen Testing

-

This section will familiarize you with how to get a list of valid users on the SMTP server and the
tools that can test the process of sending email through the SMTP server
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SMTP servers respond differently
to VRFY, EXPN, and RCPT TO
commands for valid and Invalid
users from which we can
determine valid users on SMTP
weevet -

Attackers can directly interact
with SMTP via the telnet
prompt and collect list of valid
users on the SMTP server

§ telner 192 168 168.1 29 § telnet 152 168.168.3 29 § telost 192.168.168.1 3% !
Trying 1%2.148.168.2 Trying 192.160.160.2 Tryiog 192.168.340.1
Connecteod te 193,160,140 Connmcted to 192.168.160.1 Comneoted to 192 348 16582
Escape character is ") Escape charscter ia **]' Eecapo character is "°)°
20 N¥nailserver EDOTP Sendmail 9.5.3 220 Wemailserves ESMTP Seadsail 8.5.3 220 Freallisarver ESCCF Sendmail §.9-3
o nELO .y
301 ERELO requires domain adireas
201 MELO yeguires domain adiress BOL BELO reguires dosalin address -
HELO =
( ST it 250 Nmallservee Belle [10.0.0.06),
230 Nrmallserver Nello (10.0.90.%4), 250 NYmalloarver ello (10.0.0.9%%) ploased Lo mest you
pieased o mmet you pleased to maet you MATL FROM:Jonathan
KIDW, Jonatha 250 Jouathan sendor ok
t ™ . " T 2 o 1 I
VEFY Seith EXIN Smith ACIT TO: Smith
930 Smith Uses cnanows 590 Saith Caar unknown 358 Saith Deet anknown
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«% SMTP Enumeration

SMTP Enumeration allows you to determine valid users on the SMTP server. This is
accomplished with the help of three built-in SMTP commands. The three commands are:

~ VRFY - This command is used for validating users
» EXPN - This command tells the actual delivery address of aliases and mailing lists
» RCPT TO - It defines the recipients of the message

SMTP servers respond differently to VRFY, EXPN, and RCPT TO commands for valid and invalid
users. Thus, by observing the SMTP server response to these commands, one can easily
determine valid users on the SMTP server.

The attacker can also directly communicate with the SMTP server though the telnet prompt as
follows:

Using the SMTP VRFY Command
$ telnet 192.168.168.1 25
Trying 192.168.168.1...

Connected to 192.168.168.1.

Escape character is '~]'.
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220 NYmailserver ESMTP Sendmail 8.9.3

HELO

501 HELO requires domain address

HELO x

250 NYmailserver Hello [10.0.0.86], pleased to meet you
VRFY Jonathan

250 Super-User <Jonathan@NYmailserver>

VRFY Smith

550 Smith... User unknown

Using the SMTP EXPN Command
$ telnet 192.168.168.1 25
Trying 192.168.168.1...
Connected to 192.168.168.1.
Escape character is '"~]'.
220 NYmailserver ESMTP Sendmail 8.9.3
HELO
501 HELO requires domain address
HELO x
250 NYmailserver Hello [10.0.0.86], pleased to meet you
EXPN Jonathan
250 Super-User <Jonathan@NYmailserver>
EXPN Smith

550 Smith... User unknown

Using the SMTP RCPT TO Command
$ telnet 192.168.168.1 25
Trying 192.168.168.1
Connected to 192.168.168.1.
Escape character is '*]'.
220 NYmailserver ESMTP Sendmail 8.9.3
HELO
501 HELO requires domain address
HELO x
250 NYmailserver Hello [10.0.0.86], pleased to meet you
MAIL FROM:Jonathan
250 Jonathan... Sender ok
RCPT TO:Ryder
250 Ryder... Recipient ok
RCPT TO: Smith

550 Smith... User unknown
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SMTP Enumeration Tool:
NetScanTools Pro

. FSANNAEST - Nersean ookt @ IS Demo Verson Mala 5-17.12 basea on yersion 11.1Y

LU AR SRS N S SO

L]
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., SMTP Enumeration Tool: NetScanTools Pro

== Source: http://www.netscantools.com

NetScanTool Pro’s SMTP Email Generator tool allows you to test the process of sending an
email message through an SMTP server. You can extract all the common email header
parameters including confirm/urgent flags. You can log the email session to the log file and
then view the log file showing the communications between NetScanTools Pro and the SMTP
server.

NetScanTool Pro’s Email Relay Testing Tool allows you to perform relay test by communicating
with an SMTP server. The report includes a log of the communications between NetScanTools
Pro and the target SMTP server.
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Module Flow

So far, we have discussed enumeration concepts, how to enumerate NetBIOS, SNMP,

=
UNIX/Linux, LDAP, NTP, SMTP, and what information you can get from those enumeration
processes. Now we will discuss DNS enumeration and the information you can get from it.

W’T NTP Enumeration

—

3
.

Enumeration Concepts

"
»
A 1

SMTP Enumeration

gl NetBios Enumeration
‘ SNMP Enumertion ~Jwe DNS Enumeration
?:-: Unix/Linux Enumeration " Enumeration Countermeasures
fn ¢ LDAP Enumeration * Enumeration Pen Testing
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DNS Zone Transfer Enumeration
Using NSLookup

It is a process of locating the DNS server and the records of a target network

An attacker can gather valuable network information such as DNS server
names, hostnames, machine names, user names, IP addresses of the potential
targets, etc.

In a DNS zone transfer enumeration, an attacker tries to retrieve a copy of the
entire zone file for a domain from a DNS server

rn Command Prompt

C:\>nslookup
Default Server: nsl.example.com

Address: 10.219.100.1

> server 192.168.234.110

Defaunlt Server: corp-dc.example2.org
Address: 192.168.234.110

> Set type-any

> 1s -d example2.org
[[192.168.234.110]]

example2.org. SOA corp-dc.example?.org admin.
example2.org. A 192.168.234.110
example?.org. NS corp-dc.example?.org

gc. tcp SRV priority=0, weight=100, port=3268, corp-dc.example2.org
_kerberos._tcp SRV priority=0, weight=100, port-88, corp-dc.example2.org
“kpasswd._tcp SRV priority=0, weight=100, port=464, corp-dc.example2.org z
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DNS Zone Transfer Enumeration Using nslookup

] The attacker performs DNS zone transfer enumeration for locating the DNS server
and records of the target organization. Through this process, an attacker gathers valuable
network information such as DNS server names, hostnames, machine names, user names, and
IP addresses of potential targets. To perform DNS zone transfer enumeration, you can use tools
such as nslookup, DNSstuff, etc. These tools enable you to extract the same information that an
attacker gathers from the DNS servers of target organization.

To perform a DNS zone transfer, you need to send a zone transfer request to the DNS server
pretending to be a client; the DNS server then sends a portion of its database as a zone to you.
This zone may contain a lot of information about the DNS zone network.

To perform a DNS zone transfer, you need to send a zone transfer request to the DNS server
pretending to be a client. In reply to your request, the DNS server transfers DNS records
containing a lot of valuable network information, including IP address.

The following screenshot shows how to perform DNS zone transfer using nslookup:
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Module Flow

So far, we have discussed what enumeration is, how to perform various types of
enumeration, and what type of information an attacker can extract through enumeration. Now
it’s time to examine the countermeasures that can help you to keep attackers away from
enumerating sensitive information from your network or host.

A —
"\ Enumeration Concepts ‘\g.‘r‘ NTP Enumeration
| E ¥ NetBios Enumeration & 4 SMTP Enumeration
! SNMP Enumertion ~.s DNS Enumeration
B . T
:q‘ Unix/Linux Enumeration ™ Enumeration Countermeasures
b 4 LDAP Enumeration " Enumeration Pen Testing

Rl & a o B

This section focuses on how to avoid information leakage through SNMP, DNS, SMTP, LDAP,
and SMB.
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Enumeration Countermeasures

Remove the SNMP agent or turn Disable the DNS zone transfers to
off the SNMP service the untrusted hosts

If shutting off SNMP is not an Make sure that the private hosts
option, then change the default and their IP addresses are not
“public” community’s name published into DNS zone files of

Upgrade to SNMP3, which RUblicDNS Server

encrypts passwords and messages ‘ Use premium DNS registration
services that hide sensitive
information such as HINFO from
public

Implement the Group Policy
security option called “Additional
restrictions for anonymous
connections” Use standard network admin
Access to null session pipes, null contacts for DNS registrations in
session shares, and IPSec filtering order to avoid social engineering
should also be restricted attacks
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© . Enumeration Countermeasures

You can apply the following countermeasures to prevent information leakage through
various types of enumeration.

[ SNMP Enumeration Countermeasures:

-~

_— © Remove the SNMP agent or turn off the SNMP service from your system.

© I shutting off SNMP is not an option, then change the default “public” community’s
name.

© Upgrade to SNMP3, which encrypts passwords and messages.

© Implement the Group Policy security option called “Additional restrictions for
anonymous connections.”

© Restrict access to null session pipes, null session shares, and IPSec filtering.

@

Block access to TCP/UDP ports 161.

© Do not install the management and monitoring Windows component unless it is
required.
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© Encrypt or authenticate using IPSEC.

. DNS Enumeration Countermeasures:

© Configure all name servers not to send DNS zone transfers to unreliable hosts.

© Check the publicly accessible DNS server's DNS zone files and ensure that the IP
addresses in these files are not referenced by non-public hostnames.

© Make sure that the DNS zone files do not contain HINFO or any other records.

© Provide standard network administration contact details in Network Information
Center Databases. This helps to avoid war-dialing or social engineering attacks.

© Prune DNS zone files to prevent revealing unnecessary information.
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Enumeration Countermeasures

(Cont’d)

SMTP

Configure SMTP servers to:

Q } ©® Ignore email messages to unknown recipients E 5
— € Notinclude sensitive mail server and local host information in mail
responses f—_—
@ Disable open relay feature
- S 4 ) B 4 ? o o 9
111 .TIIIT.. 't 11
é & & & & & & & o & & o ¢« & & O
LDAP
(-' \-\ Use NTLM or basic authentication to limit access to known users only ‘ 1.3
By default, LDAP traffic is transmitted unsecured; use SSL technology to n &
— encrypt the traffic LW

Select a user name different from your email address and enable
account lockout
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Enumeration Countermeasures (Cont’d)

=

"’._l SMTP:
gv‘ Configure SMTP servers to:

© Ignore email messages to unknown recipients.

© Not include sensitive mail server and local host information in mail
responses.

© Disable open relay feature Ignore emails to unknown recipients by
configuring SMTP servers.

LDAP:
ARG © Use NTLM or basic authentication to limit access to known users only.

© By default, LDAP traffic is transmitted unsecured; use SSL technology to
encrypt the traffic.

© Select a user name different from your email address and enable account
lockout.
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SMB Enumeration Countermeasures

Go to Ethernet Properties Networks
Connect using

Ethernet Properties

& Broadcom NetLnd »gabt Ethemet
Select the Client for Microsoft
e Networks and File and Printer Ths tmmmmf“ ‘g'_’“’
Sharing for Microsoft ﬁ |; e |

Networks check boxes ([ 84 Fie and Prrter Shamng for Microsot Networks |

N Mcrosoft Network Adapter Multipleor Protocol
y vl - Microsoft LLDP Protocol Driver
: Link-Laysr Topology Discovery Mapper 1/O Duver
£ Link-Layer Topology Discovery Responder

Click Uninstall ¢
ey L resy

Jescplion
Alows your computer to access resources on a Microsoft

KRR

Y

' o Follow the uninstall steps
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) SMB Enumeration Countermeasures

ww™ Common sharing services or other unused services may prove to be doorways for
attackers to break into your security. Therefore, you should disable these services to avoid
information leakage or other types of attacks. If you don’t disable these services, then you can
be vulnerable enumeration. Server Message Block (SMB) is a service intended to provide
shared access to files, serial ports, printers, and communications between nodes on a network.

If this service is running on your network, then you will be at high risk of getting attacked.
Therefore, you should disable it if not necessary, to prevent enumeration. Steps to disable SMB:

1. Go to Ethernet Properties.

2. Select the Client for Microsoft Networks and File and Printer Sharing for Microsoft
Networks check boxes.

3. Click Uninstall.

4. Follow the uninstall steps.
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Module Flow

This section describes the importance of enumeration pen testing, the framework of
pen testing steps, and the tools that can be used to conduct pen testing.

(
!

-

E =

R Enumeration Concepts Q‘?‘q— NTP Enumeration
| ES NetBios Enumeration & 4 SMTP Enumeration

P —

SNMP Enumertion ) DNS Enumeration

=3 e . - .
= Unix/Linux Enumeration Enumeration Countermeasures
f 4 LDAP Enumeration * Enumeration Pen Testing
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Enumeration Pen Testing

Used to identify valid user accounts or poorly
protected resource shares using active
connections to systems and directed queries

The information can be users and groups,
network resources and shares, and
applications

Used in combination with data collected in
the reconnaissance phase
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-:7-2 Enumeration Pen Testing

Through enumeration, an attacker may gather sensitive information of organizations if
the security is not strong. He or she may then use that sensitive information to hack and break
into the organization’s network. If an attacker breaks into the organization, then the
organization potentially faces huge losses in terms of information, service, or finance.
Therefore, to avoid these kinds of attacks, every organization must test its own security. Testing
the security of an organization legally against enumeration is called enumeration pen testing.
Enumeration pen testing is conducted with the help of the data collected in the reconnaissance
phase.

As a pen tester, conduct enumeration penetration tests to check whether the target network is
revealing any sensitive information that may help an attacker to perform a well-planned
attack. Apply all types of enumeration techniques to gather sensitive information such as user
accounts, IP address, email contacts, DNS, network resources and shares, application
information, and much more. Try to discover as much information as possible regarding the
target. This helps you determine the vulnerabilities/weaknesses in the target organization’s
security.
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Enumeration Pen Testing

(Cont’d)

Use tools such as
Whois Lookup

Calculate the 3 Use Subnet Mask
subnet mask Calculators
V In order to enumerate important servers,

find the network range using tools such as

Use tools such as Nmap Whols Lookup

Undergo host

. » (nmap - sP <network-
discovery range>) # Calculate the subnet mask required for the
: IP range as an input to many of the ping
v sweep and port scanning tools by using
| has N
Perform port - Use tools such as Nmap Subnet Mask Calculators
4 (nmap sS <network- .
scannin Find the servers connected to the Internet
g range>) .
R using tools such as Nmap
& Perform port scanning to check for the
4 u open ports on the nodes using tools such
as Nmap
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Enumeration Pen Testing (Cont’d)

You should conduct all possible enumeration techniques to enumerate as much
information as possible about the target. To ensure the full scope of the test, enumeration pen
testing is divided into steps. This penetration test includes a series of steps to obtain desired
information.

Step1: Find the network range

If you want to break into an organization’s network, you should know the network range first.
This is because if you know the network range, then you can mask yourself as a user falling
within the range and then try to access the network. So the first step in enumeration pen
testing is to obtain information about network range. You can find the network range of target
organization with the help of tools such as Whols Lookup.

Step 2: Calculate the subnet mask

Once you find the network rage of the target network, then calculate the subnet mask required
for the IP range using tools such as Subnet Mask Calculator. You can use the calculated subnet
mask as an input to many of the ping sweep and port scanning tools for further enumeration,
which includes discovering hosts and open ports.
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Step 3: Undergo host discovery

Find the important servers connected to the Internet using tools such as Nmap. The Nmap
syntax to find the servers connected to Internet is as follows: nmap - sP <network-range>. In
place of the network range, enter the network range value obtained in the first step.

Step 4: Perform port scanning

It is very important to discover the open ports and close them if they are not required. This is
because open ports are the doorways for an attacker to break into a target’s security
perimeter. Therefore, perform port scanning to check for the open ports on the nodes. This
can be accomplished with the help of tools such as Nmap.
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(Cont’d)

Perform DNS enumeration using
Windows utility NSLookup

Perform NetBIOS enumeration using

v
| has$S S H n
Perform DNS Use Windows utility t09 S such as superscan, Hyena, a d
. N > Winfingerprint
enumeration NSLookup

' Perform SNMP enumeration using tools
v such as OpUtils Network Monitoring
Tool larWinds IP Net k
perform NetBIOS Use tools such as oolset and SolarWinds etwor|

) »  SuperScan, Hyena, and Browser
enumeration Winfingerprint
. J Perform Unix/Linux enumeration using

v tools such as Enumalinux

Perform SNMP Use tools such as OpUtils

) > and SolarWinds IP
enumeration Network Browser
g U B .
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"""~ Enumeration Pen Testing (Cont’d)

_vﬁ" Step 5: Perform DNS enumeration

v
Perform Unix/Linux
enumeration

Use tools such as
Enumdlinux

Perform DNS enumeration to locate all the DNS servers and their records. The DNS servers
provide information such as system names, user names, |IP addresses, etc. You can extract all
this information with the help of the Windows utility nslookup.

Step 6: Perform NetBIOS enumeration

Perform NetBIOS enumeration to identify the network devices over TCP/IP and to obtain a list
of computers that belong to a domain, a list of shares on individual hosts, and policies and
passwords. You can perform NetBIOS enumeration with the help of tools such as SuperScan,
Hyena, and WinFingerprint.

Step 7: Perform SNMP enumeration

Perform SNMP enumeration by querying the SNMP server in the network. The SNMP server
may reveal information about user accounts and devices. You can perform SNMP enumeration
using tools such as OpUtils and SolarWinds IP Network Browser.
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Step 8: Perform Unix/Linux enumeration

Perform Unix/Linux enumeration using tools such as Enum4linux. You can use commands such

as Showmount, Finger, rpfinfo (RPC), and rpcclient etc.to enumerate UNIX network
resources.
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Enumeration Pen Testing

(Cont’d)

©

v

Perform LDAP ., Use tools such as Softerra © Perform LDAP enumeration using
enumeration LDAP Administrator tools such as Softerra LDAP
! Administrator

H © Perform NTP enumeration using

v commands such as ntptrace, ntpdc,
PerformNTP .  Usecommands such as and ntpq
enumeration ntptrace, ntpdc, and ntpq @ Perform SMTP enumeration using

2 tools such as NetScanTools Pro

v )
Perform SMTP . > Use tools such as i =
enumeration NetScanTools Pro S 2V
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++ Enumeration Pen Testing (Cont’d)
Step 9: Perform LDAP enumeration

Perform LDAP enumeration by querying the LDAP service. By querying the LDAP service you can
enumerate valid user names, departmental details, and address details. You can use this
information to perform social engineering and other kinds of attacks. You can perform LDAP
enumeration using tools such as Softerra LDAP Administrator.

Step 10: Perform NTP enumeration

Perform NTP enumeration to extract information such as host connected to NTP server, client
IP address, OS running of client systems, etc. You can obtain this information with the help of
commands such as ntptrace, ntpdc, and ntpq.

Step 11: Perform SMTP enumeration

Perform SMTP enumeration to determine valid users on the SMTP server. You can use tools
such as NetScanTools Pro to query the SMTP server for this information.

Step 12: Document all the findings

The last step in every pen test is documenting all the findings obtained during the test. You
should analyze and suggest countermeasures for your client to improve their security.
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O Enumeration is defined as the process of extracting user names,
machine names, network resources, shares, and services from a system

8 Simple Network Management Protocol (SNIMP) is a TCP/IP protocol used for remote
monitoring and managing hosts, routers, and other devices on a network

MIB is a virtual database containing formal desaription of all the network objects that
can be managed using SNMP

O Devices like switches, hubs, and routers might still be enabled with a “default password”
that enables an attacker to gain unauthorized access to the organization computer
network

O Attacker queries LDAP service to gather information such as valid user names, addresses,
departmental details, etc. that can be further used to perform attacks

3 Network Time Protocol (NTP) is designed to symchronize clocks of networked computers
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Module Summary

X @

€ Enumeration is defined as the process of extracting usernames, machine
names, network resources, shares, and services from a system.

® Simple Network Mamagement Protocol (SNMP) is a TCP/IP protocol used for remote
monitoring and managing hosts, routers, and other devices on a network.

® MIB is a virtual database containing formal description of all the network objects that
can be managed using SNMIP.

€@ Devices like switches, hubs, and routers might still be enabled with a “default
password” that enables an attacker to gain unauthorized access to the organization
computer networlk.

© Attacker queries LDAP service to gather information such as valid usernames, addresses,
departmental detaills, etc. that can be further used to perform attacks.

© Network Time Protocol (NTP) is designed to synchronize clocks of networked
computers.
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Security News

September 26th, 2012

IEEE Hack Confirmed, 100k Plain Text
Passwords Vulnerable

After details were revealed by Radu Dragusin over at IEEElog.com a few days ago that
passwords and user details for some 100,000 members of the Institute of Electrical and
Electronics Engineers had been made publicly available on the company’s FTP server for
at least a month, the organisation has now confirmed it in a communication to members,
advising them to change their details immediately.

The IEEE is an organisation that is designed to advance technology and has over 400,000
members worldwide, many of those including employees at Apple, Google, IBM, Oracle
and Samsung. It is responsible for globally used standards like the IEEE 802.3 Ethernet
standard and the IEEE 802.11 Wireless Networking standard. At an organisation like this,
you'd expect security to be high.

Still, this hack was no hoax. The official announcement of it was sent out yesterday and
reads: “IEEE has become aware of an incident regarding inadvertent access to

unencrypted log files containing user IDs and passwords. This matter has been addressed q
and resolved. None of your financial information was made accessible in this situation.”

http://www.kitguru.net
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Security News

- IEEE Hack Confirmed, 100k Plain Text Passwords
_____ J Vulnerable

Source: http://www.kitguru.net

After details were revealed by Radu Dragusin over at IEEElog.com recently that passwords and
user details for some 100,000 members of the Institute of Electrical and Electronics Engineers
had been made publicly available on the company’s FTP server for at least a month, the
organization confirmed this in a communication to members, advising them to change their
details immediately.

The IEEE is an organization that is designed to advance technology and has over 400,000
members worldwide, many of those including employees at Apple, Google, IBM, Oracle, and
Samsung. It is responsible for globally used standards like the IEEE 802.3 Ethernet standard and
the IEEE 802.11 Wireless Networking standard. At an organization like this, you’d expect
security to be high.

Still, this hack was no hoax. The official announcement of it reads: “IEEE has become aware of
an incident regarding inadvertent access to unencrypted log files containing user IDs and
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passwords. This matter has been addressed and resolved. None of your financial information
was made accessible in this situation.”

The company continued saying though, that it was technically possible that during the time this
information was available, that someone could have used it to access a user’s account and
therefore, as a “precautionary measure,” the IEEE recommended all users change their account
information. Until that time, users were not be able to access their account at all.

In what seems like quite a bold move, the organization went on to explain to users that one of
the best ways to protect themselves is to use a strong, unique password for their login.
Considering it was an IEEE security blunder that caused the hack, advising other people on
password strength seems a bit hypocritical.

That said, in Mr Dragusin’s reveal of the hacked information, he produced a graph detailing
some of the most commonly used passwords. Almost 300 people used “123456” and other
variations of numbers in that same configuration, while hundreds of others used passwords like
“admin,” “student,” and “ieee2012.” Considering the involvement of IEEE members in pushing
the boundaries of current technology, you’d assume we wouldn’t need to turn to Eugene “The
Plague” Belford to explain the importance of password security.

Copyright © 2010-2013 KitGuru Limited
Author: Jon Martindale

http://www.kitguru.net/channel/jon-martindale/ieee-hack-confirmed-100k-plain-text-
passwords-vulnerable/
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. Module Objectives

System Hacking: Goals Types of Keystroke Loggers and Spywares
CEH Hacking Methodology (CHM) Anti-Keylogger and Anti-Spywares
Password Cracking Detecting Rootkits

Stealing Passwords Using Keyloggers Anti-Rootkits

Microsoft Authentication NTFS Stream Manipulation

How to Disable LM HASH Classification of Steganography

How to Defend against Password Steganalysis Methods/Attacks on
Cracking Steganography

Privilege Escalation Covering Tracks

Executing Applications Penetration Testing
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- Module Objectives

The preceding modules dealt with the progressive intrusion that an attacker makes
towards his or her target system(s). You should bear in mind that this does not indicate a
culmination of the attack. This module familiarizes you with:

£ System Hacking: Goals = Types of Keystroke Loggers and Spywares
= CEH Hacking Methodology (CHM) = Anti-Keylogger and Anti-Spywares
= Password Cracking < Detecting Rootkits

< Stealing Passwords Using Keyloggers Anti-Rootkits

(

2  Microsoft Authentication

0

NTFS Stream Manipulation
< How to Disable LM HASH < Classification of Steganography

< How to Defend against Password Steganalysis Methods/Attacks on
Cracking Steganography

(r

< Privilege Escalation

(

Covering Tracks

(i

& Executing Applications Penetration Testing
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Information at Hand Before System clEH
Hacking Stage 2 s

What you have at this stage:

IP Range Target assessment B |ntrusive probing
Namespace Identification of B User lists

Employee web services | ® Security flaws
usage Identification of

(www] e
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Information at Hand Before System Hacking Stage

Before beginning with system hacking, let’s go over the phases you went through and
the information you collected so far. Prior to this module, we discussed:

; Footprinting Module

Footprinting is the process of accumulating data regarding a specific network
environment. Usually this technique is applied for the purpose of finding ways to intrude into
the network environment. Since footprinting can be used to attack a system, it can also be used
to protect it. In the footprinting phase, the attacker creates a profile of the target organization,
with the information such as its IP address range, namespace, and employee web usage.

Footprinting improves the ease with which the systems can be exploited by revealing system
vulnerabilities. Determining the objective and location of an intrusion is the primary step
involved in footprinting. Once the objective and location of an intrusion is known, by using non-
intrusive methods, specific information about the organization can be gathered.

For example, the web page of the organization itself may provide employee bios or a personnel
directory, which the hacker can use it for the social engineering to reach the objective.
Conducting a Whois query on the web provides the associated networks and domain names
related to a specific organization.
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<& Scanning Module

< Scanning is a procedure for identifying active hosts on a network, either for the
purpose of network security assessment or for attacking them. In the scanning phase, the
attacker finds information about the target assessment through its IP addresses that can be
accessed over the Internet. Scanning is mainly concerned with the identification of systems on a
network and the identification of services running on each computer.

Some of the scanning procedures such as port scans and ping sweeps return information about
the services offered by the live hosts that are active on the Internet and their IP addresses. The
inverse mapping scanning procedure returns the information about the IP addresses that do
not map to the live hosts; this allows an attacker to make suppositions about feasible
addresses.

‘" ‘y Enumeration Module
\

Enumeration is the method of intrusive probing into the target assessment through
which attackers gather information such as network user lists, routing tables, and Simple
Network Management Protocol (SNMP) data. This is significant because the attacker crosses
over the target territory to unearth information about the network, and shares users, groups,
applications, and banners.

The attacker’s objective is to identify valid user accounts or groups where he or she can remain
inconspicuous once the system has been compromised. Enumeration involves making active
connections to the target system or subjecting it to direct queries. Normally, an alert and
secure system will log such attempts. Often the information gathered is what the target might
have made public, such as a DNS address; however, it is possible that the attacker stumbles
upon a remote IPC share, such as IPCS in Windows, that can be probed with a null session
allowing shares and accounts to be enumerated
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System Hacking: Goals

To collect enough information
to gain access

To create a privileged user account

Technique/Exploit Used

Password eavesdropping,
brute forcing

Password cracking,

v
& Escalating Privileges if the user level is obtained

2o erp e re e

B sy s

known exploits

To create and maintain

Trojans
backdoor access )

To hide malicious files Rootkits

To hide the presence of
compromise
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System Hacking: Goals

Clearing logs

~ w Every criminal commits a crime to achieve certain goal. Likewise, an attacker can
also have certain goals behind performing attacks on a system. The following may be some of
the goals of attackers in committing attacks on a system. The table shows the goal of an
attacker at different hacking stages and the technique used to achieve that goal.
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E Gaining Access
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&) Escalating Privileges

@ Executing Applications

. Hiding Files

- Covering Tracks
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To collect enough information
to gain access

To create a privileged user account
if the user level is obtained

To create and maintain
backdoor access

To hide malicious files

To hide the presence of
compromise

FIGURE 5.1: Goals for System Hacking

Technique/Exploit Used

Password eavesdropping,
brute forcing

Password cracking,
known exploits

Trojans

Rootkits

Clearing logs
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CEH Hacking Methodology (CHM)

\Y

\_t" Before hacking a system, an attacker uses footprinting, scanning, and enumeration
techniques to detect the target area of the attack and the vulnerabilities that prove to be
doorways for the attacker. Once the attacker gains all the necessary information, he or she
starts hacking. Similar to the attacker, an ethical hacker also follows the same steps to test a
system or network. In order to ensure the effectiveness of the test, the ethical hacker follows
the hacking methodology. The following diagram depicts the hacking methodology followed by
ethical hackers:
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. .. CEH System Hacking Steps

= System hacking cannot be accomplished at a single go. It is accomplished through
various steps that include cracking passwords, escalating privileges, executing applications,
hiding files, covering tracks, and finally penetration testing. Now it’s time to discuss these steps

one by one thoroughly, to determine how the attacker hacks the system. In an attempt to hack
a system, the attacker first tries to crack passwords.

This section describes the first step, i.e., password cracking, that will tell you how and what
types of different tools and techniques an attacker uses to crack the password of the target

system.
=
I  Cracking Passwords ¥ _ Hiding Files
m Escalating Privileges " Covering Tracks

{&#' Executing Applications
— 7 -~

.. Penetration Testing
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Password Cracking

Password cracking techniques are
used to recover passwords from
computer systems

-
Attackers use password cracking -
techniques to gain unauthorized l" 1’ ‘
s 40 access to the vulnerable system
Attacker Victim

Most of the password cracking
techniques are successful due to
weak or easily guessable passwords
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. .. Password Cracking

== Password cracking is the process of recovering passwords from the data that has been
transmitted by a computer system or stored in it. The purpose of password cracking might be
to help a user recover a forgotten or lost password, as a preventive measure by the system
administrators to check for easily crackable passwords or it can also be used to gain
unauthorized access to a system.

Many hacking attempts start with password cracking attempts. Passwords are the key piece
of information necessary to access a system. Consequently, most attackers use password
cracking techniques to gain unauthorized access to the vulnerable system. Passwords may be
cracked manually or with automated tools such as a dictionary or brute-force method.

The computer programs that are designed for cracking passwords are the functions of the
number of possible passwords per second that can be checked. Often users, while creating
passwords, select passwords that are predisposed to being cracked such as using a pet’s name
or choosing one that’s simple so they can remember it. Most of the passwords cracking
techniques are successful due to weak or easily guessable passwords.
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Password Complexity
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«, Password Complexity

™ Ppassword complexity plays a key role in improving security against attacks. It is the
important element that users should ensure while creating a password. The password should
not be simple since simple passwords are prone to attacks. The passwords that you choose
should always be complex, long, and difficult to remember. The password that you are setting
for your account must meet the complexity requirements policy setting.

Password characters should be a combination of alphanumeric characters. Alphanumeric
characters consist of letters, numbers, punctuation marks, and mathematical and other
conventional symbols. See the implementation that follows for the exact characters referred
to:

Passwords that contain letters, special characters, and numbers: apl@52
Passwords that contain only numbers: 23698217

Passwords that contain only special characters: &*#@ (%)

Passwords that contain only letters: POTHMYDE

e

e

)

© Passwords that contain letters and numbers: meet123

)

© Passwords that contain only letters and special characters: bob@ &ba
e

Passwords that contain only special characters and numbers: 123@54
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Password Cracking Techniques

—

Password cracking is the technique used for discovering passwords. It is the classic
way to gain privileges to a computer system or network. The common approach for cracking a
password is to continually try guesses for the password with various combinations until you get
the correct one. There are five techniques for password cracking, as follows.

‘II Dictionary Attacks

In a dictionary attack, a dictionary file is loaded into the cracking application that runs
against user accounts. This dictionary is the text file that contains a number of dictionary words.
The program uses every word present in the dictionary to find the password. Dictionary attacks
are more useful than brute force attacks. But this attack does not work with a system that uses
passphrases.

This attack can be applied under two situations:

© In cryptanalysis, it is used to find out the decryption key for obtaining plaintext from

ciphertext.

© In computer security, to avoid authentication and access the computer by guessing
passwords.
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Methods to improve the success of a dictionary attack:

6 Use the number of dictionaries such as Technical dictionaries and foreign dictionaries
which helps to retrieve the correct password

© Use the string manipulation on the dictionary, means if dictionary contain the word
“system” then try string manipulation and use “metsys” and others

& 'a Brute Forcing Attacks

—t The cryptographic algorithms must be sufficiently hardened in order to prevent a
brute-force attack. The definition as stated by RSA: “Exhaustive key-search, or brute-force
search, is the basic technique for trying every possible key in turn until the correct key is
identified.”

When someone tries to produce each and every single encryption key for data until the needed
information is detected, this is termed a brute force attack. Until this date, this type of attack
was performed by those who had sufficient processing power.

The United States government once believed (in 1977) that a 56-bit Data Encryption Standard
(DES) was sufficient to deter all brute-force attacks, a claim that several groups across the world
had tested.

Cryptanalysis is a brute force attack on an encryption of a brute force search of the keyspace. In
other words, testing all possible keys is done in an attempt to recover the plaintext used to
produce a particular ciphertext. The detection of key or plaintext with a faster pace as
compared to the brute force attack can be considered a way of breaking the cipher. A cipher is
secure if no method exists to break that cipher other than the brute force attack. Mostly, all
ciphers are deficient of mathematical proof of security.

If the keys are originally chosen randomly or searched randomly, the plaintext will, on average,
become available after half of all the possible keys are tried.

Some of the considerations for brute-force attacks are as follows:
© Itis atime-consuming process
© All passwords will eventually be found

© Attacks against NT hashes are much more difficult than LM hashes

Hybrid Attack

- This type of attack depends upon the dictionary attack. There are chances that people
might change their password by just adding some numbers to their old password. In this type of
attack, the program adds some numbers and symbols to the words from the dictionary and
tries to crack the password. For example, if the old password is “system,” then there is a
chance that the person will change it to “system1” or “system?2.”
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__ Syllable Attack

« A syllable attack is the combination of both a brute force attack and the dictionary

attack. This cracking technique is used when the password is not an existing word. Attackers

use the dictionary and other methods to crack it. It also uses the possible combination of every
word present in the dictionary.

Rule-based Attack

~ZZ This type of attack is used when the attacker gets some information about the
password. This is the most powerful attack because the cracker knows the type of password.
For example, if the attacker knows that the password contains a two- or three-digit number,
then he or she will use some specific techniques and extract the password in less time.

By obtaining useful information such as use of numbers, the length of password, and special
characters, the attacker can easily adjust the time for retrieving the password to the minimum
and enhance the cracking tool to retrieve passwords. This technique involves brute force,
dictionary, and syllable attacks.
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Types of Password Attacks

® Shoulder Surfing 1. Passive Online Attacks

Attacker performs

© Social Engineering password hacking without

€ Dumpster Diving

communicating with the
authorizing party

N

4. Non-Electronic Attacks

Attacker need not posses
technical knowledge to crack
password, hence known as
non-technical attack

© Pre-Computed Hashes 3. Offline Attack

Attacker copies the target’s

’
© Distributed Network S | password file and then tries
to crack passwords in his own
® Rainbow system at different location

© Wire Sniffing
> © Man-in-the-Middle

e Replay

2. Active Online Attacks

Attacker tries a list of
passwords one by one against
the victim to crack password

~
© Hash Injection
© Trojan/Spyware/Keyloggers

® Password Guessing

©  Phishing
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Types of Password Attacks

Password cracking is one of the crucial stages of hacking a system. Password cracking
used for legal purposes recovers the forgotten password of a user; if it is used by illegitimate
users, it can cause them to gain unauthorized privilege to the network or system. Password
attacks are classified based on the attacker’s actions to crack a password. Usually there are of
four types. They are:

Passive Online Attacks

— A passive attack is an attack on a system that does not result in a change to the
system in any way. The attack is to purely monitor or record data. A passive attack on a
cryptosystem is one in which the cryptanalyst cannot interact with any of the parties involved,
attempting to break the system solely based upon observed data. There are three types of

passive online

attacks. They are:

© Wire sniffing

€ Man-in-the-middle

© Replay
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Active Online Attacks

An active online attack is the easiest way to gain unauthorized administrator-level
access to the system. There are three types of Active Online Attacks. They are:

© Password guessing

© Trojan/spyware/key logger
© Hash injection

© Phishing

. Offline Attacks

Offline attacks occur when the intruder checks the validity of the passwords. He or
she observes how the password is stored in the targeted system. If the user names and the
passwords are stored in a file that is readable, it becomes easy for the intruder to gain access
to the system. In order to protect your passwords list they should always be kept in an
unreadable form, which means they have to be encrypted.

Offline attacks are often time consuming. They are successful because the LM hashes are
vulnerable due to a smaller keyspace and shorter length. Different password cracking
techniques are available on the Internet.

The techniques to prevent or protect from offline attacks are:

© Use good passwords

© Remove LM hashes

© Attacker has the password database

6 Use cryptographically secure methods while representing the passwords
There are three types of offline attacks. They are:

© Pre-computed hashes

© Distributed network

© Rainbow

Non-electronic Attacks

—— © Non-electronic attacks are also known as non-technical attacks. This kind of attack
doesn’t require any technical knowledge about the methods of intruding into another’s system.
Therefore, it is called a non-electronic attack. There are three types of non-electronic attacks.
They are:

© Shoulder surfing
© Social engineering
© Dumpster diving
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8 Attackers run packet sniffer tools on the
local area network (LAN) to access and
record the raw network traffic
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Victim Attacker Victim

# The captured data may include sensitive
information such as passwords (Telnet, FTP, rlogin
sessions, etc.) and emails

* Sniffed credentials are used to gain unauthorized
access to the target system
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. Passive Online Attack: Wire Sniffing

= - A packet sniffer tool is seldom used for an attack. This is because a sniffer can work

only in a common collision domain. Common collision domains are not connected by a switch
or bridge. All the hosts on that network are also not switched or bridged in the network
segment.

As sniffers gather packets at the Data Link Layer, they can grab all packets on the LAN of the
machine that is running the sniffer program. This method is relatively hard to perpetrate and is
computationally complicated.

This is because a network with a hub implements a broadcast medium that all systems share on
the LAN. Any data sent across the LAN is actually sent to each and every machine connected to
the LAN. If an attacker runs a sniffer on one system on the LAN, he or she can gather data sent
to and from any other system on the LAN. The majority of sniffer tools are ideally suited to sniff
data in a hub environment. These tools are called passive sniffers as they passively wait for data
to be sent, before capturing the information. They are efficient at imperceptibly gathering data
from the LAN. The captured data may include passwords sent to remote systems during Telnet,
FTP, rlogin sessions, and electronic mail sent and received. Sniffed credentials are used to gain
unauthorized access to the target system. There are a variety of tools available on the Internet
for passive wire sniffing.
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nll

o1 Passive Online Attack: Man-in-the-Middle and
Replay Attack

When two parties are communicating, the man-in-middle attack can take place. In this case, a
third party intercepts the communication between the two parties, assuring the two parties
that they are communicating with each other. Meanwhile, the third party alters the data or
eavesdrops and passes the data along. To carry out this, the man in middle has to sniff from
both sides of the connection simultaneously. This type of attack is often found in telnet and
wireless technologies. It is not easy to implement such attacks due to the TCP sequence
numbers and speed. This method is relatively hard to perpetrate and can be broken sometimes
by invalidating the traffic.

4

In a replay attack, packets are captured using a sniffer. After the relevant information is
extracted, the packets are placed back on the network. This type of attack can be used to replay
bank transactions or other similar types of data transfer in the hope of replicating or changing
activities, such as deposits or transfers.
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~ Active Online Attack: Password Guessing

—-—j Everyone knows your user name, but your password is a well-kept secret in order to
keep others away from accessing your transactions.

With the aid of dictionary attack methodologies, an intruder tries many means to guess your
password. In this methodology, an attacker takes a set of dictionary words and names, and
makes all the possible combinations to get your password. The attacker performs this method
with programs that guess hundreds or thousands of words per second. This makes it easy for
them to try many variations: backwards words, different capitalization, adding a digit to the
end, etc.

To facilitate this further, the attacker community has built large dictionaries that include words
from foreign languages, or names of things, places, and towns modeled to crack passwords.
Attackers can also scan your profiles to look for words that might break your password. A good
password is easy to remember, but hard to guess, so you need to protect your password by
making it appear random by inserting such things as digits and punctuation. The more intricate
your password, the more difficult it becomes for the intruder to break.

Module 05 Page 540 Ethical Hacking and Countermeasures Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.






Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
System Hacking

-
\

Active Online Attack:

Trojan/Spyware/Keylogger
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"l = Active Online Attack: Trojan/Spyware/Keylogger

- A Trojan is a destructive programs that subterfuge as a benign application. Prior to
the installation and/or execution, the software initially appears to perform a desirable function,
but in practice it steals information or harms the system. With a Trojan, attackers may have
remote access to the target computer. Attackers can have access to the computer remotely and
perform various operations that are limited by user privileges on the target computer, by
installing the Trojan.

Spyware is a type of malware that can be installed on a computer to gather information about
the users of the computer without their knowledge. This allows attackers to gather information
about the user or the organization secretly. The presence of spyware is typically hidden from
the user, and can be difficult to detect.

A keylogger is a program that records all the keystrokes that are typed on the computer
keyboard without the knowledge of the user. Once keystrokes are logged, they are shipped to
the attacker, or hidden in the machine for later retrieval. The attacker then scrutinizes them
carefully for the purpose of finding passwords or other useful information that could be used to
compromise the system.

For example, a keylogger is capable of revealing the contents of all emails composed by the
user of the computer system on which the keylogger has been installed.
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i _ Active Online Attack: Hash Injection Attack

el DIk
=~ A hash injection attack is the concept of injecting a compromised hash into a local

session and then using the hash to authenticate to the network resources. This attack is done
successfully in four steps. They are:

& The hacker compromises one workstation/server using a local/remote exploit
The hacker extracts logged-on hashes and finds a logged-on domain admin account hash

e
© The hackers use the hash to log on the domain controller
e

The hacker extracts all the hashes in the Active Directory database and can now satirize
any account in the domain

Attacker Victim Computer

FIGURE 5.6: Active Online Attack by Using Hash Injection Attack
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Rainbow Table Computed Hashes

Precomputed Hashes

9dagdasf -> 3b“’“‘5§h0‘30&“3l22967‘1“3
sodifoBsf -> 7ad7d6faébb4fd28ab98b3dd33261e8f
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Offline Attack: Rainbow Attacks

Offline attacks occur when the intruder checks the validity of the passwords. He or
she observes how the password is stored. If the user names and the passwords are stored in a
file that is readable, it becomes easy for him or her to gain access to the system. Hence, the
passwords list must be protected and kept in an unreadable form, such as an encrypted form.

0-0-0

Offline attacks are time consuming. They are successful because the LM hashes are vulnerable
due to smaller keyspace and shorter length. Different password cracking techniques are
available on the Internet.

There are two types of offline attacks that an attacker can perform to discover the password.
© Rainbow Attacks

© Distributed network Attacks

Rainbow Attacks

A rainbow attack is the implementation of the cryptanalytic time-memory trade-off technique.
Cryptanalytic time-memory trade-off is the method that requires less time for cryptanalysis. It
uses already calculated information stored in the memory to crack the cryptography. In the
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rainbow attack, the same technique is used; the password hash table is created in advance and
stored into the memory. Such a table is called a “rainbow table.”

Rainbow Table

A rainbow table is a lookup table specially used in recovering the plaintext password
from a cipher text. The attacker uses this table to look for the password and tries to recover the
password from password hashes.

)

Computed Hashes

- An attacker computes the hash for a list of possible passwords and compares it with
the pre-computed hash table (rainbow table). If a match is found, then the password is
cracked.

7. Compare the Hashes

It is easy to recover passwords by comparing captured password hashes to the pre-
computed tables.

- Pre-Computed Hashes

o

Only encrypted passwords should be stored in a file containing user name/encrypted
password pairs. The typed password is encrypted using the hash function of cryptography
during the logon process, and it is then compared with the password that is stored in the file.

Encrypted passwords that are stored can prove useless against dictionary attacks. If the file
that contains the encrypted password is in a readable format, the attacker can easily detect the
hash function. He or she can then decrypt each word in the dictionary using the hash function,
and then compare with the encrypted password. Thus the attacker obtains all passwords that
are words listed in the dictionary.

Storage of hashes requires large memory space such as LM “hashes” require 310 Terabytes and
NT Hashes < 15 chars requires 5,652,897,009 Exabytes. Use a time-space tradeoff technique to
reduce memory space required to store hashes.

lgazwed -> 4259¢cc34599¢c530b28a6a8£225d668590
hh021da -> c744bl716cbf8d4dd0ffd4ce31al77151
9da8dasf -> 3cd696a8571a843cdad453a229d741843
sodifo8sf -> 7ad7dé6fabbb4fd28ab98b3dd33261e8f
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Tools to Create Rainbow Tables:

Winrtgen and rtgen

The rtgen program need several parameters to generate a Winrtgen is a graphical Rainbow Tables Generator that

rainbow table, the syntax of the command line is: supports LM, FastLM, NTLM, LMCHALL, HalfLMCHALL,
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Tools to Create Rainbow Tables: Winrtgen and rtgen

Attackers can create rainbow tables by using following tools.

Winrtgen

— Source: http://www.oxid.it

Winrtgen is a graphical Rainbow Tables Generator that helps attackers to create rainbow tables
from which they can crack the hashed password. It supports LM, FastLM, NTLM, LMCHALL,
HalfLMCHALL, NTLMCHALL, MSCACHE, MD2, MD4, MD5, SHA1, RIPEMD160, MySQL323,
MySQLSHA1, CiscoPIX, ORACLE, SHA-2 (256), SHA-2 (384), and SHA-2 (512) hashes.
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FIGURE 5.7: Winrtgen Generate Rainbow Table in Window

rtgen

Source: http://project-rainbowcrack.com

RainbowCrack is a general propose implementation that takes advantage of the time-memory
trade-off technique to crack hashes. This project allows you to crack a hashed password. The
rtgen tool of this project is used to generate the rainbow tables. The rtgen program needs
several parameters to generate a rainbow table; you can use following syntax of the command
line to generate rainbow tables:

Syntax: rtgen hash_algorithm charset plaintext_len_min plaintext_len_max table_index
chain_len chain_num part_index

m Administrator: Command Prompt - rtgen ntim loweralpha 1 7 0 1000 4000000 OE, =

x

\seps ldninistrator\Downloads\rainboucrack-1.5-win64>rtgen ntlm loweralpha 1

108 AWnr @
! v taiis ntlm_loweralphafil-?7_8_108@x4108008608_0.rt parameters
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h Tangthe 16
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sintext twral: 8353882582

wuuent ial starting point begin from 8 (Bx0BPROAAEEAARLAA>
u

ing..
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FIGURE 5.8: rtgen Generate Rainbow Table in Window
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