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Lab 1. Configuring Basic EIGRP

SEIS H I

1. %48 EIGRP [MAEANC & o

2. H Y2 BIGRP [l fc FFfEAC & .

3 EAR EIGRP 1 H B SREE, BLA R G B 3hil S
4, %38 EIGRP T Ty,

e ENSE

Configuring Basic EIGRP

10.1.1.1/24
10.1.2.1/24 EIGRP 50
10.1.2.1/24 102.168.0.1/24
SN 10.1.4.1424 192.168.1.1/24
- 192.168.2.1/24

— & i /0 192.168.3.1/24
172.16.1.1/20 172.16.1.6/30 -

131.131.1.1/16

“ -T.a‘«
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2. fE=E ML E EIGRP H1E R %% 5 50,
3. BFIR2 ey, W FRE e hess R TR ED:

N

R2#configure terminal

R2 (config-if) #router eigrp 50

R2 (config-router)#network 172.16. 0.0

R2 (config-router)#network 131.131.0.0

R2 (config-router)Hexit

4, (FEE—EH s WS EIGRP AR fH R A

R2ﬂshow ip eigrp 50

neighbors‘

IP-EIGRP neighbors for process 50

H Address
1 172.16.1.6
0 172.16.1.1

Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

Sel/1 13 00:00:37 436 2616 0 2

Sel/0 13 00:02:34 736 4416 0 4

#vE [stanleyll: BRINTE
$LF, EIGRP 7EFCE 2 i
I, A A E$E network =38
ZEESE

DEALBCE, W LARIINCRE R2 BX
H AR AN B O E B I
ETGRP [ FERE H o

#itiE [stanley2]: &
eigrp 50 HARGMIALE

Hodr: #1 H 45 HARJE 2% 2] Y, Address Fi5 AR JE AL, Interface ¥5H 48 HT

FEAML

5. fEATE G EEFR B, AR H:

R2#show ip route

131.131.0.0/16

192.168.0.0/24

192. 168. 1. 0/24

192.168.2.0/24

192. 168. 3. 0/24
R2#

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
172.16.1.4/30 is directly connected, Seriall/l
172.16.0.0/16 is a summary, 00:06:33, NullOL

is directly connected, Loopback0

[90/2297856] via 172.16. 1.6,
[90/2297856] via 172.16. 1.6,
[90/2297856] via 172.16. 1.6,

00:04:39, Seriall/l
00:04:39, Seriall/l
00:04:39, Seriall/l
00:04:39, Seriall/l

C

p

C 172.16.1.0/30 is directly connected, Seriall/0

D 192. 168. 4. 0/24 [90/2297856] via 172.16.1.6, 00:04:39, Seriall/1
D 10.0.0.0/8 [90/2297856] via 172.16.1.1, 00:06:34, Seriall/0
C

D

D

D

D

#tvE [stanley3]: EIGRP <>
H A0 R R T R R AR
4% 4R1 null0 1 o
HH K

1L BE

2. WBESEK H H

6. fE RL i s EAGH] SR (1 &R D% T ETGRP (R i fiv 2

| #kyE [stanley4]:

90 & BTGRP Ff) Py s 4 2 i 29
2297856 2 EIGRP V-4 1)
2 (FD)

R2#show ip route eigrp

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
D 172.16.0.0/16 is a summary, 00:10:09, NullO
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192. 168. 4. 0/24 [90/2297856] via 172.16.1.6, 00:08:14, Seriall/l
10.0.0.0/8 [90/2297856] via 172.16.1.1, 00:10:10, Seriall/0f
192.168.0.0/24 [90/2297856] via 172.16.1.6, 00:08:14, Seriall/l
192.168. 1. 0/24 [90/2297856] via 172.16.1.6, 00:08:14, Seriall/l
192.168.2.0/24 [90/2297856] via 172.16.1.6, 00:08:14, Seriall/l
192. 168.3.0/24 [90/2297856] via 172.16.1.6, 00:08:14, Seriall/l

o o o o T o

R2#

T BATEZRIAE R2 M 28 B — 448/ m s1/0 A 10. 0. 0. 0/8 AV Rk, X
#& EIGRP B et B 20 B R PEAARTL . nf LU no auto-summary 2K
I

R1 (config)

R1(config)#router eigrp 50
R1 (config-router) #hlo auto—summary{ 7777777777777777777777777777777777777777

R1 (config-router)#exit

Rl (config)#

WS AE R2 _EWSE R AR AL, 7R EoR:

R2#show ip route eigrp
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
172.16.0.0/16 is a summary, 00:07:26, NullO
192. 168.4.0/24 [90/2297856] via 172.16.1.6, 00:05:09, Seriall/1l
10.0.0.0/24 is subnetted, 4 subnets
10. 1.3.0 [90/2297856] via 172.16.1.1, 00:02:31, Seriall/0
10.1.2.0 [90/2297856] via 172.16.1.1, 00:02:31, Seriall/0
10. 1. 1.0 [90/2297856] via 172.16.1.1, 00:02:31, Seriall/0
10. 1.4.0 [90/2297856] via 172.16.1.1, 00:02:31, Seriall/d
192.168. 0. 0/24 [90/2297856] via 172.16. 1.
192.168. 1.0/24 [90/2297856] via 172.16. 1.
192. 168.2.0/24 [90/2297856] via 172.16. 1.
192. 168.3.0/24 [90/2297856] via 172.16. 1.

o o

:05:09, Seriall/l
:05:09, Seriall/1
:05:09, Seriall/1l
:05:09, Seriall/l

o O
o O

o O O oo o o o T
(=3
S

> O O O

(=}
S

R2#
7. BIGRP BA] DIUHATF THuht mdh. F UHuhbagh, A DU RO 1% 2 10
KN BEUNLE R2 1% B 6T R3 1 192. 168. . s[4 25 Y2 7 4 DU 4% AR i,
A LALE R3S M TAN FRCE, Wbk iims 4 H

R3 (config) #interface serail 1/0

R3(config-if)#ip summary eigrp 50 192.168.0.0 255. 255. 252. 0
R3 (config-if) Hexit

8+ ML%E R2 i 14 (1 H 2%

R2#show ip route eigrp
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_ -~ | #tik [stanley5]: RI %
A E B R

_ -~ | #tiE [stanley6l: < T
EIGRP (17 B il S .

_ -~ | #ikiE [stanley7l: %45H]
THBCRE, R2 nfLLAE
HH 40 2% £
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D 10.1. 1.0 [90/2297856] via 172.16.1.1, 00:02:31, Seriall/0
D 10.1.4.0 [90/2297856] via 172.16.1.1, 00:02:31, Seriall/0
b 192.168. 0. 0/22 [90/2297856] via 172.16.1.6, 00:05:09, Seriall/l {

9. 7£ R2 EAEATE RO MERSIEA T L B ETGRP

| #itvE [stanley8]: Winh

AR . AR >
AR IR o

R2 (config)#no router eigrp 50

R2 (config) #router eigrp 50

R2 (config-router)#network 172.16.1.0 0.0.0.3
R2 (config-router)#network 131.131.0.0

R2 (config-router)#exit

10, 7E R2 #IASRSE, BEALDURILY R1 AL T 4BJE K FR

R2#show ip eigrp neighbors
IP-EIGRP neighbors for process 50

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 172.16.1.1 Sel/0 12 00:04:57 1510 5000 0 5

1L, & RLMIE R, BEATHRIT S > B #E

#kvE [stanley9]: f4i/HiE
BCATHERS, W LAARAT (556,
WKL LTI 21 ETGRP fr) ik
T AR, 750 n) B i 22l
JH passive—interface #y%
BAT T RE.

BEALSCRE s1/0 B A2
eigrp 1, PTEAR2 ) s1/1
FH, FIR3 (¥ A S
K4 R

Rl#tshow ip route eigrp

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

D 172.16.0.0/16 is a summary, 00:02:55, NullO
10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
D 10.0.0.0/8 is a summary, 00:02:55, NullO

b 131.131.0.0/16 [90/2297856] via 172.16.1.2, 00:00:06, Seriall/ﬂ
R1#

12, SEIG5E K.
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| #kyE: [stanleyl0]: HI TR

PRI HERD, AT R
MIBCE, BTLL R1AX2E S 3
131. 131. 0. 0/16 (1t 4%
H o Joiké > B R3 (M E 28
E

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6




http://ccieh3c.taobao.com

MIMIIT
cisco

CCNP Lab Manual

Lab 2. Configuring Default-network for EIGRP

SEI0 H K-
1. #¥EHT ip default—network iy 2Tl e EIGRP ERIA MK,

PR RN SR

Configuring Default-network for EIGRP

g 172.16.1.1/30
S Fao/1

172.16.1.2/30
: 192.168.10. 1/30

EIGRP 50

E1/2
172.16.1.5/30

192.168.0.1/24
192.168.1.1/24
192.168.2.1/24
192.168.3.1/24

Exterwm
i
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

ik

2 BCE RS H e T RUAME R LS, Bl DEEIHBAECY Internet %%, JFH.
FER3 _ERCE — BN T, DMER diok B T BTGRP Py k4 25 ) Ho i £

R3(config)#
R3(config) #ip route 0.0.0.0 0.0.0.0 192.168.10.1
R3 (config)#

3. ECE R1. R2 FITRS 2% 2% %) EIGRP 8% tthhisl, WCE 4 T Fs:

R1 (config)#router eigrp 50
Rl (config-router)#network 172.16.0.0

R1 (config-router)#exit

R5 (config) #router eigrp 50
R5 (config-router)#network 172.16.0.0

R5 (config-router) #exit

R2 (config) #router eigrp 50
R2 (config-router) #network 172.16.0.0

R2 (config-router) #exit

4, 7ER2 &7 EIGRP 4R )/&, #fiik EIGRP 1F #1217

R2#show ip eigrp neighbors
IP-EIGRP neighbors for process 50

H Address Interface  Hold Uptime  SRTT RTO Q Seq Type
(sec) (ms) Cnt Num

1 172.16.1.6 Et1/2 11 00:00:54 1 3000 0 2

0 172.16.1.1 Et1/0 12 00:00:54 1 3000 0 2

5. £ R2 ERCEFSBOAM . HTRIESNERMES, BCEW T

R2(config)#ip route 0.0.0.0 0.0.0.0 192.168.10.2
R2 (config) #
R2#ping 192.168. 1. 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 4/43/92 ms
R2#

6+ B R2 A Akt i s s, ol FICRCE TR i, DA AT DU R

9
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Vi) ANES, (2 P ERIN RT A RS i phas th Tol /b el DIRIEIEVT RIS R
WIRT RL B e 00 % e R AL ) A S ping IR ] 45

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 2 subnets

@ 172.16. 1. 4 [90/284160] via 172.16.1.2, 00:06:40, FastEthernet0/1
C 172.16.1.0 is directly connected, FastEthernet0/1 ‘ 7777777777777777777777
R1#

Rl#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

R1#

Rb#show ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 2 subnets

C 172.16. 1.4 is directly connected, Ethernetl/1
D 172.16. 1.0 [90/307200] via 172.16.1.5, 00:12:15, Ethernetl/1
R5#

R5#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

R5#
Ty TRV, T EEAE RL ORI RS B 1 L0 B — 4590 ) R2 % i1 4% (0 i AR
B HBIR], R s

R1(config)#ip route 0.0.0.0 0.0.0.0 172.16.1.2
Rl (config)#exit

Rl#tshow ip route

Gateway of last resort is 172.16.1.2 to network 0.0.0.0

10
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| #kyE [stanleyld]: PR

R H R B MR 2% 2%
H.

#tyE [stanleyl5]: T RL
/> BRI 25 6, P
I R1 JEv%v [ 2R 4%

| #itiE [stanleyl6]: PR

FH A RS B 2 T AR 1) 17

.
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172.16.0.0/30 is subnetted, 2 subnets

D 172.16.1.4 [90/284160] via 172.16.1.2, 00:09:19, FastEthernet0/1

C 172.16.1.0 is directly connected, FastEthernet0/1

Sk 0.0.0.0/0 [1/0] via 172.16.1.1 777777777777777777777777777777777777777 -] #it¥E [stanleyl7l: ARIH
R1# T2 BB AT P S ER A %
Rl#ping 192.168.1.1 .

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

ey -~ | #iE [stanleyl8l: H+C

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/71/92 ms ZILINTEE T AR H, AT

R1# DLSEIN R AT B 1) 148 0
%o

R5(config)#ip route 0.0.0.0 0.0.0.0 172.16.1.5

R5 (config) #texit

R5#

R5#show ip route

Gateway of last resort is 172.16.1.5 to network 0.0.0.0

172.16.0.0/30 is subnetted, 2 subnets

C 172.16.1.4 is directly connected, Ethernetl/1

D 172.16.1.0 [90/307200] via 172.16.1.5, 00:13:57, Ethernetl/1
S  0.0.0.0/0 [1/0] via 172.16.1.5

R5#

R5#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/53/64 ms
R5%

8+ M LIICE, ez U R gn Py v it ph s G B BN B b 95 1 HH i ph e R2 B
AR LRAI S 14 28 TRV TR R 1R e (E2 ISR AR 4% BR AR BB R 2 Y, RAT
THRERSSKAESE, WaBHEFEY. ik, SUCRITBAMLSEmS, ik
R2 i rh 5% B 30 A 1) 1A B IEE 75 BROA B o

+ K6 R1AIRS R SERARS B INBR A, & RLAIRS (BRI Wk Pros:

R1(config)#no ip route 0.0.0.0 0.0.0.0 172.16.1.2
Rl (config)#exit
R1#
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Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 2 subnets

D 172.16. 1.4 [90/284160] via 172.16.1.2, 00:19:02, FastEthernet0/1
C 172.16.1.0 is directly connected, FastEthernet0/1
R1#

Rl#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

R1#

R5 (config)#no ip route 0.0.0.0 0.0.0.0 172.16.1.5
R5(config)#exit

R5#

R5#tshow ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 2 subnets

C 172.16. 1.4 is directly connected, Ethernetl/1
D 172.16.1.0 [90/307200] via 172.16.1.5, 00:19:42, Ethernetl/1
R5#

R5#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

R5#

10, 7 R2 LECEEIAMES, BCEW FR:

R2 (config) #router eigrp 50

R2 (config-router)#network 192.168. 10.0

R2 (config-router)#Hexit

R2 (config)#ip default-network 192.168. 10.0
R2(config)#exit

R2#show ip route

12
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Gateway of last resort is 192.168.10.2 to network 0.0.0.0

* 192. 168. 10.0/24 is variably subnetted, 2 subnets, 2 masks
Ds 192.168.10.0/24 is a summary, 00:00:53, Nulld
C 192.168.10.0/30 is directly connected, Ethernetl/1
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
172.16.1.4/30 is directly connected, Ethernetl/2
D 172.16.0.0/16 is a summary, 00:22:22, NullO
172.16.1.0/30 is directly connected, Ethernetl/0
S 0.0.0.0/0 [1/0] via 192.168.10.2
R2#

11, &4 RL MRS B hias R ik, Jf H2ulus i Sh R 45 .

Rl#tshow ip route
Gateway of last resort is 172.16.1.2 to network 192.168.10.0

D+ 192.168.10.0/24 [90/284160] via 172.16.1.2, 00:02:03, FastBthernet0/1]
172.16.0.0/30 is subnetted, 2 subnets

D 172.16. 1.4 [90/284160] via 172.16.1.2, 00:02:04, FastEthernet0/1
C 172.16.1.0 is directly connected, FastEthernet0/1
R1#

Rl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 48/105/188 ms
R1#

R5#show ip route

Gateway of last resort is 172.16.1.5 to network 192.168.10.0

Dk 192.168.10.0/24 [90/307200] via 172.16.1.5, 00:04:15, Ethernetl/1
172.16.0.0/30 is subnetted, 2 subnets

C 172.16.1.4 is directly connected, Ethernetl/1
D 172.16. 1.0 [90/307200] via 172.16.1.5, 00:04:19, Ethernetl/1
R5#

R5#ping 192.168. 1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 76/87/96 ms
R5#

12, i ip default-network x4 ] LA 2508 /b P I 4 iC AT 55 AN i i 22
HEMZ ip default-network HARHERIAMELS, @BCKH ERML . W R AEH
ToHEM L%, AT feos H LG MR RE 1) 0]

38, SLRTEM .
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MIMIIT
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CCNP Lab Manual

Lab 3. Manually Summarizing EIGRP Routes

S0 H -
1. PRAAE EIGRP [ H shil A S o
2. H4& EIGRP [\ T L Al R 45 I BCE vk o

B RN SE

Manually Summarizing EIGRP Routes

192.168.0.1/24
EIGRP 50 192.168.1.1/24
192.168.2.1/24
192.168.2.1/24

172.16.1.1/320

10.1.0.1/24
10.1.1.1/24
10.1.2.1/24

’ Fao/0\ e
‘_ 10.1.3.1/24 172.16.1.10/ 20 =)

R

10.1.16.1/24
10.1.17.1/24
10.1.18.1/24

‘ 10.1.19.1/24
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

THYE
2. HE &G 221 EIGRP P, I HASEH A Bh 4.

3. fER2 _LAEH] ping MAMIZe i, 2P R2 B HARTCIE ping HBER HI4% R4

PrEER 10. 1.X. 0/24 METFM. W1 K

R2#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/46/92 ms
R2#

R2#ping 10.1.16.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.16.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
R2#
R2#ping 10.1.17.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.17.1, timeout is 2 seconds:
U.U.U

Success rate is 0 percent (0/5)

R2#

4, BHE R2 Bk 2

R2#show ip route
Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets
172.16. 1.8 [90/307200] via 172.16.1.6, 00:06:25, Ethernetl/l
172.16.1.4 is directly connected, Ethernetl/1
172.16.1.0 is directly connected, Ethernetl/0
10.0.0.0/8 [90/409600] via 172.16.1.1, 00:06:09, Ethernetl/d
192. 168.0.0/24 [90/409600] via 172.16.1.6, 00:06:25, Ethernetl/1
192.168.1.0/24 [90/409600] via 172.16.1.6, 00:06:25, Ethernetl/1
192. 168.2.0/24 [90/409600] via 172.16.1.6, 00:06:25, Ethernetl/1

o o o T o o o
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D 192. 168.3.0/24 [90/409600] via 172.16.1.6, 00:06:25, Ethernetl/1
R2#

5. A R2 i i & 1040 M A A -

RZﬂshow ip eigrp topology all*linki

IP-EIGRP Topology Table for AS(50)/ID(172.16.1.5)

Codes: P - Passive, A — Active, U — Update, Q — Query, R — Reply

r — Reply status

P 10.0.0.0/8, 1 successors, FD is 409600, serno 3
via 172.16.1.1 (409600/128256), Ethernetl/0
via 172.16.1.6 (435200/409600), Ethernetl/1 L
P 192.168.0.0/24, 1 successors, FD is 409600, serno 4
via 172.16.1.6 (409600/128256), Ethernetl/1
P 192.168.1.0/24, 1 successors, FD is 409600, serno 5
via 172.16.1.6 (409600/128256), Ethernetl/l
P 192.168.2.0/24, 1 successors, FD is 409600, serno 6
via 172.16.1.6 (409600/128256), Ethernetl/l
P 192.168.3.0/24, 1 successors, FD is 409600, serno 7
via 172.16.1.6 (409600/128256), Ethernetl/l
P 172.16.1.8/30, 1 successors, FD is 307200, serno 8
via 172.16.1.6 (307200/281600), Ethernetl/1
P 172.16.1.4/30, 1 successors, FD is 281600, serno 2

via Connected, Ethernetl/1

P 172.16.1.0/30, 1 successors, FD is 281600, serno 1
via Connected, Ethernetl/0

R2#

6. T R2 TGk ping BEEHAY R4 TR 10, 1.X. 0/24 M4 LR Z: RI
KRG JE T HRMILT, HAM AR B2 b 7 9 ) M 2% F 30T . 1T R4
H)E TERMI, Ba RUMBAFEMSIE. Bk R2 S AARIHE T, WA
ARV B e, B 10.°0.0.0/8 P4t F o BT~ R2 7R LLIR T P 4% % 1) T AT E 5
Jo, JERETRUING FD (A th, BRI RL GBS 10. 0.0 0/8 VS o T 2008 T
AN RN R b SLSZECIE AR, FEASE B chik B, TR A8
[ ek AN B A 3R 0 1 A o D PR B0

T 4 THRYEC R, FFEAE RL A R B AR, MR T DI M. B
BHUR:

R1 (config) #router eigrp 50

Rl(config—router)#ho auto—summary{
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R1 (config-router)#exit

R1(config)#

Rl (config)#interface fastEthernet 0/1

R1(config-if)#ip summary-address eigrp 50 10.1.0.0 255.255.252. 0
Rl (config-if) Hexit

R1(config) #exit

R4 (config) #router eigrp 50

R4 (config-router)#no auto—summary

R4 (config-router)fexit

R4 (config)#

R4 (config)#interface fastEthernet 0/0

R4 (config-if)#ip summary-address eigrp 50 10.1.16.0 255.255.252.0
R4 (config-if) Hexit

R4 (config) #exit

8. FHRAR R2 M.

R2#show ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets

D 172.16. 1.8 [90/307200] via 172.16.1.6, 00:21:08, Ethernetl/1
C 172.16.1.4 is directly connected, Ethernetl/1
C 172.16.1.0 is directly connected, Ethernetl/0

10.0.0.0/22 is subnetted, 2 subnets
10. 1..0.0 [90/409600] via 172.16.1.1, 00:03:13, Ethernetl/0
10.1.16.0 [90/435200] via 172.16.1.6, 00:01:02, Ethernetl/1 |
192. 168.0.0/24 [90/409600] via 172.16.1.6, 00:21:08, Ethernetl/l
192.168. 1. 0/24 [90/409600] via 172.16.1.6, 00:21:08, Ethernetl/1
192. 168.2.0/24 [90/409600] via 172.16.1.6, 00:21:08, Ethernetl/l
192.168. 3.0/24 [90/409600] via 172.16.1.6, 00:21:08, Ethernetl/l

o O O o o o

R2#

9. PR ping iy 2 HHIA M2 ] I8V

R2#ping 10.1.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.0.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 16/69/145 ms
R2#ping 10.1.1.1

Type escape sequence to abort.

18
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Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/44/64 ms
R2#ping 10.1.16.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.16.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 60/97/140 ms

R2#ping 10.1.17.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.17.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/93/149 ms

R2#

10, FFIXEE R2 % H#

R2#show ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets

D 172.16.1.8 [90/307200] via 172.16.1.6, 00:23:45, Ethernetl/1
C 172.16.1.4 is directly connected, Ethernetl/1
C 172.16.1.0 is directly connected, Ethernetl/0

10.0.0.0/22 is subnetted, 2 subnets
D 10.1.0.0 [90/409600] via 172.16.1.1, 00:05:49, Ethernetl/0
D 10.1.16.0 [90/435200] via 172.16.1.6, 00:03:38, Ethernetl/1
b 192. 168. 0. 0/24 [90/409600] via 172.16.1.6, 00:23:45, Ethernetl/1
D 192.168. 1. 0/24 [90/409600] via 172.16. 1.6, 00:23:45, Ethernetl/l
D 192. 168.2.0/24 [90/409600] via 172.16.1.6, 00:23:45, Ethernetl/1
D 192. 168. 3. 0/24 [90/409600] via 172.16. 1.6, 00:23:45, Ethernetl/l ‘ 77777777777777
R2#

11, 4 T ReNEH R p b B R R/, v LUE T EIGRP X 192. 168. X. 0/24
[ C KM M M T T L iR, BRI EW T

R3 (config) #router eigrp 50
R3(config*router)#%o autO*summaryL 777777777777777777777777777777777777777
R3 (config-router)#exit

R3 (config)#

R3 (config)#interface ethernet 1/1

R3(config-if)#ip summary-address eigrp 50 192.168.0.0 255.255.252.0

R3(config-if)#exit

19
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R3 (config)#

R3(config)#inter ethernet 1/0

R3 (config-if)#ip summary-address eigrp 50 192.168.0.0 255.255.252.0
R3 (config-if)#exit

R3 (config)#

12, A& R4 F1R2 [FI8% HH %

R4#tshow ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets

C 172.16.1.8 is directly connected, FastEthernet0/0
D 172.16. 1.4 [90/284160] via 172.16.1.9, 00:02:41, FastEthernet0/0
D 172.16. 1.0 [90/309760] via 172.16.1.9, 00:02:23, FastEthernet0/0

10.0.0.0/8 is variably subnetted, 6 subnets, 2 masks

D 10.1.0.0/22 [90/437760] via 172.16.1.9, 00:02:23, FastEthernet0/0

C 10.1.19.0/24 is directly connected, Loopback0

C 10.1.18.0/24 is directly connected, Loopback0

C 10.1.17.0/24 is directly connected, Loopback0

D 10. 1. 16.0/22 is a summary, 00:03:33, NullO

C 10.1.16.0/24 is directly connected, Loopback0

b 192. 168. 0. 0/22 [90/156160] via 172.16.1.9, 00:02:41, FastEthernetO/q 777777777777

R2#show ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets

D 172.16.1.8 [90/307200] via 172.16.1.6, 00:02:54, Ethernetl/1
C 172.16.1.4 is directly connected, Ethernetl/1
C 172.16.1.0 is directly connected, Ethernetl/0
10.0.0.0/22 is subnetted, 2 subnets
D 10.1.0.0 [90/409600] via 172.16.1.1, 00:16:13, Ethernetl/0

D 10.1.16.0 [90/435200] via 172.16.1.6, 00:02:54, Ethernetl/l
D 192.168.0.0/22 [90/409600] via 172.16.1.6, 00:02:54, Ethernetl/1]
R2#

13 A ping fy- M A Rt

R2#ping 192.168.0. 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is 2 seconds:
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1/28/60 ms

Success rate is 100 percent (5/5), round-trip min/avg/max

R2#

R4#tping 192.168. 1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/37/48 ms
R4#

14, R ARSI AT LA, BAR EIGRP 1) [E shiL s fe s Ay W0 4l & w7 kA4, (H
AT TP T IR o o SR BIRERE I 7 R, 0 RE 2Nl B Bl
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Lab 4. Configuring EIGRP Unequal-Cost Paths

SEI0 H K-

1. %42 EIGRP [IANSEM S 4 IR 45

2. %48 EIGRP [ metric {HA& 7%,

3. #9472 EIGRP #J AD. FD. FC. Successor. FS HE%&.

P R ENSE

Configuring EIGRP Unequal-Cost Paths

EIGRP 50

I 192.168.1.1/24
! / "
172.16.1.1/30 172.16.1.6/30 —
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1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.

2. fE=E B INEE BEIGRP A6 R Y% 5 N 50.

3. WLEER1 FIik R3 1) 192. 168. 1. 0/24 L4111 1

Rl#tshow ip route

172.16.0.0/30 is subnetted, 3 subnets

C 172.16.1.8 is directly connected, FastEthernet0/0

D 172.16.1.4 [90/2172416] via 172.16.1.10, 00:00:11, FastEthernet0/0

C 172.16.1.0 is directly connected, Seriall/l

D h92.168.140/24 [90/156160] via 172416.14IOLtiEQQQEIl7E@g§ﬁ}hg;qe}9/p 777777777777
R1#

4. AT PR ERE, FEEFRAEH Bk 172,16, 1.2 (EEHr, RIAEH
Tihh—%% metric fEANHHSE 1% AR AT £ 3

5. WURT A J1Ah— 2k At IR 220k R2 Bl R1 SJIA 192, 168. 1. 0/24 M
IAIAT gk (FS), AR FS, W52 AL nl 47 4544 (FO)

6. 7& Rl L& F EIGRP [ 4h4, BAT I R2 HILAE RL (r4h et

Rl#tshow ip eigrp 50 topology

F 192. 168. 1. 0/24, 1 successors, FD is 156160
via 172.16.1.10 (156160/128256), FastEthernetO/q
P 172.16.1.8/30,
via Connected, FastEthernet0/0

1 successors, FD is 28160

7. BETENHIENE.

Rl#tshow ip eigrp 50 topology all-links

P 192.168.1.0/24, FD is 156160,
via 172.16.1.10 (156160/128256), FastEthernet0/0
via 172.16.1.2 (2809856/2297856), Seriall/l]

1 successors, serno 6

8+ Ik FC(RIAT4AF) 223K

AD of secondary-best route < FD of best route(Successor) = Feasible Successor

S EENVIBIEGE

R2 #iX 192.168.1.0 %45/ Distance < 156160
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9. MCE R2 ) EIGRP [ &, s R2 ik R1 (KA 4T )54k o

R2#configure terminal

R2 (config) #interface serial 1/1
R2 (config-if) #bandwidth 10000000
R2 (config—if)#delay 10

R2 (config) #texit

10. &F Rl B 3.

Rl#show ip eigrp topology all-links

P 192.168.1.0/24, 1 successors, FD is 156160, serno 6
via 172.16.1.10 (156160/128256), FastEthernet0/0
‘Via 172.16. 1.2 (2300416/130816), Seriall/l{

11, #FEa A NECE R1 A EIGRP ff) variance {H.

FD of FS route < FD of best route(Successor) * Varince

LS T AW E R

2300416 < 156160 * x

x=14.73

12, I TWRER, 464t Rl _FECE variance {H N 14, MK HE.

R1 (config)#router eigrp 50

Rl (config-router)#variance 14

R1 (config-router)#exit

Rl (config)#exit

Rl#clear ip router *

Ri#tshow ip route

C 172.16.1.0 is directly connected, Seriall/l

D 192.168.1.0/24 [90/156160] via 172.16.1.10, 00:00:00, FastEthernet0/0 |

R1#

13, # R1 [f) variance {HAEMCN 15 J5, MEHHK,

R1 (config) #router eigrp 50

R1 (config-router)#tvariance 15
Rl (config-router)#Hexit

Rl (config)#exit

Rl#iclear ip router *

Rl#tshow ip route

C 172.16.1.0 is directly connected, Seriall/l
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|y [stanley36]: iEid1E
2 R2 F3k R3 f R F)7H 98
HIEIR, itk R2 £k

192. 168. 1. 0/24 ¥ P 45 1) FD
AN,

MAETE r1 EEIRAN AD.

| #yE [stanley37]: dhif,
Rl B4HE R2 82 H B
AT G4k o

_ -~ | #kiE [stanley38]: W& A
14 1, ANReil EANEM 14
1.
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D 192.168.1.0/24 [90/156160] via 172.16.1.10, 00:00:01, FastEthernet0/0

‘[90/2300416} via 172.16. 1.2, 00:00:01, Seriall/l‘ 77777777777777
R1#
14\ QQ’L‘L%&O

25
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#tyE [stanley39]: WEIE
Tl variance i )5, At
78 A TEAF IR AN SAN 1 4 47 2
A% H o
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Lab 5. Configuring EIGRP Authentication

S0 H -
1. PRf#E EIGRP [ E R
2. H4& EIGRP MANEMICLE -

R ENSE

Configuring EIGRP Authentication

EIGRP 50
172.16.1.9/20 172.16.1.10/20
51/1 S1/0
10.1.1.1;24M 193.168.1.1/24
i, i,
— —
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

k.
2. {E S N E EIGRP A RS %5 4 50.
3. BERL 5 R2 M HER.

Rl#tshow ip route

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.8/30 is directly connected, Seriall/l

D 172.16.0.0/16 is a summary, 00:00:37, NullO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 10.1.1.0/24 is directly connected, Loopback0

D 10.0.0.0/8 is a summary, 00:00:37, NullO

b 192.168. 1. 0/24 [90/2297856] via 172.16.1.10, 00:00:09, Seriall/ﬂ
R1#

_ -~ | #ikyE: [stanley40]: MR22#

> 2 ¥ 8%

R2#show ip route
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.8/30 is directly connected, Seriall/0

D 172.16.0.0/16 is a summary, 00:00:53, NullO

D 10.0.0.0/8 [90/2297856] via 172.16.1.9, 00:00:51, Seriall/0
C 192.168.1.0/24 is directly connected, Loopback0

R2#

4. BCE RL Y EIGRP tAiE.

Rl#configure terminal
Rl(config)hkey chain edurainboﬂ
Rl(config*keychain)ﬁkey IL
Rl(config—keychain—key)@key—string cisco
R1 (config—keychain—key) #exit

R1 (config-keychain) #exit

Rl (config)#

Rl (config)#interface serial 1/1
Rl(config—if)ﬁip authentication key—chain eigrp 50 edurainbow{
Rl(configfif)ﬁip authentication mode eigrp 50 mdﬂ
R1 (config-if) #end

Rl (config)#

#yE [stanley4l]: @4
R M edurainbow [ 25 4H4H L
il

ity [stanley42]: QIEE%
A 1

H#yE [stanley43]: fiiE 2%
WA cisco

5. ATk clear ip route Ay 2 HEAT WIS B, IR B sl

6. & Rl 5 R2 e, Wik,

#itiE [stanley44]: 7E sl1/1
2 11 R A EIGRP 50 i Fi % i
MIE. i edurainbow £k
o

Rl#tshow ip route
C 172.16.1.8/30 is directly connected, Seriall/l
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#itiE [stanley45]: &HEIA
AEREAY md5 hnas 7. &)
S RTE AL RN
WRAE ey 4, W24
S LA S kAT A i
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D 172.16.0.0/16 is a summary, 00:00:16, NullO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 10.1.1.0/24 is directly connected, Loopback0

D 10.0.0.0/8 is a summary, 00:00:16, NullO

R1#

R2#show ip route

C 172.16.1.8/30 is directly connected, Seriall/0
D 172.16.0.0/16 is a summary, 00:02:53, NullO

C 192.168.1.0/24 is directly connected, Loopback0
R2#

PN R1 AN R2 ELZTGVA S > B0 5 it e o (% e () Pt T 38 R2 B e % R AL
S

#Mar 14 15:35:27. 343: %DUAL-5-NBRCHANGE: IP-EIGRP(0) 50: Neighbor 172.16.1.9 (Seriall/0) is

up: new adjacency
%Mar 14 15:35:29. 767: %DUAL-5-NBRCHANGE: TP-EIGRP(0) 50: Neighbor 172.16.1.9 (Seriall/0) is
down: Auth failurq

7TEE R2 MEEHER, BHTNIERN, R 5 R2 AR ¢ R M TGTE4ESr
R2#show ip eigrp 50 neighbors
IP-EIGRP neighbors for process 50

R2#
8. MC'E R2 [ EIGRP AF.
R2#

R2#configure terminal

R2 (config)#key chain edurainbow

R2 (config-keychain) #tkey 1

R2 (config-keychain—key) #key-string cisco

R2 (config-keychain-key) #exit

R2 (config-keychain) #exit

R2 (config) #

R2 (config) #interface serial 1/0

R2(config-if)#ip authentication key—chain eigrp 50 edurainbow
R2 (config-if) #ip authentication mode eigrp 50 md5
R2 (config-if) #exit

R2 (config)#exit

R2 (config)#

9. HIAILE R2 B ehids ESEOMIERIICE S, SERESIRGETRE R

“*Mar 14 15:46:04. 071: %DUAL-5-NBRCHANGE: IP-EIGRP(0) 50: Neighbor 172.16.1.9 (Seriall/0) is
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up: new adjacencﬁ 777777777777777777777777777777777777777777777777777 ‘4 -

AN, &A R2 AL )EZR, SR R1 4 R2 AR

R2#show ip eigrp 50 neighbors
IP-EIGRP neighbors for process 50

H Address Interface Hold Uptime  SRTT RTO Q Seq

(sec) (ms) Cnt Num
b 172.16. 1.9 Sel/0 11 00:01:17 28 200 O ﬂ 777777777777
R2#

|

10, O RUET RS he ), W% R 55 R2 B &A1

Rl#tshow ip route

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.8/30 is directly connected, Seriall/l

D 172.16.0.0/16 is a summary, 00:08:41, NullO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 10.1.1.0/24 is directly connected, Loopback0

D 10.0.0.0/8 is a summary, 00:08:42, NullO
b 192. 168. 1. 0/24 [90/2297856] via 172.16.1.10, 00:02:54, Seriall/ﬂ
R1#

R2#show ip route
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.16.1.8/30 is directly connected, Seriall/0
D 172.16.0.0/16 is a summary, 00:08:28, NullO
b 10.0.0.0/8 [90/2297856] via 172.16.1.9, 00:03:44, Seriall/OL
C 192.168.1.0/24 is directly connected, Loopback0

10, SEE5E K.
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itk [stanley47]: Fif2R
P Y T ) zavaN

#tyE [stanley48]: Rl &
%A R2 R4

#tyE [stanley49]: R1 EHr
RILT R2 A

#tyE [stanley50]: R2 %)
2 R1 I
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Lab 6. Understand EIGRP Query

SEIS H I

1. PEf# EIGRP )% th 58 B ALl .

2. %48 EIGRP ik 4.

3. AR stub ML E A A % R BRI ETGRP () A 7 [ .

P R ENSE

Understand EIGRP Query

10.1.1.1/24

/
172.16.1:1/30
51/1

172.16.1.2/30

EIGRP 50

s1/1
192.168.1.2/24 oo 172.16.1.5/30

51/0
172.16.1.6/30
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S0 R K

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

ik

2. fE= B HINCE EIGRP FIA RS~ A 50. A IRSER KA BRI E R1

FIEFR O
3. &FE Rl. R2 5 R3 ik EIGRP TAEIEH .

Rl#tshow ip route eigrp
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

D 172.16. 1. 4/30 [90/2681856] via 172.16.1.2, 00:01:20, Seriall/l
D 172.16.0.0/16 is a summary, 00:01:00, NullO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
D 10.0.0.0/8 is a summary, 00:00:59, NullO
R1#

R2#show ip route eigrp

D 10.0.0.0/8 [90/2297856] via 172.16.1.1, 00:01:16, Seriall/0

D 192.168. 1.0/24 [90/2172416] via 172.16.1.1, 00:01:21, Seriall/0
[90/2172416] via 172.16.1.6, 00:01:21, Seriall/1

R2#

R3#sh ip route eigrp

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
D 172.16.0.0/16 is a summary, 00:01:30, NullO
D 172.16.1.0/30 [90/2681856] via 172.16.1.5, 00:01:36, Seriall/0
D 10.0.0.0/8 [90/156160] via 192.168.1.1, 00:01:30, FastEthernet0/0
R3#

4, B3P R2 B 28, 1FH debug #iy 2 FREE EIGRP (15 357 .

RZﬂdebug eigrp fsm‘

EIGRP FSM Events/Actions debugging is on
RZﬂdebug eigrp packets query,

EIGRP Packets debugging is on
(QUERY)

5. 7F R1 B 2% A shutdown fiv4, TG loopback M2 1, AL 2% H4E

R1(config)#interface loopback 0
R1 (config—if)#shutdown

6 W %L R2 w8 1 TR S o

#Mar 15 22:03:26.091:  AS 50, Flags 0x0, Seq 127/192 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely

|

0/0
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#kyE [stanley5l]: R
eigrp M) dual &%k

#yE [stanley52]: ik
eigrp MEfIfL

#tyE: [stanley53]: Rl &)
10. 1. 1. 0/24 (A M4 % i
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#Mar 15 22:03:26. 095: DUAL: rcvquery: 10. 1. 1. 0/24 via 172. 16. 1. 1 metric 4294967295/4294967295,
RD is 2297856

#Mar 15 22:03:26.095: DUAL: Find FS for dest 10.1.1.0/24. FD is 2297856, RD is 2297856
#Mar 15 22:03:26.099: DUAL: 172.16. 1. 1 metric 4294967295/4294967295

#Mar 15 22:03:26.099: DUAL: 172.16. 1.6 metric 2300416/156160 found Dmin is 2300416
#Mar 15 22:03:26.099: DUAL: &end REPLY (R1/n1) about 10.1.1.0/24 to 172.16.1.1L
#Mar 15 22:03:26.099: DUAL: FT installed 10.1.1.0/24 via 172.16.1.6L 7777777777777777
#Mar 15 22:03:26.099: DUAL: Send update about 10.1.1.0/24. Reason: metric chg

#Mar 15 22:03:26.099: DUAL: Send update about 10.1.1.0/24. Reason: new if

*Mar 15 22:03:26. 147: EIGRP: ﬁeceived QUERY @QA§QPJ9ll/l,P?ﬁ,l??;lﬁ;l:@ 77777777777777
#Mar 15 22:03:26.151:  AS 50, Flags 0x0, Seq 144/194 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
0/0

#Mar 15 22:03:26. 155: DUAL: rcvquery: 10. 1. 1. 0/24 via 172. 16. 1. 6 metric 4294967295/4294967295,
RD is 2300416

#Mar 15 22:03:26.155: DUAL: Find FS for dest 10.1.1.0/24. FD is 2297856, RD is 2300416
#Mar 15 22:03:26.159: DUAL: 172.16. 1.6 metric 4294967295/4294967295

*Mar 15 22:03:26. 159: DUAL: 172.16. 1. 1 metric 4294967295/4294967295‘not found Dmin is |
4294967295

#Mar 15 22:03:26.159: DUAL: Peer total/stub 2/0 template/full-stub 2/0

#Mar 15 22:03:26.159: DUAL: Dest 10.1.1.0/24 entering active state

#Mar 15 22:03:26. 159: DUAL: Set reply—status table. Count is 2.

sMar 15 22:03:26.159: DUAL: Not doing split horizon

KMar 15 22:03:26.159: DUAL: Going from state 1 to state 3

#Mar 15 22:03:26. 171: EIGRP: Enqueueing QUERY on Seriall/l1 iidbQ un/rely 0/1 serno 148-148
#Mar 15 22:03:26. 175: EIGRP: Enqueueing QUERY on Seriall/1 nbr 172.16.1.6 iidbQ un/rely 0/0
peerQ un/rely 0/0 serno 148-148

#Mar 15 22:03:26.179: EIGRP: ﬁending QUERY on Seriall/l nbr 172.16.1.6L 77777777777777
#Mar 15 22:03:26.179:  AS 50, Flags 0x0, Seq 195/144 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
0/1 serno 148-148

#Mar 15 22:03:26.199: EIGRP: Enqueueing QUERY on Seriall/0 iidbQ un/rely 0/1 serno 148-148
#Mar 15 22:03:26.203: EIGRP: Enqueueing QUERY on Seriall/0 nbr 172.16.1.1 iidbQ un/rely 0/0
peerQ un/rely 0/0 serno 148-148

sMar 15 22:03:26.207: EIGRP: &ending QUERY on Seriall/0 nbr 172.16.1.ﬂ 77777777777777
#Mar 15 22:03:26.207:  AS 50, Flags 0x0, Seq 196/127 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
0/1 serno 148-148

#Mar 15 22:03:26. 215: DUAL: rcvreply: 10.1.1.0/24 via 172. 16. 1. 6 metric 4294967295/4294967295
sMar 15 22:03:26.219: DUAL: reply count is 2

#Mar 15 22:03:26.219: DUAL: Clearing handle 1, count now 1

#Mar 15 22:03:26. 267: DUAL: rcvreply: 10.1.1.0/24 via 172. 16. 1. 1 metric 4294967295/4294967295
#Mar 15 22:03:26.267: DUAL: reply count is 1

sMar 15 22:03:26.267: DUAL: Clearing handle 0, count now 0

#Mar 15 22:03:26.271: DUAL: Freeing reply status table

ity [stanley54]: &I
fs, BEHI% Rl R2 {fH]
172.16. 1. 6 fER F—Bk3k
10. 1. 1. 0/24 [ 45 o
HEZRF R Z R E
HER . F5E R3 MBStV
F35 10. 1. 1. 0/24 FINZ.

fitiE [stanleybb]: 2
172.16. 1. 6 (1) — Bkt 1 2

| i,

#tyE [stanleyb6]: Bifi &k
F R3 A 10. 1. 1. 0/24
o9 285 5 FH

fitiE [stanley57]: Jovkik
F35% 10. 1. 1. 0/24 [f] s

#tvE [stanley58]: [ R3 %
FLATH 10. 1. 1. 0/24 P25 %
|

#kyE [stanley59]: [AIR1 K
FEATI 10. 1. 1. 0/24 (2% %
th

#Mar 15 22:03:26. 271: DUAL: Find FS for dest 10.1.1.0/24. FD is 4294967295, RD is 4294967295
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AR, WCURIILA 4 B, 52 AN r=4 4 MalEA . nRAEsE
B I, A ETGRP (M4 nf A2 1850+ A E S i, B4 an S s B A
W25 A, AT AT LS | R AN I 2 = A K I E v R . T DK T 38 X FE 1Y
Mg, wTLUER ip summary ay2 8% stub Sk THC & EIGRP, PR EIGRP
GRTINERRER

7. B F|R1AIRS B ERCE .
R1 (config)#interface loopback 0
R1(config-if)#no shutdown

Rl (config)#interface serial 1/1
R1(config-if)#ip summary-address eigrp 50 10.0.0.0 255.0.0.0

R3 (config)#interface serial 1/0
R3(config-if)#ip summary-address eigrp 50 10.0.0.0 255.0.0.0

8. M EL R2 5 R3 2, HiiAC 24215 10. 1. 1. 0/24 (ML H .

R2#show ip route eigrp

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

D 172.16.0.0/16 [90/2684416] via 172.16.1.1, 00:15:27, Seriall/0
10.0.0.0/24 is subnetted, 1 subnets
D 10. 1. 1.0 [90/2297856] via 172.16.1.1, 00:00:27, Seriall/0

D 192.168.1.0/24 [90/2172416] via 172.16.1.1, 00:15:09, Seriall/0
[90/2172416] via 172.16.1.6, 00:15:09, Seriall/l

R2#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/78/104 ms

R2#

R3>show ip route eigrp

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

D 172.16.0.0/16 is a summary, 00:15:43, NullO

D 172.16.1.0/30 [90/2172416] via 192.168.1.1, 00:15:43, FastEthernet0/0
10.0.0.0/24 is subnetted, 1 subnets

D 10.1. 1.0 [90/156160] via 192.168.1.1, 00:00:57, FastEthernet0/0

R3>

R3>ping 10.1.1.1
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|y [stanley60]: WoH

loopback0 [1)4% 1

| #yE [stanley6l]: HEATF

P

| #kyE: [stanley62]: #HEAT 1

P
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/62/96 ms
R3>

9. 7F Rl I HH#% I, TI& shutdown $f loopback0 821, [AIR W% R2 1) debug &
/%\0

#Mar 15 22:11:17.871:  AS 50, Flags 0x0, Seq 135/207 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
0/0

#Mar 15 22:11:17.875: DUAL: dest(10.1.1.0/24) not active

#Mar 15 22:11:17. 875: DUAL: rcvquery: 10. 1. 1. 0/24 via 172. 16. 1. 1 metric 4294967295/4294967295,
RD is 4294967295

#Mar 15 22:11:17.879: DUAL: send REPLY(R1/nl) about 10.1.1.0/24 to 172.16.1.1

RD is 2297856
22:11:
22:11:
22:11:
22:11:
22:11:
22:11:
22:11:17.895:
*Mar 22:11:17.899:
#Mar 15 22:11:17.903:
0/0

#Mar 15 22:11:17.907: DUAL: dest (10.1.1.0/24) not active

#Mar 15 22:11:17.907: DUAL: revquery: 10. 1. 1. 0/24 via 172. 16. 1. 6 metric 4294967295/4294967295,
RD is 4294967295
#Mar 15 22:11:17.911:
#Mar 15 22:11:17.951
15 22:11:17.955:
15 22:11:18.015:
15 22:11:18.015:
#Mar 15 22:11:18.019:
#Mar 15 22:11:18. 023:
0/0

#Mar 15 22:11:18. 027: DUAL: rcvquery: 10.0.0.0/8 via 172. 16. 1. 6 metric 4294967295/4294967295
RD is 2300416

#Mar 15 22:11:18.027: DUAL: Find FS for dest 10.0.0.0/8. FD is 2297856, RD is 2300416
#Mar 15 22:11:18.031: DUAL: 172.16. 1.6 metric 4294967295/4294967295 not found Dmin is
4294967295

17.
17.
17.
17.
17.
17.

883:
883:
887:
887:
891:
895:

DUAL:
DUAL:
DUAL:
DUAL:
DUAL:

*Mar Find FS for dest 10.0.0.0/8. FD is 2297856, RD is 2297856
172.16. 1. 1 metric 4294967295/4294967295
172.16. 1.6 metric 2300416/156160 found Dmin is 2300416
send REPLY(R1/nl) about 10.0.0.0/8 to 172.16. 1.1
RT installed 10.0.0.0/8 via 172.16.1.6
DUAL: Send update about 10.0.0.0/8.
DUAL: Send update about 10.0.0.0/8.
ETIGRP: Received QUERY on Seriall/l nbr 172.16.1.6f |

AS 50, Flags 0x0, Seq 154/208 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely

*Mar
*Mar
*Mar
*Mar
*Mar Reason: metric chg

*Mar Reason: new if

DUAL:
DUAL:
DUAL:
DUAL:
DUAL:

send REPLY (R1/n1) about 10.1.1.0/24 to 172.16.1.6
Removing dest 10.1.1.0/24, nexthop 172.16.1.1
Removing dest 10.0.0.0/8, nexthop 172.16.1.1
Removing dest 10.1.1.0/24, nexthop 172.16.1.6
Flushing dest 10.1.1.0/24

*Mar
*Mar

*Mar No routes.

AS 50, Flags 0x0, Seq 157/212 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
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BeAWEERIC RIS
T T SRR TR A
1.

| #tiE [stanley65]: R3 #rif]
10. 1. 1. 0/24 19 2% 1%

#kiE [stanley66]: R3 Arif]
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ST R BT AR T

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

#Mar 15 22:11:18.031: DUAL: Peer total/stub 2/0 template/full-stub 2/0

#Mar 15 22:11:18.035: DUAL: Dest 10.0.0.0/8 entering active state.

sMar 15 22:11:18.035: DUAL: Set reply-status table. Count is 1.

#Mar 15 22:11:18.039: DUAL: Doing split horizon on Seriall/1

sMar 15 22:11:18.039: DUAL: Going from state 1 to state 3

#Mar 15 22:11:18.047: EIGRP: Enqueueing QUERY on Seriall/l iidbQ un/rely 0/1 serno 161-161
#Mar 15 22:11:18.051: EIGRP: Enqueueing QUERY on Seriall/0 iidbQ un/rely 0/1 serno 161-161
#Mar 15 22:11:18.051: EIGRP: Enqueueing QUERY on Seriall/1 nbr 172.16.1.6 iidbQ un/rely 0/0
peerQ un/rely 0/0 serno 161-161

#Mar 15 22:11:18.055: EIGRP: Enqueueing QUERY on Seriall/0 nbr 172.16.1.1 iidbQ un/rely 0/0
peerQ un/rely 0/0 serno 161-161

#Mar 15 22:11:18.063: EIGRP: ﬁending QUERY on Seriall/0 nbr 172.16.1.1L 77777777777777 -~ | #ityE [stanley67]: [R17x
#Mar 15 22:11:18.063:  AS 50, Flags 0x0, Seq 214/135 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely 1 10. 0. 0. 0/8 HI#& o

0/1 serno 161-161

#Mar 15 22:11:18.119: DUAL: dest(10.0.0.0/8) active

sMar 15 22:11:18. 119: DUAL: rcvreply: 10.0.0.0/8 via 172. 16. 1. 1 metric 4294967295/4294967295
sMar 15 22:11:18.123: DUAL: reply count is 1

#Mar 15 22:11:18.123: DUAL: Clearing handle 0, count now 0

#Mar 15 22:11:18.123: DUAL: Freeing reply status table

#Mar 15 22:11:18.123: DUAL: Find FS for dest 10.0.0.0/8. FD is 4294967295, RD is 4294967295

found

#Mar 15 22:11:18.127: DUAL: send REPLY(R1/nl) about 10.0.0.0/8 to 172.16.1.6
#Mar 15 22:11:18.131: DUAL: Removing dest 10.0.0.0/8, nexthop 172.16.1.1
sMar 15 22:11:18.131: DUAL: Going from state 3 to state 1

#Mar 15 22:11:18.171: DUAL: Removing dest 10.0.0.0/8, nexthop 172.16.1.6
#Mar 15 22:11:18.171: DUAL: No routes. Flushing dest 10.0.0.0/8

RO EI R, AT UL, A& A 2 kT 100 1.1..0/24 1M 254
. B 3AEHEBTFERE TICEE. RLA RS #iff 10.0.0.0/8 [IML ™
Ao

10, 4 T RERSAIIE AR P AR ) 8. JRATTAE R2 L EIGRP stub HRFHE. BARH
15 7] % H 2% R2 X1 10. 0. 0. 0/8 1 9 45 4% 1 -

R2 (config) #router eigrp 50
R2(config*router)#kigrp stubL -~ | #itiE [stanley68]: [LE R2

11 7F RL 8{J2 R2 (AT — B th48 FESBARR R, WA TR AT

Rl#tshow ip eigrp neighbors detail
IP-EIGRP neighbors for process 50

H Address Interface Hold Uptime  SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 172.16.1.2 Sel/1 12 00:01:01 216 1296 0 220

Version 12.3/1.2, Retrans: 0, Retries: 0
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Stub Peer Advertising ( CONNECTED SUMMARY ) Routeq
Suppressing queries

1 192.168.1.2 Fa0/0 14 01:09:11 75 450 0 159
Version 12.3/1.2, Retrans: 1, Retries: 0

R1#

12, PO R1 [ Toopback 0 FrU42 LG PR — Ik, W% R2 Bt #s 1 HE M

/%\ :

#Mar 15 22:22:31. 371: DUAL: rcvupdate: 10.0.0.0/8 via 172. 16. 1. 1 metric 4294967295/4294967295
#Mar 15 22:22:31.371: DUAL: Find FS for dest 10.0.0.0/8. FD is 2297856, RD is 2297856
*#Mar 15 22:22:31.375: DUAL: 172.16. 1. 1 metric 4294967295/4294967295

#Mar 15 22:22:31.375: DUAL: 172.16. 1.6 metric 2300416/156160 found Dmin is 2300416
#Mar 15 22:22:31.379: DUAL: Removing dest 10.0.0.0/8, nexthop 172.16.1.1

#Mar 15 22:22:31.383: DUAL: RT installed 10.0.0.0/8 via 172.16.1.6

#Mar 15 22:22:31.383: DUAL: Send update about 10.0.0.0/8. Reason: metric chg

#Mar 15 22:22:31.387: DUAL: Send update about 10.0.0.0/8. Reason: new if

#Mar 15 22:22:31. 587: DUAL: rcvupdate: 10.0.0.0/8 via 172. 16. 1. 6 metric 4294967295/4294967295
#Mar 15 22:22:31.587: DUAL: Find FS for dest 10.0.0.0/8. FD is 2297856, RD is 2300416
*Mar 15 22:22:31.591: DUAL: 172.16. 1. 6 metric 4294967295/4294967295 not found Dmin is
4294967295

#Mar 15 22:22:31.591: DUAL: Peer total/stub 2/0 template/full-stub 2/0

#Mar 15 22:22:31.595: DUAL: Dest 10.0.0.0/8 entering active state.

#Mar 15 22:22:31.595: DUAL: Set reply—status table. Count is 2.

sMar 15 22:22:31.595: DUAL: Not doing split horizon

#Mar 15 22:22:31.607: EIGRP: Enqueueing QUERY on Seriall/l iidbQ un/rely 0/1 serno 169-169
#Mar 15 22:22:31.607: EIGRP: Enqueueing QUERY on Seriall/0 iidbQ un/rely 0/1 serno 169-169
#Mar 15 22:22:31.611: EIGRP: Enqueueing QUERY on Seriall/l nbr 172.16.1.6 iidbQ un/rely 0/0
peerQ un/rely 0/0 serno 169-169

#Mar 15 22:22:31.615: EIGRP: Enqueueing QUERY on Seriall/0 nbr 172.16.1.1 iidbQ un/rely 0/0
peerQ un/rely 0/0 serno 169-169

#Mar 15 22:22:31.619: EIGRP: Sending QUERY on Seriall/l nbr 172.16. 1.6/
#Mar 15 22:22:31.623:  AS 50, Flags 0x0, Seq 226/169 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
0/1 serno 169-169

#Mar 15 22:22:31.627: EIGRP: $ending QUERY on Seriall/0 nbr 172.16.1.ﬂ
#Mar 15 22:22:31.627:  AS 50, Flags 0x0, Seq 227/148 idbQ 0/0 iidbQ un/rely 0/0 peerQ un/rely
0/1 serno 169-169

#Mar 15 22:22:31.711: DUAL: dest(10.0.0.0/8) active

#Mar 15 22:22:31. 715: DUAL: rcvreply: 10.0.0.0/8 via 172.16. 1. 1 metric 4294967295/4294967295
#Mar 15 22:22:31.715: DUAL: reply count is 2

gt ERCE R, Sk R2 BE gy, ASFERWENEAICT 10.1.1.0/24 1)
P28 IR AL . A 95T 10.0. 0. 0/8 TR 4% (19 A< M 2 460 % o2 o BRI FH ST
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AN E T AR
% FH A% A L e 4 1
.

_ | #yE [stanley70]: [JR17AF
i 10. 0. 0. 0/8 &% i

-~ | #tiE [stanley71]: [R2#
7 10. 0. 0. 0/8 4%
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ST stub AT AR B I STA CIRAS, RIS T BTGRP (193% Bl s nl
L, RAE ETGRP [P S AR 15 8] PR AT 4T,
13, SEH5E .
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MIMIIT
cisco

CCNP Lab Manual

Lab 7. Configuring Basic Multi Area OSPF and Area

Summary

SEIS HI:

v YR XK OSPF It & 5 k.
o DXAS R DR 3T % E

.« E4E OSPF [ VL B E

« H4E OSPF HIFEARHLE 4o

1
2
3
4

SR -
Configure Basic Multi Area OSPF and Area

Summary

Area 0

192.168.1.5/30
192.168:1.2/30 =y, 5177
ST ~

5P 192.168.1.9/30
Sl S1/1

192.168.1.10/ 30

s1/1 -
192.168.1.1/30 . - ==~ Area2

3 :g:i:;i;ﬁ o 3 172.16.1.1/24
- _4 . - m-&.n*_/

38

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

T
2. 7F R1 34T area 1 X35 OSPF [t &' »

R1(config)#router ospf 1

R (config-router)#network 10.1.2.0 0.0.0.255 area 1
R1 (config-router)#network 10.1.1.0 0.0.0.255 area 1
R1 (config-router)#network 192.168.1.0 0.0.0.3 area 1

R1 (config-router)#exit

3. fER2 bil4T areal 5 area2 [ [X 48340 5% tH#% (ABR) [#) OSPF Mt & .

R2 (config)#router ospf 1

R2 (config-router)#network 192.168.1.0 0.0.0.3 area 1
R2 (config-router)#network 192.168.1.4 0.0.0.3 area 0
R2 (config) #exit

-

4, ZR1 5 R2 BCE, SR 5 R4 L E
5. fEAF—#&has [, #5F OSPF 4FJE 4.

R2#show ip ospf neighbor

Neighbor 1D Pri State Dead Time Address Interface
192. 168. 1.9 1 FULL/ - 00:00:39 192. 168. 1. 6 Seriall/l
10. 1. 2.1 1  FULL/ - 00:00:37 192.168. 1. 1 Seriall/d
R2#

6. AF Rl M HER, WEILE X,

Rl#tshow ip route

Codes: C — connected, S — static, I — IGRP, R — RIP, M - mobile, B — BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA — OSPF inter area

N1 - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El - OSPF external type 1, E2 — OSPF external type 2, E — EGP

Gateway of last resort is not set
172.16.0.0/32 is subnetted, 2 subnets

0 IA 172.16. 1.1 [110/193] via 192.168.1.2, 00:02:23, Seriall/l

0 IA 172.16.2.1 [110/193] via 192.168.1.2, 00:02:23, Seriall/l L
10.0.0.0/24 is subnetted, 2 subnets

C 10.1.2.0 is directly connected, Loopbackl

C 10.1.1.0 is directly connected, Loopback0
192.168.1.0/30 is subnetted, 3 subnets

0 IA 192. 168. 1. 8 H110V192] via 192.168.1.2, 00:02:58, Seriall/l

C 192.168.1.0 is directly connected, Seriall/l
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#itiE [stanley74]: X150
[f) network

ity [stanley75]: R2 % H
WOLTNS RL 5 R3 #57
AJERFR.

#yE [stanley76]: HiE X
B % AT TA VAT
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TA=>0SPF inter area

ity [stanley77]: OSPF K
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0 IA 192.168. 1. 4 [IIOAIZSD via 192.168.1.2, 00:05:06, Seriall/l
R1#

7. BF R1 [ OSPF FE IR A S A .

Rl#tshow ip ospf database
OSPF Router with ID (10.1.2.1) (Process ID 1)

Wouter Link States (Area lﬂ

Link ID ADV Router Age Seqtt Checksum Link count
10.1.2.1 10.1.2.1 492 0x80000004 0x00C83F 4
192.168.1.5 192.168. 1.5 486 0x80000003 0x002BB5 2

Summary Net Link States (Area lﬂ

Link ID ADV Router Age Seq# Checksum
172.16.1. 1 192.168. 1.5 315 0x80000001 0x00CCCO
172.16.2. 1 192.168. 1.5 315 0x80000001 0x00C1CA
192.168. 1. 4 192.168. 1.5 479 0x80000001 0x00E33E
192.168.1.8 192.168. 1.5 350 0x80000001 0x003E9F
R1#

#iE [stanley781: OSPF Xif
T UL VAL cost fH.
Cost= 10°8 / Bandwidth
TR 2 sbAL
bandwidth JA & FR4EH 1
YA TR, T bosd
bandwidth fir & BEATE L.
Serial % BRI K7 56 4 T1
HlI 1. 544Mbps o

#tvE [stanley79]: 287 1
fJ LSA.

#itiE [stanley80]: 2574 3
[R5 LSA, il X 3k B f 8% £

8+ {ER1 AL ping fir4-#li A it i AT 2P

Rl#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 216/240/288 ms
R1#

9. & R4 1M (R A ospf MBEHIR S 2E .

R4#tshow ip route
172.16.0.0/24 is subnetted, 2 subnets
C 172.16.1.0 is directly connected, Loopback0
C 172.16.2.0 is directly connected, Loopbackl
10.0.0.0/24 is subnetted, 2 subnets
0 IA 10.1.2.0 [110/193] via 192.168.1.9, 00:15:14, Seriall/0
0 IA 10.1. 1.0 [110/193] via 192.168.1.9, 00:15:14, Seriall/0
192. 168.1.0/30 is subnetted, 3 subnets
C 192.168.1.8 is directly connected, Seriall/0
0 IA 192.168.1.0 [110/192] via 192.168.1.9, 00:15:14, Seriall/0
0 IA 192.168.1.4 [110/128] via 192.168.1.9, 00:15:14, Seriall/0
R4#
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R4#tshow ip ospf database

Router Link States (Area 2)

Link ID ADV Router Age Seq#t
172.16.2. 1 172.16. 2. 1 1223 0x80000004
192.168.1.9 192.168. 1.9 1224 0x80000002
Summary Net Link States (Area 2)
Link ID ADV Router Age Seq#t
10.1.1.0 192.168. 1.9 2 0x80000001
10.1.2.0 192.168. 1.9 2 0x80000001
192.168. 1.0 192.168. 1.9 1265 0x80000001
192.168. 1. 4 192.168.1.9 1265 0x80000001
R4#

OSPF Router with ID (172.16.2.1) (Process ID 1)

Checksum Link count
0x00B871 4
0x00EA2E 2

Checksum
0x00B586
0x00AA90
0x00766B
0x00CB52

- | #iE [stanley81]l: %T
area 1 P42 3 ) LSA.

FTLLUAHL R4 B 18557 ) 3 areal IR RARES M, HSZ, wLUERAE R2 (ABR)
LRTBARY areal (R HEA TR, JEREIC S n] DI 24K gl B R RIS, BRI

LSA ¥,
10~ FCE R2 M X IR M,

R2 (config) #router ospf 1
R2 (config-router) #‘area 1 range 10.1.0.0 255. 255. 0. OL

R2 (config-router)#exit

R2(config)#exit

11 FRRET R4 (R R AT B

R4#tshow ip route
172.16.0.0/24 is subnetted, 2 subnets
C 172.16.1.0 is directly connected, Loopback0
C 172.16.2.0 is directly connected, Loopbackl
10.0.0.0/16 is subnetted, 1 subnets

0 IA 10.1.0.0 [110/193] via 192.168.1.9, 00:00:32, Seriall/q

192.168.1.0/30 is subnetted, 3 subnets
C 192.168.1.8 is directly connected, Seriall/0

0 TA 192.168.1.0 [110/192] via 192.168.1.9, 00:18:36, Seriall/0
0 IA 192.168. 1.4 [110/128] via 192.168.1.9, 00:18:36, Seriall/0

R4#
R4#tshow ip ospf database

OSPF Router with ID (172.16.2.1) (Process ID 1)
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Link ID
172.16.2. 1
192.168.1.9

Link ID
10.1.0.0
192.168. 1.0
192.168. 1.4
R4#

Router Link States (Area 2)

ADV Router Age Seqtt Checksum Link count
172.16.2.1 6 0x80000005 0x00B672 4
192.168.1.9 13 0x80000004 0x00E630 2

Summary Net Link States (Area 2)

ADV Router Age Seq# Checksum
192.168. 1.9 29 0x80000001 oxo00CO7C |
192.168. 1.9 1325 0x80000001 0x00766B
192.168. 1.9 1325 0x80000001 0x00CB52

#tiF [stanley84]: Xf T
area 1 [ I —5M
3 1 LSA.

12, SERSER.
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MIMIIT
cisco

CCNP Lab Manual

Lab 8. Configuring OSPF in NBMA

K HK:
1. 42 NBMA R & OSPF (40 i 56 28 T 2R E Sl e 7 FK) P RH G BT i
2+ BEARIRE OSPF (145 AL SG ANIE L 2 25 OSPF FRIER A4 111 99 2% S8 R 36 s DR 1)

P R RN SE

Configuring OSPF in NBMA

PVC:204

.....................
.........
.....
-t
.

172.16.3.1/24

51/
- 192.168.1.2/24
PVC:02,,."

172.16.1.1/ =175 *FWEREhY
<, 192.168.1.1/24 it

PVCI103 "= 192.168.1.3/24

51/2
172.16.4.1/24

.t
-t

.
.
. .
e .
''''''''''
..............
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

T
2. HAd RI. R2 A RS (URCE IR

R1(config)#interface loopback 0

R1(config-if)#ip address 172.16. 1.1 255. 255, 255. 0
Rl(config—if)#ﬁp ospf network point-to-point L
Rl (config-if)#exit

R1(config)#

R1(config) #interface serial 1/2
R1(config-if)#ip add 192.168.1.1 255. 255. 255. 0
R1(config-if)#encapsulation frame-relay
Rl(config*if)#bo frame-relay inverse-arp
&1(config—if)#frame—relay map ip 192.168.1.2 102 broadcast
Rl (config-if) #frame-relay map ip 192.168.1.3 103 broadcast
Rl (config—if)#exit

Rl (config)#

R1 (config) #router ospf 1

R1(config-router)#network 192.168.1.0 0.0.0.255 area 0
R1 (config-router)#network 172.16.1.0 0.0.0. 255 area 0
Rl (config-router)#exit

Rl (config)#

#itiE [stanley85]: Fful
PR3 1 bk 45 OSPF 2% 3]
/32 (A=A LML .

1 fityE [stanley86]1: <Hlx

li] ARP,

| #kyE [stanley87]: KT

THURCE . % H 2R
BT (R Ak b 2
I HAEB I, R H
BROADCAST i, LA
Ak TT LSRR HR IR .

R2 (config) #interface loopback 0

R2(config-if)#ip address 172.16.3.1 255. 255. 255. 0
R2(config-if)#ip ospf network point—to—point

R2 (config-if)Hexit

R2 (config) #

R2 (config) #interface serial 1/2

R2 (config-if)#encapsulation frame-relay

R2 (config-if) #ip address 192.168. 1.2 255. 255. 255. 0

R2 (config-if)#no frame-relay inverse—arp

R2 (config-if)#frame-relay map ip 192.168.1.1 201 broadcast
R2 (config-if) #no shutdown

R2(config-if)#exit

R2 (config) #

R2 (config) #router ospf 1

R2 (config-router)#network 172.16.3.0 0.0.0. 255 area 0
R2 (config-router)#network 192.168.1.0 0.0.0.255 area 0
R2 (config-router)#exit

R2 (config)#
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R3 (config) #interface loopback 0

R3(config-if)#ip address 172.16.4.1 255. 255. 255. 0
R3(config-if)#ip ospf network point—to—point

R3 (config-if)Hexit

R3 (config)#

R3 (config) #interface serial 1/2

R3(config-if)#ip address 192.168. 1.3 255. 255. 255. 0

R3 (config-if) #encapsulation frame-relay

R3 (config-if) #no frame-relay inverse—arp

R3 (config-if) #frame-relay map ip 192.168.1.1 301 broadcast
R3 (config-if) #no shutdown

R3(config-if) #exit

R3 (config)#

R3 (config) #router ospf 1

R3 (config-router)#network 172.16.4.0 0.0.0. 255 area 0
R3 (config-router)#network 192.168.1.0 0.0.0.255 area 0
R3 (config-router)Hexit

R3(config)#

3. LFIC B 58 OSPF W5, #5F R1. R2 B R3 % 148 OSPF K141 )5 4%, 2 &I OSPF

(KI0 Ji KA B BT

Rl#tshow ip ospf neighbor

R1#

4, &5 R [f Seiral 1/2 $11 OSPF 15 K.

Rl#show ip ospf interface serial 1/2
Seriall/2 is up, line protocol is up
Internet Address 192.168.1.1/24, Area 0
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 172.16.1.1, Interface address 192.168.1.1
No backup designated router on this network
Timer intervals configured, Hello 30, Dead 120, Wait 120, Retransmit 5
oob—resync timeout 120
Hello due in 00:00:15
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 0, maximum is 0
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

#t7: [stanley88]: OSPF 2k
NS BT 4 IR U BlE
JARIR S, A 52 IS
JE75IB i1 BROADCAST (544

AR

R1#

45

http://pan_baidu.com/share/home?uk=2084365290&view=share#

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

5. il 4y #frn] LLA th, 500 OSPE BMSUANRE I OB 40 Js % 2R 1K) 32 22 J K 2, OSPF
FA N NBVMA () ISR AL, IS B34k I% OSPE 1)
HELLO ##& 6.

6. F LHECE R1 ¥ (A5 f¥) OSPF 4B )% K &

R1(config)#router ospf 1

Rl(config-router)#neighbor 192.168.1.2 | ki [stanleys9l: T Tk
R1 (config-router)#neighbor 192.168. 1.3 7€ OSPF [K41 JE, 4l B 5e 1t

T4 J5i, OSPF 4RI 3%k
R2 (config)#trouter ospf 1 AL S AL R R, AL
R2 (config-router)#neighbor 192.168.1.1 XA,

R3 (config)#router ospf 1
R3 (config-router)#neighbor 192.168.1.1

7. UECESERUE, REE10S ORI E R
FJun 18 15:36:16. 743: %0SPF-5-ADJCHG: Process 1, Nbr 172.16.4.1 on Seriall/2 from LOADING to
FULL, Loading DoneL | #E [stanley90]: 4fw5%

#Jun 18 15:36:16. 747: %0SPF-5-ADJCHG: Process 1, Nbr 172.16.3.1 on Seriall/2 from LOADING to ARBTG5 .
FULL, Loading Don

8. A Rl [MAL/EE:

Rl#tshow ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
172.16.3. 1 1 FULL/DROTHER 00:01:31 192.168. 1.2 Seriall/2
172.16.4. 1 1 FULL/DR 00:01:57 192.168. 1.3 Seriall/2
R1#

9. BT F LME Ik Ah, sz nl B804 OSPF iz 287, DUFE % 2% R
5 AEHIEIE OSPF (A E ¢ &, BLE LTI, WAES WAL, 156, B2
Bt B ) neighbor (T &45 no fi. AR5 FHAMAC & W T -

Rl (config)#interface serial 1/2

Rl(config-if)#ip ospf network broadcas§ | _ -~ | #itiE [stanley9l]: sHHIFT
R1(config-if)#exit HS1/2 [ 1 ) AL
10\ E%%ﬁu{%‘/%\: %DD

Rl#tshow ip ospf interface serial 1/2
Seriall/2 is up, line protocol is up

Internet Address 192.168.1.1/24, Area 0

Process ID 1, Router ID 172.16.1.1, Network Type BROADCAST, Cost: 64
Transmit Delay is 1 sec, State DR, Priority 1
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‘ R1#

11. Y& R1. R2 F1 R3 % H12%11) OSPF &f Jit 4«

Rl#show ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
172.16.3. 1 1 FULL/DROTHER 00:00:32 192.168. 1.2 Seriall/2
172.16.4. 1 1 FULL/DR 00:00:33 192.168. 1.3 Seriall/2
R1#

R2#tshow ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
172.16.1. 1 1 FULL/BDR 00:00:30 192.168. 1.1 Seriall/2
R2#

R3#tshow ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
172.16.1. 1 1 FULL/BDR 00:00:39 192.168. 1.1 Seriall/2
R3#

12, F4RL%E OSPF (AR, 2 RBAT i) -

R1 [ OSPF 4 JE3, 8 172.16.4. 1 4 DR, 172.16.3.1 & DROTHER, i H A
BDR.

R2 [/ OSPF 4R Jm ¢, #5H 172.16. 1.1 Jy BDR, 1 H .l DR,

R3 ) OSPF 4 4¢, F5H4 172.16. 1.1 2 BDR, 1 H T4 DR,

WL B 7R, ATRABEE A t DR A1 BDR K &R

DR R2
BOR R1
%—_ FrameRelay
— DR R3
DR R3 BDR R1
BDR R1

DROTHER | R2

S 1] B SR R R A Frame—Relay [P 25 40 JE2 PR, R3 7E5 R1 7EEAT
AR SRAIEERT, R3 HEAHIE MG IR R2 MIAEAE. [, R2 5 R1 BEH4TAIEN,
WANKIEE R3 [WAFEAE o BEI, 7E M2 iz 47 1 H S22 PN AS R Y OSPF 1 B VR R4 .
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13, T EIRHRE, eSS R, . R3 EHAM 172, 16. 4. 0/24
WA, R3 2xf) RLGE S LSA, R1ZEWCEIE LSA J5, RL FFANS ) R3 K,

FORPE, R1 WK R3 & DR K58 Rl 5 ). JLREST OSPF f) 22 B 1) 9 45 1) B
FRO . FAb: Wik R 172, 16.1..0/24 WMZSHAHT, R1 ERIAZ 1) DR s, B
i) R3 WA, A2y R2 @, A RLfE BDR, HFEZH LSA G@ 545 DR By,
1M HE F DROTHER FAH 5 /& 1 DR 58 i), i DR ) R3 7EHCE R1 &I LSA
Joi, R3SERR BIFRAA M R2 @A, KRB R3 FEANENIE M4 T R2 IAFEALE

14, BERPICRE R R, AT T RFRE 4% ) DR (KA1 4. BT OSPF BIPESE4
S DR FRIIE2E, PRSEZA 0 IX) OSPF FIBE B/ AN BERRA DR, HR5EZRR
A5 DR MR, ERIL OSPF (MIHE5EZ 0 1, AIUbHE R2 5 RS MILSER AL
HCOh 0, BCED T

R2 (config) #interface serial 1/2

R2 (config-if)#ip ospf priority 0
R2 (config-if) Hexit
R2 (config)#

R3 (config)#interface serial 1/2
R3 (config-if) #ip ospf priority 0
R3(config-if)#exit

15, EEPAMSHNABER, WBERTLUE L OSPF £ Gk id:, oty
EEp AU PERERE

Rl#tshow ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
172.16.3.1 0  FULL/DROTHER 00:00:38 192. 168. 1. 2 Seriall/2
172.16.4. 1 0  FULL/DROTHER 00:00:39 192.168. 1.3 Seriall/2
R1#

R2#show ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
172.16. 1. 1 1 FULL/DR 00:00:31 192.168. 1.1 Seriall/2
R2#

48

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

R3#tshow ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
172.16.1. 1 1 FULL/DR 00:00:38 192.168. 1. 1 Seriall/2
R3#

16,

N

S AT LAME S OSPF (43 2828, DLIEE4 DR A1 BDR [RIi&2%, Mo/ DR
PRSI AT e, L, OB R PORED MR EAUE I POMP GHEIZ 5D, 1M
¥ R2 AT R3 (4 GRS g P2P (At ). XA AE OSPF )44 k) 45 25 7Y
. P2MP 1 P2P #7521 %% DR I BDR ).

17 534h, AERCERE LN, JEVE L ) HELLO ZE T[RRI 1] RO AS
7] (RS 7R ) A 238 LIS ()2 AN — S0 . AN—Z09 HELLO FH (8] [B]ff, <33 OSPF
KSR R R R TCIE B -

18 R IHIZ5 H— 5K OSPF JIr SZHRIF M 2% SN DR 3£ 4%, LA A HELLO B[] [ B 1) ¢
DAL S . HAREC B A A

NBMA Preferred

Hello

RFC or

OSPF Mode Topology Subnet Address T Adjacency Cisco
Full or partial Automatic, .
Broadcast mesh Same 10 sec DR/BDR elected Cisco
Nonbroadcast Full or partial I\/_Ianual_
(NBMA) mesh Same 30 sec configuration, RFC
DR/BDR elected
Point-to- Partial-mesh Automatic,
multipoint or star Same 30 Sec no DR/BDR RFC
Point-to- artial-mesh Manual
multipoint P or star Same 30 sec configuration, Cisco
nonbroadcast no/DR/BDR
Point-to-point Pagttfrl_rl?sei?\h o Different for Each 10 sec Automatic, Cisco
P L 9 Subinterface no DR/BDR
subinterface
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MIMIIT
cisco

CCNP Lab Manual

Lab 9. Configuring OSPF Authentication

SEI0 H K-
1. %42 OSPF 2 A UE A X3 UE R BC B v o

PR RN SR

Configuring OSPF Authentication

Area 0

192.168.1.5/30
192.168.1.2/30 gy, o173
S1/0f

192.168.1.9/30
s1/1
192.168.1.10/30

192.168.1.1/30

-
k :gi;:ﬁ: \‘ 172.16.1.1/24 > ;
" iy
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

Y.
2. FCE OSPF #pil, FFAf HAH G a2 A L IEH T AR
3. TF& RL FIR2 (% .

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets
0 IA 172.16.1.0 [110/193] via 192.168.1.2, 00:01:02, Seriall/l
0 IA 172.16.2.0 [110/193] via 192.168.1.2, 00:01:02, Seriall/l
10.0.0.0/24 is subnetted, 2 subnets
C 10.1.2.0 is directly connected, LoopbackQ
C 10.1.1.0 is directly connected, Loopbackl
192.168.1.0/30 is subnetted, 3 subnets
0 IA 192.168. 1.8 [110/192] via 192.168.1.2, 00:01:12, Seriall/1l

C 192.168.1.0 is directly connected, Seriall/l
0 IA 192.168. 1.4 [110/128] via 192.168.1.2, 00:05:47, Seriall/ﬂ 77777777777777777
R1#

- | #it¥E [stanley92]: Wil
OSPF Hirist o >) B H & X 35

FA e o

R2#show ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets

0 IA 172.16.1.0 [110/129] via 192.168.1.6, 00:09:16, Seriall/l

0 IA 172.16.2.0 [110/129] via 192.168.1.6, 00:09:16, Seriall/l
10.0.0.0/24 is subnetted, 2 subnets

0 10.1.2.0 [110/65] via 192.168.1.1, 00:14:00, Seriall/0

0 10.1.1.0 [110/65] via 192.168.1.1, 00:14:00, Seriall/0
192.168.1.0/30 is subnetted, 3 subnets

0 IA 192.168. 1.8 [110/128] via 192.168.1.6, 00:09:26, Seriall/1

C 192.168.1.0 is directly connected, Seriall/0
C 192.168. 1.4 is directly connected, Seriall/l
R2#

4, {ER1 b3 F OSPF (A SCINIE, BLE 4 R

Rl (config)#interface serial 1/1

Rl(config—if)#ﬁp ospf authenticatiod

Rl(config*if)#ﬁp ospf authentication—key cisco

Rl (config-if) Hexit

v #tyE [stanley93]:
/" | OSPF [¥I3AIE o

o
&

SCERHEATINIE
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5. BLESEHSE, FTJF debug MR RGN RS
00:30:33: OSPF: 192.168.1.5 address 192.168.1.2 on Seriall/l is dead
00:30:33: OSPF: 192.168.1.5 address 192.168.1.2 on Seriall/l is dead, state DOWN
00:30:33: %0SPF-5-ADJCHG: Process 1, Nbr 192. 168. 1.5 on Seriall/1 from FULL to DOWN, Neighbor

Down: Dead timer expired

00:30:35: OSPF: Rev pkt from 192.168.1.2, Seriall/l : Nismatch Authentication typeL Input | -~ #it¥k [stanley95]: AilFZk

packet specified type 0, we use type 1 M. SEALSEFE AR down.

00:54:45: OSPF: Rev pkt from 192. 168. 1.2, Seriall/l : Nismatch Authentication Key — Clear TextLri 1 $% [stanley96]: Meib(s
6. 7E R2 _L-Jri ] OSPF fRJIATIE: SR H RL PR 42 S A

R2 (config)#interface s1/0 e

R2(config-if)#ip ospf authentication
R2(config-if) #ip ospf authentication—key cisco
R2(config-if)#exit

R2 (config) #exit

7. #F R1 ¥ debug {5 HVHIES H1 3L A5 R«
00:54:55: OSPF: 2 Way Communication to 192.168.1.5 on Seriall/l, state 2WAY
00:54:55: OSPF: Send DBD to 192.168.1.5 on Seriall/l seq 0x2154 opt 0x42 flag 0x7 len 32
00:54:55: OSPF: Rcv DBD from 192. 168. 1.5 on Seriall/l seq 0x182 opt 0x42 flag 0x7 len 32 mtu
1500 state EXSTART
00:54:55: OSPF: NBR Negotiation Done. We are the SLAVE
00:54:55: OSPF: Send DBD to 192.168.1.5 on Seriall/l seq 0x182 opt 0x42 flag 0x2 len 152
00:54:55: OSPF: Rev DBD from 192. 168. 1.5 on Seriall/l seq 0x183 opt 0x42 flag 0x3 len 152 mtu
1500 state EXCHANGE
00:54:55: OSPF: Send DBD to 192.168.1.5 on Seriall/l seq 0x183 opt 0x42 flag 0x0 len 32
00:54:55: OSPF: Database request to 192.168.1.5
00:54:55: OSPF: sent LS REQ packet to 192.168.1.2, length 60
00:54:55: OSPF: Rcv DBD from 192.168. 1.5 on Seriall/l seq 0x184 opt 0x42 flag 0x1 len 32 mtu
1500 state EXCHANGE
00:54:55: OSPF: Exchange Done with 192.168.1.5 on Seriall/l
00:54:55: OSPF: Send DBD to 192.168.1.5 on Seriall/l seq 0x184 opt 0x42 flag
R1#0x0 len 32
00:54:55: OSPF: Synchronized with 192.168.1.5 on Seriall/l, state FULL
00:54:55: %0SPF-5-ADJCHG: Process 1, Nbr 192. 168. 1.5 on Seriall/1 from LOADING to FULL, Loading

Done
00:54:56: OSPF: Build router LSA for area 1, router ID 10.1.2.1, seq 0x8000000C
Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets

0 IA 172.16.1.0 [110/193] via 192.168.1.2, 00:01:53, Seriall/l
0 IA 172.16.2.0 [110/193] via 192.168.1.2, 00:01:53, Seriall/l
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10.0.0.0/24 is subnetted, 2 subnets
C 10.1.2.0 is directly connected, LoopbackQ
C 10.1.1.0 is directly connected, Loopbackl
192.168.1.0/30 is subnetted, 3 subnets
0 IA 192.168. 1.8 [110/192] via 192.168.1.2, 00:01:53, Seriall/l

C 192.168.1.0 is directly connected, Seriall/l
b TA 192.168. 1.4 [110/128] via 192.168.1.2, 00:01:53, Seriall/ﬂ 77777777777777777
R1#

8. Hifbh: MUEIET MD5 A4 LHATE R BIan ~, BCESERn, 3l BATR A
N, AEAEE R AN R

Rl (config)#interface serial 1/1

Rl(config—if)#ﬁp ospf authentication message—digest‘ 777777777777777777777777777
Rl(config*if)#ﬁp ospf message—digest—key 1 md5 ciscd
R1 (config-if) Hexit

R1(config)#

R2 (config) #interface serial 1/0

R2 (config-if) #ip ospf authentication message-digest
R2 (config-if)#ip ospf message—-digest-key 1 mdb cisco
R2 (config-if) Hexit

R2 (config) #

9. no 42 HAC B W] SCE md5 R4 HALE. A R1 At &AL OSPF Bl
IEHIEAT:

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets
0 IA 172.16.1.0 [110/193] via 192.168. 1.2, 00:00:05, Seriall/l
0 IA 172.16.2.0 [110/193] via 192.168.1.2, 00:00:05, Seriall/l
10.0.0.0/24 is subnetted, 2 subnets
C 10.1.2.0 is directly connected, Loopback0
C 10.1. 1.0 is directly connected, Loopbackl
192.168.1.0/30 is subnetted, 3 subnets
0 IA 192.168. 1.8 [110/192] via 192.168.1.2, 00:00:05, Seriall/l

C 192.168.1.0 is directly connected, Seriall/l
0 TA 192.168. 1.4 [110/128] via 192.168.1.2, 00:00:05, Seriall/l
R1#

10 £E RT B JA HI DRI I SCNIE, - B E T

R1 (config) #router ospf 1

Rl(config—router)#hrea 1 authenticatiod

http://pan_baidu.com/share/home?uk=2084365290&view=share#

| #byE [stanley97]: HTA

UEMET . RL PR >) 2945
FA e o

| #yE [stanley98]: Jo 2k

T md5 05 HNE -

| itk [stanley99]: HEEA

UEEF S o
HHr 1 bRl key B ido
B AL E 255 N .

| #itiE [stanley100]: HIX
35 1 J& F OSPF [#I3AGIE
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R1 (config-router)#exit

Rl (config)#interface serial 1/1
Rl(config*if)#ﬁp ospf authentication—key cisco
Rl (config—if)#exit

Rl (config)#exit

1. fERLBCE TS, FSELIb)S, 2578 R1 AR dras LI R4 B

Down: Dead timer expired

01:10:25: %0SPF-5-ADJCHG: Process 1, Nbr 192.168. 1.5 on Seriall/1 from FULL to DOWN, Neighbor

I down RAS, JEBA R2 AT ECE IEMIKIIE. FINEE RL K HE, K

PLZ w2 s b e k.

Rl#show ip route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 2 subnets

C 10.1.2.0 is directly connected, Loopback0

C 10.1.1.0 is directly connected, Loopbackl
192.168.1.0/30 is subnetted, 1 subnets

C 192.168.1.0 is directly connected, Seriall/l

R1#

12, 7E R2 L) FHIX I SCAIE, FCE W :

R2 (config)#router ospf 1
R2(config—router)#hrea 1 authenticatiod
R2 (config-router)#exit

R2 (config)#interface serial 1/0
R2(config—if)#ﬁp ospf authentication—key cisco
R2(config-if)#exit

13, {ERCESE R2 8% 4% (K OSPF IIX I SCAIE S, BEJSAE RT AR dids Lox

LT 57

01:15:35: %0SPF-5-ADJCHG: Process 1, Nbr 192. 168. 1.5 on Seriall/1 from LOADING to FULL, Loading

Done

PEAAE AR, U OSPF ITAUERRT), [N R1 G b C 485 >0 20 H e DB

Hio B R ERUWE:

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets

0 IA 172.16.1.0 [110/193] via 192.168.1.2, 00:01:19, Seriall/l
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_ | #t3E [stanleyl01]: 7id%
1 i 2 DX 3 IE (1) B 3%
iy

_ -~ #tyE [stanleyl02]: MIX

3% 1 J& i OSPF AL

_ -~ | #yE [stanleyl03]: f&fE

T TG X A f 1 S
fi5
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0 IA 172.16.2.0 [110/193] via 192.168.1.2, 00:01:19, Seriall/l
10.0.0.0/24 is subnetted, 2 subnets

C 10.1.2.0 is directly connected, Loopback0

C 10.1.1.0 is directly connected, Loopbackl
192.168.1.0/30 is subnetted, 3 subnets

0 IA 192.168. 1.8 [110/192] via 192.168.1.2, 00:01:19, Seriall/1l

C 192.168.1.0 is directly connected, Seriall/l
0 IA 192.168. 1.4 [110/128] via 192.168.1.2, 00:01:19, Seriall/1
R1#

14, F34h: BB HT MD5 B A X G Ran s, BCE e, Ui BAT R i
W, WA EE RN R

R1(config)#router ospf 1

Rl(config*router)#brea 1 authentication message—-digest L 777777777777777777777777
R1 (config-router)#exit

Rl (config) #interface serial 1/1

Rl(config—if)#ﬁp ospf message—digest—key 1 md5 ciscd
Rl (config-if)#exit

Rl (config)#

R2 (config) #router ospf 1

R2 (config-router)#area 1 authentication message-digest
R2 (config-router)#exit

R2 (config)#interface serial 1/0

R2 (config-if)#ip ospf message-digest-key 1 mdb cisco
R2 (config-if) #exit

R2 (config) #

15, Mo E S md5 F A%<, MRCE B EM T, 5 B i il fg s
S CRIAEIE H 3 DX md5 AR :

R2(config)#interface serial 1/1

R2(config—if)#ﬁp ospf authentication message—digesﬂ 777777777777777777777777777
&2(config*if)#ip ospf message—digest—key 1 md5 ciscol
R2 (config-if)#ip ospf message-digest-key 2 md5 cisco2 L

R2(config-if)#exit

R2 (config) #exit

16, SC8 5.
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B h
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Lab 10. Configuring OSPF External Summary

SEIS H I

1. %48 OSPF A% tHil S A

2+ DX AN R EH

3+ H4E OSPF [ AN E i ph 2R R v 5 5 1o

PR RN SE

Configure OSPF External Summary

OSPF Area 0 [ ) R

o, 172.16.1.1/24 172.16.2.1/24
il 51/1 172.16.3.1/24

5l s1/1
"R;"‘- 192.168.1.1/30

10.1.1.1/24

‘10.1.2.1114 ‘ J
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

THYE
2. R3(ASBR: HVA RSl At %) % 2% OB &

R3 (config)#router ospf 1

R3 (config-router)#network 192.168.1.4 0.0.0.3 area 0
R3 (config-router)#exit

R3(config)#exit

R3#

R3 (config)#router rip

R3 (config-router)#network 172.16.0.0

R3 (config-router)#texit

R3#

3. A R1 B R2 [ K.

Rl#tshow ip route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 2 subnets

C 10.1.2.0 is directly connected, Loopbackl

C 10.1.1.0 is directly connected, Loopback0
192.168.1.0/30 is subnetted, 2 subnets

C 192.168.1.0 is directly connected, Seriall/l

0 IA 192.168. 1.4 [110/128] via 192.168.1.2, 00:03:50, Seriall/1l
R1#

4. FER3 LRCEE KA,  (FEARAG N BARRE AT LA % 5 T2 Y)

R3 (config)#router ospf 1
R3(config—router)#&edistribute rip metric 200 subnets
R3 (config-router)#Hexit

R3 (config)#router rip

R3(config*router)%redistribute ospf 1 metric 10 L

R3 (config-router) #exit

R3(config)#

#tyE [stanleyl08]: ¥ rip
IF) % R AT 2 ospf HYA R
i,

5. A R1 A% R I ping M2 AIAE B .

| #ikyE [stanleyl109]: ¥

ospf HA RSt B H A
rip M,

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 3 subnets
0 E1 172.16.1.0 [110/328] via 192.168.1.2, 00:04:22, Seriall/l
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0 E1 172.16.2.0 [110/328] via 192.168. 1.2, 00:04:22,
0 El 172.16.3.0 [110/328] via 192.168. 1.2, 00:04:22,
10.0.0.0/24 is subnetted, 2 subnets
C 10.1.2.0 is directly connected, Loopbackl
C 10.1.1.0 is directly connected, Loopback0
192.168.1.0/30 is subnetted, 2 subnets
C 192.168.1.0 is directly connected, Seriall/l
‘O 1A 192.168. 1.4 [110/128] via 192.168.1.2, 00:16:54, Seriall/l{

R1#

Seriall/l
Seriall/l |

W B, rTUURIG MR B1 L5 B2 (1 B R 50 k.
9. A R1 % 1 BE RSBt 1

Rl#tshow ip ospf database

OSPF Router with ID (10.1.2.1) (Process ID

Router Link States (Area 1)

Link ID ADV Router Age Seq#t

10.1.2.1 10.1.2.1 1413 0x80000009

192.168. 1.5 192.168. 1.5 1413 0x80000006
Summary Net Link States (Area 1)

Link ID ADV Router Age Seq#

192.168. 1. 4 192.168. 1.5 1437 0x80000001
Summary ASB Link States (Area 1)

Link ID ADV Router Age Seq#t

192.168. 1.6 192.168. 1.5 1061 0x80000001
Type—-5 AS External Link States

Link ID ADV Router Age Seq#

172.16.1.0 192. 168. 1. 6 3603 0x80000003

172.16.2.0 192. 168. 1. 6 3603 0x80000003

172.16.3.0 192.168. 1. 6 3603 0x80000003

R1#

Checksum Link count

0x0003FD 4
0x0025B8 2

Checksum
0x00E33E

Checksum

0x00D348

Checksum Tag
0x00CF35 0
0x00C43F 0
0x00B949 0 |

10. ZHIH R (IER HIER, BosmIsNEg d1oh 3 40 i TR E IR KRN,

FLAAE RS _EREAT AR Vs, RS E I F

R3 (config)#router ospf 1

R3 (config-router)#summary-address 172.16.0.0 255.255.0.0 |

R3 (config-router)#texit

R3(config) #exit

11. &F R R, AL,
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Rl#tshow ip route

Gateway of last resort is not set

0 E1 172.16.0.0/16 [110/328] via 192.168. 1.2, 00:01:29, Seriall/ﬂ _ -~ | #itiE [stanleyll5]: bt
10.0.0.0/24 is subnetted, 2 subnets BRMEE, DEERHICE
C 10.1.2.0 is directly connected, Loopbackl I o

C 10.1.1.0 is directly connected, Loopback0
192.168.1.0/30 is subnetted, 2 subnets
C 192.168.1.0 is directly connected, Seriall/l
0 IA 192.168. 1.4 [110/128] via 192.168.1.2, 00:24:56, Seriall/1l
R1#

120 SERCE .
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Lab 11. Configuring OSPF Default Route With Metric

K HK:
Ly g o fer 4 7 PR 42 1) OSPE [ BRIABS HHIZFE -

PR RN SR

Configuring OSPF Default Route With Metric

OSPF Area 0

51/0

192.168.1.2/30, 5171

FAO/0
FrameRelay
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

k.
2. R1 5 R4 BR #8110 s1/2 I irh 4Rl & .

R1(config)#interface serial 1/2

Rl(config—if)#kncapsulation frame—relaﬂ 777777777777777777777777777777777777

R1(config-if)#ip address 172.16.1.1 255. 255. 255. 252
Rl (config)#exit

R4 (config) #interface serial 1/2

R4(config*if)#kncapsulation frame—relaﬁ

R4 (config-if) #ip address 172.16. 1.2 255. 255, 255. 252
R4 (config)#exit

3y FESIO A P E K AR 1Y) OSPF Ppas, VR LV IT(EAN [R] 9 2%
4. B R2 i &,

R2#show ip route

Gateway of last resort is not set

192.168.1.0/30 is subnetted, 2 subnets

C 192.168. 1.0 is directly connected, Seriall/0
C 192.168. 1.4 is directly connected, Seriall/l
R2#

R2#ping 10.1.1.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

R2#
5. A T BEMEARAE P 2538 1, 75 RL A1 RS _F 10 B AS [l Wi 1) 2% b 25 & A Fl OSPF (1)
BRI H

R1 (config)#router rip

Rl (config-router)#redistribute ospf 1 metric 10
R1 (config-router)#exit

Rl (config)#

R1 (config) #router ospf 1

R1 (config-router)# hefault—information originate alwaysL

Rl (config-router)#Hexit
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Rl (config)#exit

R3 (config)#router rip

R3 (config-router)#redistribute ospf 1 metric 10

R3 (config-router)#exit

R3 (config)#

R3 (config) #router ospf 1

R3 (config-router)# default-information originate always
R3 (config-router)Hexit

R3(config) #texit

R3#

6. FHREE R2 Hhas i I ping Ay WA i

R2#tshow ip route

Gateway of last resort is not set

0 E2 10.0.0.0/8 [110/20] via 192.168.1.1, 00:01:19, Seriall/0
192.168.1.0/30 is subnetted, 2 subnets
C 192.168.1.0 is directly connected, Seriall/0
C 192.168. 1.4 is directly connected, Seriall/l
0%E2 0.0.0.0/0 [110/1] via 192.168.1.6, 00:01:19, Seriall/l
[110/1] via 192.168.1.1, 00:01:19, Seriall/0 L 777777777777777777

R2#
R2#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/82/120 ms
R2#

7. 75 BT SR T, R2 SEEERAE OSPF 44 IR H R — Bk 2 R1L ORI R3, Jf H A&
Bt dd. MAEASLE T, M R1 ZIEE OSPF &2 A I mrh 4k k45 . A R3
F55E OSPF M4 /244 H] 100Mbps PR LAOK MY o PRIHEIE£E A R3 FIA SRRz LA
R1 Fik4E OSPF W& 2Lhf . R & fefh itk i o

8+ M TRAYIZAN R, AEE T BRI mT UR AL IR IS5, SR
Mg e fE S . W LAAE RT AT R3 _EREAT 4 R AC .

R1(config)#router ospf 1

Rﬂ(config*router)#default—information originate always metric IOOL
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‘ R1 (config-router)#exit

R3 (config)#router ospf 1
Rj(config*router)#default—information originate always metric Sq

R3 (config-router)#exit

9. FHRAE R2 I HE.

R2#show ip route
Codes: C — connected, S — static, I — IGRP, R — RIP, M - mobile, B — BGP
D - EIGRP, EX — EIGRP external, O — OSPF, TA — OSPF inter area
N1 - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El - OSPF external type 1, E2 — OSPF external type 2, E — EGP
i — IS-IS, su - IS-IS summary, L1 — IS-IS level-1, L2 — IS-IS level-2

ia — IS-IS inter area, * — candidate default, U - per—user static route

o — ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.1.6 to network 0.0.0.0

0 E2 10.0.0.0/8 [110/20] via 192.168.1.1, 00:08:05, Seriall/0
192.168.1.0/30 is subnetted, 2 subnets

C 192.168.1.0 is directly connected, Seriall/0

C 192.168. 1.4 is directly connected, Seriall/l

b*EZ 0.0.0.0/0 [110/50] via 192.168.1.6, 00:00:32, Seriall/ﬂ 777777777777777777777
R2#

10, BEi ARG AR f i ) i D2 i vie . ELSESEMERARIUL, i $EH OSPF AIER
N ERAE, NI OSPF % Has it it i .
11, SEE5ERK.
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Lab 12. Configuring OSPF Stub Area

SEIS H I

1. BB 1, 2, 3. 4 F15 1% LSA (I/EH .

2. HPE OSPF KHT (Stub) XIHF i,

3. %42 OSPF Stub XM E 7k

4, %48 OSPF Stub XIMCE %5k : Stub KIHEEFH ASBR, B X /DHIH — ABR.

PR ENSE

Configuring OSPF Stub Area

OSPF Area 1

OSPF Area 2
172.16.2.1/24

‘ —~ =~ -

. :4’

- 172.16.255.5/320

-

172.16.
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
ik

2. WO OSPF 45 RIP MM, FF4EH] ping M1 show ip route fir & HEATHEIA P
IEH TAE.

3 N T GBS T EAE RS EICE R AT, AW R

R3 (config)#router ospf 1

R3 (config-router)#redistribute rip subnets metric 200
R3 (config-router)#texit

R3 (config)#

R3 (config)#router rip

R3 (config-router)#redistribute ospf 1 metric 10

R3 (config-router)#exit

R3 (config)#exit

4. % R1 B as itk

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
C 172.16.255.0/30 is directly connected, Seriall/1l
0 IA 172.16. 255.4/30 [110/128] via 172.16.255.2, 00:07:32, Seriall/ﬂ
0 IA 172. 16.255.8/30 [110/192] via 172.16.255.2, 00:06:57, Seriall/l
C 172.16.1.0/24 is directly connected, LoopbackO
0 IA 172.16.2.0/24 [110/193] via 172.16.255.2, 00:06:05, Seriall/l
0 E2 10.0.0.0/8 [110/200] via 172.16.255.2, 00:02:01, Seriall/l
0 E2 192.168.1.0/24 [110/200] via 172.16.255.2, 00:02:01, Seriall/l l
R1#
Rl#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 672/788/984 ms
R1#

5. A R1 % 1 B BE IR At 1

Rl#tshow ip ospf database

OSPF Router with ID (172.16.1.1) (Process ID 1)
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Router Link States (Area 1)‘ 777777777777777777777777777777777 - | #it¥E [stanleyl26]: 271
Link ID ADV Router Age Seqtt Checksum Link count ff) LSA FH T 545 HAR M 4%
172.16. 1. 1 172.16.1. 1 682 0x80000003 0x003BE1 3
172.16. 255. 5 172.16. 255. 5 677 0x80000003 0x0035B1 2
Summary Net Link States (Area 1)L 77777777777777777777777777777 _ -~ 7| #ityE [stanleyl27]: 2874 3
Link ID ADV Router Age Seqtt Checksum I¥) LSA FH -5 5 X sk a) % e o
172.16. 2.0 172.16.255.5 581 0x80000001 0x004CEE
172.16. 255. 4 172.16. 255. 5 668 0x80000001 0x009BE1
172. 16. 255. 8 172.16.255.5 633 0x80000001 0x00F543
Summary ASB Link States (Area 1) | -~ | #tk¥E [stanleyl28]: K74
Link ID ADV Router Age Seq#t Checksum {1 LSA T35 B8 RS0
192.168. 1. 1 172.16.255.5 342 0x80000001 0x008648 J6 H14% (ASBR) [0 o
Tl‘ype—5 AS External Link States | -~ | #tiE [stanleyl29]: %15
Link ID ADV Router Age Seqtt Checksum Tag ff) LSA T & 5 AR 4 i .
10.0.0.0 192.168. 1.1 348 0x80000001 0x005B1B 0
192.168. 1.0 192.168. 1. 1 348 0x80000001 0x0021F4 0
R1#
6 FATTEEF RL B 2% 20 B AR R SIS0 0 b b BT (1) b, 5 SRR I 258 By H
R1 B H AT B2 FEA M B H . T2 EE&HSSEMbREL, A
FFIB EI5i), I BT M2 080, OSPF W24 AL LSA JkiEFT 0
o I LLPRT LSA Bz MERITE R, A DAIE S[IC R BE B, AT A R B B
REVRA, BT WEEHIWCS, [R5 M 2550 1 .
7. 1ER1 fIR2 FCE area 1 X484 stub X1,
R1(config)#router ospf 1
Rl(config-router)#area 1 stub | -~ | #t¥E [stanleyl30]: K&
R1 (config-router)#exit area 1 X HARTIX I, [[
Rl (config)#exit I E R HEEM
J&T area 1 XI[1] OSPF %
R2 (config) #router ospf 1 BHEE, FRTEENE I A .

R2 (config*router)#‘area 1 stub ‘ 777777777777777777777777777777777777777777 . Trils
stanley G

R R2 ¥ AR AC B R
area 1 AARTTXH,

R2 (config-router) #exit

R2 (config)#

8. FHRES R1 MBEBIRSHIEZE .

Rl#tshow ip ospf database

OSPF Router with ID (172.16.1.1) (Process ID 1)

66

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

Router Link States (Area 1)

Link ID ADV Router Age Seq# Checksum Link count
172.16. 1.1 172.16. 1.1 155 0x80000005 0x0055C7 3
172.16. 255. 5 172. 16. 255. 5 155 0x80000005 0x004F97 2

Summary Net Link States (Area 1)

Link ID ADV Router Age Seq# Checksum
0.0.0.0 172. 16. 255. 5 168 0x80000001 0x00017ﬂ
172.16.2.0 172.16. 255. 5 168 0x80000002 0x0068D3
172.16. 255. 4 172.16. 255. 5 168 0x80000002 0x00B7C6
172.16. 255. 8 172.16. 255. 5 168 0x80000002 0x001228
R1#

AR RL B, wTLURBISRAY 4 RN 5 (¥ LSA #dbgs 17, MIFRA T LSA

iz W .

9. A& R1 MIER i, ARG AR . BUMAT R2 AIAMER ARG t, R RL

AN EERCRAY 3 (1 LSA,  BJCH ZEAIIE ASBR (K47 E

Rl#tshow ip route
Gateway of last resort is 172.16.255.2 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
C 172.16.255.0/30 is directly connected, Seriall/1l
0 IA 172.16.255.4/30 [110/128] via 172.16.255.2, 00:04:19, Seriall/l
0 IA 172.16.255.8/30 [110/192] via 172.16.255.2, 00:04:19, Seriall/l
C 172.16.1.0/24 is directly connected, LoopbackO
0 IA 172.16.2.0/24 [110/193] via 172.16.255.2, 00:04:19, Seriall/l
b*IA 0.0.0.0/0 [110/65] via 172.16.255.2, 00:04:19, Seriall/l
R1#

10, i ping iy A BHARE .

Rl#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 240/393/684 ms
R1#

11, Pl ERCE, TR g RWIXHL (stub area) $H48 728 4 2k

5 1 LSA,

12, SEHRSER.
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Lab 13. Configuring OSPF Totally Stub Area

SEIS H I

1. BB 1, 2, 3. 4 F15 1% LSA (I/EH .

2. HP2 OSPF 584 K™Y (Totally Stub) XIAE i,

3. %¥8 OSPF Totally Stub DXIHCE /.

4, %42 OSPF Stub [XIKMHLE K Stub RIREHA ASBR, B Z/DIHA—1 ABR.
5. VER: FEARTXI(NSSA) A CISCO BB HI-

LR

Configuring OSPF Totally Stub Area

OSPF Area 1

OSPF Area 2
172.16.2.1/24

51/0 S~pl S
172.16.255.6/30 (2=
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
ik

2. WO OSPF 45 RIP MM, FF4EH] ping M1 show ip route fir & HEATHEIA P
IEH TAES

3 N T GBS T EAE RS EICE R AT, AW R

R3 (config)#router ospf 1

R3 (config-router)#redistribute rip subnets metric 200
R3 (config-router)#texit

R3 (config)#

R3 (config)#router rip

R3 (config-router)#redistribute ospf 1 metric 10

R3 (config-router)#exit

R3 (config) #exit

4, BHY¥ area 1 BLE A ospf stub area X,
5. A R1 i b2 1 % Hh 38 A £ b B i IR A 2 e /3

Rl#show ip ospf database

OSPF Router with ID (172.16.1.1) (Process ID 1)

Router Link States (Area 1)

Link ID ADV Router Age Seq# Checksum Link count
172.16.1. 1 172.16. 1.1 155 0x80000005 0x0055C7 3
172.16. 255. 5 172. 16. 255. 5 155 0x80000005 0x004F97 2

Summary Net Link States (Area 1)

Link ID ADV Router Age Seq# Checksum
0.0.0.0 172.16. 255. 5 168 0x80000001 0x00017B
172.16.2.0 172.16. 255. 5 168 0x80000002 0x0068D3
172.16. 255. 4 172.16. 255. 5 168 0x80000002 0x00B7C6
172.16. 255. 8 172.16. 255. 5 168 0x80000002 0x001228
R1#

Rl#show ip route

Gateway of last resort is 172.16.255.2 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/l
0 IA 172.16.255.4/30 [110/128] via 172.16.255.2, 00:04:19, Seriall/l
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0 IA 172.16.255.8/30 [110/192] via 172.16.255.2, 00:04:19, Seriall/l

C 172.16.1.0/24 is directly connected, Loopback0

0 IA 172.16.2.0/24 [110/193] via 172.16.255.2, 00:04:19, Seriall/l

b*IA 0.0.0.0/0 [110/65] via 172.16.255.2, 00:04:19, Seriall/l‘ 777777777777777777777 -~ | #it¥E [stanleyl34]: R2 &
R1# P ENIN T

6. i stub HJXIREFIERCE, CZW DA R H I 10 RN . H2 i
RI F % R TFA R B T ). nT LUEI totally stub XsURFPEREE— 0 i /D
HHR R BCEWR:

R2 (config) #router ospf 1

R2(config-router)#area 1 stub no-swmmary | | -~ | #k¥E [stanley135]: ffH]
R2 (config-router) #exit no-summary 4 1 LAFHE 4528
R2(config)#exit 743 ) LSA 2t 3 area 1 [X
R2# .

R1(config)#router ospf 1

Rl(config—router)#hrea lstap -~ | #tiE [stanley136]: Areal
R1(config-router)#exit DX IR i o 2 7 R S AR
Rl (config)#exit A X SR

R1#

7. HIREE Rl B,

Rl#tshow ip route

Codes: C — connected, S - static, I — IGRP, R - RIP, M - mobile, B — BGP
D - EIGRP, EX - EIGRP external, O — OSPF, IA - OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i — IS-IS, su — IS-IS summary, L1 — IS-IS level-1, L2 - IS-IS level-2
ia — IS-IS inter area, * - candidate default, U - per-user static route

o — ODR, P — periodic downloaded static route

Gateway of last resort is 172.16.255.2 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/l

C 172.16.1.0/24 is directly connected, Loopback0

b*IA 0.0.0.0/0 [110/65] via 172.16.255.2, 00:34:32, Seriall/l‘ 777777777777777777777 _ -~ #tiE [stanleyl37]: @it
R1# FLE e AR TR, BULE R

8. X F R MMBEMCIRASEIREE . IUTE R1 MBEHOIRASEUR B, AUE M 1 Mgt 1 LR RO
IRV AN 3 1 LSA. 1 HeE 1) OSPF X dak LSA #2511 T .

Rl#tshow ip ospf database
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OSPF Router with ID (172.16.1.1) (Process ID 1)

Router Link States (Area 1)

Link ID ADV Router Age Seqtt Checksum Link count
172.16.1. 1 172.16.1. 1 387 0x80000006 0x0053C8 3
172.16. 255. 5 172.16. 255. 5 412 0x80000006 0x004D98 2

Summary Net Link States (Area 1)

Link ID ADV Router Age Seqtt Checksum
0.0.0.0 172.16.255. 5 295 0x80000003 0x00FC7D
R1#

9. M H ping 2L H .

Rl#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round—trip min/avg/max = 216/570/1488 ms
R1#

100 AR HRHEL: BRI (Totally Stub Area) #H4f THRA 3, K
R 4 FRAY 5 f) LSA. T TH e XIMKIIE OSPF B ¥6 & Gt H0 P45 3 F BRA B e
R

71

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

MIMIIT
cisco

CCNP Lab Manual

Lab 14. Configuring OSPF NSSA Area and NSSA Totally

Stub

SEIS HI:

1. FHRFA 1, 2, 3. 4 M5 [ LSA, J2RAL T () LSA FESE &K R MIEH .
2. HPRIRAFTX I (NSSA) FI5E4TRAK AT X Ik (NSSA Totally Stub Area) s,
3y AR PR DX B T

4, HE: BEUKTRIE (Totally NSSA) & CISCO FAH .

PR ENSE

Configuring OSPF NSSA Area and NSSA Totally Stub

RIP

~ =
S B 1102.168.2.1/24
RE

172.16.255.2/30'
51fo0

! == 172.16.255.5/30

el 511

172.16.255.10/20
S1/1

* 172.16.255.9 /30
' OSPF Area1 2 0%°%%/3° " OSPF Area 0
_‘I. L ] -_4 -
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1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.

2. BC#E OSPF 5 RIP MW, JFAE/H ping A1 show ip route fip&EATHfIA MY
IEH TAE,

3¢ N T SRS T BAE R2 AR _HRCE R AT, BCE MR

R2 (config)#router ospf 1

R2 (config-router)#iredistribute rip metric 200 subnets
R2 (config-router) exit

R2 (config) #

R2 (config)#router rip

R2 (config-router)#redistribute ospf 1 metric 10

R2 (config-router) #exit

R2(config)#exit

R5 (config) #router ospf 1

R5 (config-router)#redistribute rip metric 200 subnets
R5 (config-router) #exit

R5 (config) #

R5 (config) #router rip

R5(config-router)#iredistribute ospf 1 metric 10

R5 (config-router) #exit

R5(config) #exit

4. B RS [ H AR R AR IR A K A

R3#show ip ospf database

OSPF Router with ID (172.16.255.5) (Process ID 1)

Router Link States (Area 1)

Link ID ADV Router Age Seq# Checksum Link count
172.16. 255. 1 172.16. 255. 1 534 0x80000005 0x008564 2
172.16.255.5 172.16. 255. 5 679 0x80000004 0x007390 4
172.16. 255.9 172.16. 255.9 672 0x80000003 0x00A42F 2

Summary Net Link States (Area 1)
Link ID ADV Router Age Seqtt Checksum
172.16.255.8  172.16.255.9 662 0x80000001 0x005B1A |
Summary ASB Link States (Area 1)
Link ID ADV Router Age Seq# Checksum
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192.168. 1.1 172.16. 255. 9 98 0x80000001 0x006E5C

Type—5 AS External Link States

Link ID ADV Router Age Seqtt Checksum Tag

131.131.1.0  172.16.255.1 513 0x80000001 0x007BAA 0

131.131.2.0  172.16.255.1 513 0x80000001 0x0070B4 O |
192.168.1.0  192.168.1.1 94 0x80000002 0x001FF5 0

192.168.2.0  192.168.1.1 94 0x80000002 0x0014FF O |
R3#

R3#tshow ip route
Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets
C 172.16.255.0 is directly connected, Seriall/0
C 172.16.255.4 is directly connected, Seriall/1l
0 IA 172.16.255.8 [110/128] via 172.16.255.6, 00:07:46, Seriall/ﬂ
131.131.0.0/24 is subnetted, 2 subnets
0 E2 131.131. 1.0 [110/200] via 172.16.255.1, 00:00:30, Seriall/0
0 E2 131.131.2.0 [110/200] via 172.16.255.1, 00:00:30, Seriall/0
0 E2 192.168.1.0/24 [110/200] via 172.16.255.6, 00:00:30, Seriall/l
0 E2 192.168.2.0/24 [110/200] via 172.16.255.6, 00:00:30, Seriall/1l
R3#

4, HF area 1 BEHEL T stub XIHZEK, B stub XIEAREH T ASBR 5 H &%
BOREME . DRI A SIS0 K NSSA [RITC B 5 20K /D R3 s Hh 4 1A HH R K/
5. &£ R4 ¥ area 1 XAslC & il NSSA X B :

R4 (config) #router ospf 1

R4(config—router)#‘area 1 nssa default-information-originate

R4 (config-router)Hexit
R4 (config)#

6. fFR3 _LAEWI FRCE .

R3 (config)#router ospf 1

R3 (config-router) #‘area 1 nssa ‘ 777777777777777777777777777777777777777777
R3 (config-router)#exit
R3(config)#exit

R3#

7. FER2 _EAFWNECE

R2 (config)#router ospf 1

R2 (config—router)#‘area 1 nssa‘

R2 (config-router)#exit
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fitE: [stanleyl139]: i R2
T8 5 PR Tl A1 308 ) 4%
FHIT LSA 5

| #tyE [stanleyl40]: M R5

T8 55 (1) FH TR S5 9 45 1%
HifY LSA 5

ity [stanleyl41]: R3 %
2% 2 B 2 AN X IR 2 AN E
OSPF (1 %% 2% 4% Ff1 »

#bvE [stanleyl42]: J5H
area 1 & NSSA [XH.
Default-information—orig
inate [IZHLH (L 1) area
1 XBTEAN — 2 BR A o

ity [stanley143]: 58
H CUFTAE X Sk NSSA X

#kvE [stanleyl44]: J5H
area 1 JTAEX /& NSSA [X.
k.
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R2 (config) #exit
R3#

8+ FHREE R3 R A BERE IS T 2

R3#tshow ip route
Gateway of last resort is 172.16.255.6 to network 0.0.0.0

172.16.0.0/30 is subnetted, 3 subnets

C 172.16.255.0 is directly connected, Seriall/0
C 172.16.255.4 is directly connected, Seriall/l
‘0 TA 172.16.255.8 [110/128] via 172.16.255.6, 00:01:10, Seriall/l‘

131.131.0.0/24 is subnetted, 2 subnets
131.131. 1.0 [110/200] via 172.16.255.1, 00:01:10, Seriall/0
131.131.2.0 [110/200] via 172.16.255.1, 00:01:10, Seriall/OL

0 N2
0N2  131.131.2.0 [110/200] via 172.16.255.1, 00:01:10, Seriall/o |
0%N2 0.0.0.0/0 [110/1] via 172.16.255.6, 00:01:10, Seriall/1|
R3#

N R A2 RS R EOIR A EE

R3#tshow ip ospf database

OSPF Router with ID (172.16.255.5) (Process ID 1)

Router Link States (Area 1)

Link ID ADV Router Age Seq# Checksum Link count
172.16. 255. 1 172. 16. 255. 1 314 0x80000007 0x0027BA 2
172.16. 255. 5 172. 16. 255. 5 314 0x80000008 0x0011E8 4
172.16. 255.9 172. 16. 255.9 450 0x80000005 0x004C7D 2

Summary Net Link States (Area 1)
Link ID ADV Router Age Seq#t Checksum
172.16. 255. 8 172. 16. 255. 9 850 0x80000002 0x00FE6F

Type-7 AS External Link States (Area 1)
Link ID ADV Router Age Seq#t Checksum Tag
0.0.0.0 172. 16. 255. 9 850 0x80000001 Ox00C464 0 |
131.131. 1.0 172. 16. 255. 1 318 0x80000001 0x00213D 0
131.131.2.0 172. 16. 255. 1 318 0x80000001 0x001647 0
R3#

9. &A R2 5l R3 A A% .

‘ R2#show ip route
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#tyE [stanley145]: OSPF
s q T g

| #yE [stanley146]: M R2

R ERAF RIS 90 i

| #ibyE [stanleyl47]: A%

BRI H1 45 i 21k
RS i e DT EEEAI SR o

02k RS BRSP4
BHBRE R, XERISEE
SMRAN = TG«

#tvE [stanleyl48]: ik
RS PTiEHRIM 4%, B BRIA S
EER=YAVE
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Gateway of last resort is 172.16.255.2 to network 0.0.0.0

172.16.0.0/30 is subnetted, 3 subnets
C 172.16.255.0 is directly connected, Seriall/l
0 172.16.255.4 [110/128] via 172.16.255.2, 00:07:26, Seriall/l
0 TA  172.16.255.8 [110/192] via 172.16.255.2, 00:07:26, Seriall/l
131.131.0.0/24 is subnetted, 2 subnets

R 131.131. 1.0 [120/1] via 131.131.2.2, 00:00:06, Seriall/0

C 131.131.2.0 is directly connected, Seriall/0

b*NZ 0.0.0.0/0 [110/1] via 172.16.255.2, 00:07:26, Seriall/l{ 777777777777777777777 _ -~ | #itiE [stanleyl49]: R2
R2# B 2] BUER A i o

N RT B AR R AR A A

Rl#tshow ip route

Gateway of last resort is 131.131.2.1 to network 0.0.0.0
R 172.16.0.0/16 [120/10] via 131.131.2.1, 00:00:28, Seriall/l
131.131.0.0/24 is subnetted, 2 subnets

C 131.131.1.0 is directly connected, Loopback0

C 131.131.2.0 is directly connected, Seriall/l

$* 0.0.0.0/0 [120/10] via 131.131.2.1, 00:00:28, Seriall/l{ 777777777777777777777 - #tyE [stanleyl50]: R1 i

R1# Ik R2 B RcAl, RS 2] F
. A ST S B vy 2R .

104 25 RL LA ping fr4-WRBR A B H 4521 Riksi

Rl#ping 192.168.2.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

| #kyE [stanleyl51]: 455
Success rate is 100 percent (5/5), round—trip min/avg/max = 288/384/432 ms SENERIA B T .

R1#
11, R TRk area 1 IXERIFIE AR R, FRATTR A 784 UK 15 IX 35K
(Totally NSSA) FFMKILE area 1.

12, 7F NSSA 3Ll AL E Totally NSSA XEHFPE, HFFEAE R4 (1% 2% EAF
LUNNIGNEE

R4 (config)#router ospf 1

R4(config—router)%area 1 nssa no-summary L _ -~ | #ikiE [stanleyl52]: FlE
R4 (config-router) #exit areal A SE AR T X I8

13, FHRAETE RS [t R AR e A -

R3#tshow ip route

no-summary S3#5H: RE
BRI 1 RERE 3 IR
Ei/sY: g

Gateway of last resort is 172.16.255.6 to network 0.0.0.0
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172.16.0.0/30 is subnetted, 2 subnets
C 172.16.255.0 is directly connected, Seriall/0
C 172.16.255.4 is directly connected, Seriall/l
131.131.0.0/24 is subnetted, 2 subnets
0 N2 131.131. 1.0 [110/200] via 172.16.255.1, 00:20:24, Seriall/0
0 N2 131.131.2.0 [110/200] via 172.16.255.1, 00:20:24, Seriall/0
b*IA 0.0.0.0/0 [110/65] via 172.16.255.6, 00:02:10, Seriall/ﬂ
R3#

R3#tshow ip ospf database
OSPF Router with ID (172.16.255.5) (Process ID 1)

Router Link States (Area 1)

Link ID ADV Router Age Seq#t Checksum Link count
172.16.255. 1 172.16.255. 1 1504 0x80000007 0x0027BA 2
172.16. 255.5 172.16. 255. 5 1504 0x80000008 0x0011E8 4
172.16. 255.9 172.16. 255.9 1640 0x80000005 0x004C7D 2

Summary Net Link States (Area 1)
Link ID ADV Router Age Seq# Checksum
0.0.0.0 172. 16. 255.9 396 0x80000001 0x0070FF

Type—7 AS External Link States (Area 1)

Link ID ADV Router Age Seqtt Checksum Tag
b.0.0.0 172. 16. 255. 9 66 0x80000002 0x00C265 d
h31.131.1.0 172. 16. 255. 1 1508 0x80000001 0x00213D 0
131.131.2.0 172. 16. 255. 1 1508 0x80000001 0x001647 d
R3#

| #itvE [stanleyl53]: ik

& OSPF XAl R2 # i
R 5 R 41 A 5 2 A
RN

TERGTRIA BB RS H o

14. &F R1 M R2 B R, JFHAH ping dr A H

R2#show ip route

Gateway of last resort is 172.16.255.2 to network 0.0.0.0

172.16.0.0/30 is subnetted, 2 subnets

C 172.16.255.0 is directly connected, Seriall/l

0 172.16.255.4 [110/128] via 172.16.255.2, 00:23:09, Seriall/l
131.131.0.0/24 is subnetted, 2 subnets

R 131.131. 1.0 [120/1] via 131.131.2.2, 00:00:17, Seriall/0

C 131.131.2.0 is directly connected, Seriall/0

0*IA 0.0.0.0/0 [110/129] via 172.16.255.2, 00:04:46, Seriall/l
R2#

| bk [stanleyl54]: B

SEA YR XI5 5E AR
IR . FEFrHA 3
FAAH 4 DAKIKHAL 5 () LSA,

Bt ASEA RS BRI B E e 28

| m7, CMER R BATEE .

| #tyE [stanleyl55]: M R2

%t AR B2 7 f) LSA.

KR LSA 2EREIA S| R38R

A B (ABR), Zfi

BP R4 /5, R4 SHHFEH R
A1 5 [y LSA # R A H B X%

.

Rl#show ip route
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Gateway of last resort is 131.131.2.1 to network 0.0.0.0

R 172.16.0.0/16 [120/10] via 131.131.2.1, 00:00:13, Seriall/l
131.131.0.0/24 is subnetted, 2 subnets

C 131.131. 1.0 is directly connected, LoopbackO

C 131.131.2.0 is directly connected, Seriall/l

R¥ 0.0.0.0/0 [120/10] via 131.131.2.1, 00:00:13, Seriall/l
R1#

Ri#ping 192.168. 2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 336/454/528 ms
R1#

15+ fJe, 2 R5 B th o A AL RS B 2% LA 7 1 LSA J& Bali i 2k
45 1) LSA:

Rb#show ip ospf database

OSPF Router with ID (192.168.1.1) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum Link count
172.16. 255. 9 172. 16. 255. 9 338 0x80000004 0x005DC2 2
192.168. 1.1 192.168. 1.1 767 0x80000004 0x002753 2

Summary Net Link States (Area 0)

Link ID ADV Router Age Seq# Checksum
172.16. 255. 0 172. 16. 255.9 81 0x80000002 0x002C10
172. 16. 255. 4 172.16.255.9 1337 0x80000002 0x0081F6

Type-5 AS External Link States

Link ID ADV Router Age Seq#t Checksum Tag

131.131. 1.0 172.16. 255. 9 1761 0x80000001 0x0085DA 0

131.131.2.0 172.16. 255. 9 1761 0x80000001 0x007AE4 O |
192.168. 1.0 192.168. 1. 1 767 0x80000003 0x001DF6 0

192.168.2.0 192.168. 1. 1 767 0x80000003 0x001201 0

R5#

16 L5658 B
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MIMIIT
cisco

CCNP Lab Manual

Lab 15. Configuring OSPF Virtual-Link

SEI0 H K-
1. FR OSPF R4 % T B K Al i 5 A ) R 4% o
2. 42 OSPF REHEMSHCE 71k

R EINSE

Configuring OSPF Virtual-Link

s1/1

OSPF Area 1
172.16.16.1/24

-

1/
OSPF Area 2 / 172.16.255.10/20

172.16.255.2/30
. s1/0

172.16.255.5/30
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

ik

2. HCHCE R2,R3, R4 f) OSPF tp, MoE R RIS, Hob: £ R2
OSPF #pil P e A E network s1/0 #10 TP #5iR. Hiff area 2 . area 0 fll area 1

f] OSPF BEMS 1% T/E. v R2 % %) OSPF Bc & 40 F iow

R2 (config)#router ospf 1

R2 (config-router)#network 172.16.255.4 0.0.0.3 area 3 |
R2 (config-router)#texit
R2 (config) #exit

R2#

3. &F R2 Mk £,

R2#show ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 4 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/0

C 172.16. 255.4/30 is directly connected, Seriall/l

0 IA 172.16. 255. 8/30 [110/128] via 172.16.255.6, 00:00:27, Seriall/l
0 IA 172.16. 16.1/32 [110/129] via 172.16.255.6, 00:00:04, Seriall/1
R2#

4, FHRECE R1FTR2 [ OSPF P, BCEW T

R1 (config) #router ospf 1

R1(config-router)#network 172.16.255.0 0.0.0.3 area 3
Rl (config-router)#network 172.16.1.0 0.0.0. 255 area 3
R1 (config-router)#exit

Rl (config)#exit

R1#

R2 (config)#router ospf 1

R2(config—router)%network 172.16.255.0 0.0.0.3 area 3 |
R2 (config-router)#exit
R2(config)#exit

R2#

5. B R1 5 R2 [1 OSPF (K140 )& £ -

Rl#show ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
172. 16. 255. 5 1  FULL/ - 00:00:38 172. 16. 255. 2 Seriall/ﬂ 77777777777
80
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_ -~ | #ityE [stanleyl57]1: 4G
HFF% network s1/1 8211
P 2%

_ -~ | #tiE [stanleyl58]: 58hk
X} R2 1 s1/0 422 D IRCE .

| #tiE [stanleyl59]: Full
// KRB T4 H D4l 5 R2
. % A AR K R
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R1#

R2#show ip ospf neighbor

Neighbor 1D Pri State Dead Time  Address
172.16.255.9 1 FULL/ - 00:00:37 172.16. 255.6
h72.16.1.1 1 FULL/ - 00:00:30 172.16. 255. 1
R2#

Interface
Seriall/l
Seriall/0

6. AE Rl B HK:

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/1
C 172.16.1.0/24 is directly connected, LoopbackO
R1#

IS RL 1 i3, R1 A 8 012 ) B TIX I8, area 1 Fll area 2 X
WS . XA R B E B JHE R area 3 XIH5H T Xk area 0 #45-%.

OSPF [ XIRAC B M2 : il X A5 & T XIBEZ.

T AR B, AT DA P R R A IC BT S A P R S T LA

RAR X RE NS Z N B O3 T IXEUEIE . 75 R2 NI RS _LREAT 1 1 k2 #UL %

MBCE -

R2 (config) #router ospf 1

R2(config*router)#brea 2 virtual-link 172.16. 255.9
R2 (config-router)#exit

R2(config)#exit

R2#

R3 (config)#router ospf 1

R3(config*router)#brea 2 virtual-link 172.16. 255. 5
R3 (config-router)#exit

R3(config)#exit

R3#

8. A R2 Al )JmE:

_ -~ | #ityE [stanleyl60]: 5 R1

AR R AR

| #kyE [stanleyl61]: 6z

REBER o

A& area 2 fRHHA —
25 M BERAFAE T X4k 2 v
virtual-link 172. 16. 255.9
$i 6 A R I (0T 0 R3 B
H A% router id.

R2#show ip ospf neighbor

ity [stanleyl62]: A&
FI) R2 18 75 M2 S o

ER: i router id, MiA
80 ip.

Neighbor ID Pri  State Dead Time  Address Interface
172. 16. 255. 9 1 FULL/ - 00:00:30 172. 16. 255. 6 Seriall/ﬂ 77777777777
172.16.1. 1 1 FULL/ - 00:00:33 172.16. 255. 1 Seriall/0
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‘ Ro#

9. #FE R2 MK, HiA R2 b g% O 4esr S e XK i 4% i

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 3 masks
C 172.16.255.0/30 is directly connected, Seriall/l
0 IA 172. 16.255.4/30 [110/128] via 172.16.255.2, 00:08:40, Seriall/l
0 IA 172.16. 255.8/30 [110/192] via 172.16.255.2, 00:06:20, Seriall/l

0TA  172.16.16.1/32 [110/193] via 172.16.255.2, 00:06:20, Seriall/t | | -~ | #tiE [stanleyl64]: Rl i
C 172.16.1.0/24 is directly connected, Loopback0 H s B IR S 2 e
R1# DX 355 11 B 1

10, 1 H ping fir &0 A Rk -

Rl#ping 172.16.16.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.16.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 152/251/312 ms
R1#

11, SERSER.
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Lab 16. Configuring OSPF Virtual-Link (Cont.)

SEI0 H K-
1. FR OSPF R4 % T B K Al i 5 A ) R 4% o
2. 42 OSPF REHEMSHCE 71k

R EINSE

Configure OSPF Virtual-Link (cont.)

‘ 172.16.255.2/30
s1/0

OSPF Area 1
172.16.16.1/24

172.16.255.10/30

172.16.255.6/20 8t 51 /1
172.16.255.9/30

o ol ‘. OSPF A

rea0
o
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KR PR EK:
I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
ik

2. HSEECE R2, R3, R4 [ OSPF Wpil, Mo E i fe XS .
3. ENECE S, A R IR HE.

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/l

0 TA  172.16.255.4/30 [110/128] via 172.16.255.2, 00:02:11, Seriall/l | -~ | #tiE [stanleyl65]: R1 Y
C 172.16.1.0/24 is directly connected, Loopback0 2223 % area 2 MU H .
R1#

4, BF R2 Mk B £

R2#show ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/0

C 172.16. 255.4/30 is directly connected, Seriall/l

0 172.16. 1. 1/32 [110/65] via 172.16.255.1, 00:05:10, Seriall/o | | #E [stanleyl66]: R2 1Y

R2# %22 # R1L 1L area 0 %
5. A R3 [0 1% B

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.255.4/30 is directly connected, Seriall/0

C 172.16. 255.8/30 is directly connected, Seriall/l

0 IA  172.16.16.1/32 [110/65] via 172.16.255. 10, 00:05:16, Seriall/l | | 3 [stanleyl67]: R3 i
R3# X225 area 1 X1 #
6. 7 F R4 % R

R4#tshow ip route

Gateway of last resort is not set
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172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
0 IA 172.16. 255.4/30 [110/128] via 172.16.255.9, 00:19:32, Seriall/d 77777777777777
C 172.16.255.8/30 is directly connected, Seriall/0
C 172.16.16.0/24 is directly connected, Loopback0
R4#

7. @A EEE, ATRURIL, AR B A TOT A ) B SRR ) 4% B
PR BN EEFEER: BT 0 MXH area 2 4%, &BEEANPSZRB
A~ OSPF M BVE RS, FrUMHE Z [A1H ok ) e R M BE .

8 FEXAIELL T, R LAIE I P R AR T R . E R2 5 R3
() bR 2 b St 2 T T

R2 (config)#router ospf 1
R2(config—router)#hrea 2 virtual-link 172.16.255.9

R2 (config-router)#exit
R2 (config) #exit
R2#

R3 (config)#router ospf 1

R3(config-router)#area 2 virtual-link 172.16.265.8 |
R3(config-router)#exit

R3 (config) #exit

R3#

9. AEMER GBH, SR 0l. AKLIERE R B s,

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 3 masks

C 172.16.255.0/30 is directly connected, Seriall/l

0 IA 172.16.255.4/30 [110/128] via 172.16.255.2, 00:01:08, Seriall/l

0 172.16.255.8/30 [110/192] via 172.16.255.2, 00:01:08, Seriall/l

0 IA 172.16.16.1/32 [110/193] via 172.16.255.2, 00:01:08, Seriall/lL 77777777777777
C 172.16.1.0/24 is directly connected, Loopback0

R1#

10. 4% FKR, M ping v, BAARS S5 AH L.

Rl#ping 172.16.16.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.16.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 188/239/288 ms
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#tyE [stanleyl68]: r4 %
FHES 22 2] 2l area 2 [1)#
.

fityE [stanley169]: iz
REBER .

A area 2 AT
SMERERRAFAE T I 2
virtual-link 172. 16. 255. 9
i HH O R REAE I (1% B R3 B
88 router id.

#tvE: [stanleyl70]: FiE
B R2 1% H1 A KEHES o

VER: i router id, WA
R ip.

#tyE [stanleyl71]: M,
R1 N5 2] B 58 451K X 45 1%
o
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R1#
R1#
Ri#ping 172.16. 255.9

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.255.9, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 144/168/192 ms
R1#

11, BUIs, TGVESE 2] S0 i bh o) i 24 ¥ . OSPF Virtual Link A A] LA
figp e 3 DX 3 5 i T DX AE BRI, 3 T AR R T R e (H, ISR
e R S A R T 9 £ A i AN B vt I T K . OSPF B R B A A 2
— 7o o e R AR TR TS

12 S5 58 e
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Lab 17. Understand OSPF Routing Between Inter Area

K HK:
1. BEf OSPF P& X ST % 1 o1 50598

PR RN SR

Understand OSPF Routing Between Inter Area

oo ez

/
172.16.255.5/30 S1/1

‘ / -
172.16.255.6/30
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
ik

2+ RUAIR4 b, 2R ORI IM, LU OSPF AEWS Bl AL/ KR .

R1(config)#interface serial 1/2

R1 (config-if) #‘ip ospf network broadcast‘

R4 (config) #interface serial 1/2

R4 (config-if)#ip ospf network broadcast

3y HZIRIMRUE, IC EAHNEL LK) OSPF HOBEME T E (cost) o FUE LN Fox:

R3 (config) #interface serial 1/0
R3 (config—if) #‘ip ospf cost ZL

R3 (config-if) Hexit

R3 (config) #interface serial 1/1
R3 (config-if)#ip ospf cost 5

R3 (config-if)Hexit

4. 5E N E S B N AN A R3 B %, 70— & R3 234 R1 # 192. 168. 1. 0/24
2% % th . OSPF ff M cost EXRITH X HIRMBEER. HHIND KILREPFER
B, &R SPF HEEHTRER MR SEFRERD. A46h, R3 2L
192.168. 1. 0/24 B M&%, A0 R LA b ] k%

ETRE At COST 18
1# R3 > R2 > RI > HFRM %% 13
24 R3 > R2 > R4 > Rl > HARM %% 7
34 R3 > R4 > Rl > HARM 4% 8
44 R3 > R4 > R2 >Rl > HARM 2% 18

MR EIRRM, PIolh & 4 ok, R3 B lds o G eie s 28w, DAY
2HER I cost fe/Ne Dy T NS . &7 R3 (K1 thk:

R3#tshow ip route

C 172.16.255.8 is directly connected, Seriall/l
0 TA 172.16.255.12 [110/6] via 172.16.255.5, 00:04:01, Seriall/0
0 172.16.255. 16 [110/4] via 172.16.255.5, 00:04:01, Seriall/0

0 IA 192.168.1.0/24 [110/7] via 172.16.255.5, 00:04:01, Seriall/O‘

R3#

] ping BV H AT R

\ R3#ping 192.168. 1. 1
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| #kyE [stanleyl72]: J55&

FE (1) OSPF ¥R 45 2524, fif
£ OSPF figt% H 3 ¥ 7E NBMA
B o4 288 v B 4 Ok 2R

BARHLE J7 i {E OSPF it &
W F neighbor #r 4 F L
ABJERR.

#tyE [stanleyl73]: Bi#E
OSPF #%; 1 [f) cost {8, BAE
W 7 PR 5% ER 1 S T B

HlI R3 I3k R2 ff] cost fHA 2.
(B 50 R2 3] R3 ) cost
FOELIRI T 5

#tyk [stanleyl74]: R3 %
12 H A 2% 1 BT A RE i E Y
cost fHH 7o

B 3R B R 2 24
o
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 112/137/144 ms
R3#

HTHOABRSEMER T 28488, fH traceroute & FIKHIA:

R3#ttraceroute 192.168.1.1

Type escape sequence to abort.

Tracing the route to 192.168.1.1

1 172.16.255.5 52 msec 96 msec 96 msec
2 172.16.255.1 144 msec * 168 msec
R3#

5 AR I 1) A2 R R

2R3 SRR FIIA RT A 192. 168. 1. 0/24 BILE G iy, A ARG SE /2 SPF RIS, A I i
FEBS . DRI R3 FELUA JLAR B 2RI, Si R A\ R2, R4, R1 IXAEMI K il PN IL cost fHA2 7.

M R3 HURELE R4 R2 IRk, R2 R BLILHERE (L2 HBA e Mg . FILR2 FABSRamE RS
HHRARSEREERESE. B R2 A02 AR, WAHBEIRRERENSHER, FEEEERGET
X, 1A CET S E XA, KU R2 HEREHE L R 4 E T IX R R EE B4

IS PR A XA UL, T ASRATI AL D3 R S B e e 80 L A B AN — B

6\ I\j;%zl‘é\gjﬂ::

OSPF XIRIEIRIBE i, HARTEMRME cost HITHMRMBAMAT L. AR
RRLTEERENEE.
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_ -~ | #yE [stanleyl75]: g
ZnT .

| #yE [stanleyl76]: F—
Bkl R2 % FH 2%

| #by: [stanleyl77]: Fi—
BEMEA T RL B A JF8
Bz 285 3 Pk 1 R eh
R4 it % o
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Lab 18. Configuring Basic IS-IS

SEIS H I

1. HEHRIEAN) IS-TS B B i &
2. BRAA L1 KAEEH.

3y HEYR T O A R AL E T

PR RN SE

Configuring Basic IS-IS

172.16.255.2/30 g
S1/0 Boaas ca01.0bbe.0000

172.16.255.1/30 s1/1

172.16.255.5/30

Area 49.0001

172.16.255.6/30

172.16.16.1f24
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

ik

2. 7ER1. R2 FIR3 LA 1S-T1S B tathis, HARBCE W .

Rl(config)#ﬁouter isis ciscq

R1(config-router)#net 49.0001. ca00.

R1 (config-router)#exit

Rl (config)#

R1 (config)#interface loopback 0
Rl(config*if)#hp router isis cisci
R1 (config-if) Hexit

Rl (config)#interface serial 1/1

Rl (config-if)#ip router isis cisco
Rl (config-if)Hexit

Rl (config)#

Obbc. 0000. 00

| #kyE [stanleyl78]: B

IS-TS )% H1iERE

cisco FRici 2Ll OSPF HhfE

o

R2 (config) #router isis cisco

R2 (config-router)#net 49.0001. ca0l.

R2 (config-router) #exit

R2 (config) #interface serial 1/0
R2(config-if)#ip router isis cisco
R2 (config—if) Hexit

R2 (config) #interface serial 1/1

R2 (config-if) #ip router isis cisco
R2 (config-if) #exit

R2 (config)#exit

Obbc. 0000. 00

R3 (config)#router isis cisco

R3 (config-router)#net 49.0001. ca02.
R3 (config-router)#exit

R3 (config)#interface serial 1/0
R3(config-if)#ip router isis cisco
R3(config-if) #exit

R3 (config) #interface loopback 0

R3 (config-if)#ip router isis cisco
R3(config-if)#exit

R3(config) #texit

Obbc. 0000. 00

#tvE [stanleyl79]: HE

R1 %t 4% NET [tuhit.
AN NET R 45 1D #f i fi4E 1
) MAC $uk 4 i o

49. 0001 4 area ID

¢a00. Obbe. 0000 4 R1 B
25/ system ID. ZE— M HH
HE IR PYIXAS ID AR ME—
.

00 24 R1 ] SEL, ZR2'E 4y 00,

| T 0 TR 2
| AKEE

#tvE [stanleyl80]: 7%
FUR A A IS-1S HERE.
HALTF RIP B OSPF 7F %
HH G E B R IK) network fiv
A ER .

3. MESEMUA, EEAE—HHER I R

Rl#tshow ip route

Gateway of last resort is not set
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172.16.0.0/16 is variably subnetted, 4 subnets, 2 masks
C 172.16.255.0/30 is directly connected, Seriall/l
i L1 172.16. 255.4/30 [115/20] via 172.16.255.2, Seriall/l
i Ll 172.16.16.0/24 [115/30] via 172.16.255.2, Seriall/l |
C 172.16.1.0/24 is directly connected, Loopback0
R1#

4. ] ping v 2 AN H :

Rl#ping 172.16.16.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.16.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 116/152/192 ms
R1#

5. Y& R2 2% I1SIS MRk fE# .

R2#show isis neighbors

System Id Type Interface IP Address State Holdtime Circuit Id

R3 L1L2 Sel/1 172. 16. 255. 6 UP 27 o0 ]
R1 L1L2 Sel/0 172.16. 255. 1 UpP 28 00

R2#

R2#show clns neighbors ‘

System Id Interface  SNPA State Holdtime Type Protocol
R3 Sel/1 *HDLC* Up 25 L1L2 IS-IS

R1 Sel/0 *HDLCx* Up 29 L1L2 IS-IS
R2#

6. AFEEHHERGARIRTF (system 1D,

Rl#tishow isis hostname

Level System ID Dynamic Hostname (cisco)

1 CAO1. OBBC. 0000 R2

* CA0O. OBBC. 0000 R1
1 CA02. 0BBC. 0000 R3
R1#

7. A 1S-TS IEEECIRAEUE I, BTBOAEILT CISCO Bm#sBl 2 L1 N2
L2 Bk e% . B— BB Al S Ear L1 RAAREER R A L2 RAEI4T R R .
IEERFE R, ®—6RbthaRN SR L1 L2 RN ERCRSEEE.

Rl#ishow isis database

IS-IS Level-1 Link State Database:
LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
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| #kyE [stanleyl81]: RI M
R2 %3] ¥ TSTS KB i

L1 FR 8 e P AT ) X
.

| #it¥E [stanleyl82]: Cisco
5 A BRI L1/L2 (¥
PRI,

— -~ | #itiE [stanleyl83]: &%
clns [0 26 A% o

| ik [stanley184]1: 251

T ARP PrisImes .

HAF AR 137 1 TLV ZhAs
ATHRIRAF T o

H 5 A RS o
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01CA. 000B. BC00. 00-00  0x00000001  0x6107 0 (1083) 0/0/0
R1. 00-00 * 0x00000005  0xDCIC 897 0/0/0
R2. 00-00 0x00000005  0x21A8 787 0/0/0
R3. 00-00 0x00000004  0xE2F0 717 0/0/0
IS-IS Level-2 Link State Database:
LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
01CA. 000B. BC00. 00-00  0x00000001  0x6107 0 (1083) 0/0/0
R1.00-00 * 0x00000007  0xD846 947 0/0/0
R2.00-00 0x00000007  0xF207 802 0/0/0
R3. 00-00 0x00000005  0x7796 756 0/0/0
R1#
8. A TR I BERRIR S HE
Rl#tshow isis database detail
IS-IS Level-1 Link State Database:
LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
R1.00-00 * 0x00000008  0xD61F 924 0/0/0
Area Address: 49.0001
NLPID: 0xCC
Hostname: R1
IP Address: 172.16.1.1
Metric: 10 | IP 172.16.255.0 255.256.265.25¢ |
Metric: 10 IP 172.16.1.0 255.255.255.0
Metric: 10 IS R2.00
R2. 00-00 0x00000008  0x1BAB 897 0/0/0
Area Address: 49.0001
NLPID: 0xCC
Hostname: R2
IP Address:  172.16.255.5
R3. 00-00 0x00000008  0x7199 754 0/0/0
Area Address: 49.0001
NLPID: 0xCC
Hostname: R3
IP Address:  172.16.16.1
Metric: 10 IS R2.00
Metric: 20 IP 172.16.255. 0 255. 255. 255. 252
Metric: 10 IP 172.16.255. 4 255. 255. 255. 252
Metric: 10 IP 172.16.16. 0 255.255.255.0
Metric: 30 IP 172.16. 1.0 255.255. 255. 0

9. FENRIMLES, B oA ORE MATHBRE B SRR E R W ARZ /. 5
BRI R, ERERE, KRB hSRRER. BAXHE RN
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PRARERRESSIEEEX. SEFEREN CPU INFRIBIR. FILa AR
B AT LI aiEr kA,

FEASZEG T, B WAT 2 IRAEAE, JT ART LRI A7 (188 #4595 7€ Level-1 1)
AR

75 RL. R2 F1 R3 2% H ot TG B 2K HH A 2R 2

R1 (config) #router isis cisco

Rl(config-router) #is-type level-1 ] -] #it¥E [stanleyl88]: 45
R1 (config-router)#exit B SR Level -1 B H
Rl (config)#exit o

R2 (config) #router isis cisco T T LA AT 70k G, 5 L[]
R2 (config-router)#is—type level-1 Y ek . BN T MY T
R2 (config-router)#exit FERE .

R2 (config) #exit

R3 (config)#router isis cisco
R3 (config-router)#is—type level-1

R3 (config-router)fexit

10. FHXES R1BEHCIRS B, .

Rl#tshow isis database

[S-1S Level-1 Link State Database: | -~ 7| #t¥E [stanleyl189]: kI,
LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL HEHCIRZSHE AT L1
R1. 00-00 % 0x0000000A  0xD025 829 0/0/0 F [N EHEAE AT

R2. 00-00 0x0000000B  0x13B2 835 0/0/0

R3. 00-00 0x00000009  0xD6F9 834 0/0/0

R1#

11, SEIG5E L.
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MIMIIT
cisco

CCNP Lab Manual

Lab 19. Configuring IS-IS Multi Area and Summary

Route

SEIS HI:

1. BEIRILAN IS-TS # b & .
2. B L1/L2 KRR .

3. 4R IS-1S XL M i .

LR

Configuring 1S-IS Multi Area and Summary Route

172.16.1.1/24
172.16.2.1/24

172.16.128.1/24
172.16.129.1/24
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KR PR EK:

I, BCE S G s 1P Huhik, I HAE Ping dir& i\ 25 # th o 10 ELE LR B

k.
2. HEMHEN IS-ISHEW R .

R1(config)#interface Loopback0

R1(config-if)#ip address 172.16. 1.1 255. 255, 255. 0
R1(config-if)#ip router isis cisco

Rl (config—if) #‘isis circuit-type level—l‘
Rl (config-if)#exit

Rl (config)#

R1 (config)#interface Loopbackl

Rl (config-if)#ip address 172.16.2.1 255. 255. 255. 0

Rl (config-if)#ip router isis cisco

R1(config-if)#isis circuit-type level-1

Rl (config-if)#exit

R1(config)#

R1(config)#interface Seriall/l

R1(config-if)#ip address 172.16.255.1 255. 255. 255. 252
Rl (config-if)#ip router isis cisco
Rl(config*if)#ﬁsis circuit-type 1eve1—2—0n1ﬁ
Rl (config—if)#exit

Rl (config)#

R1 (config)#router isis cisco
R1(config-if)#net 49.0001. ca00. Obbc. 0000. 00
R1 (config-if) Hexit

Rl (config)#

| i [stanley190]: 55E

BRI AR IE level -1 B H
I,

BAESLR: IS-IS K
Level-1-2 188 18§, &R FT
FHEOF KL Level-1
Level-2 MIFR3C 8 e 4 fir
2T LUME BT AN A Z IR SC

7| #kyE: [stanleyl91]: J55&

s1/1 K% level -2 [ L

R2 (config)#interface Seriall/0

R2 (config-if) #ip address 172.16.255.2 255. 255. 255. 252

R2 (config-if)#ip router isis cisco

R2(config-if)#isis circuit-type level-2-only |
R2 (config-if) #exit

R2 (config) #

R2 (config) #interface Seriall/l

R2 (config-if)#ip address 172.16.255.5 255. 255. 255, 252
R2 (config-if) #ip router isis cisco

R2 (config-if) #exit

R2 (config) #

R2 (config) #router isis cisco

R2 (config-if)#net 49.0002. call. Obbc. 0000. 00

R2 (config-if) Hexit

R2 (config)#

| #k¥E [stanleyl92]: I55&

s1/0 20 Ki% level -2 #R3C
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R3 (config)#interface Seriall/0

R3 (config-if) #ip address 172.16.255.6 255. 255. 255. 252
R3 (config-if)#ip router isis cisco

R3 (config-if) Hexit

R3 (config)#

R3(config-if)#interface Seriall/l

R3 (config-if)#ip address 172.16.255.9 255. 255. 255. 252
R3(config-if)#ip router isis cisco
RS(config—if)#ﬁsis circuit-type level—2—on1ﬁ
R3(config-if) #exit

R3 (config)#

R3 (config-if)#router isis cisco

R3 (config-if)#net 49.0002. cald2. Obbc. 0000. 00
R3 (config-if)Hexit

R3 (config)#

R4 (config) #interface Seriall/0

R4 (config-if)#ip address 172.16.255.10 255. 255. 255. 252
R4 (config-if)#ip router isis cisco

R4 (config-if)#isis circuit-type level-2-only

R4 (config-if) #exit

R4 (config) #

R4 (config-if) #interface Seriall/l

R4 (config-if) #ip address 172.16. 255. 13 255. 255. 255. 252
R4 (config-if)#ip router isis cisco

R4 (config-if)#isis circuit—type level-1

R4 (config-if) Hexit

R4 (config)#

R4 (config-if) #router isis cisco

R4 (config-if)#net 49.0003. ca03. Obbc. 0000. 00

R4 (config)#exit

R4 (config)#

R5 (config) #interface Loopback0

R5 (config-if)#ip address 172.16.128.1 255. 255. 255. 0
R5(config-if)#ip router isis cisco

R5 (config-if)#isis circuit-type level-1
R5 (config-if) #exit

R5 (config) #

R5(config-if)#interface Loopbackl
R5(config-if)#ip address 172.16.129.1 255.255. 255. 0

R5(config-if)#ip router isis cisco

R5 (config-if) #exit
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R5 (config) #

R5 (config-if)#interface Seriall/0

R5 (config-if) #ip address 172.16. 255. 14 255. 255. 255. 252
R5(config-if)#ip router isis cisco

R5(config-if)#exit

R5 (config) #

R5(config-if)#router isis cisco

R5 (config-if) #net 49.0003. ca04. Obbc. 0000. 00
R5(config—if)#ﬁs—type level-1
R5(config-if)#exit

R5 (config) #

4. B R2. R3. R4 [ALSEEE, ML XIIAE N RLL KA

R2#show isis neighbors

System Id Type Interface IP Address

RB‘ L1L2 Sel/1 172.16. 255. 6 UP 29
R1| L2 Sel/0 172.16.255.1 WP 23
R2#

State Holdtime Circuit Id

R3#tshow isis neighbors

System Id Type Interface IP Address

R2 L1L2 Sel/0 72, 16, 256, 5 UP 25
R4 L2 Sel/l 172.16. 255. 10  UP 27
R3#

State Holdtime Circuit Id

R4#tshow isis neighbors

System Id Type Interface IP Address

R3 L2 Sel/0 172.16.255.9 Uup 23
R5 L1  Sel/l 172.16. 255.14  UP 22
R4#

State Holdtime Circuit Id

5. BA Rl 5 R5 (A, MEHLX )

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 8 subnets, 2 masks

i L2 172.16.128.0/24 [115/50] via 172.16.255.2, Seriall/l

i L2 172.16.129.0/24 [115/50] via 172.16.255.2, Seriall/l

C 172.16.255.0/30 is directly connected, Seriall/l

i L2 172. 16.255.4/30 [115/20] via 172.16.255.2, Seriall/l

i L2 172.16. 255. 8/30 [115/30] via 172.16.255.2, Seriall/l

i L2 172. 16.255.12/30 [115/40] via 172.16.255.2, Seriall/l
C 172.16.1.0/24 is directly connected, Loopback0

C 172.16.2.0/24 is directly connected, Loopbackl
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R1#

Rl#tshow isis database

IS-IS Level-1 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/0OL
R1.00-00 * 0x0000000B  0xD33B 679 1/0/0
IS-IS Level-2 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
R1.00-00 * 0x0000000E  0xCC4D 736 0/0/0

R2. 00-00 0x00000013  0xA297 427 0/0/0

R3. 00-00 0x0000000F  0x65C8 1097 0/0/0

R4. 00-00 0x00000011  0x4B41 818 0/0/0
R1#

Rb#show ip route

Gateway of last resort is 172.16.255.13 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.128.0/24 is directly connected, Loopback0

C 172.16.129.0/24 is directly connected, Loopbackl

C 172.16. 255.12/30 is directly connected, Seriall/0

i*L1 0.0.0.0/0 [115/10] via 172.16.255. 13, Seriall/O‘ 777777777777777777777777777
R5#

Rb#show isis database

IS-IS Level-1 Link State Database:{

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
R4. 00-00 0x0000000C  0x7BA1 770 1/0/0

R5. 00-00 * 0x0000000D  0xF411 649 0/0/0
R5#

6. 1 H ping #r2 A H:

Rl#fping 172.16.129.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.129.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 220/240/264 ms
T R BB AT R Ik N B FHER IR/, I nT DARCE IS-1S L. ks E
R4 % th 3%

99

http://pan_baidu.com/share/home?uk=2084365290&view=share#

| #kyE [stanleyl99]: HT

R5 /& Level-1 [ &%, 3L
LA Area 49. 0003 [X I P

o PRI IL B3 Re e ph 2%
RIE L1 AL BRI

REMEERE: BBAN
IR B R R4, 5
T IS-IS MFssE k.

HABOEZEARL T OSPF [ 564K

\| WX BL (Totally Stub)

ity [stanley200]: R5 %
A L1 % 2

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6




http://ccieh3c.taobao.com

R4#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 8 subnets, 2 masks

i Ll 172.16.128.0/24 [115/20] via 172.16.255. 14, Seriall/l

i L1 172.16.129.0/24 [115/20] via 172.16.255. 14, Seriall/l

i L2 172.16.255.0/30 [115/30] via 172.16.255.9, Seriall/0

i L2 172.16.255.4/30 [115/20] via 172.16.255.9, Seriall/0

C 172.16.255.8/30 is directly connected, Seriall/0

C 172.16. 255.12/30 is directly connected, Seriall/l

i L2 172.16.1.0/24 [115/40] via 172.16.255.9, Seriall/0

i L2 172.16.2.0/24 [115/40] via 172.16.255.9, Seriall/0 { 777777777777777777777 _ -~ | #it¥E [stanley201]: ACE
R4# TR0 LB AT R 46

8. fF Rl it & Mok 5 45 .

Rl (config)#router isis cisco

R1 (config-router)#exit

R1 (config) #exit

Rl(config—router)#kummary—address 172.16.0.0 255.255.128.0L -

fitd: [stanley202]: XJ Rl
PRI AN L (A1 3R 1 AT btk
B,

9. FHIXAH R4 .

R4#tishow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 7 subnets, 3 masks

i L1 172.16.128.0/24 [115/20] via 172.16.255. 14, Seriall/l

i Ll 172.16.129.0/24 [115/20] via 172.16.255. 14, Seriall/l

i L2 172.16.255.0/30 [115/30] via 172.16.255.9, Seriall/0

i L2 172.16. 255.4/30 [115/20] via 172.16.255.9, Seriall/0

C 172.16. 255.8/30 is directly connected, Seriall/0

C 172.16.255.12/30 is directly connected, Seriall/l

i L2 172.16.0.0/17 [115/40] via 172.16.255.9, Seriall/d | | #ityE [stanley203]: H%
R4# B e R Y

172. 16. 1. 0/24
172.16. 2. 0/24 (1) 1% 248 1% 7%,
DI

10 BRI i b A R

R4#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 192/225/240 ms

R4#
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MIMIIT
cisco

CCNP Lab Manual

Lab 20. Migrate IS-IS Area

S0 H -
1. iR 1S-1S XTI i IR HE
2. HAR 1S-1S WX IIE B AL E .

B RN SE

Migrate IS-IS Area

172.16.255.1/30 ca01.0bbc.0000

172.16.1.1/24

e
ca00.0bbc.0000 §=aan 172.16.2.1/24

172.16.255.10/30 172.16.255.5/30

Area 49.0001

Area 49.m1|:> Area 10.ab7c
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TR BRIREK:

1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.

2. MUE &G B AT 1S-1S Pridle

3. A Rl % h#:

Rl#tshow ip route

Gateway of last resort is 172.16.255.2 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
C 172.16.255.0/30 is directly connected, Seriall/l
i Ll 172.16.255.4/30 [115/20] via 172.16.255.2, Seriall/l
[115/20] via 172.16.255.9, FastEthernet0/0
C 172.16.255.8/30 is directly connected, FastEthernet0/0
i L1 172.16.1.0/24 [115/20] via 172.16.255.2, Seriall/l
i L1 172.16.2.0/24 [115/20] via 172.16.255.2, Seriall/l
R1#R1#

4y T AT A R IR A e 1

Rl#tishow isis database detail

IS-IS Level-1 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL

R1. 00-00 * 0x00000008  0x8D3B 1116 0/0/0
Area Address: 49.0001
NLPID: 0xCC

Hostname: R1

TP Address: 172.16. 255. 1

Metric: 10 IP 172.16.255.8 255. 255. 255. 252
Metric: 10 TP 172.16.255. 0 255. 255. 255. 252
Metric: 10 IS R3.01
Metric: 10 IS R2.00

R1#

5. BCE XA 10. abe7 T . 1E =G ¥ H1& )50 HRC B LAl _E AR ICE

R1 (config)#router isis cisco

R1 (config-router)#net 10.abc7. ca00. Obbe. 0000. 00
Rl (config)#exit

Rl (config)#
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R2 (config) #router isis cisco

R2 (config-router)#net 10. abc7. ca0l. Obbc. 0000. 00
R2 (config)#exit

R2 (config)#

R3 (config)#router isis cisco

R3 (config-router)#net 10. abc7. ca02. Obbe. 0000. 00
R3(config)#exit

R3 (config) #

6. FHREEEE G B s I BERCIRS Bl P -

Rl#tishow isis database detail

IS-IS Level-1 Link State Database:

Area Address (es): 49.0001 10.abc7
IP Address(es): 172.16.255. 2%
Uptime: 00:08:18
NSF capable

R1#

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
R1.00-00 * 0x00000009  OxAF8D 991 0/0/0
Area Address: 49.0001
Area Address: 10.abc7 L 777777777777777777777777777777777777777777777
NLPID: 0xCC
Hostname: R1
IP Address:  172.16.255.1
Metric: 10 IP 172.16. 255. 8 255. 255. 255. 252
Metric: 10 IP 172.16. 255. 0 255. 255. 255. 252
Metric: 10 IS R3.01
Metric: 10 IS R2.00
7. AEFE G clns M fEE:
Rl#show clns is—neighbors detail
System Id Interface State Type Priority Circuit Id Format
R3 Fa0/0 Up Ll 64 R3.01 Phase V
Area Address(es): 49.0001 10.abc?
IP Address(es): 172.16.255. 9%
Uptime: 00:08:06
NSF capable
R2 Sel/1 Up L1 0 01 Phase V

8~ MINEE 5 I ph A AR N AT R B AL 1 DR R DX 5 I, AT LA Jid

I NET suhbiEa), BCE MR
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R1 (config) #router isis cisco
R1(config-router)#no net 49.0001. ca00. Obbc. 0000. 00
Rl (config-router)#exit

R1(config)#

R2 (config)#router isis cisco

R2 (config-router)#no net 49.0001. ca0l. Obbc. 0000. 00
R2 (config-router)#exit

R2 (config) #

R3 (config)#router isis cisco

R3 (config-router)#no net 49.0001. ca02. Obbc. 0000. 00
R3 (config-router)fexit

R3 (config)#

9. AE Rl HEHK:

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
C 172.16.255.0/30 is directly connected, Seriall/1l
i L1 172.16. 255.4/30 [115/20] via 172.16.255.2, Seriall/l
[115/20] via 172.16.255.9, FastEthernet0/0
C 172.16. 255.8/30 is directly connected, FastEthernet0/0
i Ll 172.16.1.0/24 [115/20] via 172.16.255.2, Seriall/1l
i Ll 172.16.2.0/24 [115/20] via 172.16.255.2, Seriall/1l

10, A R PBEMOIR S 2R

Rl#tishow isis database detail

IS-IS Level-1 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/0L
R1.00-00 * 0x0000000F  OxEC9B 1065 0/0/0
%rea Address: 10.abe7,
NLPID: 0xCC

Hostname: R1

IP Address:  172.16.255.1

Metric: 10 IP 172.16. 255. 8 255. 255. 255. 252
Metric: 10 IP 172.16.255. 0 255. 255. 255. 252
Metric: 10 IS R2.00
Metric: 10 IS R3.01
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Lab 21. Redistributing into RIP and OSPF

SEI0 H K-
1. %42 RIP 5 OSPF (W HE R AT E .
2. FRf# OSPF [f) E1 5 E2 256 H .

B RN SE

Redistributing into RIP and OSPF

OSPF Area 0 RIP v1 or v2

— 172.16.255.1/30

192.168.255.2/24
s1/1

172.16.1.1/24 /
‘ 172.16.2.1/24 16255 a‘ 192.168.255.1/24

192.168.1.1/24
192.168.2.1/24
-
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

k.
2. BLHE R1 5 R2 1) OSPF it Hr3CF1 R2 5 R3 1 RIP % 1 il
3. A& R1. R2 FIR3 )i b2

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/l
C 172.16.1.0/24 is directly connected, Loopback0
C 172.16.2.0/24 is directly connected, Loopbackl
R1#

R2#show ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/0

0 172.16.1.0/24 [110/65] via 172.16.255.1, 00:02:47, Seriall/0

0 172.16.2.0/24 [110/65] via 172.16.255.1, 00:02:47, Seriall/0 { 77777777777777
192. 168. 255.0/30 is subnetted, 1 subnets

C 192. 168.255.0 is directly connected, Seriall/l

R 192.168.1.0/24 [120/1] via 192.168.255.1, 00:00:10, Seriall/l
R 192.168.2.0/24 [120/1] via 192.168.255.1, 00:00:10, Seriall/ﬂ
R2#

R3#show ip route

Gateway of last resort is not set

C 192. 168. 255.0/24 is directly connected, Seriall/0
C 192.168.1.0/24 is directly connected, Loopback0

C 192.168.2.0/24 is directly connected, Loopbackl
R3#

4. M4 show ip route My W LI, AT R2 H 14 0] LLSE o) SRS B 2% (1) 5¢
g, EBh, R2 BT OSPF 5 RIP Mg il 5t HLIRINEAT T PFIANIA]

[ T PR
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5. N THALR R1 FIR2 REs2% ) BIHEAS M L8 th o £ R2 L0 & th B KAl . &
R

R2 (config) #router ospf 1

R2 (config-router) #ﬁredistribute rip metric 200 subnets { 7777777777777777777777777
R2 (config-router)#exit
R2 (config)#router rip
R2(config—router)#&edistribute ospf 1 metric lq

R2 (config-router)#exit

6. TF& R1 B hasFl R3 #2810 4k

Rl#tshow ip router
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/l

172.16.1.0/24 is directly connected, Loopback0

172.16.2.0/24 is directly connected, Loopbackl
192. 168. 255.0/30 is subnetted, 1 subnets
0 E2 192. 168. 255. 0 [110/200] via 172.16.255.2, 00:02:47, Seriall/l
0 E2 192.168.1.0/24 [110/200] via 172.16.255.2, 00:02:53, Seriall/l
0 E2 192.168.2.0/24 [110/200] via 172.16.255.2, 00:02:53, Seriall/lt
R1#

o O

R3#tshow ip router

R 172.16.0.0/16 [120/10] via 192.168.255.2, 00:00:24, Seriall/q
C 192. 168. 255.0/24 is directly connected, Seriall/0

C 192.168.1.0/24 is directly connected, Loopback0

C 192.168.2.0/24 is directly connected, Loopbackl

R3#

T HAIAES BT 20

Rl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 112/137/144 ms
R1#

R3#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/148/192 ms
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#tvE [stanley211]: ¥ rip
3 2% F) i 11 2 2 A 21 OSPF ()
W& ehe Jf HLAR e H Ry
200
Subnets i A LUAf {& RIP
P 2% e R TG 10 5 ER S
TR R R AT o

R A BRASR AL B2
KA,

% Bl 5 B2 (8% A,
157X [5%] OSPF [ X da s 45 358 7

| LR

ity [stanley212]: ¥4
OSPF [ 2% ¢ b 8 & AT 1] RIP
M. R S RN -
10,

#itiE [stanley213]: R1 &
ZIE ERAIEE, 2
F 7 RIP P41 i

ity [stanley214]: R3 %%
> FIff) OSPF F 11

M1 R2 A TSR St P
DA A 2 >) B2 %
FE
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Lab 22. Redistributing into EIGRP and IS-IS

SEI0 H K-
1. %42 EIGRP 5 1S-1IS E KAl E .

PR RN SR

Redistributing into EIGRP and IS-IS

15-1S Area 49.0001 EIGRP 100

g 172.16.255.1/30
cal0.0bbc.0000 foa g S1/1

172.16.1.1/24
‘ 172.16.2.1/24 ‘ Pz
ca01.0bbc.0
>

192.168.1.1/24
192.168.2.1/24
-
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

Y.
2. WCE R1 5 R2 By IS-1S i dHMiHT R2 5 R3 # EIGRP % i #pi8o
3. A& R1. R2 FIR3 )i b2

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/l
C 172.16.1.0/24 is directly connected, Loopback0
C 172.16.2.0/24 is directly connected, Loopbackl
R1#

R2#show ip route
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
C 172.16.255.0/30 is directly connected, Seriall/0
i L1 172.16.1.0/24 [115/20] via 172.16.255.1, Seriall/0
i Ll 172.16.2.0/24 [115/20] via 172.16.255.1, Seriall/0 [
192. 168. 255.0/30 is subnetted, 1 subnets
C 192. 168.255.0 is directly connected, Seriall/l
b 192. 168. 1. 0/24 [90/2297856] via 192. 168.255.1, 00:00:04, Seriall/1
D 192. 168. 2. 0/24 [90/2297856] via 192.168.255. 1, 00:00:04, Seriall/l L
R2#

R3#show ip route
Gateway of last resort is not set

C 192. 168. 255.0/24 is directly connected, Seriall/0

C 192.168.1.0/24 is directly connected, Loopback0

C 192.168.2.0/24 is directly connected, Loopbackl

R3#

sMar 29 10:39:29. 171: %SYS-5-CONFIG I: Configured from console by console
R3#

4. MR show ip route a2 LLEH, HAT R2 H A AT LLAE ) BIHEAS R 158
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M, JEEh, R2 M4 T EIGRP 5 1S-1S Wb 5. HFRHEAT 7 Rk
AN TR PR i ER P

5. 4 THifE R1FI R2 fgNs 2 ) BB M &k . #F R2 DRCE MM ER . IE
mr:

R2 (config)#router isis cisco

R2 (config—router)#h‘edistribute eigrp 100 metric 20 level-2 |
R2 (config-router)#exit

R2 (config) #

R2 (config) #router eigrp 100

R2 (config)#redistribute isis cisco level-1-2 metric 100000 10 255 1 1500

R2 (config) #

A4 EIGRP SR H e E AR S AE, B UAE T RATIT, 75 B 4 9 2% 1) S B iy
LT ARV (1) A
6. AFE R1 BRI 281 R3 8K FH 28 11 2K ¢

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

C 172.16.255.0/30 is directly connected, Seriall/l
C 172.16.1.0/24 is directly connected, Loopback0
C 172.16.2.0/24 is directly connected, Loopbackl

192. 168. 255.0/30 is subnetted, 1 subnets
i L2 192. 168. 255. 0 [115/30] via 172.16.255.2, Seriall/l
i L2 192.168.1.0/24 [115/30] via 172.16.255.2, Seriall/l
i L2 192.168.2.0/24 [115/30] via 172.16.255.2, Seriall/l ‘
R1#

R3#tshow ip route
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets
TD EX 172.16.1.0 [170/2172416] via 192. 168.255.2, 00:08:48, Seriall/0
D EX  172.16.2.0 [170/2172416] via 192.168.255.2, 00:08:48, Seriall/0 |
C 192. 168. 255.0/24 is directly connected, Seriall/0
C 192.168.1.0/24 is directly connected, Loopback0
C 192.168.2.0/24 is directly connected, Loopbackl
R3#

T BN HAT 2
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ity [stanley217]: B4
Huf) BTGRP i Hy il 24 > 2
FA) % HH B AT 1 IS-TS 1
%o

FineERR 20

Level-2 2f5 HH E RATM B
2Ry L2 M.

¥ : A LLB N metric-type
extenal FSH, [ 7HE 5
HEE.

| #3E [stanley218]: #54

HERG IS-IS B9 8% t Pl 24 2
S| [ #% H1 = A7 3 EIGRP
100 FM 45
Level-1-2 3§ Hi 75 % F K A
R R L1 A 1.2,
Metric & JLANEE S 3R
R
100000 : ‘7 5EfE 100mbps
10 : MZIEIR

5 @ AJAERE 100%
1 53k 1%
1500 : MTU {&.

ity [stanley219]: it
HRAN BN .

Hometric {H4 30, X2H
h, RLTES AN
A F K R BX HI 4%
e E.

IS-1S BRIAEE & Ry 2 10

#tyE [stanley220]: il
HRAT I B IS-TS #h i
EX SGHks, fe Bk Bk
EIGRP F V& REGTHE H

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6




http://ccieh3c.taobao.com

R3#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 88/94/96 ms
R3#

Rl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

R1#

8. FHRAA R3 IHE &

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets
b EX 172.16.1.0 [170/2172416] via 192. 168. 255.2, 00:23:06, Seriall/0
D EX 172.16.2.0 [170/2172416] via 192. 168.255.2, 00:23:06, Seriall/0 L
C 192. 168. 255.0/24 is directly connected, Seriall/0
C 192.168.1.0/24 is directly connected, Loopback0
C 192.168.2.0/24 is directly connected, Loopbac
R3#

BEREHKRIE/D 172, 16. 255. 0/24 MLEEH. P4 B RERZ: 1S-1S £
BERAN, NKEEMBRERM.
9. 7E R2 I EIGRP HpiS Hh s I c B T KA1 B P 4% -

R2 (config) #router eigrp 100
R2 (config-router)#redistribute connected metric 100000 10 255 1 1500

R2 (config-router) #texit

10. & F R3 B H#:

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
b EX 172. 16.255.0/30 [170/2172416] via 192.168.255.2, 00:00:06, Seriall/q
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| #yE [stanley221]: M RI1
2% ping B Hi4% R3 I EIFR
o
5 MR AT R k.

_ -~ | #E [stanley222]: NG
IS-TS P45 R AN 8 £l

_ -~ 7| #ityE [stanley223]1: #5 R2
[ 3% W) 245 5 R A7 21 EIGPR
W25,

L, ik [stanley224]: I,
, r3 B2 2R r2 5 rl 1)
HIEM .

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

D EX 172.16.1.0/24 [170/2172416] via 192. 168.255.2, 00:26:56, Seriall/0
D EX 172.16.2.0/24 [170/2172416] via 192.168.255.2, 00:26:56, Seriall/0
C 192. 168. 255.0/24 is directly connected, Seriall/0

C 192.168.1.0/24 is directly connected, Loopback0

C 192.168.2.0/24 is directly connected, Loopbackl

R3#

11, 75 R3 A bAoA 250 -

Rl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/148/168 ms
R1#

12, SEIG5E K.
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Lab 23. Redistribution Using Administrative Distance

K HK:
1y R T A6 5y B e o TR AT SR R U 5 o )

PR RN SR

Redistribution Using Administrative Distance

s1/1
172.16.255.9/30

10.1.1.1/24
g, S
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KR PR EK:
I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
ik

2. LML E RIP 1 OSPF 8%t MM
3. T R2 FIR5 (% -

R2#show ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets
172.16.255.0 is directly connected, Seriall/1l
172.16.255.4 [110/128] via 172.16.255.2, 00:01:44, Seriall/l
172.16.255.8 [110/192] via 172.16.255.2, 00:01:44, Seriall/l
10.0.0.0/8 [120/1] via 192.168.1.1, 00:00:21, Seriall/0
192.168.1.0/24 is directly connected, Seriall/0
0 F2 192.168.2.0/24 [110/200] via 172.16.255.2, 00:01:44, Seriall/1l
R2#

o =™ O O O

R5#show ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets

0 172.16.255.0 [110/192] via 172.16.255.9, 00:02:08, Seriall/0

0 172.16.255.4 [110/128] via 172.16.255.9, 00:02:08, Seriall/0

C 172.16.255.8 is directly connected, Seriall/0

0 E2 10.0.0.0/8 [110/200] via 172.16.255.9, 00:02:08, Seriall/q 7777777777777777777 _ -~ | #itiE [stanley226]: #i&
0 E2 192.168.1.0/24 [110/200] via 172.16.255.9, 00:02:08, Seriall/0 10. 0. 0. 0/8 [1)% 4518 it

C 192.168.2.0/24 is directly connected, FastEthernet0/0 172. 16. 255. 9 F—Bk.
R5#

4, MRS E B ARk, WLUE RS B AR 2IIA 10. 0. 0. 0/8 LT
ANREEPHEN R S h 8, M2 R&-—>R3-—>R2-—>R1-->10. 0. 0. 0/8, L
FATLUE B4R K AN R S AR IR E o 7 AR b il R e EE R B Rt RNy
75 R2 M4 28 BRCE B th F A A, R2 K 10. 0. 0. 0/8 WL 15 45 H e 10 6 T 2%
LR AT 6 O B EE BTS2 110, Bl OSPF (R FHLE B9 . 2 Ik 45 4% th 2134 RS B,
R5 2B RIP 5 OSPF U BIER G J5, e RITUER B o BRI T R5 A
A ENIE 10.0.0. 0/8 M4 e A£ i th 2@ OSPF (XI5 AN Bk £ R 3
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h. REA: BRI YE B AR SR AR U B .
5. N TR, BATTRT LA S A8 RO MR 2% e o P B R DR sl o i
PR, BCEW R

R5(config) #access-list 1 permit 10.0.0.0 0.255.256.255 | -~ | #tyE [stanley227]: M/
R5 (config)#irouter rip ACL [TCJC 75 AR B 5 H i 5
R5(config*router)#bistance 80 192.168.2.1 0.0.0.0 IL T 199 2%

R5 (config-router)#exit

B H#itiE [stanley228]: M

R5 (config) #exit 192. 168. 1. 2 I 48 2 34T
6. FHREA RS M % it ACL 1 485 P44 i /R 105
R5#show ip route FREE BEECh 80,

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets
172.16.255.0 [110/192] via 172.16.255.9, 00:00:02, Seriall/0
172.16.255.4 [110/128] via 172.16.255.9, 00:00:02, Seriall/0
172.16.255.8 is directly connected, Seriall/0

R 10.0.0.0/8 [80/1] via 192.168.2.1, 00:00:02, FastEtherneto/o | - | #it¥E [stanley229]: UL
0 F2 192.168.1.0/24 [110/200] via 172.16.255.9, 00:00:02, Seriall/0 10. 0. 0. 0/8 [ 2% i b 1 & B
C 192.168.2.0/24 is directly connected, FastEther O )y 80, R it o

7o N TR R E, FILEITE R2 B iy 92 b o AR R e 8, b7 JEFE T RIP Py B 1
PR BE T . HATEES I 6 5.
8. SLIGSER
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Lab 24. Filtering Routing Updates with a Distribute

List

SEI0 H K-
1. HEPRILT distribute fy-4 1 i pE A E 7715

PR RN SR

Filtering Routing Updates with a Distribute List

OSPF Area 0 RIP v2

192.168.0.1/24
192.168.1.1/24
172.16.0.1/24 192.168.2.1/24

o / ;
172.16.1.1/24 17245_255_2‘ Ll
‘ 172.16.2.1/24 / 192.168.255.1/24 22

‘. 172.16.3.1)'? / ‘ ’ _I

172.16.0.0/24 x
172.16.1.0/24
192.168.2.0/24
* 192.168.3.0/24
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1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.

2+ FZIRIFNECE OSPF R RIP v2 (% tbhisle JFOCH RIP v2 [ A

3. 7E R2 L Bt A .

4. rF R1AIR3 {4 &

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 5 subnets

172.16.255.0 is directly connected, Seriall/l

172.16.0.0 is directly connected, Loopback0

172.16.1.0 is directly connected, Loopback0

172.16.2.0 is directly connected, Loopback0

172.16.3.0 is directly connected, Loopback0
E2 192. 168.255.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/l
E2 192.168.0.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/l
E2 192.168.1.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/1
E2 192.168.2.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/l
E2 192.168.3.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/1
R1#

S O O O O O O O oo O

R3#ishow ip route

Gateway of last resort is not set

172.16.0.0/30 is subnetted, 5 subnets

R 172.16.255.0 [120/10] via 192. 168.255.2, 00:00:01, Seriall/0
R 172.16.0.0 [120/10] via 192.168.255.2, 00:00:01, Seriall/0
R 172.16.1.0 [120/10] via 192.168.255.2, 00:00:01, Seriall/0
R 172.16.2.0 [120/10] via 192.168.255.2, 00:00:01, Seriall/0
R 172.16.3.0 [120/10] via 192.168.255.2, 00:00:01, Seriall/0
C 192. 168. 255.0/24 is directly connected, Seriall/0

C 192.168.0.0/24 is directly connected, Loopback0

C 192.168.1.0/24 is directly connected, Loopback0

C 192.168.2.0/24 is directly connected, Loopback0

C 192. 168.3.0/24 is directly connected, Loopback0

R3#

5. MRAEIAMF 2, fE R2 ERCE B thid g, LARLyE OSPF it if. MOE T
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&2(config)#access—list 1 deny 172.16.0.0 0.0. 0. 255
R2 (config)#access—list 1 deny 172.16.1.0 0.0.0. 255
R2(config) #access-list 1 permit @ny | -~ | #tiE [stanley230]: EH’&
R2 (config)irouter rip Pt & ACL, iR 752y 1y
R2(config*router)#bistribute—list lowtospf gy N %",
R2 (config-router) #exit - MoE [stanley23l]: & RIP
R2{config) # BhFARE distribute 51
6. & R3 B, BEATHHIN: %, SV REHEIE 1, i
R3#tshow ip route & OSPF T Afi RIP HA 4%
JESEE
Gateway of last resort is not set
R 172.16.255.0 [120/10] via 192. 168.255.2, 00:00:02, Seriall/0
R 172.16.2.0 [120/10] via 192.168.255.2, 00:00:02, Seriall/0
R 172.16.3.0 [120/10] via 192.168.255.2, 00:00:02, Seriall/0 | | - | #E [stanley232]: il
C  192.168.255.0/24 is directly connected, Seriall/0 Pie F e s, R3 KEANRE
C  192.168.0.0/24 is directly connected, Loopback0 i 2 ST BIBHE LI PI 4 B
C 192.168.1.0/24 is directly connected, Loopback0 o
C 192. 168.2.0/24 is directly connected, Loopback0
C 192.168.3.0/24 is directly connected, Loopback0
R3#
7. BCE R2 1L E RTP [ -
R2 (config)#access—1list 2 deny 192.168.2.0 0.0.0. 255
R2 (config) #access-1ist 2 deny 192.168.3.0 0.0.0. 255
R2 (config)#access-list 2 permit any
R2 (config)#router ospf 1
R2(config-router) #distribute-list 2 out ripg | | #t¥E [stanley233]: ME
R2 (config-router)#exit B g
8+ A R1 Mk H1&:
Rl#tshow ip route
Gateway of last resort is not set
172.16.0.0/30 is subnetted, 5 subnets
C 172.16.255.0 is directly connected, Seriall/1l
C 172.16.0.0 is directly connected, LoopbackO
C 172.16.1.0 is directly connected, Loopback0
C 172.16.2.0 is directly connected, Loopback0
C 172.16.3.0 is directly connected, Loopback0
0 E2 192.168.255.0/24 [110/200] via 172.16.255.2, 00:19:20, Seriall/1l
0 E2 192.168.0.0/24 [110/200] via 172.16.255.2, 00:19:20, Seriall/l
0 E2 192.168.1.0/24 [110/200] via 172.16.255.2, 00:19:20, Seriall/l | _ -~ | #itiE [stanley234]: ik
R1# UEJE B R N A
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MIMIIT
cisco

CCNP Lab Manual

Lab 25. Filtering Routing Updates with a Router Maps

SEI0 H K-
1. HE4RHEET Route—map 1)l I JENC B 7%
2. ¥ route—map FIfr 3Bk,

B RN SE

Filtering Routing Updates with a Router Maps

OSPF Area 0 RIP v2

sSSP, 172.16.255.1/30

192.168.0.1/24
192.168.1.1/24
192.168.2.1/24

172.16.0.1/24 BT 255 / 192.168.3.1/24
‘ 172.16.1.1/24 216 192.168.255.1/24

‘ :;2.16.2.1)';‘ _/ ‘ ‘ _/

172.16.0.0/24 x .
172.16.1.0/24
192.168.2.0/24
* 1952.168.3.0/24
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KR PR EK:
I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
ik

2. ML FMACE OSPF FIRIP v2 [ M. FEICH RIP v2 19 H IR
3+ fER2 LPCE & RAN.
4, 5 R1 MRS [AEK %

Rl#tshow ip route

Gateway of last resort is not set
172.16.0.0/30 is subnetted, 5 subnets

172.16.255.0 is directly connected, Seriall/1l

172.16.0.0 is directly connected, LoopbackO

172.16.1.0 is directly connected, Loopback0

172.16.2.0 is directly connected, Loopback0

172.16.3.0 is directly connected, Loopback0
E2 192. 168.255.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/l
E2 192.168.0.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/l
E2 192.168.1.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/1
E2 192.168.2.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/l
E2 192.168.3.0/24 [110/200] via 172.16.255.2, 00:00:15, Seriall/1

S © O O O O O O o O

R3#tshow ip route
Gateway of last resort is not set

172.16.0.0/30 is subnetted, 5 subnets

R 172.16.255.0 [120/10] via 192.168.255.2, 00:00:01, Seriall/0
R 172.16.0.0 [120/10] via 192.168.255.2, 00:00:01, Seriall/0
R 172.16.1.0 [120/10] via 192.168.255.2, 00:00:01, Seriall/0
R 172.16.2.0 [120/10] via 192.168.255.2, 00:00:01, Seriall/0 ki [stanley235]: fl%
R 172.16.3.0 [120/10] via 192. 168. 255.2, 00:00:01, Seriall/0 1| route-map JFBLEIATE N
C  192.168.255.0/24 is directly connected, Seriall/0 y CEit e e
C 192.168.0.0/24 is directly connected, Loopback0 S
C  192.168.1.0/24 is directly connected, LoopbackO || A permit 10 FBRL, W
C 192.168.2.0/24 is directly connected, Loopback0 5 R FI& match fiy4 5 6 &
C 192.168.3.0/24 is directly connected, Loopback0 | BRI, S
5. ARUEHHMOTE, 76 R2 LIRS, LTI OSPE Mgk, BB, |
R2 (config)#access-1ist 1 deny 172.16.0.0 0.0. 0. 255 ; FAT ACL [ permit. i FL
R2 (config)#access—1list 1 deny 172.16.1.0 0.0.0. 255 ! route—map fE ACL AR fI2,
R2 (config)#access—list 1 permit any | 75 R A Bk 1 BR A 4
R2 (config) # f‘ IERAE G
R2 (config) #route—map ospf to_rip permit 10 !
R2(configrtutemap)#hatch ip address ﬂ ‘ 7777777777777777777777777777777777 4//// i (ol esls [
””””””””””””””””””” - acl 1 FrgE M4,
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R2 (config-route—map) Hexit
R2 (config)#router rip
R2 (config-router) #redistribute ospf 1 metric 10 route-map ospf_to_rip |

R2 (config-router)#exit

R2 (config) #exit

6. A R3 (BT, B i >

| #itvE [stanley237]: £

FEAR, 5 HNIA FE
route-map X 5 & A7 1% FH
HATILIE

R3#tshow ip route
Gateway of last resort is not set

172.16.0.0/30 is subnetted, 3 subnets
R 172.16.255.0 [120/10] via 192.168.255.2, 00:00:05, Seriall/0
172.16.2.0 [120/10] via 192.168.255.2, 00:00:05, Seriall/0
172.16.3.0 [120/10] via 192.168.255.2, 00:00:05, Seriall/0 ‘
192. 168. 255.0/24 is directly connected, Seriall/0
192.168.0.0/24 is directly connected, Loopback0
192.168.1.0/24 is directly connected, Loopback0
192.168.2.0/24 is directly connected, Loopback0
192. 168.3.0/24 is directly connected, Loopback0

o o o o o =™ =

R3#

7. HdE R2 L yE RIP fR#& -

&2(config)#access—list 2 permit 192.168.2.0 0.0. 0. 255
R2 (config)#access-1list 2 permit 192.168.3.0 0.0. 0. 255 L
R2 (config)#

R2(config)#ﬁoute—map rip_to_ospf deny lq

R2(config*route*map)#hatch ip address j 777777777777777777777777777777777777
R2 (config-route—map) Hexit
R2(config)#ﬁoute—map rip to_ospf permit ZOL 777777777777777777777777777777777
R2 (config-route—map) Hexit

R2 (config)#

R2 (config)#router ospf 1

R2(config—router)#&edistribute rip metric 200 subnets route-map rip_to_ospr 7777777777
R2 (config-router) #exit
R2 (config) #exit

R2#

8. & RI [MEKHI#:

Rl#tshow ip route
Gateway of last resort is not set

172.16.0.0/30 is subnetted, 5 subnets

ity [stanley238]: iEid
BB M e G, R3MGEAEE
2 ) B AR 40 (1) 7 4% %
.

#itiE [stanley239]: Ak
{fH permit 75 xCREATULAL

| #kiE [stanley240]: KN

7 ACL H i FH /2 permi t S
Fo FTLAMRALTE EAL ] dny
10 124 route-map [KBhER

L BT

| #tyE [stanley241]: &7

T2 deny HI4MF o

ity [stanley242]: Tk
BIEAEICHE T permit
20 ] route—map, I HAIE
DA 2 A5 ) o B DT T B
A IS

fityE [stanley243]: fEEE
A5 FH 22 e

route—-map

C 172.16.255.0 is directly connected, Seriall/l

C 172.16.0.0 is directly connected, Loopback0

C 172.16.1.0 is directly connected, Loopback0
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C 172.16.2.0 is directly connected, Loopback0

C 172.16.3.0 is directly connected, LoopbackO

0 E2 192.168.255.0/24 [110/200] via 172.16.255.2, 00:19:20, Seriall/1
0 E2 192.168.0.0/24 [110/200] via 172.16.255.2, 00:19:20, Seriall/l

0 E2 192.168.1.0/24 [110/200] via 172.16.255.2, 00:19:20, Seriall/tl | _ -~ | #itiE [stanley244]: #id
R1# VB I R AR

9 SKESE M.
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MIMIIT
cisco

CCNP Lab Manual
Lab 26. Using Route Tag Filtering Routing Updates

K HK:
Lo SR % AR i Pl i g vg

PR RN SR

Using Route Tag Filtering Routing Updates

e = 10.1.1.1/30

&= <W10.1.1.520 OSPF 1 Area 0
EIGRP 10

192.168.0.1/24 ——
192.168.1.1/24 -
192.168.2.1/24 /

) 172.16.1.1/24

192.168.0.1/24 )(
192.168.2.0/24
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1. MBS G % dsem 1P bk, JF HAEH ping fr & HhiAER:.
2. FCE R2. R3 [R5 d X ) 22 K A -

R2 (config)#router ospf 1

R2 (config-router)#iredistribute eigrp 10 subnets

R2 (config-router)#Hexit

R2 (config)#

R2 (config) #router eigrp 10

R2 (config-router)#redistribute ospf 1 metric 100000 100 255 1 1500

R2 (config-router) #exit

R2 (config)#exit

R3 (config) #router ospf 1

R3 (config-router)#redistribute rip subnets

R3 (config-router) #exit

R3 (config)#

R3 (config)#router rip

R3 (config-router)#redistribute ospf 1 metric 10
R3 (config-router)#texit

R3 (config)#

3. FER4 EEFH IR, AR H A

R4#tishow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, Seriall/0

10.0.0.0/30 is subnetted, 2 subnets
R 10.1.1.0 [120/10] via 172.16.1.1, 00:00:00, Seriall/0

10.1. 1.4 [120/10] via 172.16.1.1, 00:00:00, Seriall/0

192.168.0.0/24 [120/10] via 172.16.1.1, 00:00:00, Seriall/0
192. 168. 1. 0/24 [120/10] via 172.16.1.1, 00:00:00, Seriall/0
192. 168.2.0/24 [120/10] via 172.16.1.1, 00:00:00, Seriall/0
192. 168.3.0/24 [120/10] via 172.16.1.1, 00:00:00, Seriall/0 [

= = =™ =T =

R4#
4, FEIEH N B A5, 192. 168. 0. 0/24 F1 192. 168. 2. 0/24 M8 A S5 45 R4

23, BT Distribute—list 3% Route—map Ft & A] UL T S HL % (i 8 Thfig. B
] DLl ECE B ARl SRS i pE I DhRE .
5. AR L gE, NP, . RS A AL E AR . .
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5 v s A AR AR L AT I R
6. £ R2 ERCHE MMl HbRid:

&2(config)#access—list 1 permit 192.168.0.0 0.0. 0. 255
R2 (config) #access—1list 1 permit 192.168.2.0 0.0.0. 255 L
R2 (config) #

R2 (config) #route—map set_tag permit 10
&2(config—route—map)#match ip address 1
R2(config-route-map)#set tag 1 | ]
R2 (config-route—map) Hexit

R2 (config)#

R2 (config) #route—map set_tag permit 20

R2 (config-route—map) Hexit

R2 (config)#

R2 (config) #router ospf 1

R2(config—router)#&edistribute eigrp 10 subnets route-map set_tagL 77777777777777777
R2 (config-router)#Hexit
R2 (config) #texit

R2#

| #kyE [stanley246]: fHiHH

ACL AR HH 7 BB AR T Y
HE

#kvE [stanley247]: KT
e ACL 1 Bk 4 H, ZMic
FRig A Lo

#bvE [stanley248]: 7iEik
FH R AT I FH i e ], gk
TR IR o

7. ER3 LI, A route—map it bR ic SRIEAT I i BE

&3(config)#route—map match_tag deny 10
R3 (config-route—map)#match tag 1 L 77777777777777777777777777777777777777
R3 (config-route—map) Hexit

R3 (config) #

$3(config)#route—map match_tag permit 20

R3 (config-route—map) Hexit
R3(config)#

R3 (config)#router rip

R3 (config-router) #tredistribute ospf 1 metric 10 route—map match_tag[ 7777777777777777
R3 (config-router)#texit
R3 (config)#exit

R3#

8. T RA MBS IR, AR dLg:

R4#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

| #itiE [stanley249]: X} ¥

bridh 1 Eg Y, BT
YESNEE

ity [stanley250]: H'e
I HTEAc 4 K o

#tyE [stanley251]: 7Eif%
FH T A B 1 FH B e P 3R T
TidyE.

C 172.16.1.0 is directly connected, Seriall/0
10.0.0.0/30 is subnetted, 2 subnets
R 10.1.1.0 [120/10] via 172.16.1.1, 00:00:00, Seriall/0
R 10.1.1. 4 [120/10] via 172.16.1.1, 00:00:00, Seriall/0
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R
R
R4#

192. 168. 1. 0/24 [120/10] via 172.16.1.1, 00:00:00, Seriall/0

192.168.3.0/24 [120/10] via 172.16.1.1, 00:00:00, Seriall/0 | | | #tik [stanley252]: R4 [f)
% H1 2 s i ek B AT o

9. % FHFRIC AT AR L SEELES BTG 2, R i AN R PR VS EC kR i AN T
S K E N ACL Kbr il . Wt i &, nf LUA R 4Ed 99 2% 1% i 58 55T .
10, SEE5E .
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MIMIIT
cisco

CCNP Lab Manual

Lab 27. Policy-based route

S H -
1. RS
2+ BRARARIEISIE R e i e A IR BC

B RN SE

Policy-based route

1 8.1
192.168.1.10/24 192.168.1.20/24
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
ik

2 o R1ATR2 ARAURR TR BCEW T

R1(config) #interface fastEthernet 0/0
R1(config-if)#ip address 192.168.1.10 255. 255. 255. 0
Rl (config-if)Hexit

R1(config)#ip route 0.0.0.0 0.0.0.0 192.168. 1.1

R2 (config) #interface fastEthernet 0/0
R2 (config-if)#ip address 192.168. 1. 20 255. 255. 255. 0
R2 (config-if) Hexit
R2 (config)#ip route 0.0.0.0 0.0.0.0 192.168.1.1
3. FLrbiiri gk o 25 R BRA L, HAR QR

R3 (config) #interface serial 1/2
R3(config-if)#ip address 10.1.1.1 255.255. 255. 0

R3 (config-if)#encapsulation frame-relay

R3 (config-if)Hexit

R4 (config) #interface s1/2
R4 (config-if)#ip address 10.1.1.2 255.255. 255.0
R4 (config—if) #encapsulation frame-relay

R4 (config-if)#exit

R6 (config) #interface s1/2
R6 (config-if)#encapsulation frame-relay

R6 (config-if)#ip address 10.1.1.3 255.255. 255. 0
4, {ER3. R4. R5. R6 JAH RIP v2 ¥, [FINSIEH] E5hmet,
5. A& R3 M8 H %

R3#tshow ip route

172.16.0.0/24 is subnetted, 2 subnets
R 172.16.1.0 [120/1] via 10.1.1.2, 00:00:01, Seriall/2
R 172.16.2.0 [120/1] via 10.1.1.3, 00:00:14, Seriall/2

10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, Seriall/2

130. 130. 0. 0/24 is subnetted, 1 subnets /| #iE [stanley253]: Stk
R 130.130. 1.0 [120/2] via 10.1.1.2, 00:00:01, Seriall/2 S| B EIERS HY

[120/2] via 10.1.1.3, 00:00:14, Seriall/2 | | 130. 130. 1. 0/24 M 2
C  192.168.1.0/24 is directly connected, FastEthernet0/0 kel I HERH ¥ £k
AT 5 B4
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‘ R3#

6. 7£ R3 AUER AW R %, SRR A

| R3(config#po specer ] |

7. 7 R1 _FEREFEFIA 130. 130. 1. 0/24 2% (4 4.

R1#

Rl#traceroute 130.130.1.1

Type escape sequence to abort.

Tracing the route to 130.130.1.1

1 192.168. 1.1 52 msec 96 msec 48 msec
2 10.1.1.2 216 msec

10. 1. 1. 3 240 msec

10.1.1. 2 120 msec
3 172.16.2.1 264 msec

172.16. 1.2 216 msec *

8. 7F R2 EREFFIIA 130. 130. 1. 0/24 2% ¥4 Ad -

1 *

R2#traceroute 130.130.1.1

Type escape sequence to abort.

Tracing the route to 130.130.1.1

192.168. 1.1 96 msec 72 msec
2 10.1.1.2 192 msec

10.1.1. 3 120 msec

10.1.1. 2 144 msec
3 172.16.2.1 264 msec

172.16. 1.2 216 msec *

9. MG FMFEAT HEMS PR AL . 7 R3 LW B H R R

R3(config)#

R3(config)#

R3(config)#&oute—map pbd permit lq

RS(Config)#hccess—list 10 permit host 192.168.1.1d
R3(config) #access-1ist 20 permit host 192.168.1.20

R3 (config-route—map) #
Rj(config*route*map)#match ip address 10
R3 (config-route—map)#set ip next—hop 10.1.1.2

R3 (config-route—map) #

R3 (config-route—map) Hexit

R3 (config) #route—map pbd permit 20
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#tvE [stanley254]: KA
Cisco Express Forwarding.

A TS % h e A o

| #k¥E [stanley255]: [REE

Fjik 130. 130. 1. 1 %1,
MR 1L

ity [stanley256]: kb
[ B 10. 1. 1.2 1

10. 1. 1. 3, %78 R1 IFAE
R3 A7 9 4 I A e R Ao
(e

| ik [stanley257]: R2 ()

Hodfn ALt 5 R1 —FEA RS Al
JHAH I7] (977 2CEAT Kt e
Ko

| #itvE [stanley258]: il

ACL FRiRH R B4,

| #ttiE [stanley259]: R2 [f)

#fitiE [stanley260]: Fid'HE
43 PBD [f] route-map.

| #eyE [stanley261]: i

JEHLHEDTRR ACL 10, MiF55E
Bk 10. 1. 1. 2,
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R3 (config-route—map) #
Rj(config*route*map)#match ip address 20

R3(config-route-map)#set ip next-hop 10.1.12.3 | | -~ | #it¥E [stanley262]: it
R3 (config-route—map) # PR HEDCES ACL 20, NI E
R3 (config-route—map) Hexit F—Bkk 10.1.1. 3,

R3(config) #route-map pbd permit 30 ~ | g [stanley263]: X1

R3 (config-route—map)#exit

B R BRI R
RS (config)# JrRAATHER
10, Mo A RE O
R3 (config) #interface fastEthernet 0/0
R3(config-if)#ip policy route-map ppd | -~ | #tkiE [stanley264]: ¥
R3 (config-if) # M He e 1 L.
11, FAE RL A RS R ER B 0 45
Rl#itraceroute 130.130.1.1
Type escape sequence to abort.
Tracing the route to 130.130.1.1
1 192.168.1.1 132 msec 72 msec 72 msec
2 10.1.1.2 168 msec 144 msec 144 mse¢ | -~ | #kiE [stanley265]: JGHT
3 172.16.1.2 168 msec * 312 msec R1 (8ot (28 Bk A
R1# 20 R4 1 10. 1. 1. 2, 1M
HAFHEL10. 1. 1.3 [t
R2#traceroute 130.130.1.1 ik

Type escape sequence to abort.

Tracing the route to 130.130.1.1
1 192.168. 1.1 48 msec 68 msec 72 msec
2 10.1.1.3 144 msec 192 msec 144 msec
3 172.16.2.1 216 msec * 216 msec

R2#

N

12 G0 TP SRS % b, AT AR Y5 b bk AT R L I i e
13 LK 5.
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Lab 28. Configuring Basic BGP

SEI0 H K-
1. %42 BGP AR E Iy k.
2. HEARUTETE BGP [ & e B S K.

R EINSE

Configuring Basic BGP

AS 64512

172.16.255.2/30 __,
FAO/ o8-

172.16.0.1/24 — 192.168.0.1/24
172.16.1.1/24 - 51/0 E=S=ng 102.168.1.1/24
172.16.2.1/24 192.168.2.1/24

172.16.3.1/24 10.1.255.1,/30 192.168.2.1/24
— | i
[ j -
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TR BRIREK:

1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.

2. {ER1. R2 FIR3 [ 'E BGP B b, FAARHE Wl R

R1 (config-router)#

R1(config-router)#network 172.16.255.0 mask 255. 255. 255. 252
R1 (config-router)#network 172.16.0.0 mask 255.255. 255.0
R1(config-router)#network 172.16.1.0 mask 255. 255. 255. 0

R1 (config-router)#network 172.16.2.0 mask 255.255. 255. 0
R1(config-router)#network 172.16.3.0 mask 255. 255. 255. 0

Rl (config-router)#Hexit

Rl (config)#

R2 (config)#router bgp 64512

R2 (config-router)#neighbor 172.16.255.1 remote—as 64512
R2 (config-router)#neighbor 10.1.255.2 remote-as 64513 |
R2 (config-router) #

R2 (config-router)#network 172.16.255.0 mask 255. 255. 255. 252
R2 (config-router)#network 10.1.255.0 mask 255.255. 255. 252
R2 (config-router)#exit

R2 (config)#exit

R2#

R3 (config)#router bgp 64513

R3 (config-router)#neighbor 10.1.255.1 remote—as 64512

R3 (config-router)#

R3 (config-router)#network 10.1.255.0 mask 255.255. 255. 252
R3(config-router) #network 192.168. 0. Q
R3 (config-router)#network 192.168.1.0
R3 (config-router)#network 192.168.2.0
R3 (config-router)#network 192.168.3.0

R3 (config-router) Hexit

R3(config)#

3. &% BGP AR K A&

Rl#tshow ip bgp neighbors

ﬁGP neighbor is 172.16.255.2, remote AS 64512, internal link
BGP version 4, remote router ID 172.16.255. 2

‘BGP state = Established, up for 00:29:25

Last read 00:00:24, hold time is 180, keepalive interval is 60 seconds
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| #kyE [stanley266]: i HH

AS 64512 H 3 & %1 BGP i
|

#itiE [stanley267]: #fiE
A0 f LS AR 1H AS 5o

BB 4RSS 1 AS S E K, 2
b T SA B AR T AS 5
AT A, Al T RO
iBGP 3% 2 eBGPR HAIALJE 4%

|| e

#itiE [stanley268]: i) BGP
AR N AT B BN
4B

ity [stanley269]: T

TR 10. 1. 255. 2 2%

AS 5 H AN .

JIT A &R Ja B B3 eBGP
JRRJER SRR R

#itiE [stanley270]: |a) BGP
FENEESH, AT
HERD FRIC B 57

| #yE [stanley271]: f5i
| i BGP pa% S sty

route id, LAFFEEARRTAb
i AS G5, KABFERARN
iBGP K& .

| ek [stanley272]: 4B

| #itvE [stanley273]: HoldT

ime Al Keepalive 11 Hf#8%. H
EEE R YERRAL R O
o
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Neighbor capabilities:
Route refresh: advertised and received(old & new)
Address family IPv4 Unicast: advertised and received
Message statistics:
InQ depth is 0
OutQ depth is 0

Sent Revd

‘ Opens: 1 1
Notifications: 0 0
Updates: 1 4
Keepalives: 32 32
Route Refresh: 0 0
Total: 34 37

Default minimum time between advertisement runs is 5 seconds

4\ E%ﬁzﬁﬁlﬂ: BGP ?E/I\é\ %‘/E\:

R2#show ip bgp summary

BGP router identifier 172.16.255.2, local AS number 64512
BGP table version is 19, main routing table version 19

10 network entries using 1010 bytes of memory

11 path entries using 528 bytes of memory

3 BGP path attribute entries using 180 bytes of memory

1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route—map cache entries using 0 bytes of memory

0 BGP filter—list cache entries using 0 bytes of memory
BGP using 1742 total bytes of memory

BGP activity 14/4 prefixes, 16/5 paths, scan interval 60 secs

Neighbor \ AS MsgRevd MsgSent  ThlVer 1InQ OutQ Up/Down
10. 1. 255. 2 4 64513 47 49 19 0 0 00:10:15
172.16. 255. 1 4 64512 42 45 19 0 0 00:37:53
R2#

State/PfxRcd

5

5. BF RI MK HE:

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
172.16.255.0/30 is directly connected, FastEthernet0/0
172.16.0.0/24 is directly connected, LoopbackO
172.16.1.0/24 is directly connected, Loopback0
172.16.2.0/24 is directly connected, LoopbackO

O o o O
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C 172.16.3.0/24 is directly connected, Loopback0
10.0.0.0/30 is subnetted,

1 subnets

| #tiE [stanley276]: BGP 2%

2B

fikr [s277]: ¥BRBGP 1%
HE, AEXREE.

ﬁ 10. 1. 255. 0 [200/0] via 172.16.255.2, 00:48:22

B 192.168. 0. 0/24 [200/0] via 10.1.255.2, 00:22:27

B 192. 168. 1. 0/24 [200/0] via 10.1.255.2, 00:22:27

B 192. 168. 2. 0/24 [200/0] via 10.1.255.2, 00:22:27

B 192.168.3.0/24 [200/0] via 10.1.255.2, 00:22:27 |
R1#
6. FIIh—LEA 4

Rl#klear ip bgp ﬂ 777777777777777777777777777777777777777777777777777
Rl#clear ip bgp 172.16.255.2
Rlﬂclear ip bgp * softL 77777777777777777777777777777777777777777777777
T\ SEE5E
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H#yE [stanley279]: #oi
Brimd. AZdm Sl iE
Filligg HH2%, T ANEE E BGP (1)
AR R, RIS TCP
IIEEK R .




http://ccieh3c.taobao.com

MIMIIT
cisco

CCNP Lab Manual
Lab 29. Configuring BGP Using Loopback Addresses
S5 H K-

1y BEARIL T[RRI BGP (R 40 o R AL (T BC BT i
2 P EAT IR T 05 H

R EINSE

Configuring BGP Using Loopback Addresses

BGP AS 64512

AS 64513

172.16.0.1/24

192.168.0.1/24
172.16.1.1/24

192.168.1.1/24
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

THYE
2. BLE AS 64512 HYA RSN RIPv2 Bl ML

R1 (config)#router rip

R1 (config-router)#network 172.16.0.0
R1 (config-router)#version 2

R1 (config-router)#no auto—summary

R1 (config-router)#exit

R2 (config)#router rip

R2 (config-router)#no auto—summary

R2 (config-router)#version 2

R2 (config-router) #network 172.16.0.0

R2 (config-router)#exit

3. HSEAE RL MRS AR B4R SR G R, BOE M T

Rl (config)#router bgp 64512

R1 (config-router)#network 172.16.0.0 mask 255.255. 255.0
R1(config-router)#network 172.16.1.0 mask 255. 255. 255. 0
Rl(config—router)#beighbor 172.16. 16. 1 remote—as 64512

R1 (config-router)#exit

R2 (config)#router bgp 64512
R2 (config-router)#network 172.16.255.0 mask 255. 255. 255. 252
R2 (config-router)#network 10. 1.255.0 mask 255.255. 255. 252
R2 (config-router) #

R2(config*router)#beighbor 172.16.0. 1 remote—as 64512

R2 (config-router) #exit

4. 1T BP FEQUEXTSFEAANS, G EEN AL, Bl SRR BUN A . SRS

FEAYE R1FIR2 1 BGP Summary 15 & .

Rl#tshow ip bgp summary
Neighbor Y AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
172.16. 16. 1 4 64512 0 0 0 0 0 never ActiveL 77777777777
R1#
R2#show ip bgp summary
Neighbor v AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
172.16.0. 1 4 64512 0 0 0 0 0 never Active
140
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‘ Ro#

5. & R1 % 51 A X BGP [

Rlﬂdebug ip bgp id 77777777777777777777777777777777777777777777777777
30 11:42:34.607: : 172.16.16. 1
30 11:42:54.339: : 172.16.16. 1
30 11:43:12.075: 1 172.16. 16. 1
30 11:43:29.535: : 172.16.16. 1

*Mar multihop open delayed 19731ms (no route

*Mar multihop open delayed 17735ms (no route

*Mar multihop open delayed 17459ms (no route

—_ L 2 O

multihop open delayed 14687ms (no route

%Mar

6. HT RLAMR2 ZFE—DARRGE, FrAIRNMEH RIPv2 PR3SCR AR ki AN AT
A [ TR, [ I BEAE BGP PSP i A T P12 L BC AT R AR, RARBCE T

R1 (config) #router rip

Rl(config*router)#&ersion ﬂ 77777777777777777777777777777777777777777777
R1 (config-router)#no auto—summary

R1 (config-router)#

R1 (config-router)#network 172.16.0.0

R1 (config-router)#exit

Rl (config)#

R1 (config) #router bgp 64512

Rl(config*router)#beighbor 172. 16. 16. 1 update—source loopback 0

Rl (config-router)#Hexit

R2 (config) #router rip

R2 (config-router)#version 2

R2 (config-router)#no auto—summary

R2 (config-router) #network 172.16.0.0

R2 (config-router) Hexit

R2 (config)#

R2 (config)#router bgp 64512

R2 (config-router)#neighbor 172.16.0.1 update—source loopback 0

R2 (config-router)Hexit

7. THEER ZIEE Bz clear ip bgp *)5, FHARE R1 ¥ BGP summary {i5 5

Rl#sh ip bgp summary

Neighbor U AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
172.16. 16. 1 4 64512 5 5 6 0 0 00:00:20 g2 ]
R1#

8+ FRUCHCE R2 15 R3 A [RIEA QI eBGP 4B JH 5K & -
R2 (config)#router bgp 64512
R2 (config-router)#neighbor 192.168.0.1 remote—as 64513
R2 (config-router)#neighbor 192.168. 0.1 update—source loopback 0
R2 (config-router)#neighbor 192.168.0.1 ebgp-multihop 2

R2 (config-router)#exit

R2(config)#ip route 192.168.0.1 255.255. 255. 255 10.1.255.2

141

http://pan_baidu.com/share/home?uk=2084365290&view=share#

#itik [stanley283]: Xff%
W) BGP (1) ¥ L AT 43
Ui

ity [stanley284]: wJ LA
F i, BEEF, BGP L& kI
FHX 7 A1 G 40 8 06
%o BGP K AR 2Bk 46
JE AN Bl ) A2 2 i R
#&: no route, BV M
A AZA AR FE M EER . TG
AT TCP =T AE T

#tyE [stanley285]: HT
AS 64512 AN AFTETERE
i, Breltab a2
Version 2 AN,

#kvE [stanley286]: f57&E
ASE FH A s [ A 0] 406 7 5%
o

#tvE [stanley287]: ikt
2ROl PO RS S
Ho

ity [stanley288]: F5iH4
eBGP (11408 Ja bl A7 45 2 Bk
.

ity [stanley289]: T
R2 5 R3 b FAFIM HIR R
Zirf, T ARSI B RS
e

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6




http://ccieh3c.taobao.com

R3 (config) #router bgp 64513

R3 (config-router)#neighbor 172.16.16.1 remote—as 64512

R3 (config-router)#neighbor 172.16. 16. 1 update—source loopback 0
R3 (config-router)#neighbor 172.16.16.1 ebgp—multihop 2

R3 (config-router)#

R3 (config-router)#network 192.168. 0.0

R3 (config-router)#network 192.168. 1.0

R3 (config-router)#network 10. 1.255.0 mask 255.255. 255. 252

R3 (config-router)#exit

R3(config) #ip route 172.16.16.1 255. 255. 255. 255 10. 1.255. 1

9. 7E R2 %< BGP AL e R A

R2#show ip bgp summary

Neighbor Vv AS MsgRevd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd

172.16.0. 1 4 64512 19 20 9 0 0 00:14:11 2

h92.168.0.1 4 64513 5 6 9 0 0 00:00:10 ﬂ 7777777777
R2#

10 SE% 58 B
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Lab 30. Understand BGP Auto-Summary

SEI0 H K-
1. PEfi# BGP /) H 3l SRt

PR RN SR

Understand BGP Auto-Summary

AS 64512

172.16.0.1/24 172.16.255.2/
172.16.1.1/24
172.16.2.1/24
172.16.3.1/24

192.168.0.1/24
51/0 ==y 192.168.1.1/24
192.168.2.1/24
192.168.3.1/24
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1, BCE S G Bl TP ik, JIf HAEH Ping vk % B b o 1 B 1) B
PE
2 SEHCE S h AR AL OCR, Rl A AT AR R S R IR . L
U

R1 (config)#router bgp 64512
R1 (config-router)#neighbor 172.16.255.2 remote—as 64512

R1 (config-router)Hexit

R2 (config)#router bgp 64512
R2 (config-router)#neighbor 172.16.255.1 remote—as 64512
R2 (config-router)#ineighbor 10.1.255.2 remote—as 64513

R2 (config-router) #exit

R3 (config)#router bgp 64513
R3 (config-router)#neighbor 10. 1.255.1 remote—as 64512

R3 (config-router) #exit

9. £ R2 LWL BGP AR 6 RN
R2#sh ip bgp summary
BGP router identifier 172.16.16.1, local AS number 64512

BGP table version is 1, main routing table version 1

Neighbor v AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
10. 1. 255. 2 4 64513 5 5 1 0 0 00:01:01 0
172. 16. 255. 1 4 64512 5 5 1 0 0 00:01:46 0

R2#

4, BF R1 1Y BGP i@ 1k

Rl#show ip protocols

Routing Protocol is “bgp 64512 #ey [stanley201]: b

. ) . . ) . : . ,
Outgoing update filter list for all interfaces is not set K SRR A F (1
Incoming update filter list for all interfaces is not set J/
hGP synchronization is disablei 7777777777777777777777777777777777777777 X HR: 78T 12,3 B 10S
%utomatlc route summarization is dlsabled 777777777777777777777777777777777 - BB, B HRMIER AR
Neighbor (s) : ’ Jiil:o

Address FiltIn FiltOut DistIn DistOut Weight RouteMap

172.16. 255. 2
Maximum path: 1
Routing Information Sources:
Gateway Distance Last Update

Distance: external 20 internal 200 local 200
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R1#

5. FER1AEU FACE::

Rl (config)#router bgp 64512
R1 (config-router)#network 172.16.0.0

R1 (config-router)#exit

6. £ R2 FAlif] clear ip bgp * soft #y%, Wk BGP e sk)s, &&F R2 19

HR A summary 17 & :

R2#show ip bgp summary

BGP router identifier 172.16.16.1, local AS number 64512

BGP table version is 1, main routing table version 1

Neighbor Y AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd

10. 1. 255. 2 4 64513 12 12 1 0 0 00:08:29 0

172.16.255.1 4 64512 13 13 10 000:09:14 Jd ]
R2#

R2#show ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16. 255.0/30 is directly connected, FastEthernet0/0

C 172.16.16.0/24 is directly connected, Loopback0
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1.255.0 is directly connected, Seriall/l

R2#

Ty W HT: BGP MMMAE RS Bk thil 1545 B IR AR Jm X AEAR I, 2ok A i i 2
5 (W25 FIA Hi B H 2 P2 75 DA (R AR 2% o ARSI b R2 WA 27 50 31 R1 IR %
A SR O AL FIZE, T2 RT g R A o8 1 172, 16. 0. 0/16 1M
HEH o

8. fE Rl 7% BGP X 172.16. 0. 0/16 %44 2% il -

Rl#tishow ip bgp 172.16.0.0

% Wetwork not in table

R1#

9. 7 R1/EUn FICE:

‘ R1(config)#router bgp 64512
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H 172, 16. 0. 0/16 ANFER
xKp,
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Rl(config—router)ﬂauto—summary [ - | #t¥E [stanley296]: Jf)a

Rl (config-router)#exit H 8 S 45 IhRE .

Rl (config)#exit

10, FRREF R2 M HE:

R2#show ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks

C 172.16. 255.0/30 is directly connected, FastEthernet0/0

C 172.16.16.0/24 is directly connected, Loopback0

ﬁ 172.16.0.0/16 [200/0] via 172.16.255.1, 00:01:23| 777777777777777777777777 _ -~ #itHE [stanley297]: Ui
10.0.0.0/30 is subnetted, 1 subnets R2 B HHAS 22 ) B 1 4400 B il

C 10.1.255.0 is directly connected, Seriall/l o

R2#

R2#show ip bgp summary

Neighbor Y AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
10.1.255.2 4 64513 19 20 2 0 0 00:15:27 0
172.16. 255. 1 4 64512 21 20 2 0 0 00:16:11 1

R2#

11. #F R3 Uik

R3#tshow ip route

Gateway of last resort is not set

B 172.16.0.0/16 [20/0] via 10.1.255.1, 00:02:26
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

C 192.168.0.0/24 is directly connected, Loopback0

C 192.168.1.0/24 is directly connected, Loopback0

R3#

12, SER R4 BGP W AZhE gttt JEA SRR B R P —HE, FE 2R
(34 A A TIC A

BGP Y HNCE, HFZ R A ML AHHRE =W 4% T R TC B B 1] 2R M 4 3
TR, FFHmMARER RS AR E . MAEHASGRELTELLAN.
13 SEEG 58
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MINIIT
cisco

CCNP Lab Manual

Lab 31. Configuring BGP Summarization

K HK:
L. BEYRAEFIFE 1) NULLO 52 I a i i AV RS E TV
2+ FARMHIR G MR d s BB k.

PR ENAE

Configuring BGP Summarization

AS 64512

172.16.0.1/24
172.16.1.1/24
172.16.2.1/24

qﬁ.ﬁi.l{ 24
- j’ -
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KR PR EK:
I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
ik

2. FCE S G B 21 BGP Bhsl, 1 HL I e 2 AH . A R &%«
3. A R3 B s 1 R AE B

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks

B 172.16. 255. 0/30 [20/0] via 10.1.255.1, 00:03:15
B 172.16.0.0/24 [20/0] via 10.1.255.1, 00:02:45
B 172.16.1.0/24 [20/0] via 10.1.255.1, 00:02:45
B 172.16.2.0/24 [20/0] via 10.1.255.1, 00:02:45
B 172.16.3.0/24 [20/0] via 10.1.255.1, 00:02:45
10.0.0.0/30 is subnetted, 1 subnets
C 10. 1. 255.0 is directly connected, Seriall/0
R3#
4y DUEREE R BCE, AR R AR, R AR . IEAE R1
5 AR R
Rl(config)#ﬁp route 172.16.0.0 255. 255. 252. 0 null dﬁ 777777777777777777777777777 - | #it¥E [stanley298]: AilHE
R1(config)# — N4 Fi 1) NULLO 42 1 (1) %
R1(config)#router bgp 64512 Hio VERMARE B R
Rl(config—router)#betwork 172. 16. 0. 0 mask 255.255.252.0L 777777777777777777777777 N [ 8% 5
Rl (config-router)#Hexit IR MiE [stanley209]: 1fifH
5. fi/& R3 Mk H1&: network fir &Kk 1 NULL 0
R3tishow ip route B, & 54 BGP X
£
Gateway of last resort is not set
172.16.0.0/16 is variably subnetted, 6 subnets, 3 masks
B 172.16.255. 0/30 [20/0] via 10.1.255.1, 00:07:18
B 172.16.0.0/24 [20/0] via 10.1.255.1, 00:06:48
ﬁ 172.16.0.0/22 [20/0] via 10.1.255.1, 00:00:0 | -~ | #iE [stanley300]: JLif
B 172.16.1.0/24 [20/0] via 10.1.255.1, 00:06:48 R3 ¥ 1 L8 AT LA S 21
B 172.16.2.0/24 [20/0] via 10.1.255.1, 00:06:48 psifil e
B 172.16.3.0/24 [20/0] via 10.1.255.1, 00:06:48
10.0.0.0/30 is subnetted, 1 subnets
C 10. 1. 255.0 is directly connected, Seriall/0
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R3#
L\%H%mmwkﬁ%%OWFﬁ%EE%RPXW%%:%P%ﬁ%ﬁﬁﬂg
network fr4, B4t BCP SR EAMBHER, BERTULHBFE, WRE,
WA 1 4% BR BB 0, 7S N RS 4% network AT 4.

7. SANRTERERNE, BARAE R3S 23] T /22 L7 MR, HRIVER/24
7 09 46 LA R AR ) B R B B E 3, PRI TR 2 4E RL AR I PG -

Rl (config)#router bgp 64512

R1 (config-router)#no network 172.16.0.0 mask 255. 255. 255.0
Rl (config-router)#no network 172.16.1.0 mask 255.255. 255. 0
R1 (config-router)#no network 172.16.2.0 mask 255.255. 255. 0
R1 (config-router)#no network 172.16.3.0 mask 255.255. 255. 0

R1 (config-router)#exit

R1(config)#

8. & R3 [MEKHI#:

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

B 172.16.255.0/30 [20/0] via 10.1.255.1, 00:23:36

B 172.16.0.0/22 [20/0] via 10.1.255.1, 00:16:20
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

R3#

9 DI B PR Ay 2K

R3#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 144/184/216 ms
R3#

10, EARIIE 45 ) NULL O )6 HEAT I & BGP M SRR i 5, H 5 T
PAR, AFDRARIT-HERS, B IE BP 1% th 4 JCi sk AN ik th fEAT by . B
b, HUEH BGP ISR & iR T I B

11, 76 R1 X F8 ) NULL O F$E H A% ti N1 BGP (7R iET X 48 17) NULL 0 1
(7 A5 4 IR RS54 no B [EII, £E RT B DUANRIER 5 E 3T network ‘&

P =y
= o

12 7E R1 B i 2 5 2R 5 R BC 15
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R1 (config) #router bgp 64512
Rl(config*router)ﬂaggregate—address 172.16. 0. 0 255. 255. 252. 0 summary—only[

R1 (config-router)#

13. &F R3 Mk .

R3#tshow ip route
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

B 172.16.255.0/30 [20/0] via 10.1.255.1, 00:18:08

$ 172.16.0.0/22 [20/0] via 10.1.255.1, OO:OZ:Od 77777777777777777777777777
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

R3#

#tyE [stanley301]: *f
172. 16. 0. 0 fPUA~ 24 fi 7
P i EHT R — 4%

172. 16. 0. 0/22 {rifIE A %
EE

summary—only f 3% H ]
2, AUKIKICREEH, A
AL ARG

#yE [stanley302]: B
[SEZY NS

14, BB )
R3#show ip bgp 172.16.0.0

BGP routing table entry for 172.16.0.0/22, version 32
Paths: (1 available, best #1, table Default-IP-Routing-Table)

Not advertised to any peer
64512, (aggregated by 64512 172.16.0.1) |
10.1.255. 1 from 10.1.255.1 (172.16.255. 1)
Origin IGP, localpref 100, valid, external, atomic-aggregate, best
R3#

15 P s % e A A

R3#ping 172.16.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/128/168 ms

#tvE [stanley303]: T~
THWERE T UM

A B R 64512 HIR &R
Gil 172, 16. 0. 1 3B A T M4
#1172, 16. 0. 1 i1 1D,

R3#
16 L5658 i
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MIMIIT
cisco

CCNP Lab Manual

Lab 32. Understand BGP Sychronization Rule

S0 H -
1. EENFEAR BGP (K [R5 00

PR RN SR

Understand BGP Sychronization Rule

.
10.1.255.14/30 (==
5170 150.150.1.1/24

10.1.255.13/30 pr—

10.1.255.2/ 10.1.255.5/30

10.1.255.1/30

130.130.1.1/24
# ul
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KR PR EK:
I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
i

2. PCE A th 211 BGP Whildl:

R3#show ip protocols

Routing Protocol is “bgp 64513”
Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

IGP synchronization is disablei 7777777777777777777777777777777777777777 _ -~ | #itiE [stanley304]:
Automatic route summarization is disabled
Neighbor (s) : ki [ 23 B SR A«
Address FiltIn FiltOut DistIn DistOut Weight RouteMap
10. 1. 255.5
10. 1. 255. 10

Maximum path: 1

Routing Information Sources:

Gateway Distance Last Update
10. 1. 255.5 200 00:02:52
10. 1. 255. 10 200 00:29:53

Distance: external 20 internal 200 local 200

R3#

4. BAR2 5 R4 MR

R2#show ip route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

C 10.1.255.4 is directly connected, Seriall/l

C 10.1.255.0 is directly connected, Seriall/0

B 10. 1. 255. 8 [200/0] via 10.1.255.6, 00:06:24

130. 130.0.0/24 is subnetted, 1 subnets

ﬁ 130. 130. 1. 0 [20/0] via 10.1.255. 1, 00:07:20L 777777777777777777777777777 - | #itiE [stanley305]: 7£ R2

R2# B kT, FFEcE AL
150. 150. 1. 0/24 Fil

Ri#ishow ip route 130. 130. 1. 12/30 {192 it
.

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets
B 10. 1. 255. 4 [200/0] via 10.1.255.9, 00:06:20
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C 10. 1. 255.12 is directly connected, Seriall/l
C 10.1.255.8 is directly connected, Seriall/0
150. 150. 0. 0/24 is subnetted, 1 subnets
ﬁ 150. 150. 1. 0 [20/0] via 10. 1. 255. 14, 00:06:2@ 777777777777777777777777777
R4#

5. HADLIX A ) B 42 2R & . BGP BEMI): A iBGP XAz BBk B, KimA
Za HE ) iBGP MRS . 1F 2R IXANEIA, FTLL R2 T R4 Toikiss 3] 583

4] 193 8% 1% 1
6. 7F R2 Al R4 A% 2% FACE iBGP AR &, BLE W F:

R2 (config) #router bgp 64513
R2 (config-router) #neighbor 10.1.255.10 remote—as 64513
R2 (config-router)#Hexit

R2 (config) #exit

R4 (config) #router bgp 64513
R4 (config-router)#neighbor 10. 1.255.5 remote—as 64513
R4 (config-router)#exit

R4 (config)#exit

7. FHREE R2 Al R4 Mk 2.

R2#show ip route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 4 subnets

C 10. 1. 255. 4 is directly connected, Seriall/l
C 10. 1. 255.0 is directly connected, Seriall/0
B 10. 1. 255. 12 [200/0] via 10.1.255. 10, 00:05:51
B 10. 1. 255. 8 [200/0] via 10.1.255.6, 00:06:03
130.130.0.0/24 is subnetted, 1 subnets
B 130.130. 1.0 [20/0] via 10.1.255.1, 00:06:03
150. 150. 0. 0/24 is subnetted, 1 subnets
B 150.150.1.0 [200/0] via 10.1.255.14, 00:05:39 |
R2#

R4#tshow ip route

10.0.0.0/30 is subnetted, 4 subnets
10.1.255.4 [200/0] via 10.1.255.5, 00:00:06
10. 1. 255. 0 [200/0] via 10.1.255.5, 00:00:06 l
10. 1. 255.12 is directly connected, Seriall/l

O o W T

10.1.255. 8 is directly connected, Seriall/0
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_ -~ | #E [stanley306]: f& R4
MR, IR WBIRRET
WAL 130. 130. 1. 0/24 Al
10. 1. 255. 4/30 1M 2% 2% i .

_ | #itE [stanley307]: B
5 R4 19 iBGP ABJH K R .

_ -~ #E [stanley308]: R2 i

H s DL R > BN K
2% F R

J| #it¥E [stanley309]: W&
| FBk FARBAERH.

A LMEEH] ping fir 4, Sk
Jevk ping i 10. 1. 255. 4/30
I
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150. 150. 0. 0/24 is subnetted, 1 subnets
ﬁ 150. 150. 1. 0 [20/0] via 10.1.255. 14, 00:16:40
R4#

8 A bgp MYA B K-

R4#tshow ip bgp

Network Next Hop Metric LocPrf Weight Path

* 110. 1. 255. 0/30 10. 1. 255. 5 0 100 01

* 110. 1. 255. 4/30 10. 1. 255. 5 0 100 01

*>1 10. 1. 255.9 0 100 01

* 110. 1. 255. 8/30 10. 1. 255. 9 0 100 01

*> 0.0.0.0 0 32768 i

* 10.1.255.12/30  10. 1. 255. 14 0 0 64514 i

*> 0.0.0.0 0 32768 i

® 1130. 130.1.0/24  10.1.255. 1 0 100 0645124 |
*> 150. 150. 1.0/24  10. 1. 255. 14 0 0 64514 i

R4#

9. #F 130.130. 1. 0/24 MM, HAAfE A,

R4#tshow ip bgp 130.130.1.0
BGP routing table entry for 130.130.1.0/24, version 0

Paths: (1 available, no best path)
Not advertised to any peer
64512
10.1.255.1 (inaccessible) from 10.1.255.5 (10.1.255.5)

Origin IGP, metric 0, localpref 100, valid, internal

10 4kE53 47

R4#tishow ip bgp 10. 1.255.0

Advertised to non peer—group peers:
10. 1. 255. 14
Local
10. 1. 255. 5 from 10.1.255.5 (10. 1.255.5)
Origin IGP, metric 0, localpref 100, valid, internal, best
R4#iping 10. 1. 255. 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.255.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

11y AR BB SR IR . BGP BB B & b EEHMHER, mAAk
BT B¥E R4 iBGP MAF/E, SRFEIEFE route 1d B1¥) iBGP 4R /B INIBE H -
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#tyE [stanley310]: R4 %
FH A ATH AR TC VA 27 3] SE 3L it
.

| #itvE [stanley311]: R4 2%

>J 51 130. 130. 1. 0/24 b4 2% it
Mo {H BGP A A fefE
B

-] #kyE: [stanley312]: [—

A AT

#tyE [stanley313]: HAR
R, (HRERILT
—BREAETIRT .

ity [stanley314]: f#/H
ping fir 2 HMA TGV ping 3.
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12, FeE— NS router 1d 25 R2 % HH S A v b 1) 551 .

R2 (config)#router bgp 64513
R2 (config-router)#bgp router—id 172.16. 255. 254

13 FEAEAR S EBT AL e, FRIOWSE R4 % h R

R4#tshow ip route

10.0.0.0/30 is subnetted, 4 subnets

ﬁ 10. 1.255.4 [200/0] via 10.1.255.9, 00:02:28L 777777777777777777777777777 B
B 10. 1. 255. 0 [200/0] via 10.1.255.5, 00:00:11
C 10.1.255.12 is directly connected, Seriall/l
C 10. 1. 255. 8 is directly connected, Seriall/0
130. 130.0.0/24 is subnetted, 1 subnets
B 130. 130. 1. 0 [200/0] via 10.1.255.1, 00:00:01
150. 150. 0. 0/24 is subnetted, 1 subnets
B 150. 150. 1. 0 [20/0] via 10.1.255.14, 00:27:36
R4#

R4#ping 10.1.255.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.255.5, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 120/156/208 ms
R4#

14, 7F R2. R3 M1 R4 AL E OSPF 1% e tp st I I [R5 R0, Jc & an -

R2 (config) #router bgp 64513
R2(config*router)#&ynchronizatiod 7777777777777777777777777777777777777777
R2 (config-router)#exit

R2 (config)#router ospf 1

R2 (config-router)#network 10.1.255.0 0.0.0.3 area 0

R2 (config-router) #network 10.1.255.4 0.0.0.3 area 0

R3 (config) #router bgp 64513

R3 (config-router) #synchronization

R3 (config-router)#Hexit

R3 (config)#router ospf 1

R3 (config-router)#network 10.1.255.4 0.0.0.3 area 0
R3 (config-router)#network 10.1.255.8 0.0.0.3 area 0

R4 (config)#router bgp 64513

R4 (config-router)#synchronization

R4 (config-router) Hexit
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| ity [stanley315]: 45 R2
% PR AR T R =
route—id. LAsZmi 1k
o

| #kyE [stanley3l6]: &
R4 [k R, WTULEH, b
i R4 L4827 ) 21 56 4E 11 % £
x.

_ -~ #yE [stanley3171: JT)H
BGP g [R]AZREN
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R4 (config) #router ospf 1
R4 (config-router) #network 10.1.255.8 0.0.0.3 area 0
R4 (config-router)#network 10.1.255.12 0.0.0.3 area 0

15, A R1EEHAY, 2233 150. 150. 1. 0/24 M4 i -

Rl#tshow ip route

10.0.0.0/30 is subnetted, 4 subnets
10.1.255.4 [20/0] via 10.1.255.2, 00:21:11
10. 1. 255.0 is directly connected, Seriall/l
10. 1. 255. 12 [20/0] via 10.1.255.2, 00:03:37
10. 1. 255.8 [20/0] via 10.1.255.2, 00:12:37

130. 130.0.0/24 is subnetted, 1 subnets

C 130.130. 1.0 is directly connected, LoopbackO

o ™ O W

] DLE H R AR BT 2% 2 1) 150. 150. 1. 0/24 PIZE 4 H o
16, ArF R2 b, nfLLHAR TG ) 31384 W 4% 1 4 1 -

R2#show ip route

10.0.0.0/30 is subnetted, 4 subnets
10.1.255.4 [110/128] via 10.1.255.9, 00:00:44, Seriall/0
10.1.255.0 [110/192] via 10.1.255.9, 00:00:44, Seriall/0
10. 1. 255.12 is directly connected, Seriall/l
10. 1. 255. 8 is directly connected, Seriall/0

150. 150. 0. 0/24 is subnetted, 1 subnets

B 150. 150. 1.0 [20/0] via 10.1.255.14, 00:45:28

o o o O

17. Y& R2 [ BGP %

R2#show ip bgp

Network Next Hop Metric LocPrf Weight Path
* 10. 1. 255.0/30 10. 1. 255. 1 0 0 64512 i
*> 0.0.0.0 0 32768 i
*> 10. 1. 255. 4/30 0.0.0.0 0 32768 i
* 1 10. 1. 255. 6 0 100 01
r i10. 1. 255. 8/30 10. 1. 255. 10 0 100 01
r>i 10. 1. 255. 6 0 100 01
r>i10. 1. 255.12/30  10. 1. 255. 10 0 100 01
*> 130.130.1.0/24  10.1.255.1 0 0 64512 i
% 1150. 150. 1. 0/24  10. 1. 255. 14 0 100 0 64514 i

R2#

18, FXBETELN 150. 150. 1. 0/24 [ 254 1% ks «

R2#show ip bgp 150.150.1.0
BGP routing table entry for 150.150.1.0/24, version 0

Paths: (1 available, no best path)
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#kvE [stanley318]: ik

16 R2 [ BCP L2027 3] 31|
ZEIN R, H TR AT S
P, SEUk Rk B G .
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Wot advertised to any peerL
64514
10. 1. 255. 14 (inaccessible) from 10.1.255.10 (10.1.255.13)

Origin IGP, metric 0, localpref 100, valid, internal, bot synchronizei

19, RS A B R BOP RISHUN, Aol 4 47 EBGP 48
J& M\ TBGP ABJE 2> B8 i, L5 1GPs b2 > BIAHFIB .
20, PRk TR AR, £ Re L RCE TR A

R4 (config)#router ospf 1

R4(config—router)#&edistribute bgp 64513 metric 200 subnetsl

R4 (config-router)Hexit

21 FIRAER2 LAY 150. 150. 1. 0/24 W45 14 rH 1) BGP ik :

R2#show ip bgp 150.150.1.0

BGP routing table entry for 150.150.1.0/24, version 16

Paths: (1 available, best #1, table Default-IP-Routing-Table, RIB-failure(17))
Flag: 0x820

Advertised to non peer—group peers:
10. 1. 255. 1
64514
‘ 10. 1. 255. 14 (metric 192) from 10.1.255. 10 (10. 1.255. 13)

Origin IGP, metric 0, localpref 100, valid, internal, synchronized, best

22 BA RLIE R, HHikEh:

Rl#tshow ip route

10.0.0.0/30 is subnetted, 4 subnets

B 10. 1. 255.4 [20/0] via 10.1.255.2, 00:25:11

C 10. 1. 255.0 is directly connected, Seriall/l

B 10. 1. 255. 12 [20/0] via 10.1.255.2, 00:07:37

B 10.1.255.8 [20/0] via 10.1.255.2, 00:16:37
130.130.0.0/24 is subnetted, 1 subnets

C 130.130. 1.0 is directly connected, LoopbackO
150. 150. 0. 0/24 is subnetted, 1 subnets

B 150. 150. 1. 0 [20/0] via 10.1.255.2, 00:01:36

R1#

23, [FFE, 1 R2 LT ENCE BERAML, KU R4 BGP 2% )1 130. 130. 1. 0/24
R 7 = R N TR 7 N R A
24, LI SE R
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Lab 33. BGP Neighbor Authentication

SEI0 H K-
1. 32T MD5 [ BGP %) 2 AR A E it & o

PR RN SR

BGP Neighbor Authentication

AS 64512 10.1.255.1/30 10.1.255.2/30 AS 64513

S1/1 s1/0
172.16.1.1/24 M 192.168.1.1/24
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KR PR EK:
I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
i

2. FCE R1FIR2 f¥) BGP B
3. TFH RL FIR2 (K .

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Loopback0
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/l

B 192.168.1.0/24 [20/0] via 10.1.255.2, 00:32:23

R1#

R2#show ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 10.1.255.1, 00:33:19
10.0.0.0/24 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

C 192.168.1.0/24 is directly connected, Loopback0

R2#

4, FCE R1 % H#8#9 BGP AAiE.

R1(config)#trouter bgp 64512

R1(config-router)#neighbor 10.1.255.2 password ciscol2d | | #t¥E [stanley323]: #55E
5. {EMCESE R ¥ BGP WG, 108 43 FLZHR I R 5 B S0, 1, 2 DA
FEf AV I R R

#Jun 9 15:48:03. 323: %TCP-6-BADAUTH: No MD5 digest from 10. 1. 255. 2(44020) to 10. 1. 255. 1(179) R .
{4 :ciscol23

#Jun 9 15:48:05. 143: %TCP-6-BADAUTH: No MD5 digest from 10. 1. 255. 2(44020) to 10. 1. 255. 1(179)

#Jun 9 15:48:13. 263: %TCP-6-BADAUTH: No MD5 digest from 10. 1. 255. 2(44020) to 10.1.255.1(179”47#,,// ity [stanley324]: 10. 1.
x«Jun 9 15:48:15. 343: %TCP-6-BADAUTH: No MD5 digest from 10. 1. 255. 2(44020) to 10. 1. 255. 1(179) 255. 2 % FH A4 FH 2L TCP (1)

6. 7 R1 A1 R2 (K% HH 7 LU &% BGP (0%, LI R1 R R2 #% 48 BGP X, A 44020 57548 TCP Y
i I 179 57 BGP 2% 1,

CVRE I T I 42 > 2I1%) BGP 11 I 25 2% 1 AT MD5 B A

‘ Rl#tshow ip route
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Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Loopback0
10.0.0.0/30 is subnetted, 1 subnets

C 10.1.255.0 is directly connected, Seriall/l

R1#

Rl#show ip bgp

BGP table version is 4, local router ID is 172.16.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
*> 172.16.1.0/24 0.0.0.0 0 32768 i
R1#

R2#show ip route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0
C 192.168.1.0/24 is directly connected, Loopback0
R2#

R2#tshow ip bgp

BGP table version is 4, local router ID is 192.168. 1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.168.1.0 0.0.0.0 0 32768 i
R2#

7. & R2 LSS .

R2#show ip bgp summary

0 BGP filter—list cache entries using 0 bytes of memory
BGP using 209 total bytes of memory
BGP activity 2/1 prefixes, 2/1 paths, scan interval 60 secs

Neighbor Y AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
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h0.1.255.1 4 64512 43 42 0 0 0 00:04:00 Active
R2#

8. it H R2 (1 BGP [ AAIE 255,

R2 (config) #router bgp 64513

R2 (config-router)#neighbor 10. 1.255.1 password ciscol23

R2 (config-router)#exit

9. M7F R2 it & 5¢ BGP FIAIES IS 5, R1 B2 R2 B #% 10S $ntn A5 & .
#Jun 9 15:54:47.559: %TCP-6-BADAUTH: No MD5 digest from 10. 1. 255. 2(16055) to 10. 1. 255. 1(179)
%Jun 9 15:56:51.859: %BGP—5—-ADJCHANGE: neighbor 10. 1. 255.2 UpL

10\ ﬁ% BGP E"J?El%“ %‘4%\0

Rl#tshow ip bgp summary
BGP router identifier 172.16.1.1, local AS number 64512

BGP table version is 5, main routing table version 5

2 network entries using 202 bytes of memory

2 path entries using 96 bytes of memory

2 BGP path attribute entries using 120 bytes of memory

1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route—map cache entries using 0 bytes of memory

0 BGP filter—list cache entries using O bytes of memory
BGP using 442 total bytes of memory

BGP activity 3/1 prefixes, 3/1 paths, scan interval 60 secs

Neighbor Y AS MsgRevd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd

10. 1. 255. 2 4 64513 45 49 5 0 0 00:01:33 1

R1#

11, &5 RL BRIk i, Jbi RL BE a8 C& 2% ) B AS 64513 HIA RS
.

Rl#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Loopback0
10.0.0.0/30 is subnetted, 1 subnets

C 10.1.255.0 is directly connected, Seriall/l

B 192.168.1.0/24 [20/0] via 10.1.255.2, 00:03:28

R1#

12, & R2 i &% (0 &

R2#show ip route
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Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 10.1.255.1, 00:04:26
10.0.0.0/24 is subnetted, 1 subnets

C 10.1.255.0 is directly connected, Seriall/0

C 192.168.1.0/24 is directly connected, Loopback0

R2#

13\ gg’\_‘i%ﬁﬁo
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Lab 34. Configuring BGP Local Preference

K HK:

1. BEfFEAE BGP (1A HBALIE e MM & AN E 5 7k

2« AHBPRIE ) JETEBRAE A 100, B A S ek
3 AMAUCIETE, PUERTITA Bi6 RGN BT,

PR RN SE

Configuring BGP Local Preference

AS 64512

e
192.168.2.2/24
= =

S1/1_ -
172. 16.1.1/24

Y6.12/24

192.168.2.1/24
[1]
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1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.
2. PCEPTA P H A8 BGP Vhil. T BGP WSl A1, ML B 4 BGP )5,
s S BUN A 6

3. A R3 M &,

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 192.168. 1.1, 00:01:06
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, Seriall/l

130. 130.0.0/24 is subnetted, 1 subnets

b 130.130.1.0 [20/0] via 192.168.1.1, 00:01:0d 777777777777777777777777777
C 192.168.1.0/24 is directly connected, Seriall/0

B 192.168.2.0/24 [200/0] via 10.1.1.2, 00:00:11

R3#

4. BF R4 MR

R4#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 192.168.2.2, 00:02:18
10.0.0.0/24 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Seriall/0
130.130.0.0/24 is subnetted, 1 subnets

B 130.130.1.0 [20/0] via 192.168.2.2, 00:02:14 |

B 192.168.1.0/24 [200/0] via 10.1.1.1, 00:02:18

C 192. 168.2.0/24 is directly connected, FastEthernet0/0

R4#

5. HIG I BGP MG A S s th o (PR MT ISR . R4 5 RL Z APk
DK, i HAGHE B 2 100MB, 1f7 R3 H AFERE A 130. 130. 1. 0/24 M4 T —
Bl 192.168. 1. 1. HFFELE 2 4 3090 1 o R o SARBE R 1 B
JEJ& 2MB f¥) DDN &4k, W) R3 P Emikh. HEBERFELZ, BCP EiEHERE
BN, FASERAERIOWE. I THRX HE, TUEAMEE “&
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HALSE” R BRI A B R RS
6. PrFE R3 (1 BGP $udi (= B3

R3#tshow ip bgp

BGP table version is 7, local router ID is 192.168.1.2
Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 110.1.1.0/24 10.1.1.2 0 100 01
*> 0.0.0.0 0 32768 i
® 1130.130.1.0/24  192.168. 2. 2 0 100 0645124 |
*> 192.168. 1. 1 0 64512 1
* 1172.16.1.0/24 192.168. 2. 2 0 100 0 64512 i
*> 192.168. 1. 1 0 0 64512 1
*> 192.168.1.0 0.0.0.0 0 32768 i
* 192.168. 1. 1 0 0 64512 i
*>1192. 168. 2.0 10.1.1.2 0 100 01
* 192.168. 1. 1 0 64512 i
R3#

7. Y& R4 [¥) BGP 1% FEfs Bk .

R4#tshow ip bgp

BGP table version is 9, local router ID is 192.168. 2.1
Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

* 110.1.1.0/24 10.1.1. 1 0 100 0 i

*> 0.0.0.0 0 32768 i

* 1130.130.1.0/24  192.168. 1.1 0 100 0 64512 i
*> 192. 168. 2. 2 0 0 64512 1
* 1172.16.1.0/24 192.168. 1. 1 0 100 0 64512 i
*> 192. 168. 2. 2 0 0 64512 i
*>1192. 168. 1. 0 10. 1. 1.1 0 100 0 i

* 192. 168. 2. 2 0 64512 i
*> 192.168.2.0 0.0.0.0 0 32768 i

* 192. 168. 2. 2 0 0 64512 i
R4#

8+ AHILXFLE R3 55 R4 s th 4R ) BGP Rt /a2, Ity ZE 4% R % thias T S P A
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BGP ¢ AL S (8 . BRI BGP &AL Je i A ML JG B HEE B = I BE H
9. FCE R4 M A, ARG E Tl 200,

R4 (config)#router bgp 64513
R4 (config-router) #Tbgp default local-preference 200‘ 7777777777777777777777777777

R4 (config-router) Hexit

R4 (config)#

10, &F& R3 1) BGP 4l /%

R3#tshow ip bgp

BGP table version is 10, local router ID is 192.168.1.2

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
* 110. 1. 1.0/24 10.1.1.2 0 200 0 i
*> 0.0.0.0 0 32768 i
%>1130. 130. 1. 0/24  192. 168. 2. 2 0 200 0645124 |
* 192.168. 1. 1 0 64512 i
*>1172.16.1.0/24 192. 168. 2. 2 0 200 0 64512 i
* 192.168. 1. 1 0 0 64512 i
* 1192.168.1.0 192. 168. 2. 2 0 200 0 64512 i
*> 0.0.0.0 0 32768 i
* 192.168. 1. 1 0 0 64512 i
*>1192. 168. 2.0 10.1.1.2 0 200 01
* 192.168. 1. 1 0 64512 i
R3#
11, fHXEFE RS M &

R3#tshow ip route
Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets
B 172.16. 1.0 [200/0] via 192.168.2.2, 00:06:41

10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, Seriall/l

130.130.0.0/24 is subnetted, 1 subnets

B 130.130. 1.0 [200/0] via 192.168.2.2, 00:06:41 |
C 192.168.1.0/24 is directly connected, Seriall/0

B 192.168.2.0/24 [200/0] via 10.1.1.2, 00:26:51

R3#
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12, 7E R3 3% 130. 130. 1. 0/24 FF M F—Bk A 192. 168. 2. 2, &K 4 BGP £
] IBGP X &544ili o5 B iy, FoF—BEAZS, XFHLEIAEHR A BGP T —BkE k.
N T RENSAE R3 LS N AR, TTRAAE R4 FRCE TS4SR3 M H, HLF

—Beamth R4 B, BEEWR:

R4 (config)#router bgp 64513
R4 (config-router)#neighbor 10.1.1.1 next-hop-self |

13, FFIXREE RS R, FIANCE.

R3#tshow ip route

172.16.0.0/24 is subnetted, 1 subnets
B 172.16.1.0 [200/0] via 10.1.1.2, 00:01:32
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, Seriall/l
130.130.0.0/24 is subnetted, 1 subnets
B 130. 130. 1.0 [200/0] via 10.1.1.2, 00:01:32
C 192.168.1.0/24 is directly connected, Seriall/0
B 192. 168.2.0/24 [200/0] via 10.1.1.2, 00:32:58
R3#

14, ffifH traceroute v 4 EREEHE HE &,

R3#traceroute 130.130.1.1

Type escape sequence to abort.

Tracing the route to 130.130.1.1

1 10.1.1.2 92 msec 72 msec 72 msec
2 192.168. 2.2 212 msec * 120 msec
R3#

15, i H PING iy 2 A 4% tH A 250

R3#ping 130.130.1.1

Type escape sequence to abort.

R3#

Sending 5, 100-byte ICMP Echos to 130.130.1.1, timeout is 2 seconds:
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Lab 35. Using Route Maps to Configuring BGP Local

Preference

SEI0 H K-
1. HE4RIET route—map HIAHAL SGHC & 715,
2. i route—map Mt E 7 LA B 3T H AR ZE AL G

PR ENAE

Using Route Maps to Configuring BGP Local

Preference

AS 64512

130.130.1.1/24

-~
_——

R1
s1/1
_17';. 16.1.1/24

192.168.2.2/24
FAO/0

I 150.150.1.1/24 f
Qi7216.1.2/24

192.168.2.1/24
[1]
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KR PR EK:
I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
i

2. BLE S S 210 BGP B,
3. BE RS 5 R4 M HER.

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 192.168.1.1, 00:04:30
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, Seriall/l
130.130.0.0/24 is subnetted, 1 subnets
B 130.130. 1.0 [20/0] via 192.168.1.1, 00:04:30 | -~ | #tyE [stanley335]: ik
C 192.168.1.0/24 is directly connected, Seriall/0 130. 130. 1. 0/24 F—BkH
B 192.168.2.0/24 [200/0] via 10.1.1.2, 00:06:07 192. 168. 1. 1
150. 150. 0. 0/24 is subnetted, 1 subnets
ﬁ 150.150.1.0 [20/0] via 192.168.1.1, 00:04:30 | | #E [stanley336]: Z|iA
R3# 150. 150. 1. 0/24 F—kN
192.168. 1. 1
R4#tishow ip route
Gateway of last resort is not set
172.16.0.0/24 is subnetted, 1 subnets
B 172.16.1.0 [20/0] via 192.168.2.2, 00:06:14
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, Seriall/0
130.130.0.0/24 is subnetted, 1 subnets
$ 130.130. 1.0 [20/0] via 192.168. 2. 2, 00:06:14‘ 777777777777777777777777777 - | #tE [stanley337]: (&
B 192.168. 1.0/24 [200/0] via 10.1.1.1, 00:07:42 130. 130. 1. 0/24 F—#kN
C 192. 168.2.0/24 is directly connected, FastEthernet0/0 192.168. 2. 2
150. 150. 0. 0/24 is subnetted, 1 subnets
B 150.150. 1.0 [20/0] via 192.168.2.2, 00:05:45 | -~ | #it¥E [stanley338]: ik
R4# 150. 150. 1. 0/24 F—BkN
4y A R3 15 RA HIBRHI AT AHT S5 R F 22, B serial BEES ) 2Mb 2k 192. 168. 2.2
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1 oopback+
> 150,150, 1. 0/24«

serial

E3 > RZ

serial loopback«
> Rl

serial

> B2

E3 » 180,150, 1. 0/24+

fastEth loopback+
> Rl

Fd » 180, 150, 1. 0724+

fastEth
> Rl

serial loopback«
> RZ

» 180,150, 1. 0/24+

WL iR b M g A adh, v LA R3 B3k 130. 130. 1. 0/24 FR R £8 Fe A% th o4

fastEth loopback
» Rl

serial

E3 > R4

» 150.150.1.0/24

T U BGP WX AERS Ny R3 e R ALK (24 150. 150. 1. 0/24 HM &5, W LLfH
A B o AH S FAA TR B R C B AR R3 IACHA 5624 100, R4 FRIACHE
Lo 200, ABA N oer S ah— N, B R3 W FEZER)A 150. 150. 1. 0/24
(I 2%, S REtn T % il

serial loopback+

> k2

»130.130.1. 0/24«

AT ) ERRE R AR St SR TR B A VR R S .
FRR BRI T EER: FHET route-map HISERRECE, XA FM BARGEAT S
EH R %

5. BEJCHAE R3 A R4 B 28 1B A -

R3#tshow ip bgp

Network Next Hop Metric LocPrf Weight Path
*> 130.130.1.0/24 192.168.1.1 0 64512 1
* 1 192. 168. 2. 2 0 100 0 64512 i
* 1150.150.1.0/24  192.168.2.2 0 100 0 64512 i
*> 192.168. 1. 1 0 0 64512 i

R3#

R3 B FH 2L 11 BGP Pl A3 1 $% 192. 168. 2. 2/24 1151 [R 42 K 4 BGP B3 BEHR I -
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EBGP X} &54438 45 3% AL T IBGP 448 45 Bk H o

R4#tshow ip bgp

Network Next Hop
* 1130.130.1.0/24 192.168.1.1
*> 192. 168. 2. 2
*> 150.150.1.0/24 192.168.2.2
* 1 192.168.1. 1
R4#

Metric LocPrf Weight Path

0 100 0 64512
0 0 64512

0 64512
0 100 0 64512

i
i

i

6+ H13~ BGP HUAHBALSGERIAE N 100, BT LAFE R4 | 75 LR AT XS 130. 130. 1.0/24

9 2% it P RO A LD G 1K T 100 BT, RS E k-

R4 (config) #

R4 (config-route—map) #exit
R4 (config) #

R4 (config-route—map) Hexit
R4 (config) #
R4 (config)#router bgp 64513

R4 (config-router)#exit

R4 (config) #exit

R4#

R4#k1ear ip bgp * soft in[
R4#

R4 (config)#access—list 1 permit 130.130.1.0 0.0.0. 255
R4 (config)#troute—map set_lp permit 10

R4(config*route*map)#hatch ip address ﬂ
R4(config—route—map)#&et local-preference ZOOL

R4(config)#ﬁoute—map set_lp permit 20

R4(config—router)#beighbor 192.168. 2. 2 route—map set_lp inL

| #yE [stanley339]: 1]

ACL VLT 75 2205 A Hh R 5%
PR % £

| #tyE [stanley340]: *f ACL

L JJrdia Ao e AT DL

#yE [stanley341]: XfJC
i ACL 1 IR IR, &
BOLAMAR SR 200, et
Ha 2 AR Y F IR RS
BT, T E)A

' | 130. 130. 1. 0/24 )M %,

#tvE: [stanley342]: ME
I B, PRI B
Yoz Bl T AT

7. 7E R4 _L&F BGP HIEHE A .

R4#tshow ip bgp

ity [stanley343]: %1%t
192. 168. 2. 2 [0 S A R 1%
IR AT 44 . JLT7 ) 2

in 7T

| e [stanley344]: Fil#r

NSRS TC E, Ak BGP
RISl

| #ityE [stanley345]: R4 L

B 3TN D B A AR5
L4 200,

Network Next Hop Metric LocPrf Weight Path
#) 130.130.1.0/24 192.168. 2.2 0 200 0 64512 iL 777777777777777
*> 150.150. 1. 0/24  192.168. 2.2 0 64512 1
* 1 192.168. 1. 1 0 100 0 64512 1
R4#
8. TrA& R3 (1) BGP (% o
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R3#show ip bgp

R3#

Network Next Hop Metric LocPrf Weight Path
% 130.130.1.0/24  192.168. 1.1 0 64512 i
H>i 192. 168. 2.2 0 200 oe64s12i |
% 1150. 150.1.0/24  192.168. 2.2 0 100 0 64512 i
*> 192.168. 1. 1 0 0 64512 i

9. g THAYIHIIMT RS F3A 130. 130. 1. 0/24 (KL% 8% B, A8 FH 1602 e 8% b

75 R4 B A EECE N BE .

R4 (config) #router bgp 64513
R4 (config-router)#neighbor 10.1.1.1 next-hop-self

R4 (config-router) #exit

10~ FRXEE R3 (19 BGP % .

R3#show ip bgp

Network Next Hop Metric LocPrf Weight Path
* 130.130.1.0/24  192.168. 1.1 0 64512 i
i 10.1.1.2 0 200 0645121 |
* 1150.150.1.0/24 10.1.1.2 0 100 0 64512 i
*> 192.168. 1. 1 0 0 64512 i

R3#

11, & R3 A1 R4 (K e, W LA ASH RGN T 64513 AR RETII P

1 %t 28 ] 2134 130. 130. 1. 0/24 HIM 45,

BATR MBI E 1 H bR

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 192.168.1.1, 00:54:00

10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, Seriall/l
130. 130.0.0/24 is subnetted, 1 subnets

B 130. 130. 1. 0 [200/0] via 10.1.1.2, 00:02:46
C 192.168.1.0/24 is directly connected, Seriall/0
B 192.168.2.0/24 [200/0] via 10.1.1.2, 00:55:37

150. 150. 0. 0/24 is subnetted, 1 subnets
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R4 B AR H E.

#tvE: [stanley348]: ik
LA REN EHIWT . R3 2
X 130. 130. 1. 0/24 M4 F—
Bt 10. 1. 1. 2.
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B 150. 150. 1. 0 [20/0] via 192.168.1.1, 00:54:00
R3#

R4#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 192.168.2.2, 00:10:58
10.0.0.0/24 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Seriall/0
130. 130.0.0/24 is subnetted, 1 subnets

B 130. 130. 1.0 [20/0] via 192.168.2.2, 00:55:38

B 192.168.1.0/24 [200/0] via 10.1.1.1, 00:57:06
192. 168.2.0/24 is directly connected, FastEthernet0/0
150. 150. 0. 0/24 is subnetted, 1 subnets

B 150.150. 1.0 [20/0] via 192.168.2.2, 00:10:58

R4#

12, ffH tracert A HAE B

R3#traceroute 130.130.1.1

Type escape sequence to abort.

Tracing the route to 130.130.1.1

1 10.1.1.2 16 msec 48 msec 80 msec
2 192.168.2.2 96 msec * 80 msec

R3#
R3#traceroute 150.150.1.1

Type escape sequence to abort.

Tracing the route to 150.150.1.1

1 192.168.1.1 40 msec * 24 msec

R3#
17, L5 5E B

173

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

MIMIIT
cisco

CCNP Lab Manual

Lab 36. Configuring BGP Multi-Exit Discriminator

S0 H -
1. BRAA MED J& T REWE 2wy, e ) B A R G R EER R A A A 516 R 5.
2. HEARILT route-map 1) MED BL'E ik

B RN SE

Configuring BGP Multi-Exit Discriminator

AS 64512

130.130.1.1f24,

l 150.150.1.1/24
e 1 /

192.168.2.2/24

192.168.2.1/24
oo

s1f1
192.168.1.1/24
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1. BUER G A 1P ok, JIF HAEH] Ping &I\ B b & 10 B 0
1.

2. BOE S G B A1) BGP PRl

3. #EHI—/NS£% Using Route Maps to Configuring BGP Local Preference
AL A P AR I S T A R A T A VR RS AEARE T, &
A 55—/~ BGP A1 J@ P BT MED JE PG, 52 m e R R G A A 1
4. BF R3 FI R4 (MK 1, AIRSEIRATIAROGTE 64512 HYA R G AW FR ]2
2%

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 192.168.1.1, 00:08:58
10.0.0.0/24 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Seriall/l
130.130.0.0/24 is subnetted, 1 subnets

B 130.130. 1. 0 [20/0] via 192.168.1.1, 00:08:58

C 192.168.1.0/24 is directly connected, Seriall/0

B 192. 168.2.0/24 [200/0] via 10.1.1.2, 00:08:58
150. 150. 0. 0/24 is subnetted, 1 subnets

B 150. 150. 1. 0 [20/0] via 192.168.1.1, 00:08:58

R3#

R4#tishow ip route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 192.168.2.2, 00:20:47
10.0.0.0/24 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Seriall/0
130.130.0.0/24 is subnetted, 1 subnets

B 130.130. 1.0 [20/0] via 192.168.2.2, 00:20:47

B 192. 168. 1. 0/24 [200/0] via 10.1.1.1, 00:13:52
C 192. 168.2.0/24 is directly connected, FastEthernet0/0
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150. 150. 0. 0/24 is subnetted, 1 subnets
B 150. 150. 1. 0 [20/0] via 192.168.2.2, 00:19:48
R4#

5. HRHE K R AT DU, R3 #2032k R1 1 130. 130. 1. 0/24 1M, kT —
SO S o FESEPRIZ N T, RTRE T R3 R 25E AS 64512 HIA T &
WA EER N, HERIAY R2 Bl s, 1 R3 5 R2 Z [A) R BEH 2 — 4R
WAN 8%, Bltba SEOE DS EMEN S . Bk, 64512 HIG RS H A R3
RES 78 0 R4 5 R 2 8] ARG LUK B I SR A T 508 1R Ao A9 T SO —
HIf), ATLAZE R1 5 R2 FCE MED @k, [K2% MED JR#ERTLASEIR: e B
BREVBHER, WERAEHEERS.

6. HR¥E MED KB EBRAKIME 4Bk i, SRR ek R st . 15 B MED {E 8RN
0. Rk, ATRLAE R2 _bic B e ) R2 304511 130. 130. 1. 0/24 (1)1 4% H1 1) MED
T ERER AT . a0 SRR 301884 R1 0 MED BRIAE A6

7. AT REM WS B MED [RECE AT S AR L, W RS A E R3 5 R4 1 BGP 4
JFEZR:

R3#tshow ip bgp

Network Next Hop Metric LocPrf Weight Path
*> 130.130.1.0/24 192.168.1.1 0 64512 i
* i 192. 168. 2. 2 0 100 0 64512 i
*> 150.150.1.0/24  192.168.1.1 0 0 64512 i
* 1 192. 168. 2. 2 100 0 64512 i
R3#
R4#tshow ip bgp

Network Next Hop Metric LocPrf Weight Path
* 1130.130.1.0/24 192.168. 1.1 0 100 0 64512 i
*> 192. 168. 2. 2 0 0 64512 i
* 1150.150.1.0/24  192.168.1.1 0 100 0 64512 i
*> 192.168. 2. 2 0 64512 i
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R4#

7. 1F R2 b 52jiti MED ) SF s fic

R2(config)#bccess—list 1 permit 130.130.1.0 0.0. 0. 255
R2 (config) #

R2 (config) #route—map set_med permit 10
R2(config—route—map)#hatch ip address ﬂ
R2(config—route—map)#het metric IOOL
R2 (config-route—map) Hexit

R2 (config)#

R2(config)#ﬁoute—map set_med permit ZOL
R2 (config-route—map) Hexit

R2 (config)#

R2 (config) #router bgp 64512
R2(config—router)#beighbor 192. 168. 1. 2 route—map set med out
R2 (config-router)#Hexit

| #kyE [stanley349]: 1

ACL #5 Hi 75 B 209 MED 11
% FH

| #yE [stanley350]: T

ULRECA#) ACL 1 Jrdi i 1%
H4cH o

#iE [stanley3s1]: XfF
VEREL s 4 H , B3
MED {H i 4 100

#itiE [stanley352]: Mt
L7 1) i SR FH BRI T
T ATE S . B E

R2 (config) # V| B

R2# \
ity [stanley353]: %1%t

RZ#\clear ip bgp * soft out\ 777777777777777777777777777777777777777777777 B SHEE 1K 192, 168, 1. 2 M7
\ Y ST . I

e | e
8. 7% R3 55 R4 ) BGP Kot {5 B .
R3#show ip bgp | 7 out, RASHIM R2 A RL
| R IR R AT SR B
Network Next Hop Metric LocPrf Weight Path \ 7k [stanley354]: Kl
""""" MR SRS L E, TR
B 130.130.1.0/24  192.168.1. 1 100 064512 i | - BGP [ICSL
H>i 192. 168. 2.2 0 100 oe64s512i | R
%> 150.150.1.0/24 192, 168. 1. 1 0 0 64512 i N iE [eienllortfle b
% 1 192.168. 2. 2 0 100 0 64512 i \\ P S TG s O
......... ‘| & MED {E 2k 100,
R3# ity [stanley356]: fF
BGP & IR MED 8 [
%, BRIk R2 R N —Bkh
Rishow ip bep 192.168.1. 1.
Network Next Hop Metric LocPrf Weight Path
%> 130.130.1.0/24 192 168. 2.2 0 0 64512 i
* 1150. 150. 1.0/24  192.168.1.1 0 100 0 64512 i
Y 192. 168. 2. 2 064512 i | | | k¥ [stanley357]: T
--------- MED Ja P ANy ks, Rk,
R4# HOPBA 03] R4 11 BGP (¥
% L.
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9. N THETIHAINT RS 234 130. 130. 1. 0/24 [ MZ8 8% B, A% H iR 2 S A i e
7E R4 P ey ERCE F—BbEME. EW T

R4 (config)#router bgp 64513
R4 (config-router)#neighbor 10.1.1.1 next-hop-self
R4 (config-router) Hexit

R4 (config)#exit

10, 7E R3 B #% L&A BGP M5 FERG th & .

R3#tshow ip bgp

Network Next Hop Metric LocPrf Weight Path
* 130.130.1.0/24 192.168. 1.1 100 0 64512 i
*>1 10.1. 1.2 0 100 0 64512 i
%> 150.150.1.0/24  192.168.1.1 0 0 64512 i
* 10.1. 1.2 0 100 0 64512 1

R3#tshow ip route

Gateway of last resort is not set

B

R3#

172.16.0.0/24 is subnetted, 1 subnets

172.16.1.0 [20/0] via 192.168.1.1, 00:48:49
10.0.0.0/24 is subnetted, 1 subnets

10.1.1.0 is directly connected, Seriall/l
130.130.0.0/24 is subnetted, 1 subnets

130. 130. 1. 0 [200/0] via 10.1.1.2, 00:03:50
192.168.1.0/24 is directly connected, Seriall/0
192. 168.2.0/24 [200/0] via 10.1.1.2, 00:48:49
150. 150. 0. 0/24 is subnetted, 1 subnets

150. 150. 1.0 [20/0] via 192.168. 1.1, 00:48:49

11, f#H tracert s A HE &

R3#ttraceroute 130.130.1.1

Type escape sequence to abort.

Tracing the route to 130.130.1.1

1 10.1.1.2 32 msec 64 msec 80 msec
2 192.168.2.2 128 msec * 84 msec
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‘ R3#

12, SEEG5E .
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MIMIIT
cisco

CCNP Lab Manual

Lab 37. Configuring BGP Weight

SEIS H I

I AR OB 23S, A 2 5 4ME B8 RS EER I, N HACE (Weight) J&PERE
% e KU AL A B ER A IR 4t VR B IR A HE 1 VR R A

2. BUE (Weight) J&MEA Cisco FAFT g

P R RN SE

Configuring BGP Weight

AS 64514
150.150.1.1/24

192.168.2.2/24 i, 192.168.3.1/24
192.168.2.1/24 si/o B==051/1

51/0
‘%168.1.2{24 i

192.168.3.2/24

FAO/0

192.1 .4.1[24.
>
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

jEO

2 TCE & G B AR BGP P8, JFEH show ip bgp MHIAPMMLBENS IFH ¥ A,
Y BGP Bt &M A R1. R2. R3. Rdo DU 5246, SRiFNCE BGP [T,

FEERN, EASZK b R ik 150. 150. 1. 0/24 M4 K5 4445, £E BGP 3L
W, SN AR AR AN Y, (HE BOP SXUANSE 140 53R 528k, DAk, BGP
SRS RL 20K Hbx. LR IK /2 BGP BB : 1. Hls kb T

JERRIRSE. 2. 51k BGP K Router—ID BYEHIBE H .
3. mFE R MK HE:

Rl#tshow ip route

Gateway of last resort is not set

C 192. 168.4.0/24 is directly connected, FastEthernet0/0
C 192.168.1.0/24 is directly connected, Seriall/l
B 192.168.2.0/24 [20/0] via 192.168.1.2, 00:16:39
B 192.168.3.0/24 [20/0] via 192.168.4.1, 00:16:25
150. 150. 0. 0/24 is subnetted, 1 subnets
B 150.150. 1.0 [20/0] via 192.168.1.2, 00:16:3 |
R1#

4, &F R1 1 BGP i

Rl#tshow ip bgp
BGP table version is 7, local router ID is 192.168. 4.2

r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,

Network Next Hop Metric LocPrf Weight Path
* 150.150.1.0/24  192.168.4. 1 0 64515 64514 i
*> ‘192. 168. 1. 2L 7777777777777777777 0 64513 64514 i |
* 192.168.1.0 192.168. 1.2 0 0 64513 i
*> 0.0.0.0 0 32768 i
* 192.168.2.0 192.168. 4. 1 0 64515 64514 i
*> 192.168. 1. 2 0 0 64513 1
*> 192.168. 3.0 192.168. 4. 1 0 0 64515 i
* 192.168. 1. 2 0 64513 64514 1
* 192.168.4.0 192.168. 4. 1 0 0 64515 1
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150. 150. 1. 0/24 M4 F—
Bkh 192. 168. 1. 2,

#tyE [stanley359]: HT
R2 [A] R1 18 75 ¥ % H LG R4 7]
R1 38 5 1B i R, R R2
[) BGP ) Router—ID Lt R4 [f]
Router—1ID A%, FrLAR1 4G
T R2 [0 d1 21k

150. 150. 1. 0/24 Fi%.,
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*> 0.0.0.0 0 32768 i
R1#

5. B RLIATERAME:
Rl#tshow ip bgp neighbors
BGP neighbor is 192.168.1.2, remote AS 64513, external link
BGP version 4, Lremote router ID 192.168. 2. 1L
BGP state = Established, up for 02:10:56

BGP neighbor is 192.168.4.1, remote AS 64515, external link
BGP version 4, remote router ID 192, 168.4.1
BGP state = Established, up for 02:09:04

R1#

6. WL IHANATLUE H, 64512 1) HIA RGEHNE 150. 150. 1. 0/24 [)4%, Higft
R VA RS 64514 R, AL 64513, Kk, BGP XN —IRHERE T —4
AL 6 E

7. fER1 BRCEACEEYE, MR CERS Bk R ). ECE AR

R1 (config)#router bgp 64512
Rl(config*router)#beighbor 192.168. 4.1 weight 10d
R1(config-router) #neighbor 192.168.1.2 weight 50 |

R1(config-router)#texit

Rl#‘clear ip bgp * softL

8+ A T WA IR FEAEL G 4 tH R 52, A R1 4%t F0 BGP 10080 /25 -

Rl#tshow ip bgp

BGP table version is 13, local router ID is 192.168.4.2
Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path

*> 150. 150. 1. 0/24  192.168. 4. 1 100 64515 64514 i

* 192.168. 1. 2 50 64513 64514 i

* 192.168.1.0 192.168. 1.2 0 50 64513 i

> 0.0.0.0 0 32t68 4
*> 192.168.2.0 192.168.4. 1 100 64515 64514 i

* 192.168. 1. 2 0 50 64513 i

*> 192.168.3.0 192.168.4. 1 0 100 64515 i

* 192.168. 1. 2 50 64513 64514 i
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_ -~ | #tyE [stanley360]: BGP [¥)
Router—1ID

| #kyE [stanley361]: F55&
192. 168. 4. 1 FIAL JiE A%
SO | B ERABLBE A 100,

#itiE [stanley362]: R
\ 192. 168. 1. 2 [¥I40J& K% I
| EEIRGE A 50,

ISk 4 DL BRSNS o
| MEACEERIAE A 0.

#tvE [stanley363]: KT

BGP (1) SR MS L&, i BGP
IS

_ -~ | #yE [stanley364]: T
192. 168. 1. 0/24 X} R1 &
BHESER, BT IRCEE
BRI Rt K. DAIRE G % i 1
ik
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* 192.168.4.0 192.168. 4.1 0 100 64515 1
*> 0.0.0.0 0 32768 i
R1#

Rl#tshow ip route
Codes: C — connected, S — static, R — RIP, M — mobile, B - BGP
D - EIGRP, EX - EIGRP external, O — OSPF, IA — OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 — OSPF external type 2
i = IS-IS, su — IS-IS summary, L1 — IS-IS level-1, L2 - IS-IS level-2
ia — IS-IS inter area, * — candidate default, U - per—user static route

o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, FastEthernet0/0
C 192.168.1.0/24 is directly connected, Seriall/l
B 192. 168.2.0/24 [20/0] via 192.168.4.1, 00:01:01
B 192.168.3.0/24 [20/0] via 192.168.4.1, 03:12:01
150. 150. 0. 0/24 is subnetted, 1 subnets
B 150.150. 1.0 [20/0] via 192.168.4.1, 00:01:01] |
R1#

9. JE X BGP HIBHEEE AT, FTLAE L A R2 B ERES RE I, BRI,
50, 1A R4 3% A% b AL 44 100, 1T BGP FRIZEES AN 4 ek
ER B S, Kt 64512 1) 3G RGERRG AR F B RGN, KM R4
YEATT ke HZ& XA 1o AN, BRI 25E R2 1) 192. 168. 2. 0/24 1)
TR, A RA A AT M. PN R4 B3k 192, 168. 2. 0/24 M2 e fd 4 2
B RIRLS R2. TR neighbor *. . %, % weight sewk(fIfc B 7 VA AN 2 Bt 52
TG . ) T R IX— Il L, gl UM i b PR PO TC B o0 b ) 28 180 A [ 174
EXE]

10. 78 R1 A route-map B EAE, HCEW .

R1 (config)#router bgp 64512
R1 (config-router)#no neighbor 192.168. 1.2 weight 50
Rl (config-router)#no neighbor 192.168.4.1 weight 100

R1 (config-router) Hexit

Rl (config)#

Rl(config)#hccess—list 1 permit 150.150.1.0 0.0. 0. 255
R1(config)#
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R1 (config) #route—map set weight permit 10
Rﬂ(config*route*map)#match ip address 1
Rl (config-route-map)#set weight 200 | |
R1 (config-route—map) #exit

Rl (config)#

R1(config)#

R1(config)#route—map set_weight permit 20

R1 (config-route—map) Hexit

Rl (config)#

R1 (config)#router bgp 64512

Rl(config—router)#beighbor 192. 168. 4. 1 route—map set weight id 77777777777777777777
R1(config-router)#texit
Rl (config)#exit
Rlﬂclear ip bgp * softt
R1#

11. & Rl 1k 2

Rl#tshow ip route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, FastEthernet0/0
C 192.168.1.0/24 is directly connected, Seriall/l
B 192.168.2.0/24 [20/0] via 192.168.1.2, 00:03:45
B 192.168.3.0/24 [20/0] via 192.168.4.1, 00:03:45
150. 150. 0. 0/24 is subnetted, 1 subnets
B 150.150. 1.0 [20/0] via 192.168.4.1, 00:00:00 |
R1#

12. #F R1 ) BGP (K504 % -

Rl#tshow ip bgp
BGP table version is 21, local router ID is 192.168.4.2
Status codes: s suppressed, d damped, h history, * valid, > best,

r RIB-failure, S Stale

i — internal,

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
®> 150. 150. 1. 0/24  192.168. 4. 1 100 64515 64514 iL 77777777777
* 192.168. 1. 2 0 64513 64514 i
* 192.168.1.0 192.168. 1.2 0 0 64513 1
*> 0.0.0.0 0 32768 i
* 192.168.2.0 192.168. 4. 1 0 64515 64514 i
*> 192.168. 1. 2 0 0 64513 1
*> 192.168. 3.0 192.168. 4. 1 0 0 64515 i
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* 192.168. 1.2 0 64513 64514 1
* 192.168.4.0 192.168.4. 1 0 0 64515 i

*> 0.0.0.0 0 32768 i

R1#

13, f#H ping 1 tracert 5%, HIIAR BB M

Rl#ping 150.150.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 150.150. 1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 68/126/216 ms
R1#

Rl#traceroute 150.150.1.1

Type escape sequence to abort.

Tracing the route to 150.150. 1.1

1 192.168.4.1 16 msec 60 msec 64 msec
2 192.168.3.1 [AS 64515] 144 msec * 32 msec
R1#
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MIMIIT
cisco

CCNP Lab Manual

Lab 38. Affects the BGP Routing By Path Prepend

K HK:

Lo R ] P F R AR JUCOR 52 T BGP [ 386 R IE 6

2. BRf BGP [ A2 0 A2 MED (AR PR, (ER G VG AN, AT
IR F) W) 286 A 5 BC B

PR RN SE

Affects the BGP Routing By Path Prepend

AS 64514
150.150.1.1/24

192.168.2.2/24 g, 192.168.3.1/24

s1/0 PRl S1/1
192.168.2.1/24 . / 192.168.3.2/24

AS 64513 "R;“' AS 64515
FAD/O -
2.168.1.2/24 192.168.4.1/24
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1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.

2. BUE &G H 3 BGP 1.

3. A& RL (1 BGP [1%5dhs P «

Rl#tshow ip bgp
BGP table version is 6, local router ID is 192.168. 4.2

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale
Origin codes: i — IGP, e — EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
® 150.150.1.0/24 192.168.4.1 0 64515 64514 i
*> 192.168. 1. 2 0 64513 64514 i | |
* 192.168.1.0 192.168. 4. 1 0 64515 64514 64513 i
* 192.168. 1. 2 0 0 64513 i
*> 0.0.0.0 0 32768 i
* 192.168.2.0 192.168. 4. 1 0 64515 64514 i
*> 192.168. 1. 2 0 0 64513 i
*> 192.168. 3.0 192.168. 4. 1 0 0 64515 1
* 192.168. 1.2 0 64513 64514 i
* 192.168.4.0 192. 168. 4. 1 0 0 64515 1
* 192.168. 1. 2 0 64513 64514 64515 i
*> 0.0.0.0 0 32768 i
R1#

4. B R R

Rl#tshow ip route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, FastEthernet0/0
C 192.168.1.0/24 is directly connected, Seriall/l
B 192.168.2.0/24 [20/0] via 192.168.1.2, 00:01:20
B 192.168.3.0/24 [20/0] via 192.168.4.1, 00:01:20
150. 150. 0. 0/24 is subnetted, 1 subnets
B 150.150.1.0 [20/0] via 192.168.1.2, 00:01:20
R1#

5. fEZHISEEGH, wILAEIE MED Al Local Preference J&TEA 52 R1 £ #E h
SR w] DLUE S AS-PATH RS20 4 ik £ . H2 M2 BGP IR AN . fi561%
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# AS-PATH B JH. 1K 1%
6+ N T HGAUE AS-PATH %I 4 FHIE R 5EM, 7F R3 Mt as EAE G FRCE

R3(config)#access-list 1 permit 150.150.1.0 0.0.0. 255
R3 (config) #

R3 (config) #route-map set_prepend permit 10

R3 (config-route—map) #match ip address 1
R3(config-route-map) #set as-path prepend 64514 64514 |
R3 (config-route—map) Hexit

R3 (config)#

R3 (config)#route—map set_prepend permit 20

R3 (config-route—map)#exit

R3 (config)#

R3 (config)#router bgp 64514

R3(config-router)#neighbor 192.168.2.1 route-map set_prepend out | |
R3 (config-router)#exit
R3(config)#exit

R3#

R3ticlear ip bgp * soft out

R3#

TEEERR: 1F set as—path prepend FHRINEI AS 5, BRIFEAMBIERS
B, BN RESTATH A
7. 5% RI 1) BGP [R50 «

Rl#show ip bgp
Network Next Hop Metric LocPrf Weight Path

%) 150.150. 1.0/24  192. 168. 4. 1 0 64515 64514 i
* 192.168. 1. 2 0 64513 64514 64514 64514 i
* 192.168.1.0 192.168. 1.2 0 0 64513 i

*> 0.0.0.0 0 32768 i

* 192.168.2.0 192.168. 4. 1 0 64515 64514 i
*> 192.168. 1. 2 0 0 64513 i

*> 192.168. 3.0 192.168. 4. 1 0 0 64515 i

* 192.168. 1. 2 0 64513 64514 i
* 192.168.4.0 192.168. 4. 1 0 0 64515 i

*> 0.0.0.0 0 32768 i

R1#
8. ARLEAA R1 MK HI K

Rl#tshow ip route

C 192.168.4.0/24 is directly connected, FastEthernet0/0
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C 192.168.1.0/24 is directly connected, Seriall/l

B 192. 168.2.0/24 [20/0] via 192.168.1.2, 00:12:54

B 192.168.3.0/24 [20/0] via 192.168.4.1, 00:12:54
150. 150. 0. 0/24 is subnetted, 1 subnets

B 150. 150. 1. 0 [20/0] via 192.168.4.1, 00:09:42

R1#

9 SKESE M.
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MIMIIT
cisco

CCNP Lab Manual

Lab 39. Using Route Tag to Store BGP AS-Path

SEI0 H K-
1. fif# ¥l BGP 15 TGP ZEAM t 85 R A I, BGP AS-PATH J& 4 25 2k (1) [ it
2. IR bR iC A7 BGP 4% B YRR B T .

B RN SE

Using Route Tag to Store BGP AS-Path

AS 64512 » 19';.163.2.2{24

130.130.1.1/24

~-

“\192.168.2.1/24
¥\s1/1

1]
172.16.1.2/24

/
172.16.1.1/24

AS 64513

‘ OSPF Area 0 o

B —
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1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.
2. BCE R2 5 R3 (1) OSPF [R1# i, BCE W

R2 (config)#router ospf 1
R2 (config-router)#network 172.16.1.0 0.0.0. 255 area 0

R2 (config-router)#exit

R2 (config)#exit

R3 (config) #router ospf 1
R3 (config-router)#network 172.16.1.0 0.0. 0. 255 area 0
R3 (config-router) #exit

R3(config) #texit

3. A R2 55 R3 [ OSPF (I4RJE R R .

R2#show ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface

192.168. 2.1 1 FULL/BDR 00:00:32 172.16.1.2 FastEthernet0/0

R2#
4, WCE R1 5 R2, R3 5 R4 Z[H][ BGP ¥pill. {#&: R2 5 R4 Z [H¥&5F fE£f BGP
MEREER R

HR2 5 R3 (IECE W R

R2 (config) #router bgp 64513
R2(config*router)#beighbor 192.168.1.1 remote-as 64512 |
R2 (config-router)#network 192.168.1.0 mask 255.255. 255. 0

R2 (config-router)#exit
R2(config)#exit
R2#

R3 (config)#router bgp 64513
R3(config*router)#beighbor 192.168. 2. 2 remote-as 64514 7777777777777777777777777
R3 (config-router)#network 192.168. 2.0 mask 255.255. 255.0
R3 (config-router)#Hexit

R3(config) #texit

5. MiiA R2 5 R3 (1) BGP 484X R
R2#show ip bgp summary
Neighbor v AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
192.168. 1.1 4 64512 8 8 3 0 0 00:03:37 2
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R2#

R3#show ip bgp summary

Neighbor v AS MsgRcvd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
192. 168. 2. 2 4 64514 6 6 2 0 0 00:01:46 1
R3#

6. &A R4 MR, BT R2 5 R3 ZIH¥%A BGP I4RHK R FTLA R2 A R1 2%
21 BGP M H 150. 150. 1. 0/24 [N Toik e K45 R3 B H#s, L R4 BAR
H % ) FTAT 6 e o

R4#tshow ip route

Gateway of last resort is not set

C 192.168.2.0/24 is directly connected, Seriall/0
R4#

7. BCE R2 5 R3 1Y BGP 5 OSPF W= KA, BlEWI R

R2 (config) #router ospf 1

R2 (config-router)#redistribute bgp 64513 subnets

R2 (config-router) #exit

R2 (config)#

R2 (config) #router bgp 64513

R2(config—router)#&edistribute ospf 1 match external internal

R2 (config-router) #

R3 (config) #router bgp 64513

R3 (config-router)#redistribute ospf 1 match internal external
R3 (config-router)#Hexit

R3(config)#

R3 (config)#router ospf 1

R3 (config-router)#redistribute bgp 64513 subnets

R3 (config-router)#texit

R3 (config)#exit

8. A R4 (M IR, BN AR AN .

R4#tshow ip route

Gateway of last resort is not set
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172.16.0.0/24 is subnetted, 1 subnets

B 172.16.1.0 [20/0] via 192.168.2.1, 00:03:18
130.130.0.0/24 is subnetted, 1 subnets
B 130. 130. 1.0 [20/1] via 192.168.2.1, 00:03:18

B 192. 168. 1. 0/24 [20/1] via 192.168.2.1, 00:03:18
C 192.168.2.0/24 is directly connected, Seriall/0
RA#

9. & R4 1 BGP [%kdi 7.

R4#tshow ip bgp
BGP table version is 5, local router ID is 192.168.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
#> 130.130.1.0/24  192.168.2. 1 1 0 64513 ?
# 172.16.1.0/24  192.168.2. 1 0 0 64513 ?
*> 192.168. 1.0 192.168. 2. 1 1 0 64513 ?
% 192.168.2.0 192.168. 2. 1 0 oeas13i |
> 0.0.0.0 0 32768 i
Ra

10 F7AEJE AS-PATH R 25 R Z R EZEFEFR: H17T R2 % th 454 BGP B Hi )
WH R ATE] OSPF H, 1Ml OSPF ANGEW R BGP (1% tH AS-PATH J& 1. FTLA7E R4
AR R AT B AS-PATH 2 A58 3L,

fRIXA ) R R (R T e bR mT AR BT (R e sG], BRI, R RAAE
R AR BGP [¥) AS-PATH #5247 2% thbRid 1, RS 1E R4 B Hi % L A% A
WP AEAE A AS-PATH ISk 5 21 BGP f) % i

11, 7E R2 b St hbric R iC .

R2 (config)#route—map SET TAG permit 10

R2(config-route-map)Hset automatic-tag |
R2 (config-route—map) #exit

R2 (config) #

R2 (config)#router bgp 64513
R2(config*router)#&able—map SET_TAGL

R2 (config-router)#exit

12, BCH R3 Bt & A% thibrid.

‘ R3 (config)#route—map GET_TAG permit 10
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R3(config—route—map)#&et as—path taé

R3 (config-route—map)#exit
R3 (config) #router bgp 64513
R3 (config-router) #tredistribute ospf 1 match external internal route-map GET_TAG{

R3 (config-router)#Hexit

| #kyE [stanley382]: ¥

AS-PATH J& ¥ % e A i
HH, JFI8 53 BGP [ H
Bz

13, A R4 B HH A% 19 BGP 15U FE

R4#tshow ip bgp

BGP table version is 6, local router ID is 192.168.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
*> 130.130.1.0/24  192.168.2. 1 1 0 64513 64512 ?L 77777777777
*> 172.16.1.0/24 192.168. 2. 1 0 0 64513 ?
*> 192.168.1.0 192. 168. 2. 1 1 0 64513 ?
* 192.168.2.0 192.168. 2. 1 0 0 64513 i
*> 0.0.0.0 0 32768 i
R4#

| #tE [stanley383]: 7El%

FHEE R AR, 568 AS-PATH
TRIFEAE T A

H#yE [stanley384]: I,
& LITE R4 _ERETEHH
AS-PATH ()@ HEE R T .

14, {ER3 EARSEMCE, LA s BA S 1)l

R3 (config)#route—map SET_ORIGIN permit 10

R3 (config-route—map) #‘set origin igp ‘ 77777777777777777777777777777777777777
R3 (config-route—map) Hexit

R3 (config)#

R3 (config)#router bgp 64513

R3 (config-router) #hleighbor 192. 168. 2. 2 route-map SET_ORIGIN out L
R3 (config-router) #exit

R3(config)#

15+ FFIRAE R4 % th 2% L& F BGP 1 EHE )% .

R4#tshow ip bgp

BGP table version is 15, local router ID is 192.168.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
*> 130.130.1.0/24  192.168.2. 1 1 0 64513 64512 iL 77777777777
*> 172.16.1.0/24 192.168. 2. 1 0 0 64513 i
*> 192.168.1.0 192.168. 2. 1 1 0 64513 i
* 192.168.2.0 192.168. 2. 1 0 0 64513 i
*> 0.0.0.0 0 32768 i

ik [stanley385]: #HE
AHN (PR YR S R TGP

| #ikvE [stanley386]1: A

AN ) route—map 15 & E YR
JE.

194

http://pan_baidu.com/share/home?uk=2084365290&view=share#

#tyE [stanley387]: M,
7E R4 [ 0 2% (1) BGP [ 55040
i, SR BGP 22 3] ¥ B,
H AS-PATH R I @ 44 &
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| Rat
16+ i FH PING iy 235 o i) R0k

R4#ping 130.130.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 130.130.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 88/138/220 ms
R4#

17, SEH 5.
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Lab 40. Using Distribute-list to Filtering BGP Routing

SEI0 H K-
1. HE4B{4i ] distribute—1ist o3& BGP [ »

PR RN SR

Using Distribute-list to Filtering BGP Routing

AS 64512

172.16.0.1/24
172.16.1.1/24

172.16.2.1/24 AS 64513
*5.3.1124
i L

172.16.0.0/24 x
172.16.1.0/24
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1. T4 Distribute-list B HHid ¥, 7E5L%: Filtering Routing Updates
with a Distribute List TV VEAMIMERE. PRIAEA R SLES AN A1 Hh T £
BGP FR i Fi] Distribute-list fir&HEAT BGP (1) fil g

2. WUE S G H A TP bk, JF HAT Ping fir &A% 2% l 4% (1 ELE D K L
1 .

3. FUE S B BE IR 1K BGP 3L, I HOCH] BGP 1) H Bl S 4 o

4. T R3 M %

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
172.16. 255.0/30 [20/0] via 10.1.255.1, 00:01:43
172.16.0.0/24 [20/0] via 10.1.255.1, 00:01:43
172.16.1.0/24 [20/0] via 10.1.255.1, 00:01:43
172.16.2.0/24 [20/0] via 10.1.255.1, 00:01:43
172.16.3.0/24 [20/0] via 10.1.255.1, 00:01:43

10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

R3#

5. fF R2 Mt & B fhd v .

Rj(config)#access—list 1 deny 172.16.0.0 0.0. 0. 255

o W W W @™

R2 (config)#
R2 (config) #router bgp 64512

R2 (config-router) #end

R2#clear ip bgp * soft out

6. AFH R3 MK H£:

R3#show ip route

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

B 172.16. 255. 0/30 [20/0] via 10.1.255.1, 00:06:14

B 172.16.2.0/24 [20/0] via 10.1.255.1, 00:06:14

B 172.16.3.0/24 [20/0] via 10.1.255.1, 00:06:14
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0
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R2 (config) #access—1ist 1 deny 172.16.1.0 0.0. 0. 255 e

#tyE [stanley388]: fiif
ACL bl H 75 23k P 6 £ o

R2(config—router)#beighbor 10. 1. 255. 2 distribute-list 1 out -

ity [stanley389]: %1%t
10. 1. 255. 2 [5F ZE4A8E4 T 1L
/8
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| r3t \

7. LIS R3 8%t #) 172, 16.0. 0/24 Fi1 172. 16. 1. 0/24 [F1 1M ©. &4k i sh )it
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Lab 41. Using Route-Map to Filtering BGP Routing

SEI0 H K-
1. H424H Route-Map i3 BGP [ i .

PR RN SR

Using Route-Map to Filtering BGP Routing

AS 64512
172, 16.0.1;24
172.16.1.1/24
172.16.2.1/24 AS 64513
%6.3.1)'24

172.16.0.0/24 x
172.16.1.0/24
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1. HTEH] Route-Map ¥ L 38, 7E5E5:: Filtering Routing Updates with a
Router Maps

T VRN RIAFRE o PRI AR A TR S 58 sP A St W] 7 BGP A ] route-map 4
KT BGP 1 ik 8

2. BUEA G MK IP sudik, JF HAEH Ping fir &I\ 5 6 Hi 4% (10 BLIE LK B
.

3y BLE &G H AR BCP M RPN, . JF HOGH] BGP 1) BB R 4h .

4. BrF R3 MK

R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
172.16. 255. 0/30 [20/0] via 10.1.255.1, 00:12:39
172.16.0.0/24 [20/0] via 10.1.255.1, 00:00:01
172.16.1.0/24 [20/0] via 10.1.255.1, 00:00:01
172.16.2.0/24 [20/0] via 10.1.255.1, 00:12:39
172.16.3.0/24 [20/0] via 10.1.255.1, 00:12:39

10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

R3#

5. {F R2 JidE Route—map 1% Hid J&:

Rj(config)#access—list 1 deny 172.16.0.0 0.0. 0. 255
R2 (config)#access—list 1 deny 172.16.1.0 0.0.0. 255

W W W W ™

R2 (config) #access—1list 1 permit anyL
R2 (config)#
Rj(config)#route—map bgpfilter permit 10

R2 (config-route—map) #match ip address 1 L 7777777777777777777777777777777777
R2 (config-route—map) #exit

R2 (config) #

R2 (config)#router bgp 64512

R2 (config-router)#neighbor 10.1.255.2 route-map bgpfilter out |
R2 (config-router)#exit
R2(config)#exit

R2#

RQ#klear ip bgp * soft out

R2#
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#yE [stanley390]: fidifH
ACL AR5 225 BB 25 i

ity [stanley391]: Bz
% H EA ] ACL 1 kR
. BEAT SRS ITAC .

itk [stanley392]: %1%t
o S5 ARSI it B FH L9

| #yE [stanley393]1: fntk

BGP FrIC 8L
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6. &F R3 M IR, A b IE RN &

R3#show ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

B 172.16. 255. 0/30 [20/0] via 10.1.255. 1, 00:19:57

B 172.16.2.0/24 [20/0] via 10.1.255.1, 00:19:57

B 172.16.3.0/24 [20/0] via 10.1.255.1, 00:19:57
10.0.0.0/30 is subnetted, 1 subnets

C 10.1.255.0 is directly connected, Seriall/0

R3#

T\ SEEG5E K

bss
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Lab 42. Using Prefix-List to Filtering BGP Routing

S0 H -
1. FEIBET Prefix—List M yEHLE /77,
2. H4R Prefix-List £FXF# i i1 W FEAD S B il e B i e T o

B RN SE

Using Prefix-List to Filtering BGP Routing

AS 64512

172.16.0.1/24
172.16.1.1/25
172.16.2.1/26
172.16.3.1/27

6.4.1/28
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KR PR EK:
I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0
i

2. FCES S B AR BGP [ P, FF HOCH] BGP ¥ F 3l 5 &f
3. XA RS MBS i, e R3 v RL2A 2] 25K BT AS 64512 H T 4% 4%
H:

R3#show ip route
Gateway of last resort is not set
172.16.0.0/16 is variably subnetted, 6 subnets, 6 masks
B 172.16. 255. 0/30 [20/0] via 10.1.255.1, 00:02:56
B 172.16.4.0/28 [20/0] via 10.1.255.1, 00:00:04
B 172.16.0.0/24 [20/0] via 10.1.255.1, 00:01:21
B 172.16.1.0/25 [20/0] via 10.1.255.1, 00:00:04
B 172.16.2.0/26 [20/0] via 10.1.255.1, 00:00:04
B 172.16.3.0/27 [20/0] via 10.1.255.1, 00:00:04
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
B 10. 1. 255.0/30 [20/0] via 10.1.255.1, 00:02:56
C 10. 1. 255.0/24 is directly connected, Seriall/0
R3#
4. BrBUEK 1: R2 AVPK 172.16.0.0/24 I 172.16. 1. 0/25 B @ 545 R3 B¥
.

5. & R2 b5t i ot 8 I c e
&2(config)#ip prefix-list bgpfilter seq 5 deny 172.16.0.0/24
R2 (config)#ip prefix-list bgpfilter seq 10 deny 172.16.1.0/25

R2(config)#ip prefix-list bgpfilter seq 15 permit 0.0.0.0/0 le 32 | | -~ | #it¥E [stanley394]: 1/

R2(config)# prefix—list VG52 4H 44

R2 (config)#router bgp 64512 PRI FH o

R2(config—router)#beighbor 10. 1. 255. 2 prefix-list bgpfilter ouﬂ 7777777777777777777 ~ 54 prefix-list i

R2 (config-router)#Hexit ‘\ T A i B N T /32
6. #7 R3 B HI4: || TSR,

{ofshow 1p route | TR AR

\ ail:0P

access—list 1 permit any

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 4 subnets, 4 masks #itiE [stanley395]: X
B 172. 16. 255.0/30 [20/0] via 10.1.255.1, 00:00:16 10. 1. 255. 2 PRI AR
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B 172.16.4.0/28 [20/0] via 10.1.255.1, 00:00:16
B 172.16.2.0/26 [20/0] via 10.1.255.1, 00:00:16
B 172.16.3.0/27 [20/0] via 10.1.255.1, 00:00:16
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks ‘ 7777777777777777777777
C 10. 1. 255.0/24 is directly connected, Seriall/0
R3#

7. MYERESK 2. [N A 172. 16. 3. 0/27 TS 4 RS MR,
8. EFXFBNEBL 2 Tk, MEIR:

R2(config)#ip prefix-list bgpfilter seq 5 permit 172.16.3.0/27

R2 (config)#ip prefix-list bgpfilter seq 10 permit 172.16.255.0/30
R2 (config) #

R2 (config)#router bgp 64512

R2 (config-router)#neighbor 10. 1.255.2 prefix—-list bgpfilter out
R2 (config-router) #exit

R2 (config)#

R2#clear ip bgp * soft out

9. FH R3 MK HE:

R3#ishow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

B 172.16. 255.0/30 [20/0] via 10.1.255.1, 00:06:15

B 172.16.3.0/27 [20/0] via 10.1.255.1, 00:06:15
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

R3#

10, BYEREESR 3: AW 172.16.0.0/22 KT, TMEEKERKTET 26 fir

)7 P B I 3 5 4 RS BR R4S
L1, EFXTE B 3 2K, £ R2 EPCE:

R2(config)#ip prefix-list bgpfilter seq 5 permit 172.16.0.0/22 ge 26
R2(config)#ip prefix-list bgpfilter seq 5 permit 172.16.255.0/30

R2 (config) #

R2 (config) #router bgp 64512

R2 (config-router) #neighbor 10. 1. 255.2 prefix—list bgpfilter out
R2 (config-router) Hexit

R2 (config)#

R2#clear ip bgp * soft out

R2#

12, &F R3 ik &
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R3 LR TG ) Bl pE i)
G
Rl1/24 F0/25 (¥4 45 % i o

_ -~ | #yE [stanley397]1: ge %
AAFEFIELD
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R3#tshow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks

B 172.16.255.0/30 [20/0] via 10.1.255.1, 00:11:25

ﬁ 172.16.2.0/26 [20/0] via 10.1.255.1, 00:01:16

B 172.16.3.0/27 [20/0] via 10.1.255.1, 00:11:25 L 77777777
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

R3#

13+ BrBRESK 3: XA 172.16.0.0/22 MK T, TREHEEENTFET 25 i

HF W T 5 45 R3 BRI 4%

1 #tiE: [stanley3981: 172.1

6. 4. 0/28 i1 MB A H AR
R3 [0 2 ph e o - TS R«

HARJE T 172.16. 0. 0/22 I
2P REAS T

R2(config)#ip prefix-list bgpfilter seq 5 permit 172.16.0.0/22 le 25

R2(config)#ip prefix-list bgpfilter seq 10 permit 172.16.255.0/30
R2 (config) #

R2 (config)#router bgp 64512

R2 (config-router)#neighbor 10. 1.255.2 prefix—-list bgpfilter out
R2 (config-router)#exit

R2 (config)#exit

R2 (config) #

R2#iclear ip bgp * soft out

R2#

14, &5F R3 ik H &

R3#ishow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks

B 172. 16. 255. 0/30 [20/0] via 10.1.255.1, 00:15:00

B 172.16.0.0/24 [20/0] via 10.1.255.1, 00:01:10

B 172.16.1.0/25 [20/0] via 10.1.255.1, 00:01:10
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

R3#

ity [stanley399]: le f5

NFAET,

15. MrERESR 4: XA 172.16.0.0/22 M4 T, FRBEKERKTFETF 25H

[l /N T4 T 26 ALIKT WS B BGE 545 R3 2% BHA%

R2(config)#ip prefix-list bgpfilter permit 172.16.0.0/22 ge 25 le 26

R2(config)#ip prefix-list bgpfilter permit 172.16. 255.0/30
R2 (config)#
R2 (config)#router bgp 64512
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R2 (config-router)#neighbor 10. 1. 255.2 prefix—-list bgpfilter out
R2 (config-router) #end
R2#

R2#clear ip bgp * soft out

16 A% R3 A HE:

R3#ishow ip route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks

B 172.16. 255. 0/30 [20/0] via 10.1.255.1, 00:19:42

B 172.16.1.0/25 [20/0] via 10.1.255.1, 00:05:53

B 172.16.2.0/26 [20/0] via 10.1.255.1, 00:01:21
10.0.0.0/30 is subnetted, 1 subnets

C 10. 1. 255.0 is directly connected, Seriall/0

R3#

17, SE8 5.
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Lab 43. Configuring IPv6 Static Routing and Summary

§E3ﬁ H i
1. BEARILA TPv6 (KELE 75
2. %%ﬁﬂ: IPv6 E/JE%ILDE% Eﬂ&&%m/u\/n Ho

B RN SE

Configuring IPv6 Static Routing and Summary

2001:AB1:0:2::1/64 2001:AB1:0:3::1/64
S1M1 S1M
2001:AB1:0:8::1/64 l l

2001:AB1:0:9::1/64 IPV6 IPv6
2001:AB1:0:A::1/64 . Network - Network 2001:AB1:0:4::1/64
2001:AB1:0:B::1/64 . I

2001:AB1:0:C::1/64 I

S1/0 S1/0
2001:AB1:0:2::2/64 2001:AB1:0:3::2/64
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KR PR EK:

1. BE =8 masn IPve #ulk, BlE W

R1(config)#
Rl(config)#ﬁva unicast-routing
Rl (config)#
R1(config)#interface loopback 0

R1(config-if)#ipv6 address 2001:
R1(config-if)#ipv6 address 2001:
Rl (config-if)#ipv6 address 2001:
Rl (config-if)#ipv6 address 2001:

Rl (config-if)#ipv6 address 2001
R1 (config-if) Hexit

Rl (config)#

Rl (config)#interface serial 1/1

R1(config-if)#ipv6 address 2001:

Rl (config-if)#no shutdown
Rl (config-if)Hexit

Rl (config)#exit

R1#

ab1:0:8::1/64L
abl1:0:9::1/64
abl:0:a::1/64
abl:0:b::1/64
:abl:0:c::1/64

abl1:0:2::1/64

R2 (config)#ipv6 unicast-routing
R2 (config) #

R2 (config) #interface serial 1/0
R2 (config-if) #ipv6 address 2001
R2 (config-if) #no shutdown

R2 (config-if) Hexit

R2 (config) #

R2 (config) #inter s 1/1

R2 (config-if)#ipv6 address 2001
R2 (config-if) #no shutdown

R2 (config-if) #exit

:abl:0:2::2/64

:ab1:0:3::1/64

R3 (config)#

R3 (config)#ipv6 unicast-routing
R3 (config) #

R3 (config)#interface loopback 0
R3 (config-if)#ipv6 address 2001
R3 (config-if) Hexit

R3 (config)#

R3 (config) #inter serial 1/0

R3 (config-if)#ipv6 address 2001

:ab1:0:4::1/64

| #kyE [stanley400]: & H

IPv6 B Hi o

| #tE [stanley401]: f &

IPv6 Hihil. thT-7E TPv6 4%
A EOE DA 24
WE:, BT EAEAC TR B e
Hudik, JFEAH IPv4 —FE,
18 [ secondary =t .

:abl1:0:3::2/64

http://pan_bai
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R3 (config-if) #no shutdown
R3(config-if) #exit
R3(config)#exit

R3#

2+ fER2 Eihias EAEA ping WAS R1 5 R3 2 J8) (¥ LB E -

R2#ping 2001:abl:0:2::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:2::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/20/32 ms
R2#

R2#ping 2001:ab1:0:3::2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:3::2, timeout is 2 seconds:

Success rate is 100 percent (5/

3. BERL MK HE:

Rlﬂshow ipv6 rout%

IPv6 Routing Table — 14 entries

C  2001:AB1:0:2::/64 [0/0]

via ::, Seriall/t |
L 2001:AB1:0:2::1/128 [0/0]
via ::, Seriall/1l
C 2001:AB1:0:8::/64 [0/0]
via ::, Loopback0
L 2001:AB1:0:8::1/128 [0/0]
via ::, Loopback0 { 7777777777777777777777777777777777777777777777
C 2001:AB1:0:9::/64 [0/0]
via ::, LoopbackO0
L 2001:AB1:0:9::1/128 [0/0]
via ::, LoopbackO0
C  2001:AB1:0:A::/64 [0/0]
via ::, Loopback0
L 2001:AB1:0:A::1/128 [0/0]
via ::, LoopbackO0
C  2001:AB1:0:B::/64 [0/0]
via ::, Loopback0
L 2001:AB1:0:B::1/128 [0/0]
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.

.

| #itiE [stanley406] :

#itiE [stanley402]:

B R1 AR .

TR

#tyE [stanley403]:

.

5| R3

#tvE: [stanley404]:

ipv6 B HK .

HE

#tH: [stanley405]:

C Kt

TSR AR M

Bt

L KH

RS RO

S 5011 1528
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via ::, Loopback0
C  2001:AB1:0:C::/64 [0/0]

via ::, Loopback0
L 2001:AB1:0:C::1/128 [0/0]

via ::, Loopback0
L  FE80::/10 [0/0]

via ::, NullO ‘ 7777777777777777777777777777777777777777777777777
L FF00::/8 [0/0]

via ::, NullO ‘

R1#

3. FEPTAT R At LI E R E AR EEM S R, BT

R1 (config) #ipv

R1(config)#ipvé route 2001:abl:0:3::/64 2001:ab1:0:2::2
Rl (config)#

R1(config)#ipv6 route 2001:abl:0:4::/64 2001:abl1:0:2::2
Rl (config)#

R2 (config)#
R2(config)#\ipv6 route 2001:abl:0:4::/64 2001:ab1:0:3::2£
R2 (config) #
R2(config)#\ipv6 route 2001:abl:0:8::/62 2001:ab1:0:2::1L
R2 (config) #
R2(config)#‘ipv6 route 2001:abl:0:c::/64 2001:ab1:0:2::1L
R2 (config)#

IPv6 PIZE I 1 IS va IE Rl TR B 2> IPve [l 0 16
R, BEAEw AT, RN I YA, I R, BRERXRE R1 B HH AR
IR T, R ut, 93K R IRAH A T2 .

2001:ab1:0:8:: -> 2001:ab1:0:0000 0000 0000 10 00::

2001:abl:0:9:: -> 2001:ab1:0:0000 0000 0000 10 O1::
2001: abl:0:8::/62

2001:abl:0:b:: -> 2001:ab1:0:0000 0000 0000 10 11::

| #it¥E [stanley407]: FESO

b 2R O B i A b B
hb, H AT OSPF 25
ISR T I A Ay L B s b
k.

ity [stanley408]: ¥k
ik

| #tiE [stanley409]: IPv6

HIH A B A E L TPv4 2K
(e

HARfER . 2k
2001:ab1:0:3::/64 [1M%5,
HF—#kh
2001:ab1:0:2::2,

#itiE [stanley410]: Fik
R3 (PR [E] %

fity: [stanley4ll]: #iik
R1 FR[B] F PR A 2% H

#itiE [stanley412]: Fik
R B[] PR A T Y B i
Mo

1 1
1 1
2001:abl:0:a::1 -> 2001:abl:0:0000 0000 0000 10 10::1
1 1
1 1

2001:abl:0:c:: -> 2001:ab1:0:0000 0000 0000 11 00:: 2001:ab1:0:c::/62

R3 (config)#
R3(config)#‘ipv6 route ::/0 2001:ab1:0:3::1t 777777777777777777777777777777777
R3 (config)#

4. #F R2 FIR3 BEHK, MHIATHSEK HACE .

B
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R2#show ipv6 route
IPv6 Routing Table — 9 entries

Codes: C — Connected, L - Local, S - Static, R — RIP, B - BGP

U - Per-user Static route

I1 - ISIS L1, 12 — ISIS L2, IA - ISIS interarea, IS — ISIS summary

0 — OSPF intra, OI — OSPF inter, OEl - OSPF ext 1,
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
C  2001:AB1:0:2::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:2::2/128 [0/0]
via ::, Seriall/0
C  2001:AB1:0:3::/64 [0/0]
via ::, Seriall/1l
L 2001:AB1:0:3::1/128 [0/0]
via ::, Seriall/1l
S 2001:AB1:0:4::/64 [1/0]
via 2001:AB1:0:3::2
S 2001:AB1:0:8::/62 [1/0]
via 2001:AB1:0:2::1
S 2001:AB1:0:C::/64 [1/0]
via 2001:AB1:0:2::1 |
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R2#

OE2 — OSPF ext 2

R3#tshow ipv6 route
IPv6 Routing Table — 7 entries

Codes: C — Connected, L - Local, S — Static, R - RIP, B — BGP

U - Per-user Static route

I1 - ISIS L1, 12 — ISIS L2, TA - ISIS interarea, IS — ISIS summary

0 — OSPF intra, OI — OSPF inter, OEl - OSPF ext 1,
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
::/0 [1/0]
via 2001:AB1:0:3::1 |
C 2001:AB1:0:3::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C 2001:AB1:0:4::/64 [0/0]

[92)

via ::, LoopbackO0
L 2001:AB1:0:4::1/128 [0/0]

OE2 — OSPF ext 2
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via ::, Loopback0
L FE80::/10 [0/0]
via ::, NullO
L FF00::/8 [0/0]
via ::, NullO
R3#
5. f£ R3 At AT
R3#

R3#ping 2001:ab1:0:9::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:AB1:0:9::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 108/149/192 ms

R3#
R3#

R3#ping -~ | #tyE [stanley416]: Uk4h
Protocol [ip]: ipv6 V7R T4 R IPv6 1 ping
Target IPv6 address: 2001:abl:0:c::1 .

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands? [no]: y

UDP protocol? [no]:

Precedence [0]:

DSCP [0]:

Include extension headers? [no]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:C::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 104/145/192 ms
R3#

6. 7E R1 i A i e A 2

Rl#tping 2001:abl:0:4::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:4::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 52/67/108 ms
R1#
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Lab 44. Configuring IPv6 to IPv4 Tunneling

SEI0 H K-
1. %47 6tod MIFEE GRE FCE 77k,

PR N SR

Configuring IPv6 to IPv4 Tunneling

192.168.1.2/24 192.168.2.1/24
S$1/0 S1M

IPv4 IPv4
. Network o, Network
192.168.1.1/24 , = - - 192.168.2.2/24

$1/0

2004:AB1:0:0::4/
- L IPv6 001:AB1:0:3::1/64
- .. Network Network : 10:3::
2001:AB1:0:C:4/64 | A
Tunnel 1 Tunnel 1

2001:AB1:0:2::1/64 2001:AB1:0:2::2/64
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1. BUE &S A IPva & ve dublk, FETH ping dr &Mk v4 4514 L id
[FJIN 24 TPv4 M Z5HCHE RIP B OSPF #% fH M, PRIE v4 PIEE TR Bk, FLAARK HH
PG FATYE o

2. 7ERL _BA# A ping MAAE] R3 B 851K serial 1/0 $11:

Rl#ping 192.168. 2.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 64/66/72 ms
R1#

3+ M R1 5 R3 1 IPv6 M ikl
4, 7ER1 _EFCE GRE P&, HHFEve 1Pve LA BV 7K, BCE W

Rl (config)#
Rl(config)#ﬁnterface tunnel ﬂ
Rl (config-if)#
R1(config—if)#ipv6 address 2001:abl:0:2::1/64
Rl (config-if)#

RL(config-if)#tunnel source 192.168.1.1
Rl (config-if) #

R1(config-if)#tunnel destination 192.168.2.2
Rl (config-if) #

Rl(config—if)#hunnel mode ipv6ip
Rl (config-if)#

R1(config—if)#no shutdown
R1(config-if) #exit

R1(config)#

ity [stanley4l7]: 2 H
GRE FEiEH21 1.

| #tE [stanley418]: b

T8 CIAC . IPv6 Mkl

| #iky: [stanley419]: Ao &

R Y 1

| #bE [stanley420]: fii#

B&iH H AT

VER: Fikub HARHHE B
F L ZIAFAE T A Hh TPv4 9 4%
R+

R3(config)#

R3 (config)#interface tunnel 2

R3(config-if)#ipv6 address 2001:abl:0:2::2/64

R3(config*if)#&unne1 source serial 1/0[ 777777777777777777777777777777777777
R3(config-if)#tunnel destination 192.168. 1.1

R3 (config-if)#tunnel mode ipv6ip

R3 (config-if) #no shutdown

R3(config-if) #exit

R3 (config)#

| #kyE [stanley421]: BLE

FEIERE Y ipv6 over ip 5%
Ko AT N IERE .

| #kyE: [stanley422]: Utih

A8 P At i 11 5 i S i
U

5. 5% T GRE pXiii 2 J¢ ISCW L% Configuring GRE Tunnels.
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6. 75 RL 2R3 AT ping fir4- RS E R c & -
R1#
Rl#tping 2001:abl:0:2::2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:2::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 44/67/96 ms
R1#

7. & R3 k.

R3#tshow ipv6 route

IPv6 Routing Table — 6 entries

Codes: C — Connected, L - Local, S - Static, R — RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, 12 — ISIS L2, TA - ISIS interarea, IS — ISIS summary
0 — OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2

C  2001:AB1:0:2::/64 [0/0]

via ::, Tunnel2
L 2001:AB1:0:2::2/128 [0/0]
via ::, Tunnel2 | -~ | #itiE [stanley423]: Ui
C  2001:AB1:0:3::/64 [0/0] HHR ) DA R s i 2 E
via ::, Loopback0 15 R B FH A
L 2001:AB1:0:3::1/128 [0/0]
via ::, Loopback0
L FE80::/10 [0/0]
via ::, NullO
L FF00::/8 [0/0]
via ::, NullO
8. A RL 5 R ORI 4 607, ARSERCTE A S
Rl (config)#
Rl(config)#ipvé route 2001:abl:0:3::/64 2001:abl:0:2::4 | -~ | #ikiE [stanley424]: ik
Rl (config)# s P9 2 HL T — 8k B ot
i i IPv6 Ml o
R3 (config)#
R3 (config)#ipv6 route ::/0 2001:abl:0:2::1
R3 (config)#

9. 7& R1 8 R3 EAfH ping x4, MAXM G TPv6 9 4% i 5 nf LLIE % Ui i) :
Rl#ping 2001:abl:0:3::1

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 2001:AB1:0:3::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 60/73/104 ms
R1#

R3#
R3#ping 2001:abl1:0:9::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:9::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/66/84 ms
R3#

R3#

R3#ping 2001:abl:0:c::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:C::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 36/60/76 ms
R3#

10, 52865
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Lab 45. Configuring IPv6 NAT-PT

SEI0 H K-
1. %38 TPv6v4a [FIERA NAT-PT i &,

PR N SR

Configuring IPv6 NAT-PT

7
4
2001:DB1:0:1::2/96 Map to
192.168.1.2/124
R1 2001:AB1:0:1::2/64 192168.1.1 <o
L\ IPV6 s1/0 S1i1 IPva
Network Network L
. *\- -
st - B3
2001:AB1:0:1::1/64
Map to
<Ll
=~
4
192.168.2.10/24
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1. BB S8 2 va 55 ve Hulik, FE4E ] ping v &R FOm 1
2+ fERL 5 R3 DACE S o1, JLA2TE (K240 S8 A 199 286 75 2 1 25040
R ik F NAT-PT B4 34T vova Mk, BARRCE 1R

Rl (config)#
Rl (config)#ipv6 route ::/0 2001:abl:0:1::2
R1(config)#

R3 (config)#
R3 (config) #ip route 0.0.0.0 0.0.0.0 192.168.1.1
R3 (config)#

3. 1F R2 Lt & NAT-PT #EAT v4 3 v6 Fl v6 3| v4 (b6, HAKBCE R -

R2 (config) #ipv6 unicast-routing
R2 (config)#

R2 (config)#interface serial 1/0
R2 (config-if)#ipv6 nat |
R2(config-if)#exit

R2 (config) #

R2 (config) #inter serial 1/1

R2 (config-if) #ipv6 nat

R2 (config-if) Hexit

R2 (config) #

R2(config)#ﬁpv6 nat v4vb source 192.168.1.2 2001:db1:0:1::ﬂ
R2 (config)#

R2(config) #ipvé nat vév4 source 2001:abl:0:1::1 192.168.2.10
R2 (config)#

R2 (config) #ipv6 nat prefix 2001:db1:0:1::/96
R2 (config)#

4, BF R2 MM b R

R2#show ipv6 nat translations

Prot IPv4 source IPv6 source

IPv4 destination IPv6 destination
- ;;g.168.1.2 gggl:DBl:O:l::Z
-—— 192.168.2.10 2001:AB1:0:1::1
R2# - -

5. 7E R1 FIR3 AFH ping ay4, MR HuhE4E .
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J3E I TPv6 NAT Thifig.

_ -~ | #tyE [stanley426]: FiE
v4 EHUHBHER] v6 P45 1 I
St

| #by: [stanley427]: Ml
-~ v6 EAUHBHER] v4 2%
R

ity [stanley428]: #id
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Rl#tping 2001:dbl:0:1::2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DB1:0:1::2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 60/73/120 ms
R1#

R3#ping 192.168. 2. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.10, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 64/73/92 ms
R3#

5. fER2 LA debug fir & A M bl Fe 4 iR R -

R2#debug ipv6 nat

IPv6 NAT-PT debugging is on

R2#

R2#

R2#

*#Sep 12 00:34:28.159: 1IPv6 NAT: icmp src (192.168.1.2) -> (2001:DB1:0:1::2), dst
(192.168.2.10) -> (2001:AB1:0:1::1)

*Sep 12 00:34:28.175: IPv6 NAT: icmp src (2001:AB1:0:1::1) -> (192.168.2.10), dst
(2001:DB1:0:1::2) —> (192.168.1.2)

R2#

6. SLHE5E Ko

bss

219

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

MIMIIT
cisco

CCNP Lab Manual

Lab 46. Configuring RIPng and Manual Summary

SEIS H I

1. F4RILT 1Pv6 1Y) RIPng M & J5 2,
2. HJE RIPng MF T BlLE .

3. H{E RIPng J& %ﬁﬁ&ﬂ&aﬁzﬁ%o
4, HPEHR RIPng BB 2.

R ENSE

Configuring RIPng and Manual Summary

2001:AB1:0:2::1/64 2001:AB1:0:3::1/64
S1M 511

2001:AB1:0:8:1/64 l i l s

2001:AB1:0:9::1/64

2001:AB1:0:A::1/64 |_$- . Network  Network —%—Izom *AB1:0:4::1/64
2001:AB1:0:B::1/64 W' ‘]‘ ‘I‘

s1/0 S1/0
2001:AB1:0:2::2/64 2001:AB1:0:3::2/64
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KR PR EK:

1. BUE RS Hhasn IPve Huhl, FHAFH ping fir A BIER: D BB M.

2. =6 m s FECE RIPng B iPh i, BOE DT Fs:

Rl (config)#

Rl(config)#ﬁva router rip wy_rip
Rl (config-rtr)Hexit

R1(config)#

R1 (config)#interface loopback 0
R1(config-if)#ipv6 rip wy_rip enable
Rl (config-if) #exit

Rl (config)#

R1 (config) #interface serial 1/1

Rl (config-if)#ipv6 rip wy rip enable
R1 (config-if) Hexit

Rl (config)#exit

R1#

#tyE [stanley429]: 45
JA H RIPng WM, wy rip 2§
BLFHEREAR AT o

| #tyE [stanley430]: #:1H

TEXS wy_rip #ERR A
RIPng .

R2 (config)#ipv6 router rip wy rip

R2 (config-rtr)Hexit

R2 (config) #

R2 (config) #interface serial 1/0

R2 (config-if) #ipv6 rip wy rip enable
R2 (config—if) Hexit

R2 (config) #

R2 (config) #interface serial 1/1
R2(config-if)#ipv6 rip wy rip enable
R2 (config-if) Hexit

R2(config)#exit

3(config) #ipv6 router rip wy rip

R3 (config-rtr)Hexit

R3 (config) #

R3 (config) #interface serial 1/0

R3 (config-if) #ipv6 rip wy_rip enable
R3 (config-if) Hexit

R3 (config)#

R3 (config) #interface loopback 0

R3 (config-if) #ipv6 rip wy_rip enable
R3 (config-if)#exit

R3(config) #texit

R3#
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3. B F R3 B b s .

R3#show ipv6 route

IPv6 Routing Table — 11 entries

Codes: C — Connected, L - Local, S — Static, R - RIP, B — BGP
U - Per-user Static route
I1 - ISIS L1, 12 - ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 — OSPF intra, OI — OSPF inter, OE1 - OSPF ext 1, OE2 — OSPF ext 2
ONI — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2

R 2001:AB1:0:2::/64 [120/2]

via FE80::C801:EFF:FEAC:0, Seriall/0 ‘ 777777777777777777777777777777777 -~ | #it¥E [stanley431]: RIPng
C  2001:AB1:0:3::/64 [0/0] EHIEE S TPv4 (1) RTP X
via ::, Seriall/0 —5, Yok 120 HIE BREE ES .

L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C 2001:AB1:0:4::/64 [0/0]

via ::, LoopbackO0
L 2001:AB1:0:4::1/128 [0/0]
via ::, Loopback0
R 2001:AB1:0:8::/64 [120/3]
via FE80::C801:EFF:FEAC:0, Seriall/0 | | - | #it¥E [stanley432]: FHH
R 2001:AB1:0:9::/64 [120/3] TR, RIPng (RS
via FES80::C801:EFF:FEAC:0, Seriall/0 RIP W iSCAS R 2, 3% p ik
R 2001:AB1:0:A::/64 [120/3] B E I 1. 10 RIP B i
via FE80::C801:EFF:FEAC:0, Seriall/0 P B ) AR A I L

R 2001:AB1:0:B::/64 [120/3]
via FE80::C801:EFF:FEAC:0, Seriall/0
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#

4, &% RIPng M XS EL:

R3#tshow ipv6 rip

RIP process “wy_rip”, port 521, multicast-group FF02::9, pid 129 | _ -~ | #itiE [stanley433]: Itib
Administrative distance is 120. Maximum paths is 16 SRERT, SRR,
Updates every 30 seconds, expire after 180 UDP % 115 FZH 3% Hb il o

Holddown lasts O seconds, garbage collect after 120
Split horizon is on; poison reverse is off
Default routes are not generated
Periodic updates 9, trigger updates 3
Interfaces:

Loopback0
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Seriall/0
Redistribution:

None

5. WL B I AR A

R3 (config) #ipv6 router rip wy rip
R3(config-rtr) #maximum-paths ?
<1-64> Number of paths

6. 7£ R3 [A#i [ debug fix % W %L RIPng (130

If

#itiE [stanley434]: RIPng
ERATF I T 16 44710 5148
Bfli, HBORSCRF 64 458812
ST o

R3#debug ipv6 rip

RIP Routing Protocol debugging is on

#itiE [stanley435]: RIPng
BRI FESO PRy 5 A s
HEREAT B PR

#bvE [stanley436]: i
1 H b 41 bk FRO2, 3L
JuF v4 1) 224.0.0.2 —
.

#yd: [stanley437]: Ath
R i e A A
P EERnT, JEAS AR
1.

R3#

*Sep 12 01:46:59.275: RIPng: Sending multicast update on LoopbackO for wy rip
*Sep 12 01:46:59. 275: ‘src=FE80::C802:EFF:FEAC:0L 7777777777777777777777777
#Sep 12 01:46:59. 279: dst=FF02::9 (Loopbacko) |
*Sep 12 01:46:59. 279: sport=521, dport=521, length=152

*Sep 12 01:46:59. 279: command=2, version=1, mbz=0, #rte=7

*Sep 12 01:46:59. 283: tag=0, metric=2, prefix=2001:AB1:0:2::/64

*Sep 12 01:46:59. 283: tag=0, metric=1, prefix=2001:AB1:0:3::/64

*Sep 12 01:46:59. 283: tag=0, metric=1, prefix=2001:AB1:0:4::/64

*Sep 12 01:46:59. 287: tag=0, metric=3, prefix=2001:AB1:0:8::/64

*Sep 12 01:46:59. 287: tag=0, metric=3, prefix=2001:AB1:0:9::/64

*Sep 12 01:46:59. 287: tag=0, metric=3, prefix=2001:AB1:0:A::/64

*Sep 12 01:46:59. 291: tag=0, metric=3, prefix=2001:ABl:0:B::/64L

*Sep 12 01:46:59.295: RIPng: Sending multicast update on Seriall/0 for wy rip
*Sep 12 01:46:59. 295: src=FE80: :C802:EFF:FEAC: 0

*Sep 12 01:46:59. 295: dst=FF02::9 (Seriall/0)

*Sep 12 01:46:59. 295: sport=521, dport=521, length=52

*Sep 12 01:46:59.299: command=2, version=1, mbz=0, #rte=2

*Sep 12 01:46:59.299: tag=0, metric=1, prefix=2001:AB1:0:3::/64

*Sep 12 01:46:59.299: tag=0, metric=1, prefix=2001:AB1:0:4::/64

*Sep 12 01:46:59. 303: RIPng: Process wy rip received own response on LoopbackO
R3#

7. {FH ping v & HiAEs A Sk

R3#ping 2001:ab1:0:8::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:8::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 60/113/188 ms

R3#
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8. Mt = BRIk A T UG, RIPng JEANRERS AN ha 4, Pkfe
R1 _FSiies by = TS AT it BoE Wb

R1(config)#
Rl (config)#interface serial 1/1

Rl(config—if)#ﬁva rip wy rip summary-address 2001:ab1:0:8::/ﬁﬂ
Rl (config-if)#

R3#

&3#clear ipv6 rip wy_rip
R3#clear ipv6 route *
R3#

R3#show ipv6 route
IPv6 Routing Table — 8 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U — Per—user Static route
I1 - ISIS L1, 12 - ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 — OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 - OSPF ext 2
ONI — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
R 2001:AB1:0:2::/64 [120/2]
via FE80::C801:EFF:FEAC:0, Seriall/0
C  2001:AB1:0:3::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C  2001:AB1:0:4::/64 [0/0]

via ::, Loopback0
L 2001:AB1:0:4::1/128 [0/0]
via ::, Loopback0

R 2001:AB1:0:8::/62 [120/3]
via FE80::C801:EFF:FEAC:0, Seriall/0 |
L FES0::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#
10+ RIPng i&JEflt 7 F TAB L RA, RIFEHS e N iR, B g P A
PGS P PN I

R3 (config) #interface serial 1/0

R3 (config—if) #‘iva rip wy_rip metric—offset 10‘
R3 (config-if)#

11. &F R3 HHEL, #ANEEELS):
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#tvE: [stanley438]: sy
4P FCE RIPng & Hi )%
Mo

| #kyE [stanley439]: 1

clear 2 il RIPng A%
e, iR,

WELR, AR AT B A
A A, IRl

#tH: [stanley440]: #% R1
VS G ) RIPng 86 .
HEEEAE, BBECh 3.

#ikiE [stanley441]: £1%f
MO B h, XL
PERBRECHEAT I 10 A2,

BT 20 1,
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R3#tshow ipv6 route
IPv6 Routing Table — 8 entries
Codes: C — Connected, L - Local, S - Static, R — RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, 12 — ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 - OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 - OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
R 2001:AB1:0:2::/64 [120/11]
via FE80::C801:EFF:FEAC:0, Seriall/0
C  2001:AB1:0:3::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C  2001:AB1:0:4::/64 [0/0]
via ::, Loopback0
L 2001:AB1:0:4::1/128 [0/0]
via ::, LoopbackO0

R 2001:AB1:0:8::/62 [120/12]
via FE80::C801:EFF:FEAC:0, Seriall/0 ‘ - | #it¥E [stanley442]: [Eit

L FES0::/10 [0/0] H H BN 3 BBl 12,

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#

12 L5658 B
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MIMIIT
cisco

CCNP Lab Manual

Lab 47. Configuring OSPFv3 and Area Authentication

SEIS H I

1. JRFET 1Pv6 ff) OSPF [t & J7i.

2. HEAREILT TPsec ) OSPF IIERC &
3. Wit OSPFv3 TAF,

P R RN SE

Configuring OSPFv3 and Area Authentication

2001:AB1:0:2::1/64 2001:AB1:0:3::1/64
S1M1 S1M

2001:AB1:0:8::1/64 l s l £

2001:AB1:0:9::1/64

2001:AB1:0:A::1!64|_$- < Network - Network —%‘Izom :AB1:0:4:1/64
2001:AB1:0:B-1/64 e ]‘ ]‘

81/0 s1/0
2001:AB1:0:2::2/64 2004:AB1:0:3:2/64
OSPF Area 0
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1. FCES G ESS 1Pv6 Mk, FF HAEA ping av A\ B L 1) B @ YE .
2. FER1, R2 F1R3 % h#s LACE OSPFv3 B tll, FCE 1T

Rl(config)#ipvé router ospf 20
Rl (config-rtr)#

%Sep 12 02:22:14.499: %0SPFv3-4-NORTRID: OSPFv3 process 20 could not pick a router—id,
please configure manually L 77777777777777777777777777777777777777777
Rl (config-rtr)#

Rl (config-rtr)#router-id 1.1.1.1
Rl (config-rtr)#Hexit

Rl (config)#

R1 (config) #interface serial 1/1
R1(config-if)#ipv6 ospf 20 area 0
Rl (config-if) Hexit

R1(config)#

R1 (config)#interface loopback 0

R1(config-if) #ipv6 ospf 20 area 0
Rl(Config*if)ﬁﬁpvs ospf network point-to-point
Rl (config—if)#exit

Rl (config)#

R2 (config) #

R2 (config)#ipv6 router ospf 30

R2 (config-rtr)#router-id 2.2.2.2
R2 (config-rtr)Hexit

R2 (config)#

R2 (config) #interface serial 1/1
R2 (config—if) #ipv6 ospf 30 area 0
R2(config-if)#exit

R2 (config)#

R2 (config)#interface serial 1/0
R2 (config-if) #ipv6 ospf 30 area 0
R2(config—if)#exit

R2 (config) #

R3 (config)#

R3 (config)#ipv6 router ospf 40
R3 (config-rtr)#router-id 3.3.3.3
R3 (config-rtr)Hexit

R3 (config)#

R3 (config)#

| #kyE [stanley443]: 45

JA ] OSPF B¢y, HERE= N
20,

| fityE [stanley444]: T

OSPFv3 BRI T TPv6 M %%

e, {H2H router—id {/}
SR 32bit, OSPFv3 £ /3 H

i, 2 AT ERA A
P B TPv4 il DA i AR
4 router—id, W AT
FoE, FULFRET L E—

N router—id.

#bvE [stanley445]: ¥
H A F] OSPF fikfE . I
HigEHET area 0 [JX
k.

#itiE [stanley446]: FitHE
FR[E] ] 262878054 P2P, LUk
G i) SN /128 19 LN
o
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R3 (config) #interface loopback 0

R3 (config—if) #ipv6 ospf 40 area 0
R3(config-if)#ipv6 ospf network point—to—point
R3 (config-if)Hexit

R3 (config)#

R3 (config) #interface serial 1/0

R3 (config-if) #ipv6 ospf 40 area 0

R3 (config-if) Hexit

R3(config) #texit

FULL, Loading Done
R3#

%Sep 12 02:29:42. 415: %0SPFv3-5-ADJCHG: Process 40, Nbr 2.2.2.2 on Seriall/0 from LOADING to

3. {E R2 ¥ F OSPF 41 f& 5 &

R2#show ipv6 ospf neighbor

Neighbor ID Pri  State Dead Time Interface ID Interface
1.1.1. 1 1  FULL/ - 00:00:32 4 Seriall/d 77777777777
3.3.3.3 1 FULL/ - 00:00:30 3 Seriall/l
R2#
4. {ER3 L&F OSPF M4
R3#tshow ipv6 ospf database
OSPFv3 Router with ID (3.3.3.3) (Process 1D 40)

$outer Link States (Area Oﬂ 777777777777777777777777777777777
ADV Router Age Seq#t Fragment ID Link count Bits
L1.1.1 645 0x80000003 0 1 None
2.2.2.2 543 0x80000003 0 2 None
3.3.3.3 543 0x80000002 0 1 None

Link (Type-8) Link States (Area ©) |
ADV Router Age Seq# Link ID Interface
2.2.2.2 658 0x80000001 4 Sel/0
3.3.3.3 543 0x80000001 3 Sel/0

Intra Area Prefix Link States (Area O)L 7777777777777777777777777
ADV Router Age Seq#t Link ID Ref-1stype Ref-LSID
.1.1.1 878 0x80000002 0 0x2001
2.2.2.2 646 0x80000002 0 0x2001
3.3.3.3 543 0x80000002 0 0x2001

5. fFE R3 B
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#tH: [stanley447]: R4
$27 OSPF [140 5 R R L&
.

#tvE: [stanley448]: HT
R serial 21, HAZ
FIBRIAE AL P2P, LG
SLi%2% DR A1 BDR.

#itiE [stanley449]:

LSA 0X2001 2! LSA A
FH 43R DX P i ) 40
JifE R

HoE X BNz

#tyE [stanley450] :

LSA 0X2008 12 #! LSA XA
Pl 3% 6 v 2 40 J )
BE Y TPv6 HIRTZME .
U7 RS ] o A e
k.

| #tyE [stanley451]:

LSA 0X2009 AL LSA HT
RARIME R, BT va 1y
OSPFv2 [f] LSA 1. FFils:
ELAIIK TPV6 RTZR S .

7 B A X P o
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R3#tshow ipv6 route
IPv6 Routing Table — 11 entries
Codes: C — Connected, L - Local, S - Static, R — RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, 12 — ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 - OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 - OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
0 2001:AB1:0:2::/64 [110/128]
via FE80::C801:EFF:FEAC:0, Seriall/0
C  2001:AB1:0:3::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C  2001:AB1:0:4::/64 [0/0]

via ::, Loopback0
L 2001:AB1:0:4::1/128 [0/0]

via ::, Loopback0
0 2001:AB1:0:8::/64 [110/129]

via FE80::C801:EFF:FEAC:0, Seriall/0 ‘ 777777777777777777777777777777777 -~ | #it¥E [stanley452]: OSPFv
0 2001:AB1:0:9::/64 [110/129] 3 HE A 110,

via FE80::C801:EFF:FEAC:0, Seriall/0
0 2001:AB1:0:A::/64 [110/129]

via FE80::C801:EFF:FEAC:0, Seriall/0
0 2001:AB1:0:B::/64 [110/129]

via FE80::C801:EFF:FEAC:0, Seriall/0
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#
6. 1 H ping fr 2w IA R HHAA WM

R3#ping 2001:abl:0:8::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:8::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 52/91/120 ms
R3#

7o AT DL I E X IAAGE, B OSPFv3 24t . T BETMEE se% %
¥F OSPFv3 TAIER) 10S hiiAs, BRI HECE S ndl. E&A BT, wmE
ATREMIE, B 5R (Fim, stanley. wy, QQ: 7625526) BER, FLZE 10S, it
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AHMETEEL T, B ftS%.

R1(config)#ipv6 router ospf 20

Rl (config-rtr)#

Rl (config-rtr) #area 0 authentication ipsec spi 600 md5 1234567890ABCDEF1234567890ABCDEF1 .
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T IPsec [ OSPF [ X 454
iiE o

SPI 524 22 A R R 5 M,
MD5 s ik, FofEIE A
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Lab 48. Configuring OSPFv3 MultiArea and Area

Summary

S0 H -
1. #42IET IPv6 1) OSPF 22 X I Ac & /7.
2. JitE OSPEv3 (X I,

P e ENSE

Configuring OSPFv3 MultiArea and Area Summary

2001:AB1:0:2::1/64 2001:AB1:0:3::1/64
s11 $1H
2001:AB1:0:8:1/64 l l
- | = T -
2001:AB1:0:9::1/64 | @) ey R0 1001:A81:0:4:1/64

2001:AB1:0:A::1/64 R1 R3

R2
2001:Al ::1/64
w Area 0 1/ wrea 1 I i

‘ $1/0 ) S1/0
— :AB1:0:2::2/64 2001:AB1:0:3:
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1. BCE &G 8 A1 IPv6 Huhil, I HAEM ping A2 A BLESE I @Y.
2+ HH T ASEEG 5 OSPFv2 BL B A AL, TRIAN S T R2 % B4 1) OSPFv3 IR E
e B A8 B ATHCE .

R2 (config)#

R2 (config) #ipv6 router ospf 1

R2 (config-rtr) #router—-id 2. 2. 2.2
R2 (config-rtr)Hexit

R2 (config)#

R2 (config) #interface serial 1/0
R2(config-if)#ipv6 ospf 1 area 0
R2 (config-if) #exit

R2 (config) #

*Sep 12 03:04:56. 803: %0SPFv3-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Seriall/0 from LOADING to
FULL, Loading Doner

R2 (config)#

R2 (config) #interface serial 1/1
R2(config-if)#ipv6 ospf 1 area 1
R2 (config-if) #exit

R2 (config) #

3. BF R2 B 4R m Ak

R2#tshow ipv6 ospf neighbor detail
Neighbor 1.1.1.1
In the area 0 via interface Seriall/0
Neighbor: interface—id 4, link—local address FE80::C800:EFF:FEAC:0
Neighbor priority is 1, State is FULL, 6 state changes
Options is 0x6408C935
Dead timer due in 00:00:38
Neighbor is up for 00:02:41
Index 1/1/1, retransmission queue length 0, number of retransmission 0
First 0x0(0)/0x0(0) /0x0(0) Next 0x0(0)/0x0(0)/0x0(0)
Last retransmission scan length is 0, maximum is 0
Last retransmission scan time is 0 msec, maximum is O msec
Neighbor 3.3.3.3
In the area 1 via interface Seriall/l
Neighbor: interface—-id 3, link—local address FE80::C802:EFF:FEAC:0
Neighbor priority is 1, State is FULL, 6 state changes
Options is 0x64070B61
Dead timer due in 00:00:36
Neighbor is up for 00:00:13

Index 1/1/2, retransmission queue length 0, number of retransmission 1
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First 0x0(0) /0x0(0) /0x0(0) Next 0x0(0)/0x0(0)/0x0(0)
Last retransmission scan length is 1, maximum is 1
Last retransmission scan time is 0 msec, maximum is O msec

R2#

4. Y R3 [ OSPFv3 M IR AL A

R3#ishow ipv6 ospf database

0SPFv3 Router with ID (3.3.3.3) (Process ID 1)

Router Link States (Area 1)

ADV Router Age Seq#t Fragment ID Link count Bits
2.2.2.2 86 0x80000002 0 1 B
3.3.3.3 86 0x80000002 0 1 None

Inter Area Prefix Link States (Area I)L

ADV Router Age Seq#t Prefix
2.2.2.2 227 0x80000001 2001:AB1:0:2::/64
2.2.2.2 227 0x80000001 2001:AB1:0:8::/64
2.2.2.2 227 0x80000001 2001:AB1:0:9::/64
2.2.2.2 227 0x80000001 2001:AB1:0:A::/64
2.2.2.2 227 0x80000001 2001:AB1:0:B::/64

Link (Type-8) Link States (Area 1)
ADV Router Age Seq#t Link ID Interface
2.2.2.2 226 0x80000001 4 Sel/0
3.3.3.3 86 0x80000001 3 Sel/0

Intra Area Prefix Link States (Area 1)
ADV Router Age Seq#t Link ID Ref-1stype Ref-LSID
2.2.2.2 226 0x80000001 0 0x2001 0
3.3.3.3 87 0x80000002 0 0x2001 0

R3#

#tyE [stanley456] :

LSA 0X2003 5 OSPFv2 [ LSA3
AL, HEH T X sk )
HITTE R R .

HUZ VG A HEA AS,

5. M ping i 2 AR thA R

R3#ping 2001:abl1:0:8::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:AB1:0:8::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 56/61/68 ms

R3#

6. TTF& R3 [MEEH#:

‘ R3#tshow ipv6 route
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IPv6 Routing Table — 11 entries
Codes: C — Connected, L - Local, S — Static, R - RIP, B — BGP
U - Per-user Static route
I1 - ISIS L1, 12 - ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 — OSPF intra, OI — OSPF inter, OE1l - OSPF ext 1, OE2 — OSPF ext 2
ONI — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
0T 2001:AB1:0:2::/64 [110/128]
via FE80::C801:EFF:FEAC:0, Seriall/0 ‘
C  2001:AB1:0:3::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C  2001:AB1:0:4::/64 [0/0]
via ::, LoopbackO0
L 2001:AB1:0:4::1/128 [0/0]

via ::, Loopback0
0T 2001:AB1:0:8::/64 [110/129]

via FE80::C801:EFF:FEAC:0, Seriall/0
0I 2001:AB1:0:9::/64 [110/129]

via FE80::C801:EFF:FEAC:0, Seriall/0
0T 2001:AB1:0:A::/64 [110/129]

via FE80::C801:EFF:FEAC:0, Seriall/0
0I 2001:AB1:0:B::/64 [110/129]

via FE80::C801:EFF:FEAC:0, Seriall/0
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#

7. AER2 P LECE DCETEA, g RN, 3R AR

R2 (config) #

R2 (config) #ipv6 router ospf 1
R2(config—rtr)#area 0 range 2001:ab1:0:8::/62t
R2 (config-rtr)#

8. FHREE R3 B has st thk, Ml T LIl B

R3#tshow ipv6 route

IPv6 Routing Table — 8 entries

Codes: C — Connected, L - Local, S - Static, R — RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, 12 — ISIS L2, TA - ISIS interarea, IS — ISIS summary
0 — OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2

ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
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0I 2001:AB1:0:2::/64 [110/128]

via FE80::C801:EFF:FEAC:0, Seriall/0 | _ - | #itiE [stanley459]: Hhs&
C  2001:AB1:0:3::/64 [0/0] % FH AU T X R R
via ::, Seriall/0 .

L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C  2001:AB1:0:4::/64 [0/0]

via ::, Loopback0
L 2001:AB1:0:4::1/128 [0/0]
via ::, Loopback0

0I 2001:AB1:0:8::/62 [110/129]
via FE80::C801:EFF:FEAC:0, Seriall/0
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#

9. SLH5E K

bss
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MIMIIT
cisco

CCNP Lab Manual

Lab 49. Configuring ISIS for IPv6 and Route Summary

&”3&5 B

1. HARILT IPv6 (1) ISIS Bt il e &
2. %P2 IPv6 ISIS [ L S .
3. Tf# ISIS b 21 Z 0 4M T UIhE.

P R RN SE

Configuring ISIS for IPv6 and Route Summary

49.0001.0000.0000.0002.00

2001:AB1:0:2::1/64 2001:AB1:0:3::1/64
S1/M1 S1M1

2001:AB1:0:8::1/64 .__ l l

/" - I" Sea
R A
2001.AB'! ::1/64 o

Area 0 ~‘Area 1 —4 o
s10,
2001:AB1 2004:AB1:0:3::2/64

49.0001.0000.0000.0001.00 49.0001.0000.0000.0002.00
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KR PR EK:

1. BUE RS Hbasn IPve Mok, HAFH ping dir A BLER: D) HamE T,
2. S 9AE RL, R2 FIR3 ##s LECE ISIS for IPv6 Wi, BCE T

Rl(config)#ﬁouter isis wy_ipv6_isis£
R1(config-router)#net 49.0001.0000. 0000. 0001. 00
Rl (config-router)#Hexit

Rl (config)#

Rl (config) #interface serial 1/1

Rl (config-if)#exit

R1(config)#

Rl (config)#interface loopback 0

Rl (config-if) #ipv6 router isis wy ipv6 isis
Rl (config-if) #exit

R1(config)#

R2 (config)#router isis wy ipv6_isis

R2 (config-router)#net 49.0001. 0000. 0000. 0002. 00
R2 (config-router) #exit

R2 (config)#

R2 (config) #interface serial 1/0

R2 (config—if) #ipv6 router isis wy_ipv6_isis
R2(config-if)#exit

R2 (config)#

R2 (config) #interface serial 1/1

R2 (config-if) #ipv6 router isis wy_ipv6_isis
R2 (config-if) #exit

R2(config)#exit

R2#

R3 (config)#router isis wy ipv6_isis

R3 (config-router)#net 49.0002. 0000. 0000. 0003. 00
R3 (config-router)#exit

R3 (config) #

R3 (config) #interface serial 1/0
R3(config-if)#ipv6 router isis wy_ipv6_isis

R3 (config-if)Hexit

R3 (config)#

R3 (config)#interface loopback 0

R3(config-if)#ipv6 router isis wy_ipv6_isis

237

http://pan_baidu.com/share/home?uk=2084365290&view=share#

_ -~ | #ityE [stanley460]: 425
Je FH TSTS 6 phERE o

| #tE [stanley461]: #:1
N R IPv6. M4k drd k]
S| ERLE.

ity [stanley462]: K
FHIIAE wy ipv6 isis [
ISTS i tH R

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

‘ R3 (configif)Hexit

3. FER2 E ey LA&F ISIS ARfE KA

R2#show isis neighbors

System Id Type Interface IP Address State Holdtime Circuit Id
R3 L2 Sel/l up 27 00

R1 L2  Sel/0 up 28 00

R2#

4. fER2 LAA TN TEANN TSTS AFfm R A AR

R2#tshow clns is—neighbors detail

System Id Interface State Type Priority Circuit Id Format

R3 Sel/1 Up L2 0 00 Phase V
Area Address(es): 49.0002 -~ | #it¥E [stanley463]: X%
[[Pv6 Address(es): FE80::C802:DFF:FE30:0 | N W =A
Uptime: 00:01:27 \W ey [stanleya6a]: JiT
NSE capable IPV6 f 1SIS S ittt

R1 Sel/0 Up L2 0 00 Phase V
Area Address(es): 49.0001
IPv6 Address(es): FE80::C800:DFF:FE30:0
Uptime: 00:05:17
NSF capable

R2#

5. {ER2 _L&F ISTS IR
R2#ishow isis database verbose level-l| -~ | #E [stanley465]: #iF&

level-1 HIEHE (S o

IS-IS Level-1 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
R2. 00-00 * 0x00000004  0xCOA1 757 1/0/0
Area Address: 29.0001
NLPID: 0x8E

Hostname: R2

IPv6 Address: 2001:AB1:0:3::1

| Metric: 10 IPv6 2001:AB1:0:2::/64
Metric: 10 IPv6 2001:AB1:0:3::/64 | ] | #t#E [stanley466]: i/t
R2# TLHE W44 (% S

R2#ishow isis database verbose level-2 A

#bvE [stanley467]: BFH

level—2 HIEHEFEE B o
IS-IS Level-2 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
R1.00-00 0x00000004  0x649F 665 0/0/0
Area Address: 49.0001
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NLPID: 0x8E

Hostname: R1

IPv6 Address: 2001:AB1:0:8::1
IPv6 Address: 2001:AB1:0:9::1
IPv6 Address: 2001:AB1:0:A::1
IPv6 Address: 2001:AB1:0:B::1
Metric: 10 IS R2. 00
Metric: 10 IPv6 2001:AB1:0:2::/64
Metric: 10 TPv6 2001:AB1:0:8::/64
Metric: 10 IPv6 2001:AB1:0:9::/64
Metric: 10 TPv6 2001:AB1:0:A::/64 ‘ 77777777777777777777777777777
Metric: 10 TPv6 2001:AB1:0:B::/64
R2. 00-00 * 0x00000005  0x54E3 896 0/0/0
Area Address: 49.0001
NLPID: 0x8E

Hostname: R2

IPv6 Address: 2001:AB1:0:3::1

Metric: 10 IS R3.00
Metric: 10 IS RI1. 00
Metric: 10 TPv6 2001:AB1:0:2::/64
Metric: 10 TPv6 2001:AB1:0:3::/64
R3. 00-00 0x00000004  0x307B 898 0/0/0
Area Address: 49.0002
NLPID: 0x8E

Hostname: R3

IPv6 Address: 2001:AB1:0:4::1

Metric: 10 IS R2.00

Metric: 10 TPv6 2001:AB1:0:3::/64

Metric: 10 IPv6 2001:AB1:0:4::/64
R2#

6. A R3 i 4 10 3R

R3#show ipv6 route

IPv6 Routing Table — 11 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

12

C

L

U - Per-user Static route
I1 - ISIS L1, 12 - ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 — OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 — OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2

2001:AB1:0:2::/64 [115/20]

via FE80::C801:DFF:FE30:0, Seriall/0

2001:AB1:0:3::/64 [0/0]

via ::, Seriall/0

2001:AB1:0:3::2/128 [0/0]
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via ::, Seriall/0
C 2001:AB1:0:4::/64 [0/0]

via ::, Loopback0
L 2001:AB1:0:4::1/128 [0/0]

via ::, Loopback0
12 2001:AB1:0:8::/64 [115/30]

via FE80::C801:DFF:FE30:0, Seriall/0
12 2001:AB1:0:9::/64 [115/30]

via FE80::C801:DFF:FE30:0, Seriall/0
12 2001:AB1:0:A::/64 [115/30]

via FE80::C801:DFF:FE30:0, Seriall/0
T2 2001:AB1:0:B::/64 [115/30]

via FE80::C801:DFF:FE30:0, Seriall/0
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#

7. AFH ping i A IA RS AT AN

R3#ping 2001:abl:0:8::1

Type escape sequence to abort.

R3#

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:8::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/129/144 ms

8+ FHRATA R B HIERAE B :

Rl#show ipv6 route isis

IPv6 Routing Table — 14 entries

U - Per-user Static route

I1 2001:AB1:0:3::/64 [115/20]

via FE80::C801:DFF:FE30:0, Seriall/l
12 2001:AB1:0:4::/64 [115/30]

via FE80::C801:DFF:FE30:0, Seriall/l

R1#

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
0 — OSPF intra, OI — OSPF inter, OEl — OSPF ext 1,
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2

IS - ISIS summary
OE2 — OSPF ext 2

9. £ R1 FfdE ISTS (A,

R1(config)#router isis wy ipv6_isis

Rl(config*router)#hs—type level—ﬂ
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‘ R1 (config-router)#exit

10, FHREE RL B 280 h R G R

Rl#tshow ipv6 route isis
IPv6 Routing Table — 14 entries
Codes: C — Connected, L — Local, S — Static, R — RIP, B - BGP
U — Per-user Static route
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 - OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 - OSPF ext 2
ONI — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
M1 ::/0 [115/10]
via FE80::C801:DFF:FE30:0, Seriall/l ‘
I1 2001:AB1:0:3::/64 [115/20]
via FE80::C801:DFF:FE30:0, Seriall/l

11. 7E R2 LBECEEXT 49. 0001 X BRI EE 4, -

R2 (config) #frouter isis wy ipv6 isis

R2 (config-router)#
R2(config*router)#hddress—family ipv6 L
R2 (config-router—af) #
R2(config*router*af)#&ummary—prefix 2001:ab1:0:8::/ﬁﬂ
R2 (config-router-af) #exit

R2 (config-router) #texit

12, FHXES RS BHRMAE, I 6 2210 R3 i R T LR

R3#tshow ipv6 route
IPv6 Routing Table — 8 entries
Codes: C — Connected, L - Local, S - Static, R — RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, 12 — ISIS L2, TA - ISIS interarea, IS — ISIS summary
0 — OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
12 2001:AB1:0:2::/64 [115/20]
via FE80::C801:DFF:FE30:0, Seriall/0
C  2001:AB1:0:3::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C  2001:AB1:0:4::/64 [0/0]
via ::, Loopback0
L 2001:AB1:0:4::1/128 [0/0]
via ::, LoopbackO0
12 2001:AB1:0:8::/62 [115/30]
via FE80::C801:DFF:FE30:0, Seriall/0 l
L FE80::/10 [0/0]
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via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

13 QR 2 BT R PR TP BSOS MBI AT, AT LAKE TSTS i 3 2 41 FMEK
Ao XA AT AL PR PR R . BARECE W h

Rl (config)#router isis wy ipv6_isis
R1(config-router)#metric-style wide transitio ~ |
R1 (config-router)t#address—family ipv6
R1(config-router-af) #hnulti—topology transitionl 7777777777777777777777777777777

R1 (config-router—af)#exit

Rl (config-router)#Hexit

14, 4 ISTS B et il CAELE Z M3, ARBEREANAT T TPv4 SR I E [Pv6
R, B R:

Rl (config)#interface serial 1/1
Rl (config-if)#
Rl(config*if)#ﬁsis metric ZOL
Rl (config-if)#
Rl(config*if)#ﬁsis ipvb metric 10@
Rl (config-if) #

Rl (config-if) #exit

15, SEKSER.
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MIMIIT
cisco

CCNP Lab Manual

Lab 50. Configuring Basic MP-BGP4 and Aggregate

Addressing

S0 H -
1. HEIRHET IPv6 [ MP-BGP4 Jit & .
2. MC'E MP-BGP4 il EE 4,

o eI AE
Configuring Basic MP-BGP4 and Aggregate

Addressing

AS 64512
2001:AB1:0:2:1/64 2001:AB1:0:3:1/64
S1/ S1M
AS 64513
2001:AB1:0:8::1/64 =
2001:AB1:0:9::1/64 -~ JSciy ,, .‘_‘
2001:AB1:0:A::1/64 R1 R2 20Q8sARA: of /el
2001:AB1:0:B::1/64 b,
: /
$1/0 $1/0
2001:AB1:0:: 2001:AB1:0:3:2/64
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KR PR EK:

1. FCES G ESS 1Pv6 Mk, FF HAEA ping av A\ B L 1) B @ YE .
2. WRIEHINME =GB s FRCE MP-BGP4 B& P, EARECE W K Fios:

Rl (config)#
R1 (config)#router bgp 64512
Rl(config*router)#%gp router—-id 1.1.1. 1

R1 (config-router)#

Rl(config*router)#beighbor 2001:ab1:0:2::2 remote—as 64512L
R1 (config-router)#

R1 (config-router)#no synchronization
R1 (config-router)#
Rl(config—router)ﬂaddress—family ipv6 L
Rl (config-router—af) #

#beighbor 2001:abl1:0:2::2 activate L
fnet

#network 2001:abl:0:8::0/64
#network 2001:ab1:0:9::0/64
#network 2001:ab1:0:a::0/64
#network 2001:abl1:0:b::0/64
#inetwork 2001:ab1:0:2::/64

fexit

R1 (config-router—af
R1 (config-router—af
R1 (config-router—af
R1 (config-router—af
R1 (config-router—af
R1 (config-router—af

R1 (config-router—af

N N N A

R1 (config-router—af
R1 (config-router)#exit
Rl (config)#

| #tyE [stanley478]: 4 BGP

1872 RouterID. 4R MP-BGP4
] LAy TPv6 S il o (HIL
AR T B —A 32 ALK

RouterID. WIHEAHDE W&
FEBGP &0 K R ITVE IR

WRARAFLRE, A
DA A Hh gk e AR ME B — A

IPv4 HibEFIFREEE O .

#itiE [stanley479]: Mt

BGP (1408 Ja % 4544

#tyE [stanley480]: #EA

\ | IPv6 Huhil#% .

#itiE [stanley481]: 7
IPv6 HdIL AR T Vs &0 i 0 46

R2 (config) #

R2 (config) #router bgp 64512

R2 (config-router)#bgp router-id 2.2.2.2

R2 (config-router)#neighbor 2001:abl:0:2::1 remote—as 64512
R2 (config-router)#neighbor 2001:abl1:0:3::2 remote—as 64513
R2 (config-router)

R2 (config-router)#address—family ipv6

R2 (config-router—af)#neighbor 2001:abl1:0:2::1 activate

R2 (config-router—af)#neighbor 2001:abl:0:3::2 activate
#inetwork 2001:abl:0:2::/64

#network 2001:ab1:0:3::/64

R2 (config-router—af)#exit

)
R2 (config-router-af)
R2 (config-router-af)
)
R2 (config-router)#no synchronization
R2 (config-router)Hexit

R2 (config) #exit

R2#

#ityE [stanley482]: EHi5
FHERAGH 1Pv6 HulibRT4E .
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R3 (config) #router bgp 64513

R3 (config-router)#bgp router-id 3.3.3.3

R3 (config-router)#neighbor 2001:ab1:0:3::1 remote—as 64512
R3 (config-router)#address—family ipv6

R3 (config-router—af)#neighbor 2001:ab1:0:3::1 activate

R3 (config-router—af) #network 2001:abl:0:4::/64

R3 (config-router—af)#network 2001:abl:0:3::/64

R3 (config-router-af) #exit

R3 (config-router)#exit

R3 (config) #

3. {f R2 ¥ & MP-BGP4 Alf & 5 %

R2#show bgp summary
BGP router identifier 2.2.2.2

, local AS number 64512

BGP table version is 7, main routing table version 7

6 network entries using 798 bytes of memory

7 path entries using 504 bytes of memory

3 BGP path attribute entries using 180 bytes of memory

1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route—map cache entries using 0 bytes of memory

0 BGP filter—list cache entries using 0 bytes of memory
BGP using 1506 total bytes of memory

BGP activity 7/1 prefixes, 8/1 paths, scan interval 60 secs

Neighbor v AS MsgRevd MsgSent  ThlVer 1InQ OutQ Up/Down State/PfxRcd
2001:AB1:0:2::1 4 64512 12 14 7 0 0 00:06:18 5
2001:AB1:0:3::2 4 64513 6 7 7 0 0 00:01:23 2 ‘
R2#

4. 57 MP-BGP4 ) TPv6 %t#s )%

R2#show bgp ipv6

BGP table version is 16, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
* 12001:AB1:0:2::/64
2001:AB1:0:2::1 0 100 01
*> B 0 32768 i
* 2001:AB1:0:3::/64
2001:AB1:0:3::2 0 0 64513 i
*> B 0 32768 i

*> 2001:AB1:0:4::/64
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2001:AB1:0:3::2 0 0 64513 i
*>12001:AB1:0:8::/64

2001:AB1:0:2::1 0 100 01
*>12001:AB1:0:9::/64

2001:AB1:0:2::1 0 100 01
#>12001:AB1:0:A::/64

2001:AB1:0:2::1 0 100 0 i
#>12001:AB1:0:B::/64

2001:AB1:0:2::1 0 100 01

R2#

5. Bt R3 () IPv6 #g i

R3#tshow ipv6 route

IPv6 Routing Table — 11 entries
Codes: C — Connected, L - Local, S — Static, R — RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, 12 — ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 - OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 - OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
B 2001:AB1:0:2::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0
C  2001:AB1:0:3::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C 2001:AB1:0:4::/64 [0/0]

via ::, LoopbackO0
L 2001:AB1:0:4::1/128 [0/0]
via ::, LoopbackO0

B 2001:AB1:0:8::/64 [20/0]

via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:9::/64 [20/0]

via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:A::/64 [20/0]

via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:B::/64 [20/0]

via FE80::C801:DFF:FEE8:0, Seriall/0
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#

6. fFR2 B hias LS MR A
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R2 (config) #router bgp 64512

R2 (config-router)#address—family ipv6
R2(config*router*af)#bggregate—address 2001:ab1:0:8::/62 summary-only
R2 (config-router—af) #exit

R2 (config-router) #

7. FHXEE RS BR, WA AK -

R3#tshow ipv6 route
IPv6 Routing Table — 8 entries
Codes: C — Connected, L - Local, S - Static, R — RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, 12 — ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 - OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 - OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
B 2001:AB1:0:2::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0
C  2001:AB1:0:3::/64 [0/0]
via ::, Seriall/0
L 2001:AB1:0:3::2/128 [0/0]
via ::, Seriall/0
C  2001:AB1:0:4::/64 [0/0]
via ::, Loopback0
L 2001:AB1:0:4::1/128 [0/0]
via ::, Loopback0
B 2001:AB1:0:8::/62 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0 l
L FE80::/10 [0/0]

via ::, NullO
L FF00::/8 [0/0]
via ::, NullO

R3#

8. 7& R3 Bt s L AE R Ak thE

R3#tshow bgp ipv6 2001:abl:0:8::/62
BGP routing table entry for 2001:AB1:0:8::/62, version 22
Paths: (1 available, best #1, table Global-IPv6-Table)
Not advertised to any peer
64512, (aggregated by 64512 2.2.2.2)
2001:AB1:0:3::1 from 2001:AB1:0:3::1 (2.2.2.2)

Origin IGP, metric 0, localpref 100, valid, external, atomic—aggregate, best

R3#
9. fER3 i s 1] ping fir-& A A%t Rk
R3#ping

R3#ping 2001:ab1:0:8::1
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- | #t¥E [stanley485]: FLE

bR . A
summary—only $55E (N K% R
G

| #E [stanley486]: #i%

B

_ -~ #yE [stanley487]: &i/n
TREE N 64512 GRS
[f] RouterID 24 2. 2. 2. 2 #& 1
o
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:8::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 60/76/96 ms
R3#

R3#tping 2001:abl:0:b::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:AB1:0:B::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 60/94/128 ms
R3#

10, 52865
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MIMIIT
cisco

CCNP Lab Manual

Lab 51. Configuring MP-BGP4 Route Filtering

SEI0 H K-
1. fitERET 1Pve FIVT & IR .
2. i B % I S E MP-BGP4 1% i i g

B RN SE

Configuring MP-BGP4 Route Filtering

AS 64512
2001:AB1:0:2::1/64 2001:AB1:0:3:1/64
s1/1 s11
AS 64513
2001:AB1:0:8:1/64
2001:AB1:0:9::1/64 - ey T |
2001:AB1:0:A:1/64 -1 -1 g —|2001:AB1:0:4:1/64
2001:AB1:0:B::1/64 - .t
Area 0 _ Area 1 —4,/
s1/0 s10.
2001:AB1:0: 2004:AB1:0:3::2/64
.lxaf»-
2001:AB1:0:9::1/64
2001:AB1:0:B:1/64 e
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1. BCE &G 8 A1 IPv6 Huhil, I HAEM ping A2 A BLESE I @Y.
2. BCE & G B AR 00 MP-BGP4 #% t Ppisl, I HLAE FAR DG A &4 A MP-BGP4 T4
.

SVHRPE R SR, 64512 H A RS 11 2001:AB1:0:9: : /64 F12001:ABL:0:B: : /64
PAAN 48 BT 20 AN S VR R AT 45 64513 1 E VR R4t

4. BEEAE RS MR HERG R

R3#show ipv6 route bgp

IPv6 Routing Table — 11 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 — OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 — OSPF ext 2
ONI — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
B 2001:AB1:0:2::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:8::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:9::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:A::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:B::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0

R3#
4. {ER2 Pg s EACE ACL bRl Zd iR RILR TS 4an b o
R2(config)H#ipv6 access—list block prefiy ] -~ | #it¥E [stanley488]: iz
R2 (config-ipv6-acl)# 4k block prefix ff]
$2(configfipvﬁfacl)#permit ipv6 2001:ab1:0:9::/64 any IPv6 [ in) 425 61| 51 25 o

R2 (config-ipv6-acl)#permit ipv6 2001:abl:0:b::/64 any
R2 (config-ipv6-acl)#

************************ — -7 | #itiE [stanley489]: #riH
e B I R Y A T

R2 (config-ipv6-acl) #exit

5. Mo &l 5 | i Bt ) v i 5 81K

R2 (config) #route-map bgp_filter deny 10 | -~ | #ikiE [stanley490]: %
R2 (config-route—map) # HHE. HHEEILIMER
R2(config—route—map)#hatch ipv6 address block_prefiﬂ deny.

R2 (config-route—map) # { #63% [stanley4o1]: &1

B ) U5 1) PR

R2 (config-route—map) Hexit

R2 (config)#
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R2(config)#ﬁoute—map bgp filter permit 2@

R2 (config-route—map) #exit
R2 (config) #

6. {F MP-BGP4 HC & 4% L€, a2 FRT/R:

R2 (config) #router bgp 64512

R2 (config-router)#

R2 (config-router)#address—family ipv6

R2 (config-router—af) #

R2 (config-router—af) #neighbor 2001:abl1:0:3::2 route-map bgp_filter out | |
R2 (config-router—af) #

R2 (config-router—af)#exit

R2 (config-router) Hexit

7. FHXAES RS Bhasit iR, #hikes did ug:

R3#
R3#tshow ipv6 route bgp
IPv6 Routing Table — 9 entries
Codes: C — Connected, L - Local, S - Static, R — RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, 12 — ISIS L2, IA - ISIS interarea, IS — ISIS summary
0 - OSPF intra, OI — OSPF inter, OEl — OSPF ext 1, OE2 - OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
B 2001:AB1:0:2::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:8::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0
B 2001:AB1:0:A::/64 [20/0]
via FE80::C801:DFF:FEE8:0, Seriall/0 l
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LB 4 T4 B B S
Ko

_ -~ | #tyE [stanley493]: %Xt
R3 X 4544 St 45 P 1ok 9

- | #tEE [stanley494]: JhRY

R3 % HH 2% L4 024 ) B8
Ik IR R 45 1T 2
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CCNP Lab Manual

Lab 52. Configuring 802.1x Port-Based Authentication

S0 H -
1. HEARIET36 ) 802, 1x Fl & )i
2. %32 Cisco TACACS+ ARSI IAIFARSS SSHC &

B RN SE

Configuring 802.1x Port-Based Authentication

PC1 Vian 1 1P ; 202.195.30.158/24

192.168.1.10/24
gate:192.168.1.1

Secure ACS :202.195.20.159/24

=
192.168.1.20/24
gate:192.168.1.1
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TR BRIREK:
1. %% ACS IR 5521 Java IAEE, AT H] j2re-1 4 2 10-windows—1586—p. exe.
2 2%e ACS Ak, ARSIGAL 1)) Cisco secure ACS 4.0 A,

3 HCHE ACS Ik 5545 5 Catalyst 3550 ALHALHIIEAS, 7E ACS k55 4% L s ii“Network
Configuration”, IEFEVRHI—/> AAA FI /. Jirh Key ohy ACS 5 3550 AZHbLIEAT
THHMTEAERUEEH, XU DAL . IAUEPMUEH] Radius (IETF) :

Add AAA Client

Abd Chent
[

Hostname  |CAtalyst 3550

0z = =
MM Clent  [F92-195.30,158 B
I Addrass ]
Ky [cizea
HAulbenitn: te = - =
sing |RaDIUE (1ETF) =

r Smgle Connect TACACE+ Asé Chent (Record stop in
accauntsng an fadura)

I Log Updatewatchdog Packets from this Ads Chant
r Log RADIUS Tunneling Packets from thes Asl Chent

= Replace PADILS Port info with Usormama from this b
Client

Submit Submit + apply | Cancel |

4 W' TETF M4 )@t . A ih“ Interface Configuration”, E3#“RADIUS (IETF) ”,
BN IFIE A T = AN IED, H 4% T submit $24.

[064] Tunnel-Type
[065] Tunnel-Medium-Type

[081] Tunnel-Private-Group—ID

5. fgE— 802. 1x A k5. »idicUser Configuration>, i A Hr &k s
4 stanley, Jf/d7 Add/Edit #40, E<User Setup>™, #HiAF) stanley [f]
M52 . FHR K 548 2 3 Group 1. W] LURE G M4, I fidi Submit
il
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User Sotup

PatSwdred ALl os &l

|E.:-. oSacure Database :J

CaisedSetuie PAPR {Al20 uded for CHAP/MMS-
CHAPSARAP, of the Separate field s not
chacked. )

Password  [esees

C o femn

Passwned I‘". =

| Saparate (CHAP/MS-CHADSLPLLPY
Password |

G ErrE [
Pas g wnded
Wihipn a token server 15 wied for suthent=catan,
SUPEWING a sepatate CHAP password for & token
card user afows CHAP authentication. This s
espacially useful whan token cachesg is enabled

Group to which the user is assignad:

jGroup 1 =]

;4

6. Ml'E Group 4@ . i “Group Configuration”, %+ “Group 17, il

“Edit Settings”. &

|[064] Tunnel-Type, F%4i%& Tag 1 FJ Value 24 VLAN, L
|[065] Tunnel-Medium-Type, }-i% & Tagl ] Value & 802,
’[081]Tunnel—Private—Group—ID ] Tag 1 K Value 24 10, L

$XJ5 i Submit + Restart %#l:

¥ [064] Tunnel-Type

Tag I 1 'I value |VL-¢~N

Tag I2 "’I Yalue |

¥ [06E5] Tunnel-Medium-Type

Tag |1 | value [802

Tag IE "I value |

¥ [021] Tunnel-Private-Group-I0

Tag |1 "I walue |1E|

Tag IE "I value |

T« KHAF A kS steve %4 cisco, JEHJET Group 2. [AI)

f82E Group 2 BTN

[064]Tunnel-Type, F4i4H Tag 1 ) Value 2 VLAN
[065]Tunnel-Medium-Type, Jfi# % Tagl 1] Value 24 802
[081]Tunnel-Private-Group—1ID [ Tag 1 [] Value & 20

8. fd & ACS Mk%% 28, i “System Configurateion”,
“Allow LEAP (For Aironet only)” EFI@”

Authentication Setup”, ¥ LEAP [
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T NG G, IAIEE
)5, ¥MET Vian 10,
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F4i, Jf 45 Submit + Restart:

9. ML'E 3550 AZHEHLM Vian 1 ) TP, AZHeHUAI L TP 5 ACS ARSS 45 AT HAS

FEEH ping M 2L B HERS ping 1H ACS IR %5 -

3550 (config)#

3550 (config) #interface vlan 1

3550 (config—if)#ip address 202.195.30.158 255.255. 255. 0
3550 (config—if) #no shutdown

3550 (config—if) texit

3550 (config)#

| HibiE [s499]: shsthhik Jy2b

IR = P T BRI AAA 25
i (R ik

10, 7F 3550 - f)%d VLAN:

3550 (config)#vlan 10
3550 (config-vlan)#exit
3550 (config)#vlan 20
3550 (config-vlan)Hexit

11, Bl 3550 ) AAA:

‘3550 (config) #aaa new—model‘

‘3550(config) #radius—server vsa sendL

‘3550(config) #aaa authentication login default none

‘3550(config) #aaa authentication dotlx default group radiusL
‘3550(config) #aaa authorization network default group radius‘

‘3550 (config) #dotlx system—auth—controlL

T [?tt& [s500]: J&iJH AAA

fikrk [s501]: M E Radius
MRssa%, 4R Em i EH

| #eyE [s502]: [ Radius Ik

2551 CISCO A B M4k .

fitiE [s503]: ¥ EANS
login HHATINIE. &Pj1kY
ACS A SRIMG , Toik Bk 3
A H AT Lo

12, Wc'E 3550 (AT Hb 21

#ibE [s504]: WEHH
Radius JIR 45 54T i &
DOT1X.

3550 (config) #interface range fastEthernet 0/1 — 20
3550 (config-if-range) #switchport mode access
3550 (config—if-range) #spanning—tree portfast

‘3550(config*if*range) #dotlx port-control auto ‘

3550 (config-if-range)#exit

#ibyE [s505]: W&
Radius JR45#8 HEATIRANL

| ftksE [s506]: Ji3J1I DOTIX i)

UNE G

13, &% 3550 IAZ#AMLIK VLAN it &

3550#show vlan

#yE [s507]: MCE fa0/1
- 20 $: 113 H DOT1X

VLAN Name Status Ports
1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
256
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Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gi0/2

10 VLANOO10 active
20  VLANOO10 active
3550#

14, BB PR -R 5IE, 5 TEEE 802. 1x I, FEdb£E11 EAP 254
g MDS-JR I 7 2 A e -

I

a2 BIE |mm |

TR LT 2Lt i 5 12 o PR P AR A B TiE

......

EAP 2EBI (D): |WDS-FiD =

v S+ EHLE R T AR RN+ EAL

[~ SR PETEYER- AR EIESEE G)

= Bl |

15+ B4 R1 F1 R2 7% i ¥ R4 2k 21) 3550 A2 #HLI¥ FastEthernet 0/1 B:11)5 .
Windows R4 802, 1X AIIAUE B SN EHE  7E L Fi N 802, 1x FMK 5 %5 h

(Stanley/cisco):
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RAP&EQ: |staley
2R (R LR

L)

= BRiH

16+ X007 EHVUAEEI G, FHREF 3550 ACHHLIT VLAN {5 B

3550#show vlan

VLAN Name Status Ports

1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6,
Fa0/7, Fa0/8, Fa0/9, Fa0/10,
Fa0/11, Fa0/12, Fa0/13, Fa0/14,
Fa0/15, Fa0/16, Fa0/17, Fa0/18,
Fa0/19, Fa0/20, Fa0/21, Fa0/22,
Fa0/23, Fa0/24, Gi0/1, Gi0/2

10  VLANO010 active  Fa0/1
20  VLANO020 active Fa0/2
1002 fddi-default act/unsup

1003 token-ring—default act/unsup

1004 fddinet-default act/unsup

1005 trnet—default act/unsup

3550%

17, SEH5E A
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MIMIIT
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CCNP Lab Manual

Lab 53. Routing Between VLANs on Multilayer Switch

SEI0 H K-
1. HEREILT 2 2284 VLAN (0] i AR E

PR N SR

Routing Between VLANs on Multilayer Switch

VLAN 10
192.168.1.10/24

PC1 L! Fa0/0

~

VLAN 10 IP: 192.168.1.1/24
VLAN 20 1P : 192.168.2.1/24
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KR PR EK:

1. EEHCE PCL AT PC2 AL, ASZIGATH T W & B i as il PC ML,

2+ BCE W N Pros:

PC1 (config)#interface fastethernet 0/0
PC1(config-if)#ip address 192.168.1.10 255. 255. 255. 0
PC1 (config-if)#no shutdown
PC1 (config-if)#exit

PC1 (config)#

PC1 (config)#no ip routing
PCL(
(

PC1 (config)#ip default-gateway 192.168.1.1

config)#

’w #yE [stanley508]: K[

#kvE [stanley509]: Mg

B 128 0 =2 B et
‘m%mgﬁMM%o

PC2 (config) #interface fastethernet 0/0

PC2 (config-if)#ip address 192. 168.2.10 255. 255. 255. 0
PC2 (config-if) #no shutdown

PC2 (config-if)#exit

PC2 (config) #

PC2 (config)#no ip routing

PC2(config) #

(

PC2(config)#ip default-gateway 192.168.2.1

3y FEACHRHL LMCE VLAN, [R]INHRGE4 215 7 i (14 3 L 30 $h 0 ALY VLAN

b, EE AR

SW1 cont1g)#&lan o0
SW1 (config— vlan)#name clscd
SW1
SW1

SW1 (config)#vlan 20

config-vlan) #exit

config)#

SW1 (config-vlan)#name Microsoft
SW1(config-vlan)#exit

SW1(config)#

config)#interface fastethernet 1/11

config-if)#exit

config)#inter fastEthernet 1/12

config-if)#switchport access vlan 20
SW1
SW1

config-if)#exit

config)#

SW1 coni1g)#hnterface vlan 1d
SW1(config-if)#ip address 192.168.1.1 255.255. 255.0

1(
(
(
(
(
(
(
(
(
SW1 (config— 11)#5W1tchport access vlan 10
1(
(
(
(
(
(
(
(
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ity [stanley510]: 427
Jic B A =0 A4 VLAN 10,

- #itiE [stanley511]: &y
VLAN P& — AN e I 44 Fe

_ -~ | #itiE [stanley512]:
FInAZ] VLAN,

K

| #itiE [stanley513]: JifH
o | AZHRHBLIK VLAN 10 (¥ SVT %
S 8.

r ity [stanley514]: 4

| VLANT g SVI B O RCE 1P Hb
/ hk, o PCL AIERIA N
e
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SW
SW
SW1
SW1
SW1
SW
SW
SW1 (config) #

SW1(config)#ip routing
SW1 (config)#

1 (config-if) #no shutdown
1(config—if)#exit
config)#

config)#interface vlan 20

1
1

(

(

(

(

(

(config—if) #no shutdown
(config-if)#exit

(

(

(

config-if)#ip address 192.168.2.1 255.255. 255. 0

4, TF SW1 ATHHLIFY) VLAN e E, i\ VLAN:

SWi#show vlan

VLAN Name Status Ports

1 default active Fal/0, Fal/l, Fal/2, Fal/3
Fal/4, Fal/5, Fal/6, Fal/7
Fal/8, Fal/9, Fal/10, Fal/13
Fal/14, Fal/15

10 cisco active Fal/11

20 microsoft active Fal/12 l 777777777777777777777777

1002 fddi-default active

1003 token—ring—default active

1004 fddinet-default active

1005 trnet—default active

SWi#

VLAN Type SAID MTU  Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - S - - 1002 1003
10 enet 100010 1500 - - - - 0 0

20 enet 100020 1500 - S - - - 0 0
1002 fddi 101002 1500 - - - - 1 1003
1003 tr 101003 1500 1005 0 - - srb 1 1002
1004 fdnet 101004 1500 - 1 ibm - 0 0

1005 trnet 101005 1500 - 1 ibm - 0 0

5. {E PC1 8¢ PC2 AT ping fir & #ffii\ VLAN [H) 215 7] LLAH FL15 1)«

PC1#
PCl#ping 192.168. 2. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.10, timeout is 2 seconds:
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ty| -~ | #tyE [stanley517]: Z5%

Success rate is 100 percent (5/5), round-trip min/avg/max = 44/57/96 ms S5~ VLAN [8) 8% b fic B R -

pPCl#

6. {EACHNL LAF K R

SWittshow ip route

Codes: C — connected, S — static, R — RIP, M — mobile, B - BGP
D - EIGRP, EX - EIGRP external, O — OSPF, IA — OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 — OSPF external type 2
i = IS-IS, su - IS-IS summary, L1 — IS-IS level-1, L2 - IS-IS level-2
ia — IS-IS inter area, * - candidate default, U - per-user static route

o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192. 168.1.0/24 is directly connected, VlanlO

C 192.168.2.0/24 is directly connected, Vlan20 L _ -~ | #ityE [stanley518]1: Fiik

SWi# B g s m A H, I
7. SC SR H g AR SVT #2100,
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MIMIIT
cisco

CCNP Lab Manual

Lab 54. Routing Between VLANs and VTP Protocol

SEI0 H K-
1. %38 VIP Bl & Ik,
2. P2 VLAN (0] i ACE 7k U R T ECE

B RN SE

Routing Between VLANs and VTP Protocol

192.168.1.1/24
Fa0/0.10
pu i BEE, e

VLAN 10

192,168.1.10/24 .
« F20/0.20
#192.168.2.1124

P Server 4

Fa1M1
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1. Bd'E PCl. PC2 FIPC3 AL ML, BlE W K.

PCl(config)#ho ip routing‘ 777777777777777777777777777777777777777777777
PC1 (config) #
PCl(config)#ip default-network 192.168.1.1 | |
PC1 (config)#
PC1 (config) #interface fastEthernet 0/0
PC1(config-if)#ip address 192.168.1.10 255. 255. 255. 0
PC1 (config-if)#no shutdown
PC1 (config-if)#exit

(

PC1 (config)#

#tyE [stanley519]: KA
% T RE .

| #tiE [stanley520]: fii'#E

PC1 FIBRIA 2R
192.168.1. 1.

PC2 (config)#no ip routing

PC2 (config)#

PC2 (config)#ip default-network 192.168.2.1

PC2 (config)#

PC2 (config) #interface fastEthernet 0/0

PC2 (config-if)#ip address 192. 168.2.10 255. 255. 255. 0
PC2 (config-if)#no shutdown

PC2 (config-if)#Hexit

PC2 (config) #

PC3 (config)#no ip routing

PC3(config)#

PC3 (config)#ip default-network 192.168.2.1
PC3 (config) #

PC3 (config-if)#ip address 192. 168. 2. 20 255. 255. 255. 0
PC3 (config-if)#no shutdown
PC3 (config-if)#exit

(
(
(
(
PC3 (config) #interface fastEthernet 0/0
(
(
(
(

PC3(config-if)#

2. HESCHEE SW1 5 SW2 [ TRUNK, Jid &4l R

SW1 (config) #interface fastEthernet 1/1

(
SWl(config*if)#switchport trunk encapsulation doth‘
(
(

SW1 config—if)#switchport mode trunk
SW1 (config-if) #Hexit

| #kyE [stanley521]: EF%

TRUNK [ P B 8L

B #kvE [stanley522]: f5%E

$% 114 TRUNK 558,

SW2 (config) #interface fastEthernet 1/2
SW2(config*if)#switchport trunk encapsulation dotlg

SW2 (config-if) #switchport mode trunk
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‘ SW2 (config—if) #exit

3. P& TRUNK 1% &

SW2#show interfaces trunk

Port Mode Encapsulation Status Native vlan
‘Fa1/2 on 802. 1q trunking v
‘Port Vlans allowed on trunk

Fal/2 1-1005 |

Port Vlans allowed and active in management domain

Fal/2 1

Port Vlans in spanning tree forwarding state and not pruned
Fal/2 1

SWa#

4, FEBCE VIP MM T, o SWI al SW2 ¥ VTP PR
SW2#show vtp status
’VTP Version : 2‘

‘Configuration Revision : O‘

Maximum VLANs supported locally : 256
Number of existing VLANs : 5
’VTP Operating Mode : Server{ 77777777777777777777777777777777777

VTP Domain Name

VIP Pruning Mode : Disabled ]
VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

h\/IDB digest : OxBF 0x86 0x94 0x45 0xFC 0xDF 0xB5 0x70

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
Local updater ID is 0.0.0.0 (no valid interface found)

5. MCHE SW1 L5 Sw2 1y VTP Pl
SWi#vlan database

SW1 (vlan) #vtp domain ccan
Changing VTP domain name from NULL to ccnp

SW1 (vlan)#

SW1 (vlan) tﬁvtp server [ 777777777777777777777777777777777777777777777777
Device mode already VTP SERVER.

SW1 (vlan)#

SW1 (vlan) #vtp password ciscot

Setting device VLAN database password to cisco.
SW1 (vlan)#

| #kyE [stanley524]: 4t

Fal/2 [ F4bT TRUNK AR
. JFHIHAEH] DOTIQ 1Y
TRUNK #3133, [A]f, B Native
Vlan 4 1.

#iti¥ [stanley525]: foif
7E TRUNK ({144 5 508 ¥ VLAN
B3R,

#tvE [stanley526]: VTP [t
BURAS . VIP fIRRA 2,
I R N C SR S

#tvE [stanley527]: VTP 1)
BCEMAS, 48T VLAN [
BHEEE.

ity [stanley528]: ERIA
TR, FTA ALK VIP
[f) Server FEz .

| #ikyE [stanley529]: VTP 1

&8y,

| #itd: [stanley5301: VTP 1)

o

#itiE [stanley531]: Fit'HE
VTP )15 44 4 cenpe

| #ibyE [stanley532]: MiHE

RSN server FER .

J| #itiE [stanley533]: AT

s VIP (224, nLAZER
AR A

SW1 (vlan) J#th pruning[
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ity [stanley534]: 3/
VIP (1E B Thiig. VTP f£553)
RENS AT R TRl AN s ZE (1
wt,  ANTT8G 0 250 vl H

o

1
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‘ SW1 (vian) #

WAl LA R BCE R, BeE VTP Phil:

SW2(config)#&tp password ciscd

Setting device VLAN database password to cisco
SW2 (config) #
SW2(config)#&tp domain ccnd 77777777777777777777777777777777777777777777
Changing VTP domain name from fuckcisco to ccnp

SW2 (config) #
SW2(config)#wtp pruninﬁ 77777777777777777777777777777777777777777777777
Pruning switched on

SW2 (config) #

SW2(config)#&tp mode client
Setting device to VTP CLIENT mode.

SW2 (config) #
6. TFE SW1 BiJ& SW2 (1) VIP FRRAS(E

SW2#show vtp status
VTP Version : 2

Configuration Revision 1

Maximum VLANs supported locally : 1005

Number of existing VLANs . 10

VTP Operating Mode : Client

VTP Domain Name : cenp

VTP Pruning Mode . Enabled

VIP V2 Mode : Disabled

VIP Traps Generation : Disabled

MD5 digest : 0x71 0x62 0xOB 0xD1 OxED OxFD 0x7D 0xAC
Configuration last modified by 199.1.1.3 at 3-2-93 02:11:08

Swa#

7. 7E SW1 F1 SW2 _I-fifst VLAN:

SWlﬁvlan database{ 77777777777777777777777777777777777777777777777777
SWl(vlan)#&lan 10 name ciscq
VLAN 10 added:

Name: cisco
SW1 (vlan)#exit
APPLY completed.
Exiting. ..
SW1i#
SWitconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z
SW1 (config) #
SWi(config)#wlan 20

#tyE [stanley535]: VTP 1)

o

| #kyE [stanley536]: F55&

VTP )3

| kv [stanleyb37]: FF)

VTP fME BT ThAE

ity [stanley538]: 57E
MATAS AL VTP [ LA
e

| #itvE [stanley539]: #EA

FI| VLAN DATABASE it B 5K, o

| #ityE [stanley540]: izt

—A> VLAN HoZw 5 2 10, [R]
R ILAHRN cisco.

/| #itiE [stanley541]: 7E4s

JRRLERN, Al
54 20 [f) VLAN,

SWl(config*vlan)ﬁname microsofﬂ
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SBTELED VLAN B4Rk

microsoft,
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‘ SW1 (config-vlan)#exit

8. T SWI1 [ VLAN Pt &'

SWi#show vlan

VLAN Name Status Ports

1 default active Fal/0, Fal/2, Fal/3, Fal/4
Fal/5, Fal/6, Fal/7, Fal/8
Fal/9, Fal/10, Fal/11, Fal/12
Fal/13, Fal/14, Fal/15

10 cisco active

20  microsoft active {

1002 fddi—default active

1003 token—ring-default active
1004 fddinet-default active
1005 trnet-default active

VLAN Type SAID MTU  Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1 enet 100001 1500 - - - - - 1002 1003
10 enet 100010 1500 - - - - - 0
20 enet 100020 1500 - - - - - 0
1002 fddi 101002 1500 - - - - - 1003
1003 tr 101003 1500 1005 O - - srb 1002
1004 fdnet 101004 1500 - - 1 ibm -
1005 trnet 101005 1500 - - 1 ibm -
SW1#

o O = o= O O

9. FrFE VIP [PRA[E

SWittshow vtp status

VTP Version : 2
Configuration Revision 2
Maximum VLANs supported locally : 256

Number of existing VLANs 7

VTP Operating Mode . Server

VTP Domain Name : ccnp

VTP Pruning Mode . Disabled

VIP V2 Mode : Disabled

VTP Traps Generation . Disabled

MD5 digest 1 0xF3 0x1C 0x33 0x46 OxEA 0x14 0xBB 0x9F
Configuration last modified by 0.0.0.0 at 3-1-02 00:52:53

Local updater ID is 0.0.0.0 (no valid interface found)

SWi#
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10, £5F SW2 [ VTP (PRSI S B

SW2#show vtp status

VIP Version : 2

Configuration Revision O -~ | #it¥E [stanley545]: SW2 [f
Maximum VLANs supported locally : 256 XML VTP HIBCE A, B
Number of existing VLANs 2 7 WA 2.

VTP Operating Mode . Client

VTP Domain Name : cenp

VTP Pruning Mode : Disabled

VIP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest . 0xF3 0x1C 0x33 0x46 OxEA 0x14 0xBB 0x9F

Configuration last modified by 0.0.0.0 at 3-1-02 00:52:53

Swe#

11. & SW2 1) VLAN {5 &

SWi#show vlan

VLAN Name Status Ports

1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gi0/1, Gi0/2

10 cisco active

20 microsoft active | ] - | #iiE [stanley546]: A\ SW2
1002 fddi-default act/unsup I VTP [, B
1003 token-ring-default act/unsup 7 SERVER £ {4 i) A8 #e Al
1004 fddinet—default act/unsup SW1 f) VLAN B & 45 B .

1005 trnet—default act/unsup

12, fE SW1 A1 SW2 ¥ AH M. VLAN (8 =ML 1 £ VLAN:

SW1

SW1 config*if)#switchport access vlan 10‘ 77777777777777777777777777777777777 | #iE [stanley547]: K4
1
1

config)#interface fastEthernet 1/11

(

(
SW1 (config-if)#exit B2 A #] VLAN 10.
SW1(config)#
(
(
(

SW1(config)#interface fastEthernet 1/12

SW1 (config-if)#switchport access vlan 20

SW1(config-if)#Hexit

76 SW2 [Pt & VLAN:
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SW2 (config) #interface fastEthernet 1/11
SW2 (config-if)#switchport access vlan 20
SW2 (config-if)Hexit

13, #£ PC1 A1 PC2 J¢ PC3 LA ping fir4& MK VLAN [a] (315 -

PCl#ping 192. 168. 1. 20

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.20, timeout is 2 seconds:

Success rate is 0 percent (0/5)

PC1#

PC2#ping 192. 168. 2. 20

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.20, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 24/24/24 ms
PC2#
PC2#ping 192.168. 1. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.10, timeout is 2 seconds:

Success rate is 0 percent (0/5)

pC2#

PC3#ping 192. 168. 2. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.10, timeout is 2 seconds:
Success rate is 100 percent (5/5), round—trip min/avg/max = 1/18/32 ms
PC3#

PC3#ping 192. 168. 1. 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.10, timeout is 2 seconds:
Success rate is 0 percent (0/5)

PC3#
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14, £F Rl _LACESES T, #EMAS VLAN 2 (A1,
15, HSCHLE R1 5 SW1 2 [a) ) TRUNK ¥5%, FCEWF:

SW1(config)#interface fastEthernet 1/5

SW1 (config-if)#switchport trunk encapsulation dotlq
SW1(config-if)#
SWI(
(

SW1 (config-if) Hexit

config-if)#switchport mode trunk

R1(config)#

R1(config)#interface fastEthernet 0/0
$l(config—if)#no ip address
R1(config—if)#no shutdown L
R1 (config-if) Hexit
R1(config)#
R1(config)#interface fastEthernet 0/0.10
Rl(config—subif)#encapsulation dotlQ 1d
Rl(config*subif)#ip address 192.168. 1.1 255. 255. 255. 0
R1 (config-subif)#exit

Rl (config)#

R1(config)#interface fastEthernet 0/0.20

R1 (config-subif)#encapsulation dotlQ 20

Rl (config-subif)#ip address 192.168.2.1 255.255. 255. 0
R1 (config-subif)#exit

Rl (config)#

16 &F Rl Mk H#E:

Rl#tshow ip route
Gateway of last resort is not set
C 192. 168. 1. 0/24 is directly connected, FastEthernet0/0.10

C 192.168.2.0/24 is directly connected, FastEthernet0/0.20 \
R1#

17, £ PC1. PC2 1 PC3 ffiH ping iy 43 VLAN [H] 2% :

PCl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/232/1040 ms
PC1#
PCl#ping 192.168. 2.1

270

http://pan_baidu.com/share/home?uk=2084365290&view=share#

| #yE [stanley551]: FRE

THN, FEOAYIEE 1P
MR A, [ PR A PR T

| ity [stanley552]: Jo H

FA0/0. 10 7411,

ity [stanley553]: Ity

A H 220 VLAN

10 (B AL, IR B H 5
L2437 | 10 [ VLAN (1
Fric

ity [stanley554]: Fil &
IP I VLAN 10 FIERIA M 5 o

ity [stanleybb5]: 142
I EE M o

ity [stanley556]: IHhfk;
AL ping WERIA M G,
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/223/1012 ms
PC1#
PCl#ping 192. 168. 2. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.10, timeout is 2 seconds:

Success rate is 60 percent (3/5), round-trip min/avg/max = 12/48/92 ms
PC1#
PCl#ping 192. 168. 2. 20

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.20, timeout is 2 seconds:
Success rate is 60 percent (3/5), round-trip min/avg/max = 20/52/96 ms
PC1#

PC2#ping 192.168.1.10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 20/48/88 ms
PC2#

PC3#ping 192.168. 1. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/50/88 ms
PC3#

18 5K 5E B
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MIMIIT
cisco

CCNP Lab Manual

Lab 55. Configuring L2 & L3 EtherChannel with PAgP

SCI H -

1. FERILT Cisco FAFT 1) PAgP MIHERS 2 & UMM K C BTV
2+ HEIRE TR 5 RN PAGP FUE X

3. PAgP 24 Cisco A BEM K AP

P RN SE

Configuring L2 & L3 EtherChannel with PAgP

Fal1/0/23

Fa1/0/24

SW1 Sw2
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1. REEALH PG Cisco Catalyst 3750 AZHAL. 42 MHh M HAH WY 1 A8 #e
GINRESE
2. N T REBSLRUESEEG AT, R UK Fal/0/1 - 22 5811 # A shutdown IR

BN o

3+ fF SW1 1k SW2 A AATHALN STP 15 &

SWi#show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0014. a8e2. 9880
Cost 19
Port 25 (FastEthernet1/0/23)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys—id-ext 1)
Address 0014. a8f1. 9880
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio. Nbr Type

Fal/O/ZB Root FWD 19 128.25 P2p

Fal/0/24 Altn BLK 19 128.26  P2p L 777777777777777777777777777
SWi#

4, STP PIpSL AR AT DUIRE b 9 28 IR 4% 1 ) s o {EL2 SLATS R ANBE 78 20 TR A FH T 4R 1
BEMEAT 95 . N T MR VRBEE A 8 IR L, ] DASK i PAgP IRBERE SR A .
5. {E SW1 Fi1SW2 s F.

SW1 config)#ﬁnterface range fastEthernet 1/0/23 — 24

(
SWl(config—if—range)#%witchport‘
(
(

SW1 config*if*range)#khannel—protocol pagp‘

SW1 config—if—range)#khannel—group 1 mode desirableL

Creating a port—channel interface Port—channel 1

SW1(config—if-range)#exit
SW1 (config) #exit

273

http://pan_baidu.com/share/home?uk=2084365290&view=share#

#ityE [stanley561]: BRIk
UL, ATHHLAEH STP
TISCRE 28 H o i A g
PRI A A4 LA Ay ) 4 A7 B
fE1E.

#itiE [stanley562]: HEA
23, 24 SygH.

1 #ikE [stanley563]: TR

B /G Nt = SR o S
R NN AN

ity [stanley564]: 57E
AT

| My [stanley565]: ¥4

B 2 A F
channel-group B[V S8 &4 4%
T 1. [FIRPH2R & TAERE
BCE AT
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SW2 (config) #interface range fastEthernet 1/0/23 — 24
SW2 (config—if-range) #sw

SW1 config—if—range)#‘channel—protocol pagp ‘

(
(
SW2 (config-if-range) #switchport
(
(

SW2 config*iffrange)#‘channel—group 1 mode auto {

Creating a port—channel interface Port—channel 1

SW2 (config-if-range) fexit
SW2 (config) texit

6. 4t PAgP ff) Descirable 021,
RSB BB RPIRE
T BEHELHTH S AN E G, 10S ERE ST, 4B N gnER:

‘00:32:28: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet1/0/23, changed state

H B8 N AR o T Auto A

to down
00:32:28: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl1/0/24, changed state
to down L

00:32:37: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl1/0/23, changed state
to up
00:32:38: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl1/0/24, changed state

to up ‘

‘0:37:18: %LINK-3-UPDOWN: Interface Port—channell, changed state to up

00:37:19: %LINEPROTO-5-UPDOWN: Line protocol on Interface Port—channell, changed state to up |

8. A SWI MENHIRARER:

SWittishow interfaces fastEthernet 1/0/23 etherchannel

Port state = Up Mstr In-Bndl
k}hannel group = 1 Mode = Desirable—S1 Gechange = 0‘ 7777777777777777777
Port-channel = Pol GC = 0x00010001 Pseudo port-channel = Pol
Port index =0 Load = 0x00 LProtocol = PAgP‘ 7777777777777777
Flags: S - Device is sending Slow hello. C — Device is in Consistent state.

A — Device is in Auto mode. P - Device learns on physical port.

d - PAgP is down.
Timers: H — Hello timer is running. Q - Quit timer is running.

S — Switching timer is running. I - Interface timer is running.

Local information:L

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex

Fal/0/23 SC U6/S7 H 30s 1 128 Any 5001
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#tyE [stanley566]: f57&
AL

#tE [stanley567]: i
(WEAED) NG =i STR
[ BRI R H B

ity [stanley568]: 4k
AEOTHETNE 288
$2 115 DOWN

| #yE [stanley569]: A2 Hk

ALAE T B R L UP R

| ik [stanley570]: 415

P A AL R e,
port—channel 1 HJ£sik N UP
PR T8 BERE IR G L E AR
o

E [stanley571]: &

Y B TAER

s
o>

#tiE [stanley572]:
AEFH B

ity [stanley573]: b
R A 5 B
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Partner’s information: -] #it¥E [stanley574]: Xfii
IR IR A R
Partner Partner Partner Partner Group
Port Name Device 1D Port Age Flags Cap.
Fal/0/23 SW2 0014. aBe2.9880  Fal/0/23 20s SAC 10001

Age of the port in the current state: 00d:00h:06m:53s

SWi#

9. f# ] show etherchannel port—channel i3 &EH R EHE R

SWi#show etherchannel port-channel

Channel-group listing:

Port—channels in the group:

Port-channel: Pol

Age of the Port—channel = 00d:00h:15m:37s
Logical slot/port = 10/1 Number of ports = 2
GC = 0x00010001 HotStandBy port = null

Port state Port—channel Ag—Inuse

Protocol =  PAgP

Ports in the Port—channel:

Index Load Port EC state No of bits
0 00 Fal/0/23 Desirable-S1 0
0 00 Fal/0/24 Desirable-S1 0 - | #tEE [stanley575]: AT

REYI— Ly D512 .

Time since last port bundled: 00d:00h:10m:27s Fal/0/24

SW1#

10\ ﬁ%g‘%é%ﬁﬁ%ﬁgyl:/é\ %‘4%\:
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SWi#show etherchannel summary

Flags: D - down P - in port—channel
I — stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S — Layer2
U — in use f - failed to allocate aggregator
u - unsuitable for bundling
w — waiting to be aggregated
d - default port
Number of channel-groups in use: 1
Number of aggregators: 1

Group Port—channel Protocol Ports

4 | 4
t t t

1 Pol (SU) PAgP Fal/0/23(P) Fal/0/24(P) |

SWi#

11, A ARG B

SWi#show spanning—tree

Interface Role Sts Cost Prio. Nbr Type

Pol Root FWD 12 128.616 P2p |
SWi#
12, P& SW1 R SW2 [ VLAN 1 ¥y IP sk, Q2R & B ik 00 254 «

SW1(config)#interface vlan 1

SW1(config-if)#ip address 192.168.1.1 255. 255. 255. 0
SW1(config-if)#no shutdown

(

SW1 (config-if) Hexit

SW2 (config) #interface vlan 1

SW2 (config-if)#ip address 192.168. 1.2 255.255. 255. 0
SW2 (config-if) #no shutdown

SW2 (config-if) Hexit

13, fERL _EAEH] ping fiv%, MHAPT & AT HALIIIER

\ SWotiping 192. 168. 1. 1

276

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6

| #itvE [stanley576]:
FEET (SU) i S Y
ISR A e i T2 )=

5N
BN =

_ -~ | #¥E [stanleyb77]: UL,
A AR DRSS 3 2R A
3 O T A .




http://ccieh3c.taobao.com

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
SW2#

14, 9 T REBEINAZKE & o D U R AR, 7F SW2 EAFHY R ping W
SW1 #r4dz & % TCMP %ds fu.

SW2#ping

Protocol [ip]:

harget IP address: 192.168.1.1
Repeat count [5]: 1000000
Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 1000000, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

rrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrny

15, SRJEAE SWI _EK B A AP i) Fastethernet 1/0/24 BY Fastethernet 1/0/24
T3 1 F- 1 shutdown J&, W% SW2 ¥ ping M BHEE . SEMIL Ping £
AN Z WL T, 10 ) B R A R A AR B S SRR B R FR N AR E, (R B AR
TIURERNEILT, B T4 b IR R T AS R 78 43 1) FH e e e 9 R SE B £ 8404
Y e R

16 Z i TG & R 2 58 )2 1 PAGP (MBERK SR 4, # FoR LS ) &A1 s T anfal e
BRI PAgP IHERE SR &

17, 5EMIBR 2 BT — 2 PAGP L& .

18, 7 SW1 AT SW2 b AEdn Fic '

SW1 (config) #interface port—channel 1
SW1 config—if)#bo switchportL

(
(
SW1(config-if)#ip address 192.168.1.1 255.255. 255. 0
SW1 (config-if) #no shutdown
SW1 (config—if)#exit
SW1 (config) #
SW1(config)#
SW1(config)#interface range fastEthernet 1/0/23 — 24
(
(

SW1 (config-if-range)#no switchport

SW1 (config—if-range) #channel-protocol pagp
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H bt .
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SW1 (config-if-range) #channel-group 1 mode desirable

SW1 (config—if-range) #exit

SW1 (config)#exit

SWi#

b0212:15: %EC—5-L3DONTBNDL1: Fal/0/23 suspended: PAgP not enabled on the remote port.
00:12:16: %EC-5-L3DONTBNDL1: Fal/0/24 suspended: PAgP not enabled on the remote port.| |

SW2 (config) #interface port—channel 1

SW2 (config-if) #no switchport

SW2 (config-if)#ip address 192.168. 1.2 255. 255. 255. 0

SW2 (config-if)#no shutdown

SW2 (config-if) Hexit

SW2 (config) #

SW2 (config) #interface range fastEthernet 1/0/23 - 24

SW2 (config-if-range)#no switchport

SW2 (config—if-range) #channel-protocol pagp

SW2 (config-if-range) #channel-group 1 mode desirable

SW2 (config)#exit

Swa#

00:20:02: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl1/0/23, changed state
to up

00:20:02: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet1/0/24, changed state
to up

00:20:03: %LINK-3-UPDOWN: Interface Port-—channell, changed state to up

b0:20:04: %LINEPROTO-5-UPDOWN: Line protocol on Interface Port—channell, changed state to up |

ity [stanley581]: T
HRTXECE SW1, 1 SW2 %
ANE . LU RGERR,
TR LN AT O PAGP 2%

A
= o

17, HHBEHER G

SW2#show etherchannel summary
Flags: D - down P - in port—channel

I — stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator

unsuitable for bundling

=
|

waiting to be aggregated

=
|

d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

| #ikvE [stanley582]: H4fic

BT SW2 LG, ARG
TN EBER D2 AT UP IR

&K
Ao

t t t
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1 Pol (RU) PAgP Fal/0/23(P) Fal/0/24® | | | #tk¥E [stanley583]: RU Y
RS, R 5 AT &
Swa FER NS 2R A

18, f#iF] Ping 2l
SW2#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Sw2#

19, fFHIPIR 14 FUPBR 15 Ko i s = 2 MR AR I B . ARSI
20, SEHGSE A
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MIMIIT
cisco

CCNP Lab Manual

Lab 56. Configuring L2 & L3 EtherChannel with LACP

SEIS H I

1. BRIT Cisco FAFT [ LACP [I%E % 58 A WM IR IE 5 7 v
2. HARE T Z 5 =20 LACP Bl E X 5.

3+ LACP A A JFFRUERE S AP0

P RN SE

Configuring L2 & L3 EtherChannel with LACP

Fal1/0/23

Fa1/0/24

SW1 Sw2
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S R T K
1. KA FI A Cisco Catalyst 3750 ASHtbl. HH A I AT At
LS.

2. N T REMBARUE LIS AT, I UCK Fal/0/1 - 22 53105 2k shutdown R
3. 1T LACP ) AR5 PAgP AR AL, DRIEAS YR S296AN %1 HY LACP f L & fiv
A, BAKERGS S F 08 : Configuring L2 & L3 EtherChannel with LAC —77.
4, B SCAE SWL RN SW2 ATl LG E S 2 1 LACP (SR 2R &

SW1 (config) #interface range fastEthernet 1/0/23 — 24

SW1 (config—if-range)#channel—-protocol lacp
SW1 (config-if-range) #channel-group 1 mode active

Creating a port—channel interface Port—channel 1

SW1(config—if-range)#texit

SW2 (config)#interface range fastEthernet 1/0/23 — 24
SW2 (config-if-range) #channel-protocol lacp

SW2 (config-if-range) #channel-group 1 mode passive

(

SW2 (config-if-range) #exit
5. TTF SW1 B SW2 ¥y LACP 55 .-

SWi#tshow etherchannel summary

Flags: D — down P - in port—channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)
R - Layer3 S — Layer2
U - in use f - failed to allocate aggregator

u — unsuitable for bundling
w — waiting to be aggregated

d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port—-channel Protocol Ports

I Pol (SU) LACP Fal/0/23(P) Fal/0/24®) | | - -| #iE [stanley584]: 35—
Swi# JZ I LACP 245 o

5. EPEACHABCE VLAN 1 ) TP Hbodik, JTIRR, IF B &8 3 i)
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ping 4 2 MRS & HERK 1 254
SW1 (config)#interface vlan 1
SW1(config-if)#ip address 192.168.1.1 255. 255. 255, 0

SW1(

(

(

1
1(config—if)#no shutdown
SW1(config-if)#Hexit

SW1(config)#

SW2 (config)#interface vlan 1

SW2 (config-if)#ip address 192.168. 1.2 255. 255. 255, 0
SW2 (config-if)#no shutdown

SW2 (config—if)Hexit

Ping i85 BT
SWi#ping 192. 168. 1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

SW1#
6. MR Z AR5 — 2 LACP [P0 & 5l & i3 AC #ebl .
7. TEMEACHA LN E 25 = 2 19 LACP [BERR B4

SW1 (config) #interface port—channel 1

SW1(config-if)#no switchport

SW1(config-if)#ip address 192.168.1.1 255.255. 255. 0
SW
SW
SW1 (config) #

(
(
(
SW1(config) #interface range fastEthernet 1/0/23 - 24
(
(
(
(

1 (config-if) #no shutdown
1(config—if)#exit

SW1 (config-if-range)#no switchport

SW1 (config-if-range) #channel-protocol lacp

SW1 (config—if-range)#channel-group 1 mode active
)

SW1(config—if-range)#exit

SW2 (config) #interface port—channel 1

SW2 (config-if) #no switchport

SW2 (config-if)#ip address 192.168. 1.2 255. 255. 255. 0
SW2 (config-if)#no shutdown

SW2 (config-if) Hexit

SW2 (config) #

SW2 (config)#interface range fastEthernet 1/0/23 — 24
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SW2 (config-if-range) #no switchport
SW2 (config—if-range) #channel—-protocol lacp
SW2 (config-if-range) #
SW2 (config-if-range) #channel-group 1 mode passive
SW2 (config-if-range) fexit

(

SW2 (config) fexit

8. AARAHEMMIEME R

SW2#show etherchannel summary
Flags: D — down P - in port—channel

I - stand-alone s — suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U — in use f — failed to allocate aggregator
u — unsuitable for bundling

w — waiting to be aggregated

d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

1 ‘Pol(RU) | LACP ‘Fal/O/ZS(P) Fal/o/24® |
swa#

ity [stanley585]: R i

FAR7N 2T

HRE .

K&

B L

SWi#show etherchannel summary
Flags: D — down P - in port—channel

I - stand-alone s — suspended

H - Hot-standby (LACP only)

R - Layer3 S — Layer2

U — in use f — failed to allocate aggregator
u — unsuitable for bundling

w — waiting to be aggregated

d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports
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1 Pol (RU) LACP Fal/0/23(P) Fal/0/24(P)

SW1#

9. i ping iy 2 Mlik:

SW2#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 80 percent (4/5), round—-trip min/avg/max = 1/1/1 ms

SWa#

10\ i")ﬁ%ﬁio
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MIMIIT
cisco

CCNP Lab Manual

Lab 57. Configuring Layer 3 Redundancy with HSRP

SEIS H I

1. B HSRP (K TAE R B,

2. 32 HSRP fic & J7ik.

3. FRA# HSRP 3t 5 5 BB .

P RN SE

Configuring Layer 3 Redundancy with HSRP

10.1.1.0/24

10.1.1.1/24 10.1.1.1/24
Loophack 0 Loopback 0

Virtual Router
192.168.1.1/24
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1y ARSI ] DM = SR AL 58 1, AR T DU 28 b 245 50 1, 7040 H i e 253 1) 75
BEH R 10S FRRAR, M A S HE HSRP Bl
2. MU R1 5 R2 B A8 1 TP btk

R1(config)#interface loopback 0

R1(config-if)#ip address 10.1.1.1 255. 255.255.0

Rl (config-if)Hexit

Rl (config)#

R1 (config) #interface fastEthernet 0/0

Rl (config-if)#ip address 192.168. 1.2 255. 255. 255. 0

R1 (config-if) #no shutdown
Rl (config-if) #exit
Rl (config)#

R2 (config)#interface loopback 0

R2 (config-if)#ip address 10.1.1.1 255. 255.255.0

R2 (config-if) Hexit

R2 (config)#

R2 (config) #interface fastEthernet 0/0

R2 (config-if)#ip address 192.168. 1.3 255. 255. 255. 0
R2 (config-if)#no shutdown

R2 (config-if) Hexit

R2 (config)#

HR: £ Rl 5 R2 RECEMIRE DMk A 10. 1. 1. 1/24 FERHFERNREE
M5 RL f1 R2 B3

3. MCE K tha% PCL K SAA A P, i 1 ORI OCIRTUAR, BRI PCT ¥ Y
AR, RPEEIER HSRP PSR S0k e ) R 00190 S i i«

PC1 (config)#no ip routing

PC1(config)#

PC1 (config)#interface fastEthernet 0/0
PC1(config-if)#ip address 192.168.1.10 255. 255. 255. 0
PC1 (config-if)#no shutdown

PC
PC
PC1 (config) #ip default-gateway 192.168.1.1
PC1 (config)#exit

PC1#

4, £ PC1 _LAFH] ping iy 23 24w /& 75 7T LARIIA 10. 1. 1. 1/24 F ML

1 (config-if) Hexit
1(config)#
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PCl#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

beee L
Success rate is 0 percent (0/5)
PC1#
4. N TRE AR ORIN G ICA, RIAE R 5 R2_FC'E HSRP PR3, fC & i
T

R1(config) #interface fastEthernet 0/0
R1(config—if)#standby 1 ip 192.168.1.1 |

R2 (config) #interface fastEthernet 0/0
R2 (config-if)#standby 1 ip 192.168.1.1

5. M7E Rl PG HSRP 41)5, 10S & {5 B
‘ b0:13:27: %STANDBY-6-STATECHANGE: FastEthernet0/0 Group 1 state Standby —> Active
6. fER1 8L R2 77 HSRP 4115 .-

Rl#show standby
FastEthernet0/0 - Group 1

‘ Local state is Active, priority 100
Hellotime 3 sec, holdtime 10 sec ‘
Next hello sent in 1.348
Wirtual IP address is 192.168.1.1 configure&

Active router is local

Standby router is 192.168.1.3, priority 100 expires in 7.812
Virtual mac address is 0000. 0c07. ac01
5 state changes, last state change 00:00:10

IP redundancy name is “hsrp-Fa0/0-1" (default)
R1#

| #itvE [stanley586]: 1T

FI BT 192. 168. 1. 1 MeFEA
174, ki ik ping 1
HAr AL

1 ity [stanley5871: i

HSRP 21 1, IfH &4l 11
Rl TP ik 192. 168. 1. 1

| #kyE: [stanley588]: i

SR R1 24 ACTIVE % i 2%,
5 ARP M N Al = 2 4 AT
%o

| #itvE [stanley589]1: R1 4

B €Sy ACTIVE % s«
HALSEYH 100,

HSRP ) Hello df fu i) 3%
JEV SR LRI I 8D

HSRP () Hello ¥fistufEfs

WA ACTIVE & o 2SR
K

X o

H#yE [stanley590]: [Ef0l
% At TP ik,

R2#show standby
FastEthernet0/0 — Group 1
Local state is Standby, priority 100
Hellotime 3 sec, holdtime 10 sec
Next hello sent in 2.686
Virtual IP address is 192.168.1.1 configured
Active router is 192.168.1.2, priority 100 expires in 7. 748
Standby router is local
8 state changes, last state change 00:03:11
IP redundancy name is “hsrp-Fa0/0-1" (default)
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| Ros ‘
7. HSRP dlH A & i th 2838 21 5 — MR . AC 2 2 mms— & 16t 2% 1l
k1 ACTIVE 8% Hh#%, FH T-ma 2 /5 i) ARP i sk . i 5L7E HSRP W& 2h, 1 HAg &
AR A e A ], ISPk Bede O TP ¢ A ACTIVE % h 4%

8. {E PCl1 % )'uti, 14 ping M traceroute fy2FRIEEHE H
PCl#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 44/300/1100 ms
PC1#

PCl#traceroute 10.1.1.1

Type escape sequence to abort.

Tracing the route to 10.1.1.1

Il 192.168.1.2 68 msec 56 msec * | 7| kv [stanley592]: T
PC1# Ui R1 & ACTIVE % FH %%,
9. FEF PCL (K% U3 I ARP 247 - RIS ILI BASHIF Bk

192.168. 1. 2, B R1 75,
PCl#show arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168. 1. 10 - ca02.0be4. 0000 ARPA  FastEthernet0/0

‘Internet 192.168. 1. 1 12 0000.0c07. acOl ARPA FastEthernetO/O{ 7777777777 - | #iE [stanley593]: 4

PC1# NEAL A SCIK) TP Hudik o
10+ {1¥ € ping fr-2 17 10. L 1. 1 KRR HH AL, [FINKE RL [ Fa0/0 $11,

AR MAC Mk S

FTEN down fR7&, W% HSRP H)TUAR: 0000. 0c % Cisco | Hif#it

R1(config) #interface fastEthernet 0/0 Oc. ac A4 HSRP 4 #RiH

R1 (config—if)#shutdown 01 & HSRP 415

‘00:39:48: %STANDBY—-6-STATECHANGE : FastEthernet0/0 Group 1 state Active —> Init| | _ | $it¥k [stanley594]: 4%

&% PC1 L4 JE ping: R1 B 45 DOWN IRZS R,
PCl#ping JCHSRP 27 BIBEA 2]
Protocol [ip]: Init RA. HFHZEK Active
Target IP address: 10.1.1.1 K.

Repeat count [5]: 1000000 -~ | #tiE [stanley595]: %Ki
Datagram size [100]: L EA Ik TX

Timeout in seconds [2]:
Extended commands [n]:

Sweep range of sizes [n]:
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Type escape sequence to abort.

Sending 1000000, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
R R R RN R RN RN R RN R R R R RN R R R R NN R R R R RN R R R R R RN R RN R RN R RN E

Success rate is 99 percent (456/461), round-trip min/avg/max = 16/72/560 ms
PC1#

M ETHAE B AT UG, BT R 1) Fa0/0 #5 H ik, 23 PC1 JEk 24 10. 1. 1. 0/24
IRE% . Fi5k, BT R1 B Fa0/0 #210HR, R2 ¥ IGIENCE] Active % FHA% A%
() Hello %#iifu, Ak, 7E R2 ERIAAY HSRP AULRFRI 1H) 10 FLERIN 5, R2 £537R)
¥ A ORI Active B b, @I W N 145 B nT LA S 16

‘ 00:39:56: %STANDBY-6-STATECHANGE: FastEthernet0/0 Group 1 state Standby —> Active ‘

114 MR, FRIRAE PC1 _EAF ] ping F1 traceroute fy- 2 A R H AR EALATIA

PCl>ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/57/108 ms
PC1>

PC1>traceroute 10.1.1.1

Type escape sequence to abort.

Tracing the route to 10.1.1.1

1 192.168. 1.3 32 msec 28 msec * |
PC1>

12, WL E F2PER, HSRP RJ LA R H PR R X ST A4S, PR 48 A2 o
134 ¥ R1 K HHSLH Fa0/0 $: 118 K UP IRAS:

R1 (config)#interface fastEthernet 0/0

R1(config-if)#no shutdown
Rl (config-if)#exit
R1(config)#

14, E55Rs— BTl A, FHFE RT B R2 % 4% &5 HSRP 24115 2.

Rl#show standby
FastEthernet0/0 — Group 1

Local state is Standby, priority IOOL

Hellotime 3 sec, holdtime 10 sec
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Next hello sent in 0. 450

Virtual IP address is 192.168.1.1 configured

%ctive router is 192.168. 1.3, priority 100 expires in 9.672 |
Standby router is local

7 state changes, last state change 00:00:34

IP redundancy name is “hsrp-Fa0/0-1" (default)

R1#

15 WIR RL #1850 — B PERERAF (M 4%, 10 R2 AL 2y i i 2%, ALt m)
AESEA B2 R1 B b eI, BN 50 ARP (R AT = JZ i iS5 . O 758
RX-ThE, 2N RT B d s RO E AL AL UNTT IR HSRP 93 5 DO g :

R1 (config)#interface fastEthernet 0/0
Rl(config*if)#&tandby 1 priority ZOd
Rl(config—if)#&tandby 1 preempt L
Rl (config-if)#exit

Rl (config)#

16 BLINSVER S| R1 B H8% Rgra gy i Mo (s B

_ - | #tyE [stanley598]: Fiih

Active %l 115 B o

| #E [stanley599]: & E

R1 2% FH %211 HSRP FRIALSE 2R
4:200.

ity [stanley600]: Jid HH
EiDAL

R1#
b0255:55: %STANDBY-6-STATECHANGE: FastEthernet0/0 Group 1 state Standby —> Active
R1#

17. 1F R2 L% HSRP 4115 &

R2#show standby
FastEthernet0/0 - Group 1

Local state is Standby, briority IOOL 777777777777777777777777777777777777
Hellotime 3 sec, holdtime 10 sec

Next hello sent in 2.722

Virtual IP address is 192.168.1.1 configured

Standby router is local

11 state changes, last state change 00:03:53

IP redundancy name is “hsrp-Fa0/0-1" (default)

R2#
1S, HSRP F& T B4R TATHEBASEMITT A, [RIRHE AT LU EATREB AT IAN, 2)
AT Active ff, BIRMSTE k. T4 TRCE HSRP (03 1 BRE:

IhE:
R1 (config) #interface fastEthernet 0/0
R1(config-if)#standby 1 priority 200

Rl (config-if) #standby 1 preempt
Rl(config*if)#&tandby 1 track loopback 0 150

Rl (config-if) Hexit
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| #kyE [stanley601]: RI B

27 R3S Acitve IR,

#: [stanley602]: 47i
% PR 1L e

ik [stanley603]: Acitv
e M AR

#tvE [stanley604]: AlHE
HSRP of b A7 i St B
B, A R ) A 1 IR
[/ D v
fIK 150, DA T~ He K p 4% AT
PIFE A7 Acitve, fRUEMIZ5ER
JE o
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R1(config)# ‘

R2 (config) #interface fastEthernet 0/0
R2(configfif)#&tandby 1 preempt\
R2 (config-if) #

19. 7E R1 _E#43L Toopback 0 %1, F1E K down IRZE, RIEME RGN G
/E\:

Rl#hebug standby events{ 7777777777777777777777777777777777777777777777
HSRP Events debugging is on

R1#

Rl#conf t

Enter configuration commands, one per line. End with CNTL/Z
R1(config)#

R1 (config)#interface loopback 0

R1 (config-if)#shutdown

Rl (config-if)#

Rl (config-if) #

01:09:58: SB: Fa0/0 brp 1 Tracked interface Loopback0 Dowd
01:09:58: SB: Fa0/0 Grp 1 Priority 200/200 —> 50/200
01:09:58: SBI:
01:09:58: SB1:
01:09:58: SB:
01:09:58: SB:
01:09:58: SB:

Fa0/0 Active: j/Coup rcvd from higher pri router (100/192.168.1.3)

Fa0/0 Active router is 192.168.1.3, was local

Fa0/0 Remove active hash 192.168.1.2 (vIP 192.168.1.1)

Fa0/0 Remove passive hash 192.168.1.3 (frc 0)

Fa0/0 Add active hash 192.168.1.3 (vIP 192.168.1.1)

01:09:58: SB1: Fa0/0 Standby router is unknown, was 192.168. 1.3

01:09:58: SB1: Fa0/0 Mctive => Speaﬂ 77777777777777777777777777777777777777
01:09:58: %STANDBY-6-STATECHANGE: FastEthernet0/0 Group 1 state Active —> Speak

01:09:58: SB1: Fa0/0 Redundancy “hsrp-Fa0/0-1" state Active —> Speak

01:09:58: SB: Fa0/0 Redirect adv start

01:09:58: %LINK-5—CHANGED: Interface Loopback0O, changed state to administratively down
01:10:08: SB1:
01:10:08: SB1:
01:10:08: SB1:
01:10:08: SB1:

Fa0/0 Speak: d/Standby timer expired (unknown)

Fa0/0 Standby router is local

Fa0/0 Speak —> Standby

Fa0/0 Redundancy “hsrp-Fa0/0-1” state Speak —> Standby

20. @A R1 5 R2 % 4% HSRP 4115 5.

Rl#show standby
FastEthernet0/0 — Group 1
Local state is Standby, priority 50 (confgd 200), may preempt
Hellotime 3 sec, holdtime 10 sec
Next hello sent in 2.668

Virtual IP address is 192.168.1.1 configured

291

http://pan_baidu.com/share/home?uk=2084365290&view=share#

o

.

|

.

#itiE [stanley605]:
IR .

#tyE [stanley606]: fi3fH

Xt HSRP (35

#k [stanley607]: HSRP
S PRI B B i IR

#tyE [stanley608]: #724
TP SE K FAR 150,

#tyE [stanley609]: R1 %
83k Speack JIRZ .
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Active router is 192.168.1.3, priority 100 expires in 8.252
Standby router is local
13 state changes, last state change 00:01:19
IP redundancy name is “hsrp-Fa0/0-1" (default)
Priority tracking 1 interface, 0 up:
Interface Decrement State
Loopback0 150 Down (administratively down)
R1#

R2#show standby
FastEthernet0/0 - Group 1
Local state is Active, priority 100, may preempt
Hellotime 3 sec, holdtime 10 sec
Next hello sent in 0.808
Virtual IP address is 192.168.1.1 configured
Active router is local
Standby router is 192.168.1.2, priority 50 expires in 9. 128
Virtual mac address is 0000.0c07. ac01
15 state changes, last state change 00:00:57
IP redundancy name is “hsrp-Fa0/0-1" (default)
Priority tracking 1 interface, 1 up:
Interface Decrement State

Loopback0 10 Up

21, SEHRIE
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MIMIIT
cisco

CCNP Lab Manual

Lab 58. Configuring Layer 3 Redundancy with VRRP

SEI0 H K-
1. B4R 2 OTLAR ML) VRRP B

PR RN SR

Configuring Layer 3 Redundancy with VRRP

10.1.1.0/24

10.1.1.1/24
Loophack 0

Virtual Router

Group1:192.168.1.1 Group2:192.168.1.2

R1

Fa0/0
192.168.1.1/24

PC1 PC2
192.168.1.10/24 192.168.1.20/24

gate:192.168.1.1 = < gate:192.168.1.2
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KR PR EK:

Lo AR n] DU ] = JRAZ LSS B, e w] LA P 68 oy % 56 18, A A0 i ey 25 1 75

T 10S FIRRCAS, A 2 FF HSRP B o
2. BCE PCL 5 PC2 B Hu#s, W HBIR TN, FCEWT:

PC1(config)#no ip routing

PC1 (config) #

PC1(config)#interface fastEthernet 0/0

PC1 (config-if)#ip address 192.168.1.10 255. 255. 255. 0
PC1 (config-if)#no cdp enable

PC1 (config-if)#no shutdown

PC
PC
PC1 (config)#ip default-gateway 192.168.1. 1
PC1(config)#exit

PC1#

1(config-if) Hexit
1(config)#

(
(

PC2 (config)#no ip routing

PC2 (config) #

PC2 (config) #interface fastEthernet 0/0
PC2(config-if)#ip address 192.168.1.20 255. 255. 255. 0
PC2 (config-if)#no cdp enable

PC2 (config-if) #no shutdown

PC2 (config-if) Hexit

PC2 (config) #

PC2 (config)#ip default-gateway 192.168.1.2
PC2 (config) #exit

pC2#

(
(
(
(
(
(
(
(
(
(

3. ZELE PCL F1 PC2 FA# ] ping Al traceroute fir4, A% & 75 1] 14

PCl#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 48/60/72 ms
PC1#

PCl#traceroute 10.1.1.1

Type escape sequence to abort.

Tracing the route to 10.1.1.1
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-~ | #tiE [stanley610]: PCL [f)

RN 5 7] 192. 168. 1. 1o

| #tiE [stanley611]: PC2 [f)

ERINM AR ) 192. 168. 1. 2.
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1 192.168. 1.1 12 msec * 96 msec|

PC1#

| #kyE [stanley612]: PC1 %)

L HARRSE, R
192.168. 1. 1.

PC2#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 72/293/1084 ms
pPC2#

PC2#traceroute 10.1.1.1

Type escape sequence to abort.

Tracing the route to 10.1.1.1

Il 192.168.1.2 120 msec * 72 msec

pC2#

4. % R1 B EHARI FAO/0 #5110, &K down ARFS:

| #itiE [stanley613]: PC2 %I

i EARFSE, HF B
192.168. 1. 2.

R1(config)#interface fastEthernet 0/0
R1 (config-if) #shutdown
Rl (config-if)#

5. FFIRAE RL FIR2 _F{#F M ping Fl traceroute #y-2 i :

Cl#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

PC1#

PCl#traceroute 10.1.1.1

Type escape sequence to abort.

Tracing the route to 10.1.1.1

PC2#ping 10.1.1.1

| #itvE [stanley614]: H1 7T

PCL A/ R1 4 3L T —Bk,
FTLARL (s, HESE
PCL JCik30E H AR .
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 72/128/160 ms
pPC2#

PC2#tr

PC2#traceroute 10.1.1.1

Type escape sequence to abort.

Tracing the route to 10.1.1.1

h 192.168. 1.2 112 msec * 96 msed
PC2#

6. HARH WG 2 AT LLBIA HARMIZ, (HEBRIAE R, IR 7820 R
TUA A, DRI M By AR Y, DA SRS 51 BB T e vi 1) P 4%
T A THAYGX—0) 8, 7 R1 I R2 _EJCE VRRP WpiX, BCEW T

R1(config) #interface fastEthernet 0/0
kl(config—if)#vrrp 1 ip 192.168.1.1
R1 (config-if)#vrrp 1 priority 200

Rl (config-if)#vrrp 1 preempt L
Rl (config-if)#

Rl (config-if)#vrrp 2 ip 192.168.1.2
Rl (config-if)#vrrp 2 priority 100
R1(config—if)#vrrp 2 preempt L
Rl (config-if) Hexit

R1(config)#

R2 (config) #interface fastEthernet 0/0
R2 (config-if)#vrrp 1 ip 192.168.1.1
R2(config*if)#ﬁrrp 1 priority 10@
R2 (config-if) #vrrp 1 preempt

R2 (config-if)#

R2 (config-if)#vrrp 2 ip 192.168. 1.2
R2(config*if)#brrp 2 priority 200
R2 (config-if) #vrrp 2 preempt

R2 (config—if)Hexit
R2(config)#exit

R2#

8. ML AA M & % th s i) VRRP 410 EME L, WA R i e 2 5 47

Rl#show vrrp
FastEthernet0/0 — Group 1
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#tyE [stanley615]: T
PC2 (IR NG ANIE R1
%, Rk RL B e, R
2350 PC2 F1 L.

fityE [stanley616]: AiE
VRRP 20 1, H il
192. 168. 1. 1, If Hif e HAR
SEG 200 [F] S 4
‘ﬁo

- ity [stanley617]: [f]f;

S R1 M & VRRP 41 2, H k4
IP Hidik Ay 192.168. 1.2, b
Sk 100, JFJR R

| #itvE [stanley618]: 1T

R2 )% 1 45 1) VRRP 41 1 41t
S64% 4 100, R, R1 £k
VRRP 2H 1 ) MASTER % i1 2.

| #ityE [stanley619]: T

R2 ] VRRP £H 2 $1145 %% e ARG
564 200, Kk R2 £k
VRRP 4 2 f) MASTER i i1 25.
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State is Master | -~ | #it¥E [stanley620]: MASTE
Virtual IP address is 192.168.1.1 R % tH 25 £ 5T 2H IR i

Virtual MAC address is 0000. 5e00. 0101

Advertisement interval is 1.000 sec

Preemption enabled

Priority is 255 (cfgd 200)

Master Router is 192.168.1.1 (local), priority is 255
Master Advertisement interval is 1.000 sec

Master Down interval is 3.003 sec

FastEthernet0/0 - Group 2
State is Backup
Virtual IP address is 192.168. 1.2
Virtual MAC address is 0000. 5¢00. 0102
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 100
Master Router is 192.168. 1.2, priority is 255
Master Advertisement interval is 1.000 sec

Master Down interval is 3.609 sec (expires in 3. 349 sec)

R1#

R2#show vrrp

FastEthernet0/0 - Group 1
State is Backup
Virtual IP address is 192.168.1.1
Virtual MAC address is 0000. 5e00. 0101
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 100
Master Router is 192.168.1.1, priority is 255
Master Advertisement interval is 1.000 sec

Master Down interval is 3.609 sec (expires in 2.773 sec)

FastEthernet0/0 - Group 2

\State is Master L 77777777777777777777777777777777777777777777777777 | #iE [stanley621]: R2
Virtual IP address is 192.168.1.2 A TT A 2 I .

Virtual MAC address is 0000. 5¢00. 0102

Advertisement interval is 1.000 sec

Preemption enabled

Priority is 255 (cfgd 200)

Master Router is 192.168.1.2 (local), priority is 255
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Master Advertisement interval is 1.000 sec

Master Down interval is 3.003 sec

R2#
9. FRKIE R B HHAR 10 Fa0/0 B2 115 Jy DOWN RAS, W& B a2 LW~ 15
/%\:

Rl (config)#interface fastEthernet 0/0

R1 (config—if)#shutdown

Rl (config-if) #

‘*Jul 8 21:49:59. 131: %VRRP-6-STATECHANGE: Fa0/0 Grp 1 state Master —> Init
*Jul 8 21:49:59. 135: %VRRP—-6-STATECHANGE: Fa0/0 Grp 2 state Backup —> Init

R2#
%Jul 8 21:50:03. 191: %VRRP-6-STATECHANGE: Fa0/0 Grp 1 state Backup —> Mastert
R2#

10, FFIRAE R1 A1 R2 FAEH] ping A traceroute fiffiil:
PCl#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 48/78/96 ms
PC1#

PCl#traceroute 10.1.1.1

Type escape sequence to abort.

Tracing the route to 10.1.1.1

1 192.168. 1.2 92 msec * 120 msec
PC1#

PC2#ping 10.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 72/172/452 ms
PC2#

PC2#traceroute 10.1.1.1

Type escape sequence to abort.
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1 fityE [stanley622]1: R1 %
SN Init IRFS, FHE
2 MASTER & 14 -

| #yE [stanley623]: R2 B%
HH 85 ) FAO/0 2 kN
VASTER IRZS, %M, Bhi R2
% A 2RI R 2%
R O LI R1 B b 2sr04e
L IR B A

_ | #tyE [stanley624]: 143
I510. 1. 1. 1 HARMZS R —Bk
CVARARTE ) R2 % A% o
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Tracing the route to 10.1.1.1

1 192.168.1.2 132 msec * 168 msec
pPC2#

11 T FAEMZ b S T PSSR VRRP 28, B L KR ERfi R T M40 4.
RIS 2 1 ST AU %% VRRP 1 AR IR, A 307E R1 A R2 6 ey s AT T R 1) PING
iy A FESE ] BRI 208 1% B0 60, o [ I ZE R R R2 24 b 281 40 iy A 1EAT I,
HARAFEA1 -

debug vrrp events

debug vrrp packets

S A

12, %’M?’DEEO
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nimimr
CISCO

CCNP Lab Manual

Implementing Secure Converged Wide Area

Networks
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MIMIIT
cisco

CCNP Lab Manual
Lab 59. Configuring the CPE as the PPPoE Client

S H -
1. 242 PPPoE )% i i . 5 7%

PR RN SR

Configuring the CPE as the PPPoE Client

Cisco Router Aggregation
Router

FA1R

202.1.02.48.140}' 24
64.25.126.23/24
- Internet
PC2 " e~
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KR PR EK:

1. T ASSZEG 75 AL ADSL 1Y ISP (S & o 110 ISP i (R C B AN T 5L NP

AR DRI, ASKE AN ZE R IC AN ] B AR
2+ A R4 B AR AL E

R4 (config) #‘interface loopback 0{
R4 (config-if)#ip address 202.102.48. 140 255. 255. 255. 0

R4 (config-if) #ip address 64.35.136.33 255. 255. 255. 0 secondary

R4 (config-if)#exit

R4 (config)#

Rﬁ(config)#interface fastEthernet 0/0
R4 (config-if) #pppoe enable ‘
R4 (config—if)#no shutdown

R4 (config-if)#exit

R4 (config)#

R4(config)#ﬁp dhcp pool ciscd
R4 (dhcp-config) #hetwork 211.95.36.0 /24
R4(dhcp*config)#hns—server 211.95.36.1L
R4 (dhcp-config) #exit

R4 (config)#

R4 (config)#ip dhep excluded-address 211.95. 36. 1
R4 (config)#

R{(config)#interface virtual-template 1

R4 (config-if) #encapsulation ppp

R4 (config—if) #ppp authentication chap

R4 (config-if) #peer default ip address dhcp—pool cisco
R4 (config-if)#ip address 211.95.36.1 255. 255. 255. 0

R4 (config—if)#no shutdown

R4 (config-if)#exit |
R4 (config)#
&4(config)#vpdn enable

R4 (config) #vpdn—group 1

R4 (config-vpdn)#accept—-dialin

R4 (config-vpdn—acc—in) #protocol pppoe

R4 (config-vpdn—acc—in) #virtual-template 1

R4 (config-vpdn—acc—in) #exit

R4 (config-vpdn) #exit

R4 (config)#

R4 (config) #ﬁlsername adsl password cisco‘

R4 (config)#

3. i R B EHAECE . BT Dynamips H R R ATM 4 1A H: PPPOE,

PTUURERE R1 A DOMr o, RSt ds R4, i R4 A9 LUK FORALEE PPPOE
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| #itvE [stanley625]: Mt &

[FI3R O F 454 Internet
%,

#kvE [stanley626]: i E
£a0/0 )% 15 A pppoe
Wo

| #ikE [stanley627]: Br#E

DHCP fIR45-#5, Il h

ciscoo

#kyE [stanley628]: f5&
DHCP (1)t »

| #ikyE [stanley629]: 4%

J e AR DNS Huhik .

#tyE [stanley630]: [
211. 95. 36. 1 Huhik 4 sy Fid 4
FEFRAR , DR FE L A 75 22
HiBR 1zl o

fitiE [stanley631]: MC'E
SESUARERR ] - SEHtxs 125 7
Ui 1) 5 3 BRI o

L. &3 J PPP T8

2. JEFE chap NIE 7.

3. h B A TP Hohlk, Jf
LA HAE W DHCP 3
Hkt.

4. WE FEAURBIRR ) TP Mtk

#vE [stanley632]: B/
VPDN,

JFNCE VPDN FI4H 1, FeHhi
52 i o I HRH
PPPOE [¥I /M3 [ A FH 40
B 1 IS 505 % 7 b e

#tvE [stanley633]: Ml E
A 4 RS T R
DSR4 1 i 5 55
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BARwl, R RL MR E

Rl(config)#bc ip routing L
Rl (config)#

R1(config) #interface fastEthernet 0/0
Rl(config*if)#bridge—group 1‘
R1(config-if)#no shutdown

Rl (config-if)#exit
R1(config)#
R1(config)#interface atM 1/0
Rl(config—if)#ﬁridge—group ﬂ
R1 (config-if)#pve 1/100

Rl (config-if-atm-vc)#encapsulation aal5snap
R1 (config-if-atm-vc)#exit |
Rl (config-if)#no shutdown
R1 (config-if) Hexit

Rl (config)#
Rl(config)#ﬁridge 1 protocol ieee L
Rl (config) #texit

R1#

| #itvE [stanley634]: H1 T

7 R R B AR BCE AL 2 )2
MM BER, D O i
HI DI fE -

- #yE [stanley635]: %

fa0/0 #: 0 I ANBIRFEA 1.

| #itiE [stanley636]: ¥

ATML/0 2 U In N B4 1o

#yE [stanley637]: K ATM
) PVC HREADL iR I P L

#tyE [stanley638]: Kl
WA 18 84, 2k TEEE brife.

4, MCEIRIMTE CPE #5545 R2 B4 Hhae.

R2(config)#bo ip routing L
R2 (config)#

R2 (config) #interface fastEthernet 0/0

R2 (config—if) #bridge—group 1

R2 (config-if)#no shutdown

R2 (config-if) Hexit

R2 (config)#

R2 (config) #interface atM 1/0

R2 (config—if)#bridge—group 1

R2 (config-if) #pve 2/200

R2 (config-if-atm-vc)#encapsulation aal5snap
R2 (config-if-atm-vc)Hexit

R2 (config-if) #no shutdown

R2 (config-if) #exit

R2 (config) #

R2 (config)#bridge 1 protocol ieee

R2 (config)#exit

R2#

#ity: [stanley639]: CPE 7E
BB A 0 2 A FH 2 4 2
B PPPOE Hudfs Ui 2R &
PRHIA . B TEHE =R
HZHE -

5. 7ER2 5 R1 B4 i 22 R ATM 3210, #fiA ATM 1] BLIE 3 TAE:

R2#ping atm interface atM 1/0 2 200

Type escape sequence to abort.
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Sending 5, 53-byte end-to—end OAM echoes, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/92/240 ms
R2#

Rltiping atm interface aTM 1/0 1 100

Type escape sequence to abort.

Sending 5, 53-byte end-to—end OAM echoes, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 44/100/252 ms
R1#

6 5k LIl ISP Sl a5, WRTBAZE PC2 BHL EdEATINA T, Suibi pC2

A R 2% BAT— T ML, PC2 [IHME R %M Windows XP,

7. 16 PC2 LT AW IER. fER T, UL RPN HETR
WEEERNS

RBEHFREREAS

g 2 A R

« JE3EF| Internete
« EETIEHFEE , PlhoEsh s .

» WE—TFREH B AP,

Bdpa, BRE T8 .

FZfwmo [ =& |

8. MEH “IEH:F| Internet” , W FEIFIR:
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HREEMS
RSN
AR A7

JEEFEEIJ Internet s E#fﬁﬁt_fuﬂi W Web EFENEHTEME.

O EERAFEMHT ERAMASE )
%ﬁ?&—*’l\ﬁﬂkﬂéﬁ (EREESE vEN) » EHIERAT LR R B EE EH
20 S

ORERERNBHZFE 5)
EER - AR R R PSS » A E — T RRR0.

OB SEEE ®)

B0, SO RO ERERAIE EITE , SREHTEELE
ITHTEE S EiER.

I fw|fZ2wm) [ ®E |

9. MFE “ TRV ELRMIER” , Sdi N2, WNEPR:

HHEEER S
HEH
A SHEERE TR Internet .

IEREHEES| Internet?

(:) M Internet BFHREE (ISPIRAIEEE (L)

Ok =
i , SRR ISP RS SR S, HT
WS , (A ERIE 26D,

O EREMN ISP £3I8 oo ()

EseFfto) [ BE |

10, JEFE “FIZER T BAVERD K W ADEBARER” , sl 25, WEPR:

305

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

wEEERS
Internet PEE
(I EFOERES Internet?

O AES HAFESER 0)
IEFPRERIRE R TR R AR RS T BB e Eatml TSIW eHiEeE.
OHERH P A HERHER SRR R ()

iZa— B 5L 2 EnERF RS EEERE. £ ISP o gl
IEIRIRAT PPPoE.

O A—HELMEREREER 1)
IEA—-EH 1L, EETERIFREE Ly EEREEEE. EeAEE
B, FHAREEER.

I fw|fZ2wm) [ ®E |

11, HE ISP 48K, MAMNTUAEEIES, W EPR:

HHEEER S
EESA
RIE Internet EERRE SR 40

IE T ImfES A T80 ISP Bh:EF.
ISP BF5 (A)

HF ADSL

SRR bR B8 A TE A T R A AR F

EseFfto) [ BE |

12, BEH Y ) PPPoE MK FHE 5, 41 R &l s
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wEEERS
Internet PSR
AR SMENEEEFTIIEA Internet hH.

fi A —- ISP H PSS NEERD %F%Tf%ﬁ"{{sciﬁﬁtﬂﬁ CINRIEEIE TINF
BUMF SR . (FHIEAT IS B

FPE adsl
I ) ——
TRLAZERE () r——

[ETAPMZ S ITEHIEESR] Internet BT SFE (3)

[ IDETE ARSI Internet 3 M)

I fw|fZ2wm) [ ®E |

13, SERHT EIERERCE -
FREEWS

E EE SRR T AEERE SR

]'P A]]SL

=
. ‘?JktL‘I'HMJ:EEIEFFﬁFHF
. ﬁﬁ”kﬁﬁﬁ*ﬁﬂgﬁﬁﬁ,‘:‘%’ﬂﬁ‘ﬁ%

MRS TR A, PSSR Ik,

(R b —T Sl R a =, G5

BAERIEEH AT . BF T .

(Esw) =% | [ =& |

14, Xt e i) ADSL f¥) PPPoE iz, #HATHR 5K, W N EFR:
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FAREW: |
D (B |f§fpﬁ?é¥#‘£{r§&3}- W E] \

HTEAFRTREFEHEM )

®RARE®
O i R EHEA ()
[ Ego || BE || Bro || #BHo |

15, stk s W ~E R, FRHACE L), XP 1) PPPoE % i n] LA IE A 1)
A F) ADSL ) R 2

IEftiEEs NP ADSL. ..

EFERIES LR EAL.
%

16, A XP & P um ) 1P BB AR & -

C:\>ipconfig /all
PPP adapter NP ADSL:
Connection—specific DNS Suffix
Description . . . . . . . . . . . : WAN (PPP/SLIP) Interface
Physical Address. . . . . . . . . : 00-53-45-00-00-00
Dhcp Enabled. . . . . . . . . .. : No
‘IP Address. . . . . . . . . . .. : 211.95.36.4 -~ | #it¥E [stanley640]: MK
Subnet Mask . . . . . . . .. .. : 255. 255. 255. 255 /‘T%E§EE%§3£?%EG IP Hbhik,
Default Gateway . . . . . . . . . : 211.95.36.4
DNS Servers . . . . . . . . . .. ;21195361 - | #iE [stanley64ll: K
NetBIOS over Tepip. . . . . . . . : Disabled W i i As 73 T A DNS Mk
C:\>

17, fEH XP EHUEH ping iy 2L T LLEFEE] Internet M4%:

‘ C:\>ping 64. 35.136. 33 ‘
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Pinging 64.35.136. 33 with 32 bytes of data:

Reply from 64.35.136.33: bytes=32 time=148ms TTL=255
Reply from 64.35.136.33: bytes=32 time=1bms TTL=255
Reply from 64.35.136.33: bytes=32 time=31ms TTL=255
Reply from 64.35.136.33: bytes=32 time=265ms TTL=255

Ping statistics for 64. 35.136.33:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 15ms, Maximum = 26bms, Average = 72ms

C:\ >
18, LIHIFFL & A AE XP FFREE b 52 i, H BRI, we At A XP (1) PPPoE
B RAE, PR AR T S R E BT . R4S H T R3 B H AR
PPPOE % /7 5ifi L S AH O ) NAT 55 DHCP [ HiC '

19. 7F R3 L& DHCP T [0 %5 ) s 43 e 1P,
R3(config)#

R3 (config)#ip dhcp pool local net
R3 (dhcp—config) inetwork 192.168.1.0 /24
R3 (dhcp—config) #defaul t-router 192. 168. 1.1

R3(dhcp-config) #import a1l - -7| #iE [stanley642]: S A
R3 (dhcp—config) #exit R3 2% %% A 2% DHCP 3k15
R3 (config) # ) IP FCE . Bhlnthhb 24 A
R3(config)#interface fastEthernet 1/0 G I B 3R 191 DNS iR 25 2%
R3(config-if)#ip address 192.168.1.1 255. 255. 255. 0 Y BCLE [ A B DHCP

R3 (config-if)#no shutdown Client.

R3 (config-if)#exit

20 7ER5 EPCE R N0 BRI 1P J7 =
R5 (config) #interface fastEthernet 1/0
R5(config-if) #ip address dhcp
R5 (config—if) #no shutdown
R5 (config—if) #exit

R5 (config) #exit
21 BCESERS Ja, ME)TZI, SfFEIR 108 #7s:
R5#
%Jul 7 18:53:50. 639: %DHCP-6-ADDRESS ASSIGN: Interface FastEthernetl/0 assigned DHCP address
192.168. 1.2, mask 255.255.255.0, hostname R | _ - | Bk [stanley6ds]: fiil
T2 M DHCP R 55 4% 3k 45 1P
AL .
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‘ R5#

22, Y& RS B ey IP {5 &

R5#show ip interface brief

Interface IP-Address 0K? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet1/0 192.168.1.2  YES DHCP up up ]
R5#

23+ M H PING 7y 23 Y 255 1% 2«

-~ | #it¥E [stanley644]: H3Z)

FREX IP Hbhik.

R5#ping 192.168. 1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round—trip min/avg/max = 12/28/56 ms

R5#

24, WCE R3 B4 414 PPPoE & ik, HAKWCE W .

R3 (config) #interface fastEthernet 0/0

R3 (config-if)#pppoe enable
R3(config—if)#bppoe—client dial-pool-number IL 7777777777777777777777777777777
R3 (config—if)#no shutdown

R3 (config-if) Hexit

R3 (config)#

R3 (config) #vpdn enable

R3 (config)#

R3 (config) #vpdn—group 1
R3(config—vpdn)#ﬁequest—dialinL 77777777777777777777777777777777777777777
R3 (config-vpdn-req—in) #protocol pppoe

R3 (config-vpdn-req-in) #exit

R3 (config-vpdn) Hexit

R3(config)#bialer—list 1 protocol ip permit
R3 (config-if)#

$3(config)#interface dialer ﬂ

R3 (config-if) #

$3(config*if)#encapsulation pPpPp

R3 (config—if) #ppp chap hostname adsl

R3 (config-if)#ppp chap password cisco ‘ 777777777777777777777777777777777777
R3(config*if)#ﬁp address negotiated| ]
R3(config-if)#dialer pool 1

R3(Config*if)#hialer—group ﬂ
R3(config-if)#ip mtu 1496
R3 (config-if)#exit

it [stanley645]: ¥4
fa0/0 #: 0 I AN ZEI3E 5 1,

| #itiE [stanley646]: fcE

PPPOE %5 /7 i M i SR 4R 5 o

#itiE [stanley647]: MiHE

"@%@ﬁﬁm,u@%ME

5.

" | #ty: [stanley648]: oA

HTHE 1o

#itiE [stanley649]: FtHE

A itk B R

sx #yE [stanley650]: FilHE

IP kA B s 7 =Ko

#itiE [stanley651]: A
FHR 5 1,

| #kyE: [stanley652]1: 5|

Yoo i, Tk S .

R3 (config)#
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#itiE [stanley653]: Mt
F2 LI MTU, (K2 PPPOE 445
i 25E 8 AN A5 ARk

TC P b oy & 2 B Rk G e AR
ANELPINTESECLs i
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25, JitE R3 ¥ A5 PAT:

R3 (config) #interface fastEthernet 1/0
R3 (config-if)#ip nat inside

R3 (config-if)#exit

R3 (config) #

R3 (config) #interface dialer 1

R3 (config-if) #ip nat outside

R3 (config-if)Hexit

R3 (config)#

R3 (config) #access—1list 1 permit any
R3 (config)#

R3(config)#ip nat inside source list 1 interface dialer 1 overload
R3(config)#

R3(config)#ip route 0.0.0.0 0.0.0.0 dialer 1|

26, £ RS LMK, 27 A LLPING il Internet WZ&[F) IP:

R5#ping 202. 102. 48. 140

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48. 140, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 64/96/128 ms
R5%

R5#ping 64. 35. 136. 33

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 64.35.136.33, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/112/148 ms

#itiE [stanley654]: Fit'HE
BRIANFRAS R, R BRI
XK.

R5#

27, 57 R3 B 281 NAT B4k

R3#tshow ip nat translations

Pro Inside global Inside local Outside local Outside global
icmp 211.95.36.3:2 192.168.1.2:2 202.102.48.140:2  202. 102. 48. 140:2
icmp 211.95.36.3:3 192.168.1.2:3 64. 35. 136.33:3 64. 35. 136. 33:3
R3#

28. Y7 R3 [ DHCP Hbdik 23 Hic (s e

R3#tshow ip dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/

User name
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192.168. 1. 2 0063. 6973. 636f. 2d63. Jul 08 2007 06:53 PM Automatic
6130. 342e. 3066. 6563.
2e30. 3031. 632d. 4661.
312f. 30

R3#

29. % PPPoE & 1ff5 A

R3#show pppoe session

Total PPPoE sessions 1

PPPoE Session Information

UID SID RemMAC OIntf Intf Session
LocMAC VASt state

0 2 ca03. 0fec. 0000 Fa0/0 Vil N/A
ca02. 0fec. 0000 up

R3#
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MIMIIT
cisco

CCNP Lab Manual

Lab 60. Configuring GRE Tunnels

SEI0 H K-
1. %47 GRE P%iE i & .
2. GRE FEIEA G I-A R N . FFEILE P TPsec S5 S8 H 1% 50 n

R

3. GRE 3ZFF) #%.

PR ENSE

Configuring GRE Tunnels

GRE Tunnel
Tunnel 1
13?1.1.1;24 Ilonlnilzlfu
Internet
Central Site

202.102.48.65/30
172.16.1.1/24 51/1 Branch Office
172.16.2.1/24

192.168.1.1/24
192.168.2.1/24

y 4 /
e 202.102.48.66/30 211.64.135.34/30

B —
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

1.
2. 7ER1 MIR3 FRCEFRSK M. #ME Internet P25 T 0] LU HHAE

‘ R1(config)#ip route 0.0.0.0 0.0.0.0 202.102. 48. 66

‘ R3(config)#ip route 0.0.0.0 0.0.0.0 211.64.135.33

7 Rl 5 R3 EREHSIHALE, MUEHTRUEARSES. RIFENT

HRRECIERRIER, PRREIFRSREE B AR IP HabAHE ] L, PUE TSRS .
3. A R1 fEf% Ping i R3 I 28 A MBI TP,

Rl#ping 211. 64. 135. 34

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 211.64.135.34, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 168/204/264 ms
R1#

4, 7E R1 3% R3 B 4% |- Ping % H12% R3 B¢ R1 HIAI3F 1,

Rl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
R1#

5. fF Rl @ #s LML % GRE B%iE .

Rl(config)#‘interface tunnel q

| #kyE [stanley655]: R1 %

FH A3 FH R OA S pl s 25
192. 168. 1. 1/24 ff) ICMP 1)
B s R 4 R2 b e . i
T R2 B 183 4bF Internet
BB BT LS 1%
. Pltabeses u, #IR2
% 128 1) TOMP 3R [ ) AN Al 7

FR.
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Rl (config-if)#ip address 10.1.1.1 255.255.255.0 | 422 [tenllereRlls [=7t

R1(config-if) #‘tunnel source serial 1/1L 777777777777777777777777777777777777 N . ORI

Rl (config-if) #‘tunnel destination 211.64.135. 34‘ 7777777777777777777777777777777 L #tiE [stanley657]: Hp&

R1(config-if)#exit . \\ EHRE 1P Hlk,

Rl (config)# \\\ ity [stanley658]: il &
6. 7E R3 & Hi 2% L E GRE BEIE. | BRI

R3(config)#interface tunnel 0 ) #itiE [stanley659]: Mt'HE

R3 (config-if)#ip address 10.1.1.2 255. 255. 255. 0 [SZSELOAER N N

R3 (config—if) #tunnel source serial 1/0 H 3 1 [ TP ik w] ik,

R3 (config-if)#tunnel destination 202.102.48. 65 S A ) R B e

R3 (config—if) #exit PRAE -
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‘ R3 (config)#exit

7. fER1 LEFERBEEOGE.

Rl#tishow interfaces tunnel 0

hunnelo is up, line protocol iswp| -~ | #it¥E [stanley660]: 4RI
Hardware is Tumnel ~ I R3 J5HC B UFBEIE 5, fEAR
Internet address is 10.1.1.1/24 \\ AT FhgE Rz, HOREMN
MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec, \\\ 4 up.
reliability 255/255, txload 1/255, rxload 1/255 ’ 3% [stanley66l]: JET
Encapsulation TUNNEHLAJQQpbquiqp}Apgg 77777777777777777777777777777777777 - i =h
Keepalive not set SO
Tunnel source 202.102.48.65 (Seriall/l), destination 211.64. 135. 34 it [stanley662]: K
Tunnel protocol/transport GRE/IPL7kgy4dj§aplqﬁlA§gqp§gqjggigi§§bigg 777777777777777 B T GRE BEIE Y BT e 1
Tunmel TTL 955 . BIEIA N SR I
............ fifi b, FERREHE A GRE FY)
R1# ko
8. &E Rl M H#E. #itiE [stanley663]: [#i&
Rl#tshow ip route LG
Gateway of last resort is 202.102.48.66 to network 0.0.0.0
202.102.48.0/30 is subnetted, 1 subnets
C 202.102.48.64 is directly connected, Seriall/1
172.16.0.0/24 is subnetted, 2 subnets
C 172.16.1.0 is directly connected, Loopback0
C 172.16.2.0 is directly connected, Loopbackl
10.0.0.0/24 is subnetted, 1 subnets
b 10.1.1.0 is directly connected, Tunnelo | - | #tEE [stanley664]: f¥iE
Sk 0.0.0.0/0 [1/0] via 202.102.48. 66 e EDER
R1#

9. 7F R1 I PING i i #8 R3 HbEE 1.

Rl#ping 10.1.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 80/169/264 ms
R1#

1076 R1 FITR3 23 I ECE Hbr A R1 AT RS (AR O, N —Bk B iE s O % .

‘ R1(config)#ip route 192.168.0.0 255.255.0.0 10.1.1.2

‘ R3(config)#ip route 172.16.0.0 255.255.0.0 10.1.1.1
315
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11 FFIRAE RL B0 RS _EAEH] PING -4, Kl 75 7] BA PING X 75 F A Bl 32 111
FOA P 2 bk

Rl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 140/178/248 ms
R1#

Rl#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 116/164/216 ms

R1#
12, EFTEME T dr4, #F GRE PEE R HEE .

Rl#tishow interfaces tunnel 0 stats

Tunnel0
Switching path Pkts In  Chars In  Pkts Out Chars Out
Processor 15 1860 15 1860
Route cache 0 360 0 0
Total 15 2220 15 1860
R1#

13 L5 5E B
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MIMIIT
cisco

CCNP Lab Manual

Lab 61. Configuring IPsec Site-to-Site With

Preshare-Key

S0 H -
1. %47 IPsec PRERCE .
2. WEZIBE TKE B 1 S5FrE 2 Bt ot i .

PR ENAE

Configuring IPsec Site-to-Site With Preshare-Key

IPsec Tunnel

Internet
Central Site

202.102.48.65/30
172.16.1.1/24 51/1 Branch Office
172.16.2.1/24

192.168.1.1/24
192.168.2.1/24

, / '
o 202.102.48.6 211.64.135.34/30
\ 02.102.48.66/30 .64, * r
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KR PR EK:
Vv BCEA GRS TP bk, JF HAEH Ping Ay B0 &% 4% (10 FLE D O L
i

2. {ERL FIR3 _LRCEFSEMH. MR Internet MWZ%H 1] LUAH HLH

‘ R1(config)#ip route 0.0.0.0 0.0.0.0 202.102. 48. 66

‘ R3(config)#ip route 0.0.0.0 0.0.0.0 211.64.135.33

3. {ER1 B s LACHE TKE BB Sl ] SEms /

‘ Rl(config)#‘crypto isakmp enablel

4y B E UL Y], 700 60 S5 A 4% 3 20— 5

‘ Rl(conflg)#‘crypto isakmp key O ciscokey address 211.64. 135. 34[ 7777777777777777777 l //

5. & IKE YBe—101hRg, B ISAKMP [R)5ms . 1] LAYE A Hi i B % > TSAKMP 1)
HWs, TESXTEMAIR, SRR NVUECRRS, AN RIS g

Rl (config)#

Rﬂ(config)#crypto isakmp policy 1

R1 (config—isakmp)#hash md5

R1 (config—isakmp)#encryption des

R1 (config—isakmp)#authentication pre-share
R1 (config—isakmp)#lifetime 86400

R1 (config—isakmp)#group 1 .
R1 (config—isakmp)#exit
Rl (config)#

6. MCE IPsec A&, I T IKE BBt —HJ IPsec i SA thi. +7
S

HAE T 2 RIRGE L B SRR 5k

RECEAH T esp 5 des MIHMERIAEINS S, SO ER O — . JF B4R
FHH TR ER .

R1 (config) #erypto ipsec transform—set my trans esp-des

SE PR (0

R1 (cfg—crypto—trans) tmode tunnel
Rl (cfg-crypto—trans)#Hexit
Rl (config)#

7. FEEINZ Vi EEs)2R, H 148 BB E o 7
5E X IPsec [PIELERIT o

it ACL BeE, iR MAHEIA 192. 168. 0. 0/16 ML HTE 1P BUEAS

SO, AT I gRR N
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ity [stanley665]: 7 Rl
% FH A% e ISAKMP.
LEBT A TSAKMP 2R TF

o

fitiE: [stanley666]: b0
AT AR
BH o G SRARAS HT N A5 %
T B 6 (e Bk T

ciscokey MHALE I,
address FRIR T XS4

1] LM hostname HEAT T
Ho

#iE [stanley667]:
J& Fl TSAKMP

L& s 5k md5, HA T
R A S 3  MD5 R 59
RS LA,

Y82 In# BN DES, Ay
3DES F AES 251435 .
DES — st 4k (0 0 25 45

TAUIE 77 72 FH e = s i b
AT WIE,

lifetime +& H 15 5 SA
i

L& {4 FH DH 41 1 HEAT
e

DH1/2 FAAKEE: 768/1024
DH A 41 5 R4 7 o

IR
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#hn# 3t H M IPsec fFiE i@ .

R1(config)#access—list 100 permit ip 172.16.0.0 0.0.255.255 192.168.0.0 0. 0. 255. 255
R1 (config)#

8 MUEINE WU, HTRPARMMAHE.

Rl(config)#krypto map vpn_to_R3 10 ipsec—isakmd 777777777777777777777777777777
% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured
Rl(config*cryptO*map)#set peer 211.64.135.34
Rl(config—crypto—map)ﬁset transform—set myﬁtranst

Rl(config*crypto*map)#match address 10@

Rl (config-crypto—map)Hexit
Rl (config) #texit
R1#

#tyE [stanley668]: AJLL
HZA X EAESL TPsec
SA, NIFEZAERT 2 > MAP
%H.

B ik [stanley669]: 57E

N4k 211. 64. 135. 34

O IS 2 B B

\
\ %
\ o

#tyE [stanley670]: 5|/
ZHTHTE IR TPsec 117845

R1 (config) #interface serial 1/1
R1(config—if)#crypto map vpn_to_R3
R1 (config-if) Hexit

ity [stanley671]: %1%t
acl 100 fr¥e e & it
TRY

Rl (config)#

10, 7F R3 XM i &4 IS & IKE BB 1 AIB B 2,

R3 (config)#crypto isakmp enable

R3 (config)#

R3 (config)#erypto isakmp key 0 ciscokey address 202.102.48. 65
R3 (config) #

R3 (config)#erypto isakmp policy 2

R3 (config-isakmp)#hash md5

R3 (config—isakmp) #encryption des

R3 (config-isakmp)#authentication pre-share

R3 (config—isakmp)#lifetime 86400

R3 (config—isakmp) #group 1

R3 (config—isakmp) #exit

R3(config)#

R3 (config) #crypto ipsec transform—set my trans esp-des

R3 (cfg—crypto—trans) fmode tunnel

R3 (cfg-crypto—trans)H#exit

R3 (config)#

R3 (config) #access—list 100 permit ip 192.168.0.0 0.0.255.255 172.16.0.0 0. 0. 255. 255
R3 (config) #

R3 (config)#erypto map vpn_to Rl 10 ipsec—isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured

R3 (config-crypto—map) #set peer 202.102.48. 65
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R3 (config-crypto—map) #set transform—set my trans

R3 (config-crypto—map)#match address 100

R3 (config-crypto—map) Hexit

R3 (config) #interface serial 1/0

R3 (config-if)#crypto map vpn_to Rl

R3 (config-if) Hexit
R3 (config)#

11, 7E R1 B A5 $T T TSAKMP (11838

R1#

Rl#debug crypto isakmp
Crypto ISAKMP debugging is on
R1#

Rittdebug crypto ipsec

Crypto IPSEC debugging is on
R1#

12, ffiiA R1 F1R3 [K) ISAKMP [115F 0%,

Rl#tshow crypto isakmp policy

Global IKE policy

Frotection suite of priority 1
encryption algorithm:
hash algorithm:
authentication method:
Diffie-Hellman group:
lifetime:

befault protection suite
encryption algorithm:
hash algorithm:
authentication method:
Diffie-Hellman group:
lifetime:

R1#

DES - Data Encryption Standard (56 bit keys).

Message Digest 5
Pre—Shared Key
#1 (768 bit)

86400 seconds, no volume limit

DES - Data Encryption Standard (56 bit keys).

Secure Hash Standard
Rivest—Shamir—-Adleman Signature
#1 (768 bit)

86400 seconds, no volume limit

R3#show crypto isakmp policy

Global IKE policy

Frotection suite of priority 2
encryption algorithm:
hash algorithm:
authentication method:
Diffie-Hellman group:

lifetime:

DES - Data Encryption Standard (56 bit keys).

Message Digest 5
Pre—Shared Key
#1 (768 bit)

86400 seconds, no volume limit

http://pan_baidu.com/share/home?uk=2084365290&view=share#
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ity [stanley672]: HE
L[ TSAKMP [ S HE 12 o

ity [stanley673]: ERIA
F) 2R BRI P TSAKMP () S s

| #kyE [stanley674]: R3 [

ISAKMP [ 72 1) sk . JLF
B 5 R IR SRS I —
o
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befault protection suite

encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)

lifetime: 86400 seconds, no volume limit

R3#

13, fER1 55 R3 AT [SAKMP [UFIIL = PIRCE, JFAXU i E 8.

Rl#tshow crypto isakmp key

Keyring Hostname/Address Preshared Key
default 211.64.135. 34 ciscokey
R1#

R3#tshow crypto isakmp key

Keyring Hostname/Address Preshared Key
default 202. 102. 48. 65 ciscokey
R3#

14, £ R1 5 R3 L& F IPsec AL HAE,

Rl#tshow crypto ipsec transformset

Transform set my trans: { esp—des |}

Mill negotiate = { Tunnel, 1},
R1#

R3#show crypto ipsec transformset
Transform set my trans: { esp-des }
will negotiate = { Tunnel, |},

R3#

15, £ RT LAY féfir & 2 ping i 4% R2 (134 A AAAT Lk o

Rl#ping

Protocol [ip]:

ﬁarget IP address: 192.168.1.1
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y

Source address or interface: 172.16. 1.1

Type of service [0]:
Set DF bit in IP header? [no]:

Validate reply data? [no]:
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-~ | #tiE [stanley675]: ERik
1) 2 S B 1) TSAKMP (1 555 1

| #E [stanley676]: [&iE
F7 3.

_ -~ | #tyE [stanley677]: 157E
VR hE, FYEHbHE A2 ACL
Firde e YR s kAR UT G

_ | #ityE [stanley678]: 157%E
Hbstbhk. W% ACL Bt
ULAC. 75 0Afgfid & TSAKMP
B o
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Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbosel[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5,

100-byte ICMP Echos to 192.168. 1.1,

timeout is 2 seconds:

Packet sent with a source address of 172.16.1.1

#Jun 5 17:08:59.519: IPSEC(sa request): ,

(key eng. msg.) OUTBOUND local= 202.102.48.65, remote= 211.64.135.34
local proxy= 172.16.0.0/255.255.0.0/0/0 (type=4),
remote proxy= 192.168.0.0/255. 255.0.0/0/0 (type=4),

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
%Jun
*Jun
*Jun
*Jun
*Jun
*Jun

*Jun

*Jun

*Jun

protocol= ESP

transform= NONE

(Tunnel),

lifedur= 3600s and 4608000kb,
spi= 0x0(0), conn id= 0,

5

[ 2 S 2 R & ) B ) N S L e S S S S S e

5
5

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

17:

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

08:
17:08:59

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.

59.

(I) MM_NO_STATE

*Jun 5 17:08:59

535:
539:
539:

543

547:
547:
551:
555:
555:
559:
559:
559:
559:
559:

559:
559:

663:

: ISAKMP:

insert

ISAKMP
ISAKMP

ISAKMP

ISAKMP

Global (I) MM_NO_STATE

#Jun 5 17:08:59.671: ISAKMP:
*Jun 5 17:08:59.671: ISAKMP:

*Jun 5 17:08:59.683: ISAKMP:
*Jun 5 17:08:59.687: ISAKMP:

ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP:
ISAKMP:

TSAKMP:
:(0):&ound peer pre-shared key matching 211.64.135.34
:(0) :
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP:
ISAKMP:

keysize= 0, flags= 0x0

(0) : SA request profile is (NULL)

Created a peer struct for 211.64.135.34, peer port 500

New peer created peer = 0x653F9630 peer handle = 0x80000005
Locking peer struct 0x653F9630, refcount 1 for isakmp initiator
local port 500, remote port 500

set new node 0 to QM IDLE

sa successfully sa = 65D68724

(0) :Can not start Aggressive mode, trying Main modeﬂ

constructed NAT-T vendor-07 ID
(0):
(0) : constructed NAT-T vendor-02 ID

(0) : Input = IKE_MESG_FROM_IPSEC, IKE_SA_REQ MM

constructed NAT-T vendor-03 ID

:(0):01d State = IKE _READY New State = IKE I _MM1

(0): %eginning Main Mode exchang&

(0:0) : received packet from 211.64. 135.34 dport 500 sport 500

(0) : Input = IKE MESG FROM PEER, IKE MM EXCH
(0) :01d State = IKE I MMl New State = IKE I MM2

0):
(0) :

processing SA payload. message ID = 0

processing vendor id payload

Success rate is 80 percent (4/5), round—trip min/avg/max = 36/53/64 ms
Ri#tun 5 17:08:59.687: ISAKMP: (0): vendor ID seems Unity/DPD but major 245 mismatch
*Jun 5 17:08:59.691: ISAKMP (0:0): vendor ID is NAT-T v7

#tyE [stanley679]1: IKE ffr
B —BRIA & R R AR sk
TR

#iE [stanley680]: IR
TP E 8, A
b ) 25 A S DE T ) o

T E, 3 2 H A2
YRS AT AR o

JE SR ZA Pt =%
BeRBUEE . HH 2R
R A A e

| st RR

ity [stanley681]: JTi4

| EBEAST e

#itiE [stanley682]: ISAKM
P BRIA{EFH UDP (5 500 5 i
5SS AT R -
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%Jun
*Jun
*Jun
%Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

*Jun

*Jun 5 17:08:59.727:

[ 2 I 2 R ) B e 2 S L S e S S S S e S S e

17:08:59
17:08:59
17:08:59.
17:08:59
17:08:59.
17:08:59
17:08:59.
17:08:59
17:08:59
17:08:59.
17:08:59
17:08:59.
17:08:59.
17:08:59.
17:08:59.
17:08:59

(I) MM SA SETUP

*Jun 5 17:08:59. 727:
*Jun 5 17:08:59. 731:

*Jun 5 17:08:59.951: ISAKMP
Global (I) MM_SA SETUP

*Jun 5 17:08:59.959: ISAKMP:
*Jun 5 17:08:59.959: ISAKMP:
*Jun 5 17:08:59.975: ISAKMP:
*Jun 5 17:09:00.007: ISAKMP:
*Jun 5 17:09:00.007: ISAKMP
*Jun 5 17:09:00.019: ISAKMP:
*Jun 5 17:09:00.019: ISAKMP:
*Jun 5 17:09:00.023: ISAKMP:
*Jun 5 17:09:00.023: ISAKMP:
*Jun 5 17:09:00.027: ISAKMP
*Jun 5 17:09:00.031: ISAKMP:
*Jun 5 17:09:00.031: ISAKMP:
*Jun 5 17:09:00.031: ISAKMP:
*Jun 5 17:09:00.031: ISAKMP:
*Jun 5 17:09:00. 031: ISAKMP

ID_TPV4 ADDR
*Jun 5 17:09:00.031:

next-payload :

type

691:
695:
695:
699:
699:
703:
703:
707:
711:
711:
719:
723:
723:
727:
727:
727:

ISAKMP

ISAKMP:

ISAKMP
ISAKMP

ISAKMP
ISAKMP

ISAKMP:
ISAKMP:

ISAKMP

ISAKMP:
ISAKMP:

ISAKMP

:(0) : found peer pre-shared key matching 211.64. 135. 34
(0) : local preshared key found

. Scanning profiles for xauth ...

: (0) :Checking ISAKMP transform 1 against priority 1 policy{iAii
TSAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:
TISAKMP:
ISAKMP:
ISAKMP:

encryption DES—CBC

hash MD5

default group 1

auth pre—share

life type in seconds

life duration (VPI) of 0x0 0x1 0x51 0x80

(0) : processing vendor id payload

:(0): vendor ID seems Unity/DPD but major 245 mismatch
(0:0): vendor ID is NAT-T v7

(0) : Input = IKE MESG INTERNAL, IKE PROCESS MAIN MODE
(0):01d State = IKE_I_MM2 New State = IKE_I_MM2

:(0) : sending packet to 211.64.135.34 my port 500 peer port 500

(0) : Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
(0):01d State = IKE I MM2 New State = IKE I MM3

(0:0) : received packet from 211.64.135.34 dport 500 sport 500

(0) : Tnput = IKE_MESG_FROM_PEER, TKE_MM_EXCH

(0):01d State = IKE I _MM3 New State = IKE T MM4
(0) : processing KE payload. message ID = 0

(0) : processing NONCE payload. message ID = 0
:(O):&ound peer pre-shared key matching 211.64. 135. 34
(1001) :
(1001) :
(1001) :
(1001) :
:(1001) :
(1001) : speaking to another I0S box!

(1001) : Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
(1001) :01d State = IKE_I_MM4 New State = IKE I MM4

(1001) :Send initial contact

processing vendor id payload
vendor ID is Unity
processing vendor id payload
vendor ID is DPD

processing vendor id payload

:(1001):$A is doing pre—shared key authentication using id type

(0:1001) : ID payload
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*Jun

*Jun

5
5

500 (1)

*Jun

*Jun

5
5

address
protocol
port
length

17:09:00. 031:

17:09:00. 031:
MM_KEY EXCH

17:09:00. 031:

17:09:00. 031:

*Jun 5 17:09:00. 139:
Global (I) MM_KEY EXCH

*Jun 5 17:09:00. 147:

*Jun 5 17:09:00. 151

*Jun
*Jun

%Jun

*Jun

*Jun

*Jun

*Jun

*Jun

*Jun

*Jun

*Jun

*Jun
*Jun

*Jun

o o1 o1

5

next—payload
type

address
protocol
port

length
17:09:00. 151
17:09:00. 151:
17:09:00. 151:

authenticated ‘

17:09:00. 151:

: 202. 102. 48. 65

17

: 500

112

ISAKMP: (1001) :Total payload length: 12

ISAKMP: (1001) : sending packet to 211.64.135.34 my port 500 peer port

ISAKMP: (1001) : Input = IKE MESG INTERNAL, IKE PROCESS COMPLETE
ISAKMP: (1001) :01d State = IKE I MM4 New State = IKE I MM5
ISAKMP (0:1001) : received packet from 211.64. 135. 34 dport 500 sport 500

ISAKMP: (1001) : processing ID payload. message ID = 0
ISAKMP (0:1001) : ID payload

: 8

01

1 211.64.135. 34

17

: 500

212

ISAKMP: (0) : : peer matches *none* of the profiles
ISAKMP: (1001) : processing HASH payload. message ID = 0
TSAKMP: (1001) :SA authentication status:

ISAKMP: (1001) :SA has been authenticated with 211.64. 135. 34

517:09:00. 151: ISAKMP: Trying to insert a peer 202. 102. 48.65/211. 64. 135. 34/500/, and
inserted successfully 653F9630.

5
5

5
5
5

500 (1)

*Jun
*Jun
*Jun

*Jun

5
5
5

17:09:00. 151
17:09:00. 151

17:09:00. 151
17:09:00. 151:

17:09:00. 151:
17:09:00. 151:

17:09:00. 151:
17:09:00. 151:
17:09:00. 151
QM_IDLE

17:09:00. 151 :
17:09:00. 151:
17:09:00. 151

517:09:00. 151:

TSAKMP: (1001) : Tnput = IKE_MESG_FROM_PEER, IKE MM_EXCH
ISAKMP: (1001) :01d State = IKE I MM5 New State = IKE I MV6

ISAKMP: (1001) : Input = IKE MESG_INTERNAL, IKE PROCESS MAIN MODE
ISAKMP: (1001) :01d State = IKE I MM6 New State = IKE I _MM6

ISAKMP: (1001) : Input = IKE MESG INTERNAL, IKE PROCESS COMPLETE
ISAKMP: (1001) :01d State = IKE I MM6 New State = IKE P1 COMPLETE

ISAKMP:(IOOI):%eginning Quick Mode exchange, M-ID of -544134848 |

ISAKMP: (1001) :QM Initiator gets spi|l |
ISAKMP: (1001) : sending packet to 211.64.135.34 my port 500 peer port

TSAKMP: (1001) :Node -544134848, Input = IKE MESG INTERNAL, IKE INIT QM
ISAKMP: (1001) :01d State = IKE_QM_READY New State = IKE_QM_I_QML
ISAKMP: (1001) : Input = IKE MESG INTERNAL, IKE PHASE1 COMPLETE

ity [stanley688]: ithib
T ¥ TKE B Be— b i 5
o

XKk CISCO [ B = 1k
TR FE 3 365 R o

#itiE [stanley689]: JT4h
IKE By B - A PR p =X 1 1
o

#itiE [stanley690]: ik
T U Wy v -5 SPT 5o

TSAKMP: (1001) :01d State = IKE_P1_COMPLETE New State = IKE_P1_COMPLETE
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*Jun b5 17:
Global (I)
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:
*Jun b5 17:

*Jun 5 17:09:00.311: Crypto mapdb : proxy match

*Jun
*Jun
*Jun
*Jun

*Jun

*Jun
*Jun
*Jun

*Jun

*Jun
*Jun
*Jun

*Jun

spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x0

o o1 o O Ol

(S22 B B |

o o o O

src addr 1 172.16.0.0

dst addr : 192.168.0.0

protocol : 0

src port : 0

dst port : 0

17:09:00. 311: ISAKMP: (1001): processing NONCE payload. message 1D = —544134848
17:09:00. 311: ISAKMP: (1001): processing ID payload. message ID = —544134848
17:09:00. 311: ISAKMP: (1001): processing ID payload. message ID = —-544134848
17:09:00. 311: TSAKMP: (1001) : Creating IPSec SAs

17:09:00. 311: inbound SA from 211.64.135.34 to 202.102.48.65 (f/i) 0/ 0
(proxy 192.168.0.0 to 172.16.0.0)

17:09:00. 311: has spi 0x702868C8 and conn. id O |
17:09:00. 311: lifetime of 3600 seconds

17:09:00. 311: lifetime of 4608000 kilobytes

17:09:00. 311: outbound SA from 202.102.48.65 to 211.64.135.34 (f/i) 0/0
(proxy 172.16.0.0 to 192.168.0.0)

17:09:00. 311: has spi 0xA9133A18 and conn id q 7777777777777777777
17:09:00. 311: lifetime of 3600 seconds

17:09:00. 311: lifetime of 4608000 kilobytes

17:09:00. 311: ISAKMP: (1001) : sending packet to 211.64.135.34 my port 500 peer port

09:00. 299
QM_IDLE

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.

307:
307:
311:
311:
311:
311:
311:
311:
311:
311:
311:
311:
311:
(key eng. msg.) INBOUND local= 202.102.48.65, remote= 211.64.135.34
local proxy= 172.16.0.0/255.255.0.0/0/0 (type=4),

remote proxy= 192.168.0.0/255.255.0.0/0/0 (type=4),

protocol= ESP, transform= esp—des (Tunnel),
lifedur= 0s and Okb,

: ISAKMP (0:1001) : received packet from 211.64. 135. 34 dport 500 sport 500
ISAKMP: (1001) : processing HASH payload. message ID = -544134848
ISAKMP: (1001) : processing SA payload. message ID = -544134848
ISAKMP:(IOOI):Khecking IPSec proposal 1 |
ISAKMP: transform 1, ESP DES
ISAKMP:  attributes in transform:

TSAKMP: encaps is 1 (Tunnel)

ISAKMP: SA life type in seconds

TSAKMP: SA life duration (basic) of 3600

ISAKMP: SA life type in kilobytes

ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0

ISAKMP:(IOOI):btts are acceptableﬂ 777777777777777777777777

IPSEC(validate proposal request): proposal part #l
IPSEC (validate proposal request): proposal part #1,
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500 (I) QM _IDLE
*Jun 5 17:09:00.311: ISAKMP: (1001) :deleting node —544134848 error FALSE reason “No Error”
*Jun 5 17:09:00.311: ISAKMP: (1001) :Node —544134848, Input = IKE _MESG_FROM_PEER, IKE_QM_EXCH
%Jun 5 17:09:00.311: ISAKMP: (1001) :01d IKE QM T QM1
TKE_QM_PHASE2_COMPLETE|
#Jun 5 17:09:00.311: IPSEC(key engine): got a queue event with 1 KMI message(s)
*Jun 5 17:09:00.311: Crypto mapdb :

State = New State =

proxy_match

src addr 1 172.16.0.0
dst addr : 192.168.0.0
protocol : 0
src port : 0
dst port : 0

#Jun 5 17:09:00.311: IPSEC(crypto ipsec sa find ident head): reconnecting with the same
proxies and peer 211.64.135. 34
#Jun 5 17:09:00.311: IPSEC(policy db add ident): src 172.16.0.0, dest 192. 168.0.0, dest port

0

#Jun 5 17:09:00.311: IPSEC(create sa): sa created
(sa) sa dest= 202.102.48.65, sa proto= 50
sa_spi= 0x702868C8(1881696456),
sa trans= esp—des , sa conn id= 1
#Jun 5 17:09:00.311: IPSEC(create sa): sa created,
(sa) sa dest= 211.64.135.34, sa proto= 50
sa_spi= 0xA9133A18(2836609560),
sa trans= esp—des , sa conn id= 2
#Jun 5 17:09:00. 311: IPSEC(update current outbound sa): updated peer 211.64. 135. 34 current

outbound sa to SPI A9133A18

16, PG AHL) IKE i Be— )22 4 KK

Rl#tshow crypto isakmp sa

IPv4 Crypto ISAKMP SA
dst
211.64.135. 34

conn—id slot status

1001 0 ACTIVE

state

QM_IDLE

src
202.102.48.65 QM_IDLE 1001 O ACTIVE |

IPv6 Crypto ISAKMP SA

R1#

16, ©5F IKE BB —If) IPsec 24 K Hk,

Rl#tshow crypto ipsec sa
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interface: Seriall/l

Crypto map tag: vpn to R3, local addr 202.102.48. 65 {

local crypto endpt.: 202.102.48.65, remote crypto endpt.: 211.64.135.34
path mtu 1500, ip mtu 1500, ip mtu idb Seriall/l
current outbound spi: 0xA9133A18(2836609560)

inbound esp sas:
spi: 0x702868C8 (1881696456)
transform: esp—des
in use settings ={Tunnel, }
conn id: 1, flow id: 1, crypto map: vpn to R3
sa timing: remaining key lifetime (k/sec): (4436970/1326)
IV size: 8 bytes
replay detection support: N
Status: ACTIVE

outbound esp sas:
spi: 0xA9133A18(2836609560)

transform: esp—des ,
in use settings ={Tunnel, }
conn id: 2, flow id: 2, crypto map: vpn to R3
sa timing: remaining key lifetime (k/sec): (4436970/1325)
IV size: 8 bytes
replay detection support: N
Status: ACTIVE

R1#

17, 7€ R1 A R3 B b #% LA AE P R ping av 2 #fiA IPsec [f] site-to-site

S ER

Rl#ping

Protocol [ip]:

Target IP address: 192.168.1.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.1.1
Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:
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Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbosel[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 76/102/140 ms
R1#

R3#ping

Protocol [ip]:

Target IP address: 172.16.1.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbosel[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/95/144 ms
R3#

18, SIS
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MIMIIT
cisco

CCNP Lab Manual

Lab 62. Configuring IPsec Site-to-Site VPN Using SDM

SEI0 H K-
1. AR A H SDM K H® IPsec ) Site—to-Site VPN.

LR R E:
Configuring IPsec Site-to-Site VPN with Preshare-

key Using SDM

IPsec Tunnel

Internet
Central Site

172.16.1.1/24
172.16.2.1/24

- Fao/!
Jo
- -—-4.1.{.1114

202.102.48.65/320
Branch Office

192.168.1.1/24
192.168.2.1/24

SDM : 10.1.1.100/24
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1. HJefE—4 PC L4238 Cisco SDM Bt I B2z JAVA 155,
2. MBS G H AR 1P Mk, JF HATH ping fir 4 H A % 2% B 25 0 ELE 1 .
Wk, FEAHCE W

R1(config)#interface loop 0

R1(config-if)#ip address 172.16. 1.1 255. 255, 255. 0
R1(config-if)#ip address 172.16.2.1 255.255. 255.0 secondary
Rl (config-if)#exit

R1 (config) #interface serial 1/1

Rl (config-if)#ip address 202.102.48.65 255. 255. 255. 252
R1 (config-if)#no shutdown

Rl (config-if) #exit

R1(config)#interface fastethernet 0/0

R1(config-if)#ip address 10.1.1.1 255.255. 255. 0

Rl (config-if)#no cdp enable

R1(config-if)#no shutdown

R1(config-if) #exit

R1(config)#ip route 0.0.0.0 0.0.0.0 202. 102. 48. 66

R2 (config) #interface serial 1/0

R2(config-if) #ip address 202.102.48.66 255. 255. 255. 252
R2 (config—if) #no shutdown

R2 (config-if) #exit

R2 (config-if) #

R2 (config) #interface serial 1/1

R2 (config-if) #ip address 211.64. 135.33 255. 255. 255. 252
R2 (config-if) #no shutdown

R2(config-if)#exit

R3 (config)#interface loopback 0

R3(config-if)#ip address 192.168. 1.1 255. 255. 255. 0

R3 (config-if) #ip address 192.168. 2.1 255. 255. 255. 0 secondary
R3(config-if) #exit

R3 (config) #interface serial 1/0

R3(config-if)#ip address 211.64. 135.34 255. 255. 255. 252
R3 (config-if)#no shutdown

R3 (config-if)Hexit

R3 (config) #interface fastethernet 0/0

R3 (config-if)#no cdp enable

R3(config-if)#ip address 10.1.1.3 255.255.255.0

R3 (config-if) #no shutdown

R3 (config-if)Hexit
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‘ R3 (config)#ip route 0.0.0.0 0.0.0.0 211.64.135.33
3N T HEMG Ll SDMIZEFE 2 R1 FIRS B th 2%, R 75 ZA4E R A R3 )3 H http server
RS, BOEWR:

‘ R1 (config)#\ip http servel{ 777777777777777777777777777777777777777777777 ‘4 _ -~ | #iE [stanley702]: /3
ip http server fix%5.

| R3(config)#ip http server |
4. Ji4b, KT G SDM ANREIE R LAE, S5 ZEX22%E SDM (¥ PC I¥13H 20 N 2524 T
e JRHTNAE AT IE JYEHS, &8 “THR” LB, 44%81%% “Internet
W, TERHRXIEED, &F ‘@R &R, KB TEEHHFTE. B
R “ARVFESA BRIV EN BRI SCHEPIET

Generall Securit_l,ll F'ri\-'ac_l,ll Eontentl Eonnectiunsl Frograms ~ Adwanced

Settings:

O Display results, and go ta the most [kely site ;l
) Do not zearch from the Address bar

O Just display the results in the main window

{3 Just go to the most [kely site

é Securty

L Il =
Check for publisher's certificate revocation
O Check for server certificate revacation [requires restart)
Check for signatures on downloaded proarams
[ Do not zave encrypted pages to digk
[ Erpty Temparary Internet Files falder when brawser iz closed
Enable Integrated Yindows Authentication [requires restart]
Enable Prafile Assistant

Use 55L 2.0 v
4| | 3

Restore Defaults |

4 I Cancel | Appy |
5. JA3) SDM, I HIHE FHEAE w4 1P bk, e Launch 424, W&

R
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I

SOk will be launched fram the PC using the LisCoSYSTEMS
default browser.

Device P Addresz or Hostname : (U] -

[~ This device haz HTTPS enabled and | want ta uze it.

Launch I Cloge |

6. SRJ5TE SDM W5, L+ “Configure”, ZkZLit$e “VPN” , SRJGik+f
“Site—to—Site VPN” , iEFF¢ “Create a Site to Site VPN”, 5ili “Launch the

selected task”. Wl NI AT7S:

£8 Cisco Router and Security Device Manager (SDM): 10.1.1.3 of x|
File Edit View To

Cisco Svstems

Select a task, then

 [create a Site to Ste VOR Bl F 05 22 205 LIVPN
Wse s apton ta configure 8 VPN tunel from i router 12 ncther VP device using edher
& pre-shared key or using digtal you must know
Ihe remote devics's P addrass. If & pre-shared key is used for suthertication, i must match
the pre-shared key configured on the remote device.

" Create a secure GRE tunnel (GRE over IPSec).

Liza thiz oplh a turnel from this router to ancther VPN device
using eiher & pre-shared key of using digtal certificates. To complete this configuration, you
mnust kreotw the remote device's IP address. If a p 5 used for ication, &

Launch the selacted task |

Howdol: |Hem Do | Configure a Backup for an Easy VPN Rermote connection? j Go |

7. FEHHAHY Site-to-Site Wizard XfIEHES, JEFE “Step by step wizard”,
s N DM T B T AR A R

8+ JEFEHEL VPN (BT, LB XA TP, EFAIERTL . ARk £ 7 it
SEPERNIET X, e T 20 B UL % 4. R TR
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Site-to-Site ¥YPM Wizard =

WPN Connection Information ZEEEVPNAYEEL

Selectthe interface for this YPM cannection: ISeria|1I1 'l Details... |
— Peer ldentity

Select the type of peer(s) used forthis VPN ) 'j % I E?]IPﬂiJ.ilt

connaction: |Peerwith static IP address j

Enterthe |P address of the remote peer: |211. B4.135, 34

Atk tication

Authentication ensures that each end ofthe ¥PN connection uses the same secret key.

FEEA

& Pre-shared keys " Digital Cerificates

pre-shared key:  |#kkx
Re-enter Key: Ak

<EE | F-5-| 2% | ms| e
O, JEFE IKE [Mosfems, b nf LARIRTdeng, AR BN i FEPs:

Site-to-Site ¥PN Wizard ﬂ

IKE Proposals

IKE proposals specify the encryption algorithm, authentication algorithm and key exchange
method that is used by this router when negotiating a VPN connection with the remate
device For the WP connection to be estahlished with the remote device, the remote
device should be configured with at least one of the policies listed below.

Clickthe Add... button to add mare palicies and the Edit... button to edit an existing policy.

1
EEEIAIKERI SRS

1hnEEEiE - 3DES

2 SEEEMER - SHA L
3.1024f7H9DHEE2
AINIEATA - REEES

Add | Edit |

<EE | F—£-| om | mm| w6
10 JEFE TPsec [M2efidl, ARSLIGVEHEERIN, R AT REASIUH NG, W T PR
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Site-to-Gite ¥PN Wizard [

Transform Set

Atransform set specifies the encryption and authentication algarithms used to protect the
data in the ¥PM tunnel. Since the twa devices must use the same algorithms to
cammunicate, the remaote device must be configured with the same transform set as the

Click the Add... button to add a new transform set and the Edit.. button to edit the specified
transform set.

Select Transform Set:

SO Default Transform Set

=

Details of the specified transform set

AH Integrity

ESP Encrvmion ESP Integrity

<EE | F—% |

x| mm| )
otk

S,

11, B g Ry i TP Ui, RnlLAgw's B € (I ACL 3E47 €

BB

Site-to-Site ¥YPN Wizard

Traffic to protect

IPSec rules define the traffic, such as file transfers (FTP) and e-mail {(SMTF) that will be
pratected by this YRR connection. Other data traffic will be sent unprotected to the remote
device. You can protect all traffic between a particular source and destination subnet, or
specify an IPSec rule that defines the traffic types to be protected

** {Protect all traffic hetween the fallowing subnetsi
Local Metwork

Remate MNetwark

Enterthe IP address and subnet mask of Enter the IP Address and Subnet Mask of

the network where IPSec traffic ariginates.
IP Address: MP@I%B@%
IITZ. 16.0.0

Subnet Mask:

the destination Metwork
IF Address: ICR= PISBRILS
|192. 168.0.0

Subnet Mask:

Dr|15

|255. 255. 0.0

(" Create/Select an access-list for IPSec trafiic
Jtls@iam RS QEE}‘{EEJACLJﬂ
TmRREFErNIPRE

0r|15

|255. 255, 0.0

—

<BE | F-£-

x| mw| o

12 E%EBE{E Ay l:lu_p; ﬁD_F.FﬁT'
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i site-to-Site YPN Wizard x|

Summary of the Configuration

Click finish to deliver the configuration ta the router.

Interface Seriall/l -
Feer Dewice:211.64. 135 34 .‘Eiu rl_.\ J
Authentication Type | Fre—shared key

pre-shared ley: k#dksdk

IFE Folicies:

Hash IH Group huthentication Encryption

SHA_1  group2 FRE_SHARE 3DES

Transform Saet:
Hame: ESP-3DES-SHA
ESF Encryption: ESF_3DES
ESP Integrity: ESP_SHA HMAC

(M’
Sec Rule:
permit all ip traffic from 172, 16.0.0 0.0.255. 255 to 192.168.0.(
-
«| | »

[ TestWPM connectivity after configuring.

<EE | T | am | WE] wm|

3y A WL, KRN T A B ANEI RL B A, T B TR
x

Command Delivery Status

Freparing commands for deliwvery. .. ;I
Submitting 26 commands, please walt. ..
Conf1g‘uration deliwvered to router.

RECE FTE 1 26%mS < B] LA

ow running-configan% :
< _"ILI
Ok |

14, SERACE G, TTLAZE R1 & FH#3f# ) show running-config & &F SDM 4=
JRCPRTIC i 4

 SRAARIE P EC B AP BR A R3 LS, AR FRA
15, 71 SDM "k #% R1 = R2 [ 25 M B%E, 4 F B PR

335

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

¥PN Troubleshooting |

Tunnel Details

Interface:  Serial1i0 Feer: 20210248 R4

Surmimary Details
Artivity | Status
Checking interface E ll ' Successful
Checking the configl ' Successful
Checking Routing... ' Successful
Checking peer conn @ WPN Troubleshooting is successful | v Successiul
Checking MAT... ' Successful
Checking Firewall... The WP Tunnel is up. v Successul
Diebugging the WPM Caompleted |
1] [ »

The following soure o correctthe
crypto map interface. routing tahle.

13182.168.0.0

Start | Sawve Repaort. | Close | Help |

16+ 7E R1 8% R3 _FAH P ke ping fiy 2R BEIE -

Rl#tping

Protocol [ip]:

Target IP address: 192.168.1.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.1.1
Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbosel[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 72/132/188 ms
R1#

17 HEFHRGEMELEREESR, S LK : Configuring IPsec
Site-to-Site With Preshare—Key.
18, SEEG5E
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MIMIIT
cisco

CCNP Lab Manual

Lab 63. Configuring GRE Tunnels over IPsec With

Preshare-key

SEI0 H K-

1. BEPRIE TP 35411 IPsec A5z GRE %3 il & 5

2. 3T GRE (BRIEM R T IPsec A SZHE TP PMSUNI SRR (45 .

3. IPsec MIPEE R SHIR GRE Ik, DA 20 ie & A AL Sk =

LR

Configuring GRE Tunnels over IPsec With

Preshare-key

GRE Tunnel & IPsec trans mode

Tunnel 1

ip unnumbered serial 1/1 Tungel

ip unnumbered serial 1/0

Internet

Central Site
202.102.48.65/30

172.16.1.1/24 51/1

172.16.2.1/24

. Y
- -—-4-’

Branch Office

192.168.1.1/24
192.168.2.1/24
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1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.
2. {ER1FIR3 BRECEEHAR H. MR Internet W4T 1] LUH EIEAS

‘ R1(config)#ip route 0.0.0.0 0.0.0.0 202.102. 48. 66

‘ R3 (config)#ip route 0.0.0.0 0.0.0.0 211.64. 135. 33
3+ FER1 FIR3 M2y 1L GRE fZiE .

R1(config) #interface tunnel 1

Rl(config*if)#ﬁp unnumbered serial l/lL 777777777777777777777777777777777777

Rl(config—if)#hunnel destination 211.64.135. 34
Rl(config*if)#hunnel source serial 1/1L

R1 (config-if)#no shutdown
Rl (config-if) #exit

R3(config)#interface tunnel 1

R3(config-if)# ip unnumbered serial 1/0

R3 (config—if)#tunnel source serial 1/0
R3(config-if)#tunnel destination 202.102.48. 65
R3 (config-if) #no shutdown

R3(config-if)#exit

R3 (config)#

4, TF R1 8iJE R3 AOBRWE 2 LA,

Rl#show inter tunnel 1

Tunnell is up, line protocol is up
Hardware is Tunnel
Interface is unnumbered. Using address of Seriall/l (202.102.48. 65)
MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 202.102.48.65 (Seriall/l), destination 211.64. 135. 34
Tunnel protocol/transport GRE/IP
Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255

5.7F R1 A1 R3 - FCE B i, A R1 A R3 mJ LAIE I %8 PING 38 %617 (o [RIER 32 11,

\ R1(config)#ip route 192.168.0.0 255.255.0.0 tunnel 1
339
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/
/

| #itvE [stanley703]: MilE

BEIE ) TP Huhl:, £ P En s
M s1/0 ff) IP,

TXRE H i, ik
TSAKMP EP) i SA B, HL ik
R UL Y )

T L B TP bk, )
TEREAT IS B I AL A
o A4S 1) TP 43 i FH LA 2

Cln w1,

ity [stanley704]: 355&

Bl H Ar

ity [stanley705]: 57E
P 1 5

#tyE [stanley706]: FCE
R1 #% 192. 168. 0. 0/16 M
25 LT Bk A B 1 6 4 4
IP.
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‘ R3(config)#ip route 172.16.0.0 255.255.0.0 tunnel 1

6. £ R1 o2& R3 LA PING fiv4, A2 75l LL PING X 7 I [RI3A4E 10 o

Rl#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/40/60 ms
R1#

Rl#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/95/132 ms
R1#

7. {E Rl FJCE TPsec MfEHIBIR .

Rl (config)#crypto isakmp enable
R1(config)#
Rl(config)#&rypto isakmp key 0 ciscokey address 211.64.135.34
R1(config)#
R1 (config)#crypto isakmp policy 1
R1 (config—isakmp)#encryption des
R1 (config—isakmp)#hash md5
R1 (config-isakmp)#authentication pre-share
R1 (config—isakmp)tigroup 1
R1 (config—isakmp)H#exit
R1(config)#
Rl(config)#krypto ipsec transform—set my trans esp—des L
Rl(cfg—crypto—trans)#hode transport
R1 (cfg-crypto—trans) fexit
Rl (config)#
Rl(config)#hccess—list 100 permit gre host 202.102. 48.65 host 211.64.135.34L
Rl (config)#
R1 (config) #crypto map gre to R3 10 ipsec—isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured
R1 (config-crypto—map)#set peer 211.64.135. 34
Rl (config—crypto—map)#set transform—set my_ trans

R1 (config—crypto—map) #match address 100

R1 (config—crypto—map)Hexit
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-~ | #it¥E [stanley707]: ACHE
TRILZ= 2 4H .

| #itvE [stanley708]: Mid&E
IPsec MR #4E

H#yE [stanley709]: 355
IPsec [ TAERE A £& s
_ .

ik [stanley710]: 4t
GRE %38 [ s @A T R4 o
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Rl (config)#

R1(config)#interface sl1/1

Rl (config-if)#crypto map gre to R3
Rl (config-if)Hexit

R3 (config)#crypto isakmp enable

R3 (config) #

R3 (config)#crypto isakmp key O ciscokey address 202.102.48. 65

R3 (config) #

R3 (config)#crypto isakmp policy 1

R3 (config—isakmp)#hash md5

R3 (config—isakmp)#encryption des

R3 (config—isakmp) #authentication pre—share

R3 (config—isakmp) #group 1

R3 (config—isakmp)#exit

R3 (config) #

R3 (config)#erypto ipsec transform—set my trans esp—des

R3 (cfg-crypto—trans)#mode transport

R3 (cfg—crypto-trans) #exit

R3 (config)#

R3(config)# access—list 100 permit gre host 211.64. 135. 34 host 202.102. 48. 65

R3(config)#

R3 (config) #crypto map gre to Rl 10 ipsec—isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured

R3 (config-crypto—map) #set peer 202.102. 48. 65

R3 (config-crypto—map)#set transform-set my_ trans

R3 (config-crypto—map)#match address 100

R3 (config—crypto—map) #exit

R3 (config)#

R3 (config) #interface s1/0

R3 (config-if)#crypto map gre to Rl

R3 (config-if) Hexit

R3(config)#

8. FFJa%) ISAKMP F1 Ipsec 1 RT iMIt.

Rl#debug crypto isakmp

Rl#debug crypto ipsec

R3#debug crypto isakmp
R3#debug crypto ipsec

BB HEEERNFSI LR Configuring IPsec Site-to-Site With
Preshare—Key fJ debug 15 E iR .
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9. £ R1 (R B 188 LAY JiE ping @4, MR TPsec (1B -

Rl#ping

Protocol [ip]:

Target IP address: 192.168.1.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbosel[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.1.1

Success rate is 60 percent (2/5), round—trip min/avg/max = 36/64/112 ms
R1#

10, A ISAKMP 1224 5CHk, #fA TKE BBt 1 B Ph e el .

| #kyE [stanley711]: HIR

PEUIE, KRy
TPsec {ENMAI L. Ja
I 5N P C A o

Rl#tshow crypto isakmp sa
IPv4 Crypto ISAKMP SA
dst src state conn—id slot status

211.64.135.34 202.102.48.65 QM _IDLE 1001 0 ACTIVE

IPv6 Crypto ISAKMP SA

R1#

11. &%F IKE BB 2 224200k,

Rl#show crypto ipsec sa

interface: Seriall/1

Crypto map tag: gre to R3, local addr 202.102.48. 65

protected vrf: (none)

current peer 211.64.135.34 port 500
PERMIT, flags={origin is acl,

#pkts encaps: 19, #pkts encrypt: 19, #pkts digest: 19

local ident (addr/mask/prot/port): (202.102.48.65/255.255. 255.255/47/0)
remote ident (addr/mask/prot/port): (211.64.135.34/255.255.255.255/47/0)
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#ipkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#ipkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 1, #recv errors 0

local crypto endpt.: 202.102.48.65, remote crypto endpt.: 211.64.135.34

path mtu 1500, ip mtu 1500, ip mtu idb Seriall/1l
current outbound spi: 0x1175F98F (292944271)

inbound esp sas:
spi: 0xCB8175ED(3414259181)
transform: esp—des
in use settings ={Transport, }L
conn id: 1, flow_id: 1, crypto map: gre to_R3
sa timing: remaining key lifetime (k/sec): (4527485/3084)
IV size: 8 bytes
replay detection support: N
Status: ACTIVE

outbound esp sas:
spi: Ox1175F98F (292944271)

transform: esp—des
in use settings ={Transport, }
conn id: 2, flow_id: 2, crypto map: gre to_R3
sa timing: remaining key lifetime (k/sec): (4527483/3084)
IV size: 8 bytes
replay detection support: N

Status: ACTIVE

R1#

| #kyE [stanley712]: #iik

T, A2 B IR .

HXFrRf EERE . &
ORIE PING it )5, WM&
Sesk, S RIVECT-AHN.
Ui B R 1 51 2 4 TPsec T
ZSTAR

#tyE [stanley713]: ihkb
T8 IPsec H Ry TAETA&40
e

#kvE [stanley714]: T FL
H SA RSN ACTIVE JRA&.

12, BFXUFER.

Rl#show crypto session

Crypto session current status

hnterface: Seriall/ﬂ

Session status: UP-ACTIVE

Peer: 211.64.135.34 port 500
IKE SA: local 202.102.48.65/500 remote 211.64.135.34/500 Active

H#yE [stanley715]: Az
IPsec 2160,
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IPSEC FLOW: permit 47 host 202.102.48.65 host 211.64. 135. 34

Active SAs: 2, origin: crypto map

R1#

19\ i'\_‘i%ﬁio
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MIMIIT
cisco

CCNP Lab Manual

Lab 64. Configuring GRE Tunnels over IPsec using SDM

S0 H -
1. SRR SDM SKBCE LT GRE [#) TPsec [ Site—to-Site VPN.

LRI IE.
Configuring GRE Tunnels over IPsec With

Preshare-key using SDM

GRE Tunnel & IPsec trans mode

Tunnel 1

211.85.6.1/24 Tunnel 1

211.95.6.2/24

Central Site
. 302.102.48.65/30
172.16.1.1/24
172.16.2.1/24

- Fa0
fo
- —4.1.(.1;14

Branch Office

192.168.1.1/24
192.168.2.1/24

SDM : 10.1.1.100/24
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1. HJefE—4 PC L4238 Cisco SDM Bt I B2z JAVA 155,
2. MBS G H AR 1P Mk, JF HATH ping fir 4 H A % 2% B 25 0 ELE 1 .
WPk, Ho RIL R2 RS EEARCE W T

R1(config)#interface loopback 0

R1(config-if)#ip address 172.16. 1.1 255. 255, 255. 0
R1(config-if)#ip address 172.16.2.1 255.255. 255.0 secondary
Rl (config-if)#exit

R1 (config) #interface serial 1/1

Rl (config-if)#ip address 202.102.48.65 255. 255. 255. 252
R1 (config-if)#no shutdown

Rl (config-if) #exit

R1(config)#interface fastEthernet 0/0

Rl(config-if)#ip address 10.1.1.1 255.255.255.0 | | -~ | #t¥E [stanley717]: A%
R1(config-if)#no shutdown SEE U T SDM £ #:
Rl (config-if)#exit

Rl (config)#

R1(config)#ip route 0.0.0.0 0.0.0.0 202. 102. 48. 66
Rl (config)#

R2(config)#interface serial 1/0

R2 (config-if) #ip address 202.102.48.66 255. 255. 255. 252
R2 (config—if)#no shutdown

R2 (config-if) Hexit

R2 (config-if)#

R2 (config)#interface serial 1/1

R2 (config-if)#ip address 211.64. 135.33 255. 255. 255. 252
R2 (config—if)#no shutdown

R2 (config-if) Hexit

R3 (config)#interface loopback 0

R3(config-if)#ip address 192.168.1.1 255. 255. 255. 0
R3(config-if)#ip address 192.168. 2.1 255. 255. 255.0 secondary
R3(config-if)#exit

R3 (config) #interface serial 1/0

R3 (config-if)#ip address 211.64.135.34 255, 255. 255. 252

R3 (config-if) #no shutdown

R3(config-if) #exit

R3 (config) #interface fastEthernet 0/0

R3(config-if)#ip address 10.1.1.3 255.255. 255.Q | eIk stanley718]: ikl
kT34 1) SDM 45 4% -
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R3 (config-if) #no shutdown

R3(config-if) #exit

R3 (config) #

R3 (config)#ip route 0.0.0.0 0.0.0.0 211.64.135.33
R3 (config)#

3\ T HENG 1L SDMIEFZ R R1 AN R3 % th 2%, LT ZEAERT RS )3 H http server
45, BeEMTE:

‘ Rl(config)#‘ip http servert 777777777777777777777777777777777777777777777 ‘4

‘ R3(config)#ip http server ‘

4. J3hh, AT G SDM ANBEIEH TAE, F54I0 223 SDM 1) PC & sh N AT I
o JAHIINEZITIF IE WYEES, &P “THR” SRR, 48%E1%% “Internet
W7, EHEHMIHEES, B “|mR” EmF, R TERETGHTE. P
SR “ AVFES) N AERKTHENL LSO FEST .

Generall Securit_l,ll F'rivau:_I,II Eu:untentl Eunnectiunsl Programs Advanced

Settings:

) Dizplay results, and go to the mast likely site :I
) Do not search from the Address bar

O Just dizplay the results in the main window

) Just go to the most likely site

é Securty

i on My Comnputer

Check for publizher's certificate revocation

D Check for server certificate revocation [requires restart]
Check for signaturez on downloaded programs

O Do nat save encrepted pages to disk

[ Ernpty Temparary Internet Files falder when bravwser is closed
Enable Integrated YWindows Authentication [reguires restart)
Enable Prafile Aszistant

Use 55L 2.0 v
4| | >

Bestare Defaults |

(] I Cancel | Apply |

5. 87 SDM 3f HIA'E FE4 ¥ 44 1P Hulik, FEeAsh Launch 4240, W FEER:
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| #ikvE [stanley719]:
ip http server k%%
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I

SOk will be launched fram the PC using the LisCoSYSTEMS
default browser.
Device P Addresz or Hostname : (U] -

[~ This device haz HTTPS enabled and | want ta uze it.

Launch I Cloge |

6. SRJ5TE SDM W5, L+ “Configure”, ZkZLit$e “VPN” , SRJGik+f
“Site—to—Site VPN” , iEFF¢ “Create a Site to Site VPN”, 5ili “Launch the
selected task”. Wl NI AT7S:

& Cisco Router and Security Device Manager (SDM): 10.1.1.1

File Edit View Tools Help
@ J Q
[a Monitor Rehesh

Cisco SySTEMS

BE

L} Configure

Ea sy WPN Remote
Easy VPN Server
Drynamic Multipoint VER
BB WebVPN

BB VPN Components

sks. Select a task, then

NEC B 17

" Create a Site to Site VPN.
Uz this option to configure a VPM tunnel from this router to another VPN device using either
& pre-shared key or using digital certificates. To complete this configuration, you must know
Ihe remote device's IP address. Hawmmbuudlurum it masst match

the pre. e

r'@IJEGRE over IPSecfixi&

Inkrusion Presention Uz thiz option to configure a protected GRE tunnel from this router to another YPN device
. using ekher a pre-shared key or using digial certificates. To complete this configuration, you
P musst know the remote device's IP address. If & pre-shored key is used for suthentication, it

Cusalily of Sewvice
Launch the selected task |

,
T
-

How do | IHw Do | Configure a Backup for an Easy YPN Remofe connection? j ﬂl

VPN 16:12:56 UTC Wed Jul 11 2007 ﬁ

7. FECE GRE FEiEZ4, 1 FEFR:
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Secure GRE Wizard [ %]

GRE Tunnel Information

GREE R GRE[XE Btribik
Tunnel Source————————————————— Tunnel Destination
Interrace
(C Ser|aI1I1 IP address ofthe Tunnel
Destination:
Detans

I211.64. 135.34
IP Address:

%&*Lju@ﬁﬁﬂ?lpﬁ_‘iﬁ‘ A E R

IP address of the GRE tunnel

GRE tunnel IP address is required to establish a tunnel with the peer.
This entry can be a private address.

IP Address: Subnet Mask:
|211.95.s.1 |255.255.255 0 orlr
GREE/IPHHIIARE

AUE MTUBIEA

<EE | F-%-| on | ma|

8. MU GRE (& Urp&IE, AL S SOREE, B, e Ead T
*'/u/': ’ ﬁﬂ —F :
Secure GRE Wizard E3

Backup GRE Tunnel Information [ &= GREZ=(1 512

GRE Tunnel  TZ2271

Backup GRE turinel can be configured for VPN T yﬂa!
resilience. Ifthe primany GRE tunnel is down, the 6__ | & | iFmary |
router will detect this loss of connectivity and will i
pravide stateless failover by choosing the backup Ram +____Irl;§pj

office Routing Protocol Hello M
GRE tunnel. Packats (evary X saconds) ol;é:

I Create a hackup secure GRE tunnel for resilience

P address afithe backup GRE tunhel's destination: I

(Backup YER Feery

TunnellP Address

|F Address: [etwark Mask:

| | or [ §

<EE | F-#-| sz | mw| ww|

9. MCEWSLEEY, WrER:
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Secure GRE Wizard [ %]

VPN Authentication Information

Mthentication

Authentication ensures that each end of the YPH connection uses the same secret key.

EEEMNREEN

& Pre-shared keys " Digital Certificates

pre-shared key, sk
Re-enter Key: okohoh|

<BE | F-%-| an | mn|

10, [t & ISAKMP 30&, 1 K x:

Secure GRE Wizard

IKE Proposals

IKE proposals specify the encryption algorithm, authentication algorithim and key exchange
method thatis used by this router when negotiating a WPR connection with the remaote
device. Faorthe WPR connection to be established with the remote device, the remote
device should be configured with at least one ofthe policies listed below.

Click the Add... button to add more policies and the Edit... hutton to edit an existing policy.

Friarity| Encryption Hash D-H Group Authentication| Type

] |
SDM SAIAHY IKE BUSEES

Add... | Edit... |

<EE | F-#-| 22 | mHE| #n|

11. MR IPSec MARHLEE, 1 R EIFTR:
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Secure GRE Wizard [ %]

Transform Set

Atransform set specifies the encryption and authentication algorithms used to protect the
data in the WPM tunnel. Since the twao devices must use the same algorithms to
caommunicate, the remote device must he configured with the same transform set as the

Click the Add... button to add a new transform set and the Edit... button to edit the specified
transform set.

Select Transform Set:

- |SDM Default Transform Set j

Details of the specified transform set

AH Integrity

ES

<EE | T—#-| = | mm| w5
12, 9 R1 5 R3 MFAA FALS, JEFEE th P, ASSCKIES OSPF, Wik EP:

Secure GRE Wizard

Select Routing Protocol
You can use dynamic routing or static routing to specify the traffic that should pass through

this GRE tunnel.

Select a dynamic routing protocol when the GRE over IPSec YPN includes a large number of
private networks. The dynamic routing protocol will advertise these networks to other VPR
routers. Select static routing when the GRE over IPSec WPM includes only a few private
networks.

" EIGRP

" RIP

~ Static Routing

B3 GRE 2RBMIAI #A AR, BRI PIFEIRh
79 PR BB 28 YRR RS BB N, IS ER.

SEE | F—%-| zn | | w5

13, BCEEPEN OSPF B I, W R LA OSPF Bl E ):
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Secure GRE Wizard

Routing Information
" Select an existing @SPF process [0 [ =l
OSPF B HREHE
|1

@ Create a new OSPF process D:
OSPF Area ID for GREoIPSet tunnel netwark(s): 0

C—
JYGRERHEAL FHOSPFX i 5

Add the private networks that you want to advertise to the other routers in this GRE aver
IPSec WPH. OSPF must be enabled on the other routers to sent and receive these

advertisements
Frivate netwarks adverised using OSPF

Metwark | Wildeard Mask | Area

172.16.1.0 0.0.0.255 1 I Edit...

Add a Network =] | Delete_|

MNetwork IW &FW%M%%
wildeard Mask: W*ﬁ%{mﬂiﬁﬂﬂﬁﬁﬁ
Area; |1| IEREMEN XS

Ok | Cancel |

<BE | F-%-| an | mn|

14, BEMELBEFEL, W FEPR:

Secure GRE Wizard

Summary of the Configuration 5 & I, B4 /o 25

Click finish to deliver the configuration to the rauter.

GEE Tunnel Information

Tunnel Source: Seriall/fl

Tunnel Destinationm: 211,64, 135 34
TurnelIF Addres=s:Z11. 95 6. 1/255. 255, 255.0
Path MTU discowery is enabled
futhentication Type : Pre—chared key
pre-shared key: #kkkts

IFE Folicies:

Hazh IH Group futhentication Enecryption

SHA 1  group? FRE_SHARE 3DES

Transform Set:
Hame: ESP-3DES-SHA

ESF Encryptien: ESF_3DES
ESP Integrity: ESF_SHA HMAC

Mode: TUHHEL

[FSec Bule: L L _|;|
| 3

4

[ TestWPM connectivity after configuring.

<EE | T

15, i, SDMCKRAEpIlcE, SR R Bias, W ER:
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Secure GRE Wizard

o Summary of the Configuration
VPN Wizard

Click finish to deliver the configuration to the router,

o

8| Commands Delivery Status [<] =
A
¢

Command Delivery Status:

Preparing commands for delivery... =]
Submitting 44 conmands, please wait..
Configuration delivered to router

T TAAREESS, HRDNSARHE

i .

QK

[~ Test VPN connectivity after configuring.

<EE ?4#55 s )B&i]ﬂ]
16+ fiddi OK #%%8, 25900t R1FRECE, RHAAFRIMECE J77k, 6 R3 BHTHCE,
THEE RN S/ E RS K #3410 OSPF BrE I, 5350 R3 % th 2% (0 FA T N 3 1
ERIEFEAF H XIS, DLIBE G A DX A 40 B R i) L, i R B BT

Secure GRE Wizard x|

Routing Information

" Gelect an existing OEFF process (D I j'

' Create a new OSPF process ID: |1—
QSPF Area ID for GREaIPSec tunnel network(s): |D

Add the private networks that you want to advertise to the other routers in this GRE over
. IPSec VPN, OSPF must be enabled on the other routers to sent and receive these

| adverttisements

Private netwarks adverised using OSPF

MNetwark | Wildcard Mask | Area Add..
192.168.1.0 0.0.0.255 2 Edit...
Add a Network (X} Delete
Netwark [1e2 188.2.0 E% R3pEH 23 EOSPFHY,

HALFAEMSHNES. &
XBSH2.

Wildcari u- | ‘U 0.0.255 &]ﬁ&

Ok | Cancel |

<EE | F-%-| s | mm| |

17, M52 RECE S, AT LALE R1 8 R3 [ SDM [RI48 BE S |, {5 SDM 1 [ il
WRINEE, AREEIATINR, W NEFTR:
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¥PN Troubleshooting x|

Tunnel Details

Interface: Serialli1 Feer. 211.64.135.24

Summary Details

Artivity ‘ Status
Checking the tunnel status... o Up

Information

@ WP Troubleshooting is successiul !

The WK Tunnel is up.

Failure Reasnn;sé

Start | Save Report... | Clase | Help |

18+ JEFE R1 8% R3 & %%, 1 ] show running—config ¥ & SDM F=4E (B0 B iy 2

Rl#show running—config

crypto isakmp policy 1

encr 3des

authentication pre—share

group 2

!

crypto isakmp key cisco address 211.64. 135. 34
!

crypto ipsec transform—set ESP-3DES—SHA esp—3des esp—sha—hmac
!

crypto map SDM CMAP 1 1 ipsec—isakmp
description Tunnel to211.64.135.34

set peer 211.64.135. 34

set transform-set ESP-3DES-SHA
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match address 100

!

interface TunnelO

ip address 211.95.6.1 255.255.255.0
ip mtu 1420

ip ospf mtu-ignore

tunnel source Seriall/l

tunnel destination 211.64.135.34
tunnel path-mtu-discovery

crypto map SDM CMAP 1

R1#

19, £F R1 [ OSPF (P40 S K.

Rl#tshow ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address Interface
h92.168.1.1 0 FULL/ - 00:00:39 211.95.6.2 Tunnelq 777777777777
R1#

20. & RL MBI

Rl#tshow ip route

Gateway of last resort is 202.102.48.66 to network 0.0.0.0

202.102.48.0/30 is subnetted, 1 subnets

C 202.102.48.64 is directly connected, Seriall/l
172.16.0.0/24 is subnetted, 2 subnets

C 172.16.1.0 is directly connected, Loopback0

C 172.16.2.0 is directly connected, Loopback0

C 211.95.6.0/24 is directly connected, TunnelQ
10.0.0.0/24 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, FastEthernet0/0
192.168.1.0/32 is subnetted, 1 subnets

0 IA 192.168. 1.1 [110/11112] via 211.95.6.2, 00:07:03, Tunnel0

0 TA 192.168.2.0/24 [110/11112] via 211.95.6.2, 00:07:03, TunnelO L

S 0.0.0.0/0 [1/0] via 202.102.48. 66

R1#

21 7E R1 1IR3 L0 A H ping v 23k % 2% «
Rl#tping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
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B AR AL T AR R R

_ -~ | #E [stanley721]1: T
R (K15 [A, OSPF MARJE R3
27 3] B R I FE 9 45 2% 1

TR — B E kg
1.
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Success rate is 100 percent (5/5), round-trip min/avg/max = 76/102/128 ms
R1#

Rl#ping 192.168. 2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/72/136 ms
R1#

R3#ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 96/118/160 ms
R3#

R3#ping 172.16.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/80/136 ms
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MIMIIT
cisco

CCNP Lab Manual

Lab 65. Configuring Cisco Easy VPN and Easy VPN

Server Using SDM

SEIS HI:
1. £l fd f SDM B & Easy VPN Server.
2. 1§ Easy VPN Client ®f4iZE4:% Easy VPN R%5%5.

PR ENAE

Configuring Cisco Easy VPN and Easy VPN Server
Using SDM

202.102.48.100/24

Easy VPN Client
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1. B RL X EHASTECE N Telnet fegsa%, H T Easy VPN (4 7 i (& H:, i
BHUR:

Rl (config)#interface serial 1/1

R1(config-if)#ip address 192.168. 1.2 255. 255. 255. 0
Rl (config-if)#no shutdown

Rl (config-if)#exit

Rl (config)#

R1(config) #‘ip route 0.0.0.0 0.0.0.0 192.168. 1. 1

Rl (config)#

Rl (config)#line vty 0 4

R1 (config-line)#password cisco
Rl (config-line)#login
R1(config-line)#Hexit
R1(config)#

2. MO R2 B AR EEARNLE, DA#ESZ SDM NG &
R2(config)#interface serial 1/0
R2 (config-if)#ip address 192.168. 1.1 255. 255. 255. 0
R2 (config—if)#no shutdown

R2 (config-if) Hexit

R2 (config)#

R2 (config) #interface fastEthernet 0/0

R2 (config-if)#ip address 202.102.48.1 255. 255. 255. 0
R2 (config-if)#no shutdown
R2 (config—if)Hexit

R2 (config)#
R2(config)#haa new—model L
R2 (config)#

R2(config)#baa authentication login default locaﬂ
R2 (config)#

R2(config)#hsername wangyuan privilege 15 password ciscd

R2 (config) #
3v A T REfS Ll SDM RS R2 B th A%, DAL RE2E4E R2 B3 H http server k%5,
LR/
‘ R2 (config)#ip http servert 77777777777777777777777777777777777777777777 l o

4y 3hb, Dy T SDMANREIE R AR, 75 B0 222%E SDM (¥ PC [R5 5l N 264 T A

Mo FHIJIEEFTFF TIE J%ES, &8 “TH” RN, 4k52%F “Internet
W, EEHRXIEES, BB mR” EOE, RATEERFTE. P
LR “AESNBERNTTEN LRSS FIET 7,
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_ | #t¥E [stanley722]: Ml #E
ERINEK A5 T R2 % b 2%

| #k¥E [stanley723]: Easy
VPN Server 7545 AAA ()57 45 .

| #kyE [stanley724]: Piik
IR NI RS CE A
PR HIAER G, VERILE
v | 55 Easy VPN L%,

ity [stanley725]: fl%E
—AMRERCH 15 kS, T
2T i R A ) B SR

| #tyE [stanley726]: & fH
ip http server fix%5.

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

Generall Securit_l,ll F'rivau:_lrll D:untentl Eunnectiunsl Programs Advanced
Settings:
) Dizplay results, and go to the most kely site ;I

O Do nat search from the Address bar
O Just display the results in the main window
&) Just go to the most kely site

S Security

o un on ke Computer

AT T T £ zignature is invalid
Check. for publizher's certificate revocation

[ Check for server certificate revacation [requires restart)
Check for signatures on downloaded proarams

O Do nat save encrypted pages to disk

[ Empty Temporary Intemnet Files folder when browzer iz closed
Enable Integrated Y indows Suthentication [requires restart)
Enable Prafile Assistant

Use 55L2.0 v
1| | 5

Restore Defaults |

(] I Cancel | Apply |

5. JaZh SDM I HIH'S T Mk 4 1P Hhlik, Jf 8k Launch 3240, N EBxs:
IEIX]

SOk will be launched from the PC uging the L1Sc0 SYSTEMS
default browszer.

Device IP Addrezs or Hosthame : IEDE.'I 02481 j

[~ This device haz HTTPS enabled and | want ta uze it.

Launch I Cloge |

6. SRJGLE SDM [F A, k3 “Configure”, 4kLLik#F “VPN” , RGiEF
“Site—to—Site VPN” , iEFf¢ “Create a Site to Site VPN”, 5ili “Launch the
selected task”. U1 NI T7:
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& Cisco Router and Security Device Manager (SDM .. =10 x|
File Edit View Tools Help
3 Cisto Sysrems
@ Horme EQ@

3 Easy VPN Remote e
|-€8 Dynamie MultipointveN | | ~§f) Easy VPN Server Easy VP
BLAWebVPN ] 48 Dynamic Multipoint VPN

B8 VPN Components

| NBCE 12T

Fouting
r

7

Use this option to configure this router as an Easy VPN Server. To
complete the configuration, you must know the diffierent group policies to
which the clients can connect and their aiributes.

Launch Easy VPN Server Yizard E

&

Inkrusion Prevention

Cualty of Service

Oy
o

HAC

Howdol: |How Dol Configure a Backup for an Easy VPN Remole connection? | o

VPN 213558 UTC Thudul 12 2007

7. %Pk Easy VPN Server $: N L FAETT = :

Easy ¥PN Server Wizard - 10% Complete | x|

Interface and Authentication

— Interface

Flease select the interface an which the Easy VPN Server should he configured.
EasyYPM clients will connect ta the server thr. [ﬁhiq interf:

o
Easy VPN O
Interface for this Easy YPH Semwer: IFastEthernetDID vl Details... |

—— Authentication

Select the method used for authenticating YPM clients connecting ta this Easy
WM Server.

* Pre-shared keys " Digital Certificates " Both

WP 2 FNE

You can select an interface which is participating
in site to site VPN connection. But you cannot
select an interface if it is paﬂhﬁ:ﬁm in GRE over
Interface connected to Intermnet. ; IPSec, DMVPN or Easy VPN client connection._
This is the interface where the
VPN connections from the VPN Faor maore information please click the

help button.

8B | T—#-| = | mm| wm|

8. MC'E IKE 3Rl :
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Easy ¥PN Server Wizard - 20% Complete =

IKE Proposals

IKE proposals specify the encryption algorithm, authentication algarithm and key exchange
method that is used by this router when negotiating a YPMN connection with the remate
device.

Click the Add... hutton to add more policies and the Edit... hutton to edit an existing palicy.

Friority| Encryption

SDMER LA TKERER

Add... | Edit... |
<BE | F-%-| = | mm| wm|
x|
Transform Set

Atransform set specifies the encryption and authentication algorithms used to protect the
data in the WPH tunnel.

Click the Add... hutton to add a new transfarm set and the Edit... button to edit the specified
transform set.

Select Transform Set:

" |SDM Default Transform Set j
Details of the specified transfarm set
Mame ESF Encryption| ESP Integrity AH Integrity
ESP-: = Y 5 DES ESP_SHA_Hh
SDMERIABIIPSecTSfate
| | 3
Add... | Edit... |

<EE |F-#-| 25 | mH| B8
10 FCE % 7 S B O AUE DT 3, A ARHIH] P 44 B R i 2, vl DLRC S ACS ik
Gt AT DO A
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x|

Group Authorization and Group Policy Lookup

An 1SAKMP client configuration group (or YPR group) is a group of VPN clients that share the
same authentication and configuration information. Group policies can be configured locally
on this router, an external server, or both. Easy VPN Server will use these group policies to
authenticate VPN clients.

——Method List for Group Palicy Lookup

Selectthe servers onwhich group policies will be configured, or select an existing AAA
policy that defines the servers used for configuring group policies.

@ Local !Eifé“FﬁEE‘SI%ﬁﬁkﬁE?ﬂ
ARHALE

" RADIUS

" RADIUS and local

Add RARILE Server..

Summary

The local database will he used for group autharization. This option is recammended if
you do not have a RADIUS or TACACS+ server in your netwark

<EE | F—5-

e | min| |

11. ¥ Easy VPN [ k5

x|

User Authentication (XAuth)

User authentication (£Auth) provides additional security by authenticating the user of a device
after the device has undergone IKE authentication. User credentials XAuth can be configured
locally on this router, on an external server, or both.

" Iv Enahle User Authentication

Selectthe servers that will be used for configuring user credentials, ar select an existing
AdA policy that defines the servers used for configuring user credentials.

& Lacal Only
~ RADIUS and Local Only Add RADIUS Server: |
" Select an existing A% method list |-Se|ectan entry j

Add User Credentials... |
—— Summary !ﬁﬁlﬂjﬂiﬁiﬂsﬁﬂﬂiﬁﬂﬁ%

Local database will be used for user authentication.

EE | F-%-| 2w | mn|

12, BT VPN 20 i 2 1K 5
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Easy ¥PN Server Wizard - 65% Complete ﬂ
user Accounts x|
—_lser Accounts rity by authenticating the user of a device
zar credentials XAuth can be configured
Llsername | Password ‘ Privilege L|
== | |wangyuan e 15
I~ — | -,
=~ Add an Account " LI or select an existing
- ials.
I Enterth d d
j: nier tne USername ano passwor =
: S

Usernarme: |stanley Add BADIUE Server... |

(o]
E— Password = Ectan entry 'l
S 2E

Password =Mone=

todd User Credentials... |
MNew Password: |********
Confirm Mew Password: |********

[V Encrypt passwaord using MDS hash algorithm

E S RAEMDSHTNEREZRE
Privilege Level: M%mﬁa%g&h :I'

Ok | Cancel | Help |

13. Jii® Easy VPN 415:m%, FOEF:

Easy ¥PN Server Wizard - 80% Complete x|

Group Authorization and User Group Policies EiEasy VPN RS

The Easy VPR Server allows you to group remaote users who are using Cisco WPM clients or
other Easy YPH Remote client products. The group attributes will be downloaded through the
clients or device that is part of a given group. The same group name should he configured on
the remaote client or device to ensure that appropriate group attributes are downloaded.

Click the Add... button to add more groups, the Edit... button to edit an existing group, orthe
Clone... button to create a new graup from an existing group.

Group Mame | Fool | DrE WIS Dormain Mame ACL

0| [

Edit... Clone... [Delete

[~ Configure Idle Timer
Configure a timeout value after which WPN tunnels fram idle clients should be
cleared.

Idle Timer: [ [ [ HHmness

<RE | F-#-| 2z | mu| wm|

14, FCEHAAIR. AR STEE DAEBI LR iS5 )5 (1 1P Mkl
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Add Group Policy x|

General | DNSWINS | Split Tunneling | Client Settings | Xauth options | Client Update |
GE

Mame of This Group: ?ﬁ%ﬁ]( Igroup'l

— Pre-shared keys

Specify the key that will be used to authenticate the clients associated with this group
current Key: fi2 & 28 LA IEZS =Mone=

Enter new pre-shared key: l*****—
Reenter new pre-shared key: l*****—

v Pool Information

Specify a local pool containing a range of addresses thatwill be used to allacate an
internal IF address to a client.

(% Create a new pool B2 1522 g 82 A RN Pkt from 2n existing pool
Starting IP address: |172- 16.1.1 I-Se\ectan entry 'l Dietails |
Ending IP address |172.15.1.10

Enter the subnet mask that should be sentto the client along with the IP address.
Subnet Mask: [ (optionan

ﬂﬂé’_lﬁlﬁﬂiﬂ, RVFRARSIEE

IlU—

haximum Connections Allowed:

Ok | Cancell Help |

15 Jc B % /o i DNS LS. WINs PR 4% 2 il «

hddowppoicy ﬂ
General (DNSAYING DBplit Tunneling | Client Settings | ¥Auth Options =]

Configure the DNS servers, WINS servers, and domain name that should be pushed to
the clients associated with this group.

¥ Configure DNS Servers DNSfR<S 23 TP HE
Frimary DMS Server IP address: |1.1.1.1

Secondary DNS Server P address I
Domain Marre: I

I Connigure WiNS Seners WINs g 4523 TPith -
Frimary WINS Server IP address: Iz_z_z_z
Secondar WINS Server IP address: I

0K Cancel Help

16+ Mt 'E b o 2

364

http://pan_baidu.com/share/home?uk=2084365290&view=share#
http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6



http://ccieh3c.taobao.com

Add Group Policy x|

General | DRMSHYIN Split Tunneling D:Iiem Settings \[XAulh Options [

Split tunneling is the ahility of the ¥YPM clientto establish both a secure tunnel to the central site
as well as unencrypted connections. when splittunneling is enabled, a YPM client can
establish both a secure tunnel to the central site 25 well as unencrypted connections. When
splittunneling is disahled, all traffic from the YPH client is sent through the YPH funnel. Split
tunneling is disabled by default.

¥ Enable Split Tunneling A0 64 FFIE 7 B

Specify the local subnets of the central site so that only the traffic destined for these
subnets is sentthrough the WP tunnel.

% Enter the protected subnets

MNetwork | Mask
192168.1.0 0.0.0.255

¢~ Selectthe Splittunneling ACL I &

Enter the list of domain narmes (separated by cormmas) that should be resolved by the
DME senver in vour central site.

=l

-
bl L2

Ok | Cancell Help |

17, BB KT S, A ARVFHL SUE Sk, [AI R n] DURC B & RV
zl
=

General | DNSMINS | Split Tunneling | Client Settings{| XAuth Options

S PR AT B

T

Enter the Banner that should be shown to the clients during ¥Auth requests.

Waximum Logins Allowed Per User: 1
|| A= S| )

[~ Group Lotk e EART T IkSOLLE N & FS158
This ties the VPR client to a specific group. User should enter his X¥Auth username as
namefgraup, namegroup, name%group or name@aroun. The connection will be rejected
ifthe group after the delimiter is not matching the group identifier sent during IKE
negotiation.

[~ Save Passward

This allows the ¥PN clients to save the XAuth credentials.

QK Cancel Help

18\ ﬁ%ﬁaﬁﬂ:zé\ %‘A%\:
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Easy ¥PN Server Wizard - 90% Complete x|

Summary of the Configuration E%EEE)EF&E %

Click finish to deliver the configuration to the router.

LEE Policies:

| v

Hash IH Group Authentication Encryption

SHA 1 groupd FEE_SHARE 3DES

Transform Set:
Hame: ESP-3DES-SHA
ESF Enecryption: ESP_3DES
ESF Integrity: ESP_SHA HMAC

Made: TUHHEL
Group Folicy Lookup Method List : Loeal —
Uzer Anthentication Method List : Local
Idle Timer : <HOWE>
Fumber of Group Folicies o1
Group Folicy Hame . group—1
Key R

Foel . SIM_POOL_1

DHS Servers Ll il -
| | »

[~ Test¥PN connectivity atter configuring.

19, BE AR O B S ON 2 4% 28 -
x

Command Delivery Status

Freparing commands for deliwery. .. ;I
Submitting 41 commands, pleaze wait. . .
Configuration delivered to router.

i o
&
Ol |

20 4 T Easy VPN [BCE IERATE, 5 ZEAE % P i % %% Cisco Easy VPN Client
B, RIS AVES R, R i 1 S
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# status: Disconnected | ¥PN Client - Yersion 4.8.01.0300 o ] [
Connection Entries  Status  Certificates Log Options Help
i
! <\ .
:EE €= o 5 Cisto SYsTeMs
Connect Irport bd adify Delete _
Connection Entries | Certificates | Log |
| Connection Enty | Hurst | Tranzpart
4| | |
| Mok connected. | 4

21 N HIERE R, - HIAEE VPN SERVER (1= AL HBHE RN 2% P 41 (1 40
AN R

# ¥PM Client | Properties for "Stanley’s ¥PN™ ll

LConnection Entry: IStanIe_l,l's WPM

Qescriptiun:lHi '] love thiz game ! f],

Host: |202.102.48.1

Authentication ITranspurt | Backup Servers I Dial-Up I

% Group Suthentication " Mutual Group Authentication
Mame: Igroup-‘l
Password: I,mmxxx

HERRHREER

Confirm F'asswmd:l
{~ Certificate Authentication

ﬂame:l LI

[T Send C& Certificate Chain

Eraze User F'asswu:urdl Save I Cancel

22, B I I TIERE:
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# status: Disconnected | ¥PN Client - ¥ersion 4.8§.01.0300 10| x|

Connection Entries  Stakus  Certificabes Log  Options  Help

E'ﬁ = @ M Cisco SysTENS

Connect N Irport rdadify Delete

Connection Entries IEertificates | Log |

i 7 | Host b
Stanley's VPN 202.102.48.1 IPSecIUD_ES ______

4] | +

| Mot connected. | Y
22 WUERIN G, THEARME Easy VPN %5 ) difi MK 5 A 35«

# status: Disconnected | ¥PN Client - ¥ersion 4.8.01.0300 10l x|

Connection Entries  Stakus  Certificates Log  Options  Help

& B F = X

Cancel Connect Mew Irnport hd adify Delete

Cisco SYsTEMS

Connection Entries IEertificates | Log |

I Connection Entry I Host I Tranzport
Stanley’s ¥PH 202.102.481 IPSec/UDP

# ¥PN Client | User Authentication for “Stanley’s ¥P x|

The zerver has requested the fallowing information o camplete the user
authentication.

Cisco SysTems

Usermame: Istanle_l,l

xxxxxxm1

« Password: I

Ok I Cancel

| Authenticating user. .. /NEEEENEEEEENEEEE v

23 MEARFSA MAKIEDS, #AEREI):

‘ @I‘p M azzs

24, AEF S IIT IR AT ATE I, A ping iy BAITA T LA Py HE R 44 I 55 4 A T
bR

4]
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INDOWS system3

zsIping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 1922.168.1.1: hytes=32 time=26ms TTL=255
Reply from 192.168.1.1: hytes=32 time=12msz TTL=255%
Reply from 192_168.1.1: hytes=32 time=15ms TTL=255
Reply from 1922.168.1.1: hytes=32 time=18ms TTL=255

Ping statistics for 192_168_.1.1:
Packets: Sent = 4, Received = 4. Lost = B8 (B2 loss).
Approximate round trip times in milli-seconds:
Minimum = 18ms, Maximum = 26ms,. Average = 1Gms

C:ix>ping 192.168.1.2

Pinging 122.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: hytes=32 time=44ms TTL=255
Reply from 1922.168.1.2: hytes=32 time=24ms TTL=255
Reply from 192.168.1.2: hytes=32 time=25msz TTL=255%
Reply from 192._.168.1.2: hytes=32 time=3Bms TTL=255

Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4. Lost = 8 {Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = 24ms, Maximum = 44ms,. Average = 38@ns

Cznd

C:x>telnet 192.168.1.2

User Access Uerification

Password:
Ri >
R
Ri>
Ri >

26, A R1 B a8 A2 AT C B iy 2

R2#show running-config

Building configuration...

hostname R2

!

aaa authentication login default local

aaa authentication login sdm vpn xauth ml 1 local

aaa authorization network sdm vpn group ml 1 local
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aaa session—id common
|
username wangyuan privilege 15 password 0 cisco

bsername stanley secret 5 $1$8h8K$pqZqXV. YSY72iSj9alCmN1
!

crypto isakmp policy 1

encr 3des

authentication pre—share

group 2

!

crypto isakmp client configuration group group—1
key cisco

dns 1.1.1.1
wins 2.2.2.2
pool SDM POOL 1
acl 100
max-users 10
max—logins 1 L 7777777777777777777777777777777777777777777777777777
|

1

crypto ipsec transform—set ESP-3DES—SHA esp—3des esp—sha—hmac

!

crypto dynamic—map SDM DYNMAP 1 1

set transform-set ESP-3DES-SHA

ﬁeverse—route

|
!

krypto map SDM CMAP 1 client authentication list sdm vpn xauth ml 1
crypto map SDM CMAP 1 isakmp authorization list sdm vpn group ml 1
crypto map SDM CMAP 1 client configuration address respond

crypto map SDM _CMAP 1 65535 ipsec—isakmp dynamic SDM_DYNMAP 1 L
!

interface FastEthernet0/0

ip address 202.102.48.1 255.255.255.0

duplex half

no cdp enable

crypto map SDM CMAP 1

!

ip local pool SDM_POOL 1 172.16.1.1 172.16.1.1@

ip http server
|

access—list 100 remark SDM ACL Category=4

-~ | #it¥E [stanley727]: SDMj~

A 1#) VPN Ik 5

#tyE [stanley728]: 40
BEANCE, %7 I DNS Ao
&, Wins flig54% 1P Mk, P&
TE B, Mk, Sk
F P AES AL K A4 1)
I 2 TE i E o

#y: [stanley729]: %I
A

#itiE [stanley730]: Fit'HE

2P xauth INIESI
BEPRATIASNR, W)
ity A BB 3K o

#yE [stanley731]: %/
ity P BV

access—list 100 permit ip 192.168.1.0 0.0.0. 255 anyL
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end

R2#
27, BA T Ik &, HIABEIE 7 B 1) B 1) i eV«

WINDOWS' system32' . cnd_exe

C:s>route print
IPv4 Route Tahle

Interface List

MS TCP Loopback interface
Ax2 _..88 B3 ff do B4 fob Intel 21148-Based PCI Fast Ethernet Adapter {(Gen
eric? — Deterministic Metwork Enhancer Miniport
Bx30084 ...880 B5 %a 3c V& 80 Cisco Systems UPN Adapter — Deterministic HNe
twork Enhancer Miniport

Routes:

Active

Interface Metric
282.195.38.196 28

Gateway
282.195.38.1

Network Destination
B.8.8.8

127.9.8.8
i72.16.8.8
172.16.1.1

40 _4- arc oarc

192.168.1.8
2082.182.48.1
2082.1682.48.2
202.182 .48 .255
2082.195.38.8
2082.195.38.1%6
2082.195.38.255
224.0.8.8
224.0.8.08
255.255.255.255
255.255.255.255

255.8.8.8
255.255.8.8
255.255.2585.2565

arC arc_ arc orrc

255.255.255.8
255.255.255.255
255.255.255.255
255.255.2585.2565
255.255.255.8
255.255.255.255
255.255.255.255
240.8.8.8
240.8.8.8
255.255.255.255
255.255.255.255

127.8.8.1
172.16.1.1
127.8.8.1

P LI A |

172.16.1.1
2082.182.48.2
i2?7.8.8.1
202.1602.48.2
202.195.38.1%6
127.8.8.1
202.195.38.1%6
172.16.1.1
202.195.38.1%96
172.16.1.1
202.195.38.1%6

127.8.8.1
i?2.16.1.1
127.8.8.1

I LT L |

i?2.16.1.1
282.195.38.196
127.8.8.1
202.195.38.1%6
282.195.38.1%96
127.8.8.1
202.195.38.1%6
172.16.1.1
202.195.38.1%96
172.16.1.1
202.195.38.176

Default Gateway 282 195 _38_1

Persistent Routes:
Mone

28, EAEZ ) 1P L :

C:\>ipconfig /all

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix

Description . : Cisco Systems VPN Adapter
Physical Address. 1 00-05-9A-3C-78-00
DHCP Enabled. . . . . . . . . . . : No
IP Address. 0 U U fitid: [stanley733]1: Mk
Subnet Mask . : 255.255.0.0 Fanin A 32 1P Hudik,
Default Gateway
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DNS Servers . . . . . . . . . .. 1111
Primary WINS Server . . . . . . . 2222
C:\»>
29. TG R1 B 486 3k
R2#show ip route

Gat

C

S

C
R2#

eway of last resort is not set

202.102.48.0/24 is directly connected
172.16.0.0/32 is subnetted, 1 subnets

172.16.1.1 [1/0] via 202.102.48.2L
192.168.1.0/24 is directly connected,

, FastEthernet0/0

Seriall/0

29,
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MIMIIT
cisco

CCNP Lab Manual

Lab 66. Basic MPLS Frame-Mode Configuration

S0 H -
1. FEARWIF K MPLS FEA & .
2. Fif# MPLS MR .

KRR IE

Basic MPLS Frame-Mode Configuration

192.168.2.1/24

MPLS Backbone
OSPF Area 0

10.1.1.1/32 10.1.1.3/32

192.168.1.1/24

RIP.v2

192.168.1.2/24

10.1.1.2/32

172.16.2.1/24

i
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1. BCE &Gl e 1P Hulil, I HAEH Ping dr-& A A %%t & A EOE )
.

2+ P MPLS & T-IX 15 OSPF #Hi. JF{iH show ip route #r-2#fiik OSPF i i i
CAWS. FEVFE AL R2 ¥ loopback 0 FHEIT, JL MRS 32 fiff.
IR FE AT BGP 123 U (¥ SE BRI LDP % i %14 1D

R2 (config) #interface loopback 0

R2 (config-if)#ip address 10.1.1.1 255. 255. 255. 255

R2 (config—if)#exit

R2 (config) #router ospf 100

R2(config*router)#ﬁouter—id .11y
R2 (config-router)#network 10.1.1.1 0.0.0.0 area0 |
R2 (config-router)#network 10.1.10.0 0.0.0.255 area 0

R2 (config-router)#Hexit

#£ LOOPBACK 0 ML & 32 frtthiikJRA: X% OSPF ZEBRIVEEIREI AR, &
Y HOE &0 32 ALHERS A IP Hudik. Wi & LSR (BR8AL#HB h#) Stlgd—1N5
PE % 1253 75 ) OSPF A%t M FI454548 & (OSPF Router—ID 5 LDP Router-ID),

BUfEA 32 ALifEfik . {224 0T PE B 38 S5 Hr3845 € 193 0 LOOPBACK 0
SERRA 24 £, M HIL LSP (FR8Ess K HD M4, 3 MPLS NEEIE R I LAE.
WA PLRA M TR E, #ifR ID M.

R2 (config)#interface loopback 0

R2(config*if)#ﬁp ospf default network point—to—point
R2 (config-if) Hexit

3. it ® MPLS (] PE % HH#% R2, PE 4©FKA Provide Edge.
4, 4L R2 3 CEF. CISCO f MPLS &K% T CEF, EXIM24%5 5 F CEF ) Ris
R

‘ R2 (config) #ip cef ‘

5. FCE R2 MIFRZEEE KM

‘ R2(config)#hpls label protocol ldd 77777777777777777777777777777777777777 JA//

6. Bc'E TDP/LDP [f)i s ID. FCE ID i 18 H KRN T [ HE

R2 (config) #interface sl1/1
R2 (config—if)#mpls ip|

R2 (config-if)#tag-switching ip
R2 (config-if) #exit
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| #yE [stanley736]: T

$8E ospf M [ router—id

o #fitiE [stanley737]: ¥t

JIAZ] OSPF [yt s, DAET
Ji T FH L6 5 BGP ¥ 2314 o

| #kyE [stanley738]: X4

TR INE . R ANHE
TR LM

#itiE [stanley739]: MPLS
A PRSI R 1l

TDP (CISCO FAFT) F11 LDP
CISCO BRI\ R4S 5 R AL
hj TDP.

#tvE [stanley740]: %1
J& I MPLS

fity: [stanley741]: 2 H
PR .
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8. WL'E PE B 4% R4 [ MPLS:

R4 (config)#ip cef

R4 (config) #mpls label protocol ldp

R4 (config)#mpls ldp router—id loopback 0 force
R4 (config) #

R4 (config) #interface serial 1/0

R4 (config—if)#mpls ip

R4 (config-if) #tag-switching ip

R4 (config-if) #exit

R4 (config)#exit

9. MilE P a4 R3,

R3(config)#ip cef

R3 (config)#mpls label protocol ldp
R3 (config) #mpls 1ldp router—id loopback 0 force
R3 (config)#

R3 (config) #interface serial 1/0

R3 (config-if) #mpls ip

R3 (config-if)#tag—switching ip

R3 (config-if) Hexit

R3 (config)#

R3 (config) #interface serial 1/1
R3(config—if)#mpls ip

R3 (config-if) #tag-switching ip

R3 (config-if)Hexit

R3 (config)#exit

R3#

10, ZERCELFEF, 7E R2 19 S1/1 F1 S1/2 W 4B i T MPLS FFRZE il

Ja, AR R2 BB R RS E

%Jun 3 15:32:20.371: %LDP-5-NBRCHG: LDP Neighbor 10.1.1.1:0 is UP
*Jun 3 15:32:31.823: %LDP-5-NBRCHG: LDP Neighbor 10.1.1.3:0 is Uﬂ

11. 7E R1 Al R2 f422 1 &5 MPLS 148 1 AR (S B,

R3#tshow mpls interfaces

| #itiE [stanley742]: Mtf5
/| BATR, MPLS f) LDP Pix E

Z R INIHLARJE LSR.
BB, MPLS ff LSR £ 31
11 &8 JeE 0 5 B 25

A6 1 R P A
EF TSR
THEBRETR

2 I  Y RARREN
BOAEOLT, T LSR &2
W o JLARH AR R B FROAE
B

L. Bukpir SR E

2. REFHSRERE

Interface 1P Tunnel  Operational
ﬁeriall/O Yes (1dp) No Yes
Seriall/1 Yes (1dp) No Yes L 777777777777777777777777777
R2#show mpls interfaces
Interface 1P Tunnel  Operational
Seriall/l Yes (1dp) No Yes
R2#
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12, 7ER3 LA LDP AR5 B :

R3#show mpls ldp neighbor

State: Oper; Msgs sent/rcvd: 157/158; Downstream
Up time: 01:51:43
LDP discovery sources:
Seriall/0, Src IP addr: 10.1.10.1
Addresses bound to peer LDP Ident:
192.168. 1.2 10. 1. 10. 1 10. 1. 1. 1
Peer LDP Ident: 10.1.1.3:0; Local LDP Ident 10.1.1.2:0
TCP connection: 10.1.1.3.18305 — 10. 1. 1. 2. 646
State: Oper; Msgs sent/rcvd: 155/157; Downstream
Up time: 01:51:32
LDP discovery sources:
Seriall/1, Src IP addr: 10.1.20.2
Addresses bound to peer LDP Ident:
10. 1. 20. 2 172.16. 1. 1 10.1. 1.3
R3#

|y [stanley744]: 4BfE

FIAM LDP Router—1ID

#iE [stanley745]: 646 Fx
T LDP PpisCiid UDP/TCP
1 646 53t 11 FH 40 i i1
PRI

5341 LDP 4] 224.0.0. 2 41
kAl .

TDP W% 4# F UDP/TCP f 711
Ryt FH 1410 S 74D e BRI 3
3, HAEH R #E i 77 .

13, #rA R3 1 LDP AnZ(5 S22, Bl MPLS [ LDP 425/ LIB.

R3#show mpls ldp bindings

tib entry: 172.16.1.0/24, rev 20
local binding: tag: 21

remote binding: tsr: 10.1.1.3:0, tag: imp—null

remote binding: tsr: 10.1.1.1:0, tag: 21
tib entry: 172.16.2.0/24, rev 34

local binding: tag: 20

remote binding: tsr: 10.1.1.3:0, tag: 20

remote binding: tsr: 10.1.1.1:0, tag: 20
tib entry: 192.168.1.0/24, rev 17

hocal binding: tag: 18L 77777777777777777777777777777777777777777
‘ remote binding: tsr: 10.1.1.1:0, tag: imp—null
remote binding: tsr: 10.1.1.3:0, tag: 21

tib entry: 192.168.2.0/24, rev 32

local binding: tag: 19
remote binding: tsr: 10.1.1.1:0, tag: 19
remote binding: tsr: 10.1.1.3:0, tag: 19

| #ityE: [stanley746]: %%t
| 192. 168. 1. 0/24 TR 5%

R

5;3 H#hiE [stanley747]: Ah
| AL T R kRS S N

18.
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# #yd: [stanley748]: MK

LMK LSR 10. 1. 1.1 Al
10. 1. 1. 3 BB T b7 M
FIARZS o

10. 1. 1. 1 {9 imp—null FI/R
b AR AR )
FCbRE . Bt T H bRkt
At A (R — ik
Hidso F5 A HEAT
h&E. FLIREsy: PHP AL, HI
5 k5 AL o

10. 1. 1. 3 ZrFLIAR2E A 21
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14. ¥ R4 [¥) LIB.

R4#show mpls ldp bindings

tib entry: 172.16.2.0/24, rev 34
local binding: tag: 20
remote binding: tsr: 10.1.1.2:0, tag: 20

| tib entry: 192.168.1.0/24, rev 18 -~ | #it¥E [stanley749]: 4%t
local binding: tag: 21 B 192. 168. 1. 0/24 1M FRIARES
Iremote binding: tsr: 10.1.1.2:0, tag: 18 | fER.

. . \
tib entry: 192.168.2.0/24, rev 32 Y HIE [stanley750]: A

L | IR T R RS E
remote binding: tsr: 10.1.1.2:0, tag: 19 " 91
. 3

local binding: tag: 19

Ro# #tH: [stanley751]1: M

. N 10. 1. 1. 2 W B IFR2E A 18,
15, #F R2. R3 1 R4 ¥ FLIB, BPARESE: KAZ K,

R2#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC  or Tunnel Id switched interface

16 Pop tag 10.1.1.2/32 0 Sel/1 point2point

17 16 10.1.1.3/32 0 Sel/1 point2point

18 Pop tag 10.1.20.0/24 0 Sel/1 point2point

19 Untagged 192. 168. 2. 0/24 0 Sel/0 point2point

20 20 172.16.2.0/24 0 Sel/1 point2point

21 21 172.16.1.0/24 0 Sel/1 point2point

R2#

R3#tshow mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC  or Tunnel Id switched interface

16 Pop tag 10.1.1.3/32 0 Sel/1 point2point

17 Pop tag 10.1.1.1/32 0 Sel/0 point2point

18 Pop tag  192.168.1.0/24 0  Sel/0 point2point | | #tE [stanley752]: POP &

19 19 192.168.2.0/24 0 Sel/0 point2point 7, SflARZE. /I PHP AL

20 20 172.16.2.0/24 0 Sel/1 point2point il L H K238 e MPLS )

21 Pop tag 172.16.1.0/24 0 Sel/1 point2point PE B 1 8% AT FLIB A

R3# R MR PE # A B
Xt AR A 2R I e i B
(N

R4#show mpls forwarding-table
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Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC  or Tunnel Id switched interface

16 Pop tag 10. 1. 10. 0/24 0 Sel/0 point2point
17 Pop tag 10.1.1.2/32 0 Sel/0 point2point
18 17 10.1.1.1/32 0 Sel/0 point2point
19 19 192.168.2.0/24 0 Sel/0 point2point
20 Untagged 172.16.2.0/24 0 Sel/1 point2point
21 18 192. 168.1.0/24 0 Sel/0 point2point
R4#

14, {FFHPREIAT B B g R
1) R4 YT —DTHFER]L 192, 168. 1. 0/24 M 2% 154 4,

2) R4 K AASHL ) FLIB Jo, AT 18 IFRZS, gn's ok 18 #r2h L4k

JEAE ), B RS B A

3) M4 FLIB, R4 M s1/0 fR3 Ve Rl T EARZE B8 A

4) R3 % H AR — AT AR 18 B4

5) R3 K& AM FLIB J5, KINENRF 18 MIKRES, NiZiE4T POP (kRS 5 .
6) R3 BEARZIE, 5 1P Bt FLIB ok MAHE s1/0 2 086 K H 2.

7) R2 WE| - MEA TSRS, R2 A IP R, #iE T Bk

192.168. 1. 1,
8) R2 AR¥E 1P B bk, Ffd i gy F—Bki% a8 192. 168. 1. 1.
9) W,

15+ A FH L5 MPLS (1) LDP [ 5015 A .

R2#show mpls 1dp parameters

Protocol version: 1

bownstream label generic region: min label: 16; max label: 1000000 |
Session hold time: 180 sec; keep alive interval: 60 sec

Discovery hello: holdtime: 15 sec; interval: 5 sec

Discovery targeted hello: holdtime: 90 sec; interval: 10 sec

Downstream on Demand max hop count: 255

Downstream on Demand Path Vector Limit: 255

LDP for targeted sessions

LDP initial/maximum backoff: 15/120 sec

LDP loop detection: off
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‘ Ro#

16+ 7E R1 A H] PING f74, HIAMIZ .,

Rl#ping 172.16.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 240/293/336 ms
R1#

17, SEH 5.
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MIMIIT
cisco

CCNP Lab Manual

Lab 67. Basic MPLS VPN Configuration

S0 H -
1. H3EFLACH MPLS-VPN it & 7 V.
2. I MPLS-VPN G fa] fif e ik 2% ] F 8 v il

B RN SE

Basic MPLS VPN Configuration

192.168.4.2/24

5172
192.168.2.1/24 FrameRelay
192.168.3.1/24 cisco_vpn

s CE

192.168.5.1/24
SPF 200 192.168.7.1/24

eal » ./

192.168.4.1/24

S1/0 M5 /1 MPLS Backbone

~= L S10.1.10.1/24
BGP 64512 R2 OSPF 1 Area0 5170

192.168.0.1/24
192.168.3.1/24

cisco_vpn
CE

192.168.5.1/24
192.168.6.1/24

- -—-4’

1/2
192.168.1.1/24

FrameRelay
"\‘ -:-d o
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TR BRIREK:

1. I FASR A7 AE IS AS IR VPN (1137 15, Microsoft VPN Al Cisco VPN, fif
HPIAN I A 192, 168.°0.0/16 AR RN G125 8], - [R] IF56 43 ik [=] i
FAET PN VPN 1 mi e SIAMARSEI IS fr i 2, b T G200 R, BT LA
FEMCE ARSI, 15 NP o7 AR FOD IR 5E B i . AR MPLS AR 24,
ATLZ R E ORI TR

2. BSEMCE R1. R2. R3. R4, R5. R6 [0 IP, I HAHLR FZEE: CAH B T LA
PING i .

3. BCE MPLS HT-1f) IGP % thits, ACSEEG R OSPF % (M, W mI LR ISIS,
ANid T B R H RTE OSPF A ISTS S HF MPLS (& TR . g R2 1)
BCE U], T R3AIRA LK RS (BCE, 5SS BTN ST

R2 (config) #router ospf 100

R2 (config-router)#passive—interface loopback 0

R2 (config-router) #router-id 10.1.1. 2

R2(config—router)#betwork 10. 0. 0.0 0. 255. 255. 255 area OL -

R2 (config-router) #texit
R2 (config) #

4. U MPLS B T-# s ik thk,  LUAE:— & sl 4L OSPF AR IR .

R2#show ip route

0 10.1.1.3/32 [110/65] via 10.1.10.2, 00:00:44, Seriall/l

0 10.1.1.4/32 [110/129] via 10.1.10.2, 00:00:44, Seriall/1
0 10.1.1.5/32 [110/193] via 10.1.10.2, 00:00:44, Seriall/l
0 10. 1. 30.0/24 [110/192] via 10.1.10.2, 00:00:44, Seriall/l
0 10. 1.20.0/24 [110/128] via 10.1.10.2, 00:00:44, Seriall/l

R2#

5. Mc'E PE s R2 FI R5 f*) MPLS,

R2 (config)#ip cef

R2 (config)#

R2(Config)#hpls label protocol ldp L
R2 (config)#

R2(config)#hpls 1dp router-id loopback 0 force
R2 (config)#

Rﬂ(config)#interface serial 1/1
R2 (config-if) #mpls ip
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#tvE: [stanley754]: L
) OSPF 22 7442 1 K5 3K
Akt AILL—U0RE R2 [
S1/1 ¥ EF1 Loopback0 2%
H, —IREEANAS] OSPF 2t

.

| #kyE [stanley755]: B

CEF.

| #ty: [stanley756]: iEF%

LDP #5857 & B o

| #kyE [stanley757]: %EF%

i FEI R 14 2 LSR [
Router—ID.
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R2 (config-if) #tag-switching ip
R2 (config-if) #exit
R2 (config) #

R5(config) #ip cef

R5(config)#mpls label protocol 1ldp

R5 (config) #mpls ldp router—id loopback 0 force
R5 (config) #interface serial 1/0
R5(config-if)#mpls ip

R5 (config—if) #tag-switching ip
R5(config-if)#exit

R5 (config) #

6. FCEE T HEEE P (Provider), B R3 Al R4 B H 241 MPLS.

R3(config)#ip cef

R3 (config) #mpls label protocol ldp
R3 (config)#mpls ldp router—-id loopback 0 force
R3 (config)#interface serial 1/1

R3 (config-if) #mpls ip

R3 (config-if)#tag—switching ip

R3 (config-if) Hexit

R3 (config)#

R3 (config) #interface serial 1/0

R3 (config-if) #mpls ip

R3 (config-if)#tag—switching ip

R3 (config-if)Hexit

R3(config)#exit

R3#

R4 (config)#ip cef

R4 (config)#mpls label protocol 1ldp
R4 (config)#mpls 1ldp router—id loopback 0 force
R4 (config) #interface serial 1/1

R4 (config-if) #mpls ip

R4 (config-if) #tag-switching ip

R4 (config-if)#exit

R4 (config)#

R4 (config)#interface serial 1/0

R4 (config-if) #mpls ip

R4 (config-if) #tag-switching ip

R4 (config-if) Hexit

R4 (config) #texit

R4#
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T AL — & MPLS ‘BT gy A F FLIB (bR k%) , #iiA MPLS LAEIEH .

R2#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC  or Tunnel Id switched interface

16 Untagged 10.1.1.3/32 0 Sel/1 point2point
17 Pop tag 10. 1. 20. 0/24 0 Sel/1 point2point
18 17 10.1.1.4/32 0 Sel/1 point2point
19 19 10. 1. 30. 0/24 0 Sel/1 point2point
20 18 10.1.1.5/32 0 Sel/1 point2point
R2#

8. fEW & PE M 2% LACE BGP ¥hil. FicE BGP WM H &k T )5 I MP-BGP,
FHTAE PE B 88 2 ()45 VPN i 1T BGP AU AR JE iy, ANESR A2

FHEIEREARY, R BGP {# FH TCP 179 5w L HEATAR i
THENCE R2 5 RS B th 2517 BGP %o

R2 (config)#router bgp 64512

R2 (config-router) #neighbor 10.1.1.5 remote-as 64512
R2(config—router)#beighbor 10. 1. 1. 5 update-source loopback 0
R2(config7router)#bo synchronization[
R2(config*router)#bo auto—summary{ 777777777777777777

R2 (config-router)#exit

R2 (config) #

R5 (config)#router bgp 64512

R5 (config-router)#neighbor 10.1.1.2 remote-as 64512

R5 (config-router)#neighbor 10. 1. 1.2 update-source loopback 0
R5 (config-router)#no synchronization

R5 (config-router)#no auto—summary

R5 (config-router) #exit

R5(config)#exit

R5 (config)#

9. HAIA BGP AT i G e o

R2#show ip bgp summary
BGP router identifier 10.1.1.2, local AS number 64512

BGP table version is 1, main routing table version 1

Neighbor \ AS MsgRevd MsgSent  TblVer
10.1. 1.5 4 64512 5 5 1 0
R2#

InQ OutQ Up/Down State/PfxRcd
0 00:01:25 0

10+ WE M6 PE Bt 4% MP-BGP P, FLH K52 T2 HeAN R VPN 37 s iR % e o
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R2 (config) #router bgp 64512
R2 (config-router)#

R2 (config-router—af) #no auto—summary
R2 (config-router—af) #exit
R2 (config-router) #exit

R2 (config)#

R5 (config)#router bgp 64512

R5 (config-router) #

R5 (config-router)#address—family vpnv4

R5 (config-router—af)#neighbor 10.1.1.2 activate

R5 (config-router—af)#neighbor 10.1.1.2 send-community extended
R5 (config-router—af) #no auto—summary

R5 (config-router—af) #exit

R5 (config-router)Hexit

R5 (config) #

JEHYT SRS He i H A2, A T MP-BGP #71 #% rh (X 404 (RD) A3 15 )&
Mo B AT, ATLARARASFI VPN 3 55 0 % S MR B 7 0 o JEAT AR AR
MP-BGP JAN[H] ] VPN 37 s R EEAN[H] 1) VRF (VPN Routing Forwarding) # & #.
HH DX 2045 (RD) AT LA e 25 P ity 3 A bk 2 () 558 1) 1) 8o 73 A0 1 B (RT) ]
PASEIL S RD AH[AIMIDhRE . H RD RIEPEAGE, JCIEAE MPLS VPN 1T 3 RFE A%
P2 dhdh o AL — AN, EANE ) VPN 3 A LY VOIP (RSB . wf L
AU HT RT iR AN 7] (10 37 r H R TR 08— AN 9 OG o T UE Dl gt RD TGV SR o

11. &% R2 /& RS ) MP-BGP WhiUIRAS, AN A IIAE H B MP-BGP J-4H A
VPN 37 i 7= A ATART FH 5% 1 % 1

R2#show ip bgp vpnv4 all

R2#

12 BCE VRE, R VPN 2%t 4% R 22, SLS iR IC B 4%t H bx (RT) R B X 50755 (RD) o
1y H 75 A = g T [H] > VPN 37 s 1% 1 B Fs (RT) , SLAE 20— 3. 75 0m]
Aeox S MPLS VPN (R ph e by gt b

‘ R2 (config)#ip vrf microsoft_vpdr 7777777777777777777777777777777777777777 lJ”
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JH MP-BGP #pi8, @AZHAE
VPNv4 [R3iik S35 R 30 -
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PG MP-BGP Fr40 i 1) 45 F AZ

NE T

| #thy¥ [stanley764]: Ja

BGP 4" 3t M Ac #e
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R2 (config-vrf) #exit
R2 (config) #exit

| #itiE [stanley766]: MCE

microsoft vpn 37 s )%
X 4N 64512: 100,
AT /& ASN: XX 4530,
RD A7 = A A A (A HAk

|| TEES AT

R5(config) #ip vrf microsoft vpn

R5 (config-vrf) #ird 64512:100

R5 (config-vrf) #route-target import 64512:100
R5 (config-vrf) #route—target export 64512:100
R5 (config-vrf) Hexit

R5 (config) #

| #tvE: [stanley767]: %fy

A Fe K i H bR A
64512: 100 [ B S A\ FI VRF
o,

13 4rMCAE R2 5 R5 b 28 LGS VRF L8z 0O,

R2 (config) #interface serial 1/0
R2(config—if)#ﬁp vrf forwarding microsoftfvpnt 7777777777777777777777777777777
% Interface Seriall/0 IP address 192.168. 1.2 removed due to enabling VRF microsoft vpn
R2(config-if)#ip address 192.168. 1.2 255. 255. 255. 0 ‘
R2 (config—if)#exit

R2 (config) #

ity [stanley768]: 35!
AT i FR) S P 2 R R AT 3
MP-BGP HH A5 FH % £ X 20 445 Ay
64512:100.

| #itiE [stanley769]: ¥

microsoft vpn ff] VRF 5
S1/0 2 1 Sk .

R5 (config) #interface serial 1/1

R5 (config-if) #ip vrf forwarding microsoft_vpn

% Interface Seriall/l IP address 192.168.4.1 removed due to enabling VRF microsoft vpn
R5 (config-if)#ip address 192.168. 4.1 255. 255. 255. 0

R5(config-if)#exit

R5(config) #exit

R5 (config)#

| #tyE [stanley770]: BT

AeE 7 VRF & S8z 01 1P
FRo TR EE R E—
R IP Huhik.

14, W\ VRE BOPEARAS S o T LURER] show ip vrf iy, A 9L VRE (5 5.

R5#tshow ip vrf detail
VRF microsoft_vpn; default RD 64512:100; default VPNID <not set>|

Interfaces:
Connected addresses are not in global routing table
Export VPN route—target communities
RT:64512:100
Import VPN route—target communities
RT:64512:100
No import route—map
No export route—map
VRF label distribution protocol: not configured

R5#

ity [stanley771]: VRF HY
4%, LK% VRE ffcE ) RT
M.

| #kiE [stanley772]: VRF [#)

AR,
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R5#
‘15\ B PE 5 CE Z [A]f¥13% FHIEBEE ORI MP-BGP 15 RIP 2 [H] /) ¥ 3 K o E‘
A ZERCE 2 R2 5 RL, R5 Y55 R6 ZIFJ (% HERE bl 4R my DA &
B AR RIPv2 BRSGHAT L &
T SERLE CE Ui () RIP B

R1 (config)#router rip

R1(config-router)#version 2

R1 (config-router)#network 192.168.1.0
R1(config-router)#network 192.168.2.0
R1 (config-router)#network 192.168. 3.0
R1 (config-router)#exit

Rl (config)#exit

R1#

R6 (config)#router rip

R6 (config-router)#iversion 2

R6 (config-router) #network 192.168.4.0
R6 (config-router)#network 192.168.5.0
R6 (config-router)#network 192. 168. 6.0
R6 (config-router)Hexit

R6 (config)#

YR E PE 3 (4 RIP 8% .

R2 (config)#router rip

R2(config*router)#&ersion j

R2 (config-router) #

R2(config*router)#hddress—family ipvd vrf microsoft_van 777777777777777777777777
R2 (config-router—af) #version 2
R2(config*router*af)#ﬁedistribute bgp 64512 metric transparent‘

R2 (config-router—af)#network 192.168.1.0

R2 (config-router—af)#no auto—summary
R2 (config-router—af)#exit

R2 (config-router)#exit

R5 (config) #router rip

R5 (config-router)#version 2

R5 (config-router) #

R5 (config-router)#address—family ipv4 vrf microsoft vpn

R5 (config-router—af) #version 2

R5 (config-router—af)#network 192.168.4.0

R5 (config-router—af) #redistribute bgp 64512 metric transparent

R5 (config-router—af) #no auto—summary
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| #kyE [stanley774]: BT

IPV4 HihEZK MR, P& RIP 5
VRF 5 REBZ RIIMRR . H
& tHAE F A1 I (¥R VRE

HIIRAS RT (R

#tE [stanley?75]: ¥
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R5 (config-router—af) #exit
R5(config-router)#exit
R5 (config) #

SR PG E BGP,  HAR RIP A% b = & A1i 1) MP-BGP .,

R2 (config) #router bgp 64512

R2 (config-router)#

R2(config-router) #address—family ipv4 vrf microsoft vpd | - | #t¥E [stanley776]: K&
R2(config-router—af)#redistribute rip| | - HRATIN Y VRE AHOCIEY) RT
R2 (config-router—af) #no auto—summary AN FIMEL

R2 (config-router—af)#no synchronization vk [stanleyT77]: Wk

i RIP % FH s

R2 (config-router—af)#exit

R2 (config-router) Hexit

R2 (config)#exit

R5 (config) #router bgp 64512

R5 (config-router)#

R5 (config-router)#address—family ipv4 vrf microsoft_vpn
R5 (config-router—af) #redistribute rip

R5 (config-router—af)#no synchronization

R5 (config-router—af)#no auto—summary

R5 (config-router—af) #exit

R5 (config-router) Hexit

R5 (config) #
16. &% microsoft vpn AP R1 A1 R6 B S5 HUEE HE%, A1\ MPLS VPN fid
BN .

Rl#tshow ip route

Gateway of last resort is not set

R 192. 168.4.0/24 [120/1] via 192.168.1.2, 00:00:23, Seriall/l
R 192. 168.5.0/24 [120/2] via 192.168.1.2, 00:00:23, Seriall/1

R 192.168.6.0/24 [120/2] via 192.168.1.2, 00:00:23, Seriall/l | | #t¥E [stanley778]: RI i

............ 28°7 2] B R6 e b A% o

R6#show ip route

Gateway of last resort is not set
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R 192.168. 1. 0/24 [120/1] via 192.168.4.1, 00:00:17, Seriall/0
R 192.168.2.0/24 [120/2] via 192.168.4.1, 00:00:17, Seriall/0
R 192. 168.3.0/24 [120/2] via 192.168.4.1, 00:00:17, Seriall/0

R6#

17, f#F PING fiv &A% i A 2ok .

Rl#ping 192.168. 5.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.5.1, timeout is 2 seconds:

e -~ | #tyE [stanley779]: Wit
Success rate is 100 percent (5/5), round-trip min/avg/max = 336/424/480 ms PING 0] DA HH % b 21 2%
R1# .

R6#ping 192.168. 2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 288/438/552 ms
R6#

18+ 9T MPLS FRIARZEAE # i3 PR AH DG PR 45 L 1 A2 G T2 0 Basic
MPLS Frame-Mode Configurationg H)SE4G—15.
19. &FH MP-BGP & F microsoft vpn 37 filf % {5 H & .

R2#show ip bgp vpnv4 vrf microsoft_vpn
BGP table version is 13, local router ID is 10.1.1.2

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 64512:100 (default for vrf microsoft vpn)

*> 192.168. 1.0 0.0.0.0 0 32768 ?

*> 192.168. 2. 0 192.168. 1. 1 1 32768 ?

*> 192.168. 3.0 192.168. 1. 1 1 32768 ?

#>1192. 168. 4. 0 10. 1. 1.5 0 100 0?

*>1192. 168. 5. 0 10. 1. 1.5 1 100 0 ?

%51192. 168. 6.0 10.1.1.5 1100 o | | # [stanley7801: MP-BG

R2# P 27 3] B IRz 5 )
microsoft_vpn 37 55 K1 ES HH o
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20, FI microsoft vpn 3 siff) VPN BLE 58 M. NI 77 2L cisco vpn 3
AT VPN (RS .

21, FC'E RS M rhas TP Muhk, FF HJ3 0 EIGRP #% thithill. HAr 56T Frame—Relay
IRCE T

R8 (config) #interface serial 1/2

R8 (config-if) #encapsulation frame-relay

R8 (config-if) #no frame-relay inverse—arp

R8 (config—if) #frame-relay map ip 192.168.1.2 802 broadcast
R8 (config—if) #no shutdown
R8(config-if) #exit

R8 (config) #
R8(config)#ﬁouter eigrp10, ]
R8 (config-router)#no auto—summary

R8 (config-router)#network 192.168. 0.0

R8 (config-router)#network 192.168.1.0

R8 (config-router)#network 192.168. 3.0

R8 (config-router)Hexit

R8(config)#exit
22, & PE B rhgs R2 19 S1/2 #:0, Jf H—& B Adi ] PING iy kil 0. il
R

R2 (config) #interface serial 1/2

R2 (config—-if) #encapsulation frame-relay

R2 (config-if)#no frame-relay inverse—arp

R2 (config—if) #frame-relay map ip 192.168.1.1 208 broadcast
R2 (config-if)#ip add 192.168.1.2 255.255. 255.0

R2 (config-if) #no shutdown

R2 (config-if) #exit

R2 (config) #

23, 7 PE % H#% R2 I, 2k cisco vpn 3 A E VRF 3%,

R2 (config)#ip vrf cisco_vpn
R2 (config-vrf)#rd 64512:200
R2 (config-vrf) #route—target import 64512:200

R2 (config-vrf)#route—target export 64512:200
R2 (config-vrf) Hexit

24, TE R2 1) EIGRP 108,

RZ(config)#ﬁouter eigrp 10d

R2 (config-router)#no auto—summary
R2(config—router)ﬂaddress—family ipv4 vrf cisco_van

R2 (config-router—af) #redistribute bgp 64512 metric 10000 10 255 1 1500
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| #yE [stanley781]: %)

St J FH EIGRP F [ Y8 R 48
10,

#tE [stanley782]: K
cisco_vpn 3 e B
H % (RT) {54 200,

#tyE: [stanley783]: i
EIGRP [#) 100 [f] HiA R4t

R A B RS S
5 CE s A — e FH2E 5.

#tyE [stanley784]: i/
T cisco vpn AHFEH] ipva Hh
HEZK %
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R2 (config-router-af)#network 192.168.1.0
R2 (config-router—af)#no auto—summary
R2(config*router*af)#hutonomous—system lq 7777777777777777777777777777777777

R2 (config-router—af) #exit

R2 (config-router)#Hexit

25. ¥ cisco vpn [ VRF i & A0 N7 A0 b

| #ityE [stanley7851: F55&

2 )1 VPN ) EIGRP f#) [ 96 &
45 . W5 CE 1% 24
— A BIELE

R2 (config) #interface serial 1/2

R2 (config-if) #ip vrf forwarding cisco_vpn

% Interface Seriall/2 IP address 192.168. 1.2 removed due to enabling VRF cisco_vpn
R2 (config-if)#ip address 192.168. 1.2 255. 255. 255. 0

R2(config-if)#exit

R2 (config) #exit

26, AF EIGRP [) PE 5 CE Z[AIHJARfE KR .

R2#show ip eigrp vrf cisco_vpn 10 neighbors
IP-EIGRP neighbors for process 10

H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num
0 192.168.1.1 Sel/2 122 00:01:54 64 384 0 2
R2#

27, MHE VRF Hc & EIGRP (1) 1 25 A& A7 #1] MP-BGP 1.,

R2 (config) #router bgp 64512

R2 (config-router)#address—family ipv4 vrf cisco_vpn
R2 (config-router-af) #iredistribute eigrp 10

R2 (config-router—af)#no auto—summary

R2 (config-router—af)#no synchronization

R2 (config-router-af) #exit

R2 (config-router)Hexit

R2 (config)#

28. #rF MP-BGP 2T cisco vpn 37 A % {5 B3

R2#show ip bgp vpnv4 vrf cisco_vpn

BGP table version is 19, local router ID is 10.1.1.2

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 64512:200 (default for vrf cisco vpn)

*> 192.168. 0.0 192.168. 1.1 2297856 32768 ?
*> 192.168. 1.0 0.0.0.0 0 32768 ?
*> 192.168. 3.0 192.168. 1.1 2297856 32768 ?
R2#
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29, Mt E R7 B H#sfr) TP Mok A1 A OSPF f % b

R7 (config) #interface serial 1/2

R7 (config-if) #ip address 192.168. 4.2 255. 255. 255. 0

R7 (config-if)#encapsulation frame-relay

R7 (config-if) #frame-relay map ip 192.168.4.1 705 broadcast
R7 (config-if) #no frame-relay inverse—arp

R7 (config-if)#ip ospf network broadcast

R7 (config-if) Hexit

R7 (config) #router ospf 100

R7 (config-router)#redistribute bgp 64512 subnets

R7 (config-router) #network 192.168.5.0 0.0.0.255 area 0
R7 (config-router) #network 192.168.7.0 0.0.0.255 area 0
R7 (config-router)#network 192.168.4.0 0.0.0.255 area 0

R7 (config-router)H#exit

30. £ PE 2% R5 I, 4 cisco vpn AL E VRF %,

R5 (config) #ip vrf cisco vpn

R5 (config-vrf) #rd 64512:200

R5 (config-vrf) #route-target import 64512:200
R5 (config-vrf) #route—target export 64512:200
R5 (config-vrf)Hexit

31. Jit & R5 [ S1/2 B[ 1P HuhbFIT OSPF % 16 i .

R5 (config) #

R5 (config)#

R5 (config) #interface s1/2

R5 (config—if)#ip ospf network broadcast
R5(config-if)#encapsulation frame-relay

R5 (config-if) #no frame-relay inverse—arp

R5 (config—if) #frame-relay map ip 192.168. 4.2 507 broadcast
R5 (config-if) #ip vrf forwarding cisco_vpn

R5 (config-if)#ip add 192.168.4.1 255. 255. 255.0

R5 (config-if) #no shutdown

R5 (config—if) Hexit

R5 (config) #

R5(config)#ﬁouter ospf 200 vrf cisco_vpn[ 7777777777777777777777777777777777
R5 (config-router) #network 192.168.4.0 0.0.0.255 area 0

R5 (config-router)#redistribute bgp 64512 subnets

R5 (config-router)Hexit

R5 (config) #

#ty¥: [stanley786]: OSPF
Bl R 5 5 VRF #E4T
Kk MAER TPv4 1l
TN T

32, Bd'E £F MP-BGP H # & Aii CE i [) OSPF B .

R5 (config) #router bgp 64512

R5 (config-router)#address—family ipv4 vrf cisco_vpn
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R5 (config-router-af) #iredistribute ospf 200
R5 (config-router—af)#no auto—summary

R5 (config-router—af)#no synchronization

R5 (config-router—af) #exit

R5 (config-router)Hexit

R5 (config) #

33. T cisco vpn I P F) RS BiJE R7 B% H1 2% 1) % th % .

R7#show ip route

Gateway of last resort is not set

C 192.168.4.0/24 is directly connected, Seriall/2

C 192.168.5.0/24 is directly connected, Loopback0

C 192.168.7.0/24 is directly connected, Loopbackl

0 E2 192.168.0.0/24 [110/2297856] via 192.168.4.1, 00:06:10, Seriall/2
0 E2 192.168.1.0/24 [110/1] via 192.168.4.1, 00:06:10, Seriall/2

0 E2 192.168.3.0/24 [110/2297856] via 192.168.4.1, 00:06:10, Seriall/2 ‘ _- | #kiE [stanley787]: @ik

R7# VPN 318 2% > B 8% i
34, ffEH PING iy A5 I i o AT 250

R7#ping 192.168.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 424/483/576 ms
R7#

35. fEATi PE P& #s 7 A MP-BGP M5 B

R2#show ip bgp vpnv4 all

BGP table version is 34, local router ID is 10.1.1.2
Status codes: s suppressed, d damped, h history, * valid, > best, i — internal,
r RIB-failure, S Stale

Origin codes: i — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 64512:100 (default for vrf microsoft_vpn)‘ 77777777777777777777 | #E [stanley788]: MP-BG
*> 192.168.1.0 0.0.0.0 0 32768 ? P 2 microsoft_vpn 3% pif4
*> 192. 168. 2.0 192.168. 1.1 1 32768 2 TR R .
*> 192.168. 3.0 192.168. 1. 1 1 32768 ?
*>1192. 168. 4.0 10.1. 1.5 0 100 0°?
*>1192. 168. 5.0 10.1.1.5 1 100 0°? | i [stanley789]: MP-BG
*>1192. 168. 6. 0 10.1. 1.5 1 100 0°? /// P 34 cisco vpn 3 SRR
Route Distinguisher: 64512:200 (default for vrf cisco_vpnﬂ 77777777777777777777777 7// e
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*> 192.
*> 192,
*> 192,
*>1192.
*>1192.
*>1192.
R2#

168.0.0
168.1.0
168. 3.0
168. 4.0
168.5.1/32
168.7.1/32

192.168. 1.1 2297856 32768 ?
0.0.0.0 0 32768 ?
192.168. 1.1 2297856 32768 ?
10.1. 1.5 0 100 0°?
10.1. 1.5 65 100 0 °?
10.1. 1.5 65 100 0°?

36. B& microsoft vpn 3 i R6 I HI# 5 cisco vpn 35 R7 B H#S M HH 3% .

WM %, A MPLS VPN 1] DL S5 R0 ) fift pe b bk 5538 f) ) it

R6#show ip route

0 E2 192.168.0.0/24
0 E2 192.168.1.0/24
0 E2 192.168. 3.0/24
R7#

[110/2297856] via 192
[110/1] via 192.168. 4.
[110/2297856] via 192

C 192.168.4.0/24 is directly connected, Seriall/0

C 192. 168.5.0/24 is directly connected, Loopback0

C 192.168.6.0/24 is directly connected, Loopbackl

R 192.168.1.0/24 [120/1] via 192.168.4.1, 00:00:19, Seriall/0
R 192.168.2.0/24 [120/2] via 192.168.4.1, 00:00:19, Seriall/0
R 192. 168. 3. 0/24 [120/2] via 192.168.4.1, 00:00:19, Seriall/0
R6#

R7#show ip route

C 192.168.4.0/24 is directly connected, Seriall/2

C 192.168.5.0/24 is directly connected, Loopback0

C 192.168.7.0/24 is directly connected, Loopbackl

168.4.1, 00:12:16, Seriall/2
1, 00:12:16, Seriall/2
168.4.1, 00:12:16, Seriall/2

I s i 45 H o T DX SRR VPN (1537 0

37+ FHXALH] PING AN 37 s iR ch AR (e th AT R AR A8 472R

38, SERTEM.

393

http://pan_baidu.com/share/home?uk=2084365290&view=share#

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6




http://ccieh3c.taobao.com

MIMIIT
cisco

CCNP Lab Manual

Lab 68. Configuring Reflexive ACL

SEI0 H K-
1. %48 [ ACL T & v
2. PR ACL (1 T AR 5B,

B RN SE

Configuring Reflexive ACL

64.35.136.10

3 FAQ/O

G4.35.136.1/24

FAQ/O
— @ meme  — )

202.102.48.2/24 b 202.102.48.1/24
S —
64.35.126.20 =
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KR PR EK:

I FESGiasi 1P bk, I DA Ping fir & A 25 o i) ELE M0

1. [EEFAE RL. R2. R4 ¥ di#s LECE VIY 26, DUMET3E—2DIER
2. fER1. R2 FIR4 FRCEFSEA, HRMERT LAV . BEW

‘ R1(config)#ip route 0.0.0.0 0.0.0.0 64.35.136. 1

‘ R2 (config)#ip route 0.0.0.0 0.0.0.0 64.35.136.1

‘ R4 (config)#ip route 64.35.136.0 255.255.255.0 202.102.48. 2 ‘

4. fERL. R2 F1R3 AT telnet Wk 264 4z

R4#telnet 64.35.136. 10
Trying 64.35.136.10 ... Operl
User Access Verification

Password: sekkkeiok

R1>1logout

[Connection to 64.35.136.10 closed by foreign host]

R4#

R4#

R4#telnet 64.35. 136. 20
Trying 64.35.136.20 ... Openl
User Access Verification

Password: sekekekekek

R2>1ogout

[Connection to 64.35.136.20 closed by foreign host]

R4#

ity [stanley790]: R4 W]
DL A TELNET 714 R1 % pH
o

| #itvE [stanley791]1: R4 ™

PLfd B TELNET 7 [7] R2 2% £H
5o

Rl#telnet 202.102.48.1
Trying 202.102.48.1 ... Opel
User Access Verification
Password: seiekekek
R4>1ogout
[Connection to 202.102.48.1 closed by foreign host]
R1#
Ri#ping 202.102.48.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 144/176/240 ms
R1#

| #tiE [stanley792]: KK

ff) RL thmT LA F TELNET v
i) R4 % 2% o

#tvE [stanley793]: [AJIS;
R1 1A LAf# ] PING V1] R4
% 2.

R2 ¥ Hi 5 R1 % p e ny LA
i la) R4 o .

3¢ N THIRM LRI 4s, FEAE RS LECE ACL, #E4u Internet i fi#s R4 [
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64. 35. 136. 0/24 11/ 45 K AATA 1 ]
4, h T HERCESR, 7ER3 LS FHECE |

R3(config)#access-list 1 deny any
R3 (config)#
R3 (config) #interface sl/1

R3 (config-if)#ip access—group 1 in
R3 (config-if) Hexit

5. FCESERGE, F R4 EAfA ACL B & 45 3

R4#ttelnet 64.35.136. 10

Trying 64.35.136.10 ...

F/o Destination unreachable; gateway or host down{

R4#ttelnet 64.35.136.20

Trying 64.35.136.20 ...

% Destination unreachable; gateway or host down
R4#tping 64.35.136. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 64.35.136.10, timeout is 2 seconds:

Success rate is 0 percent (0/5)
R4#

6+ 7F R1 3¢ R2 L5l xd A0 X 517 17 -

Rl#ping 202.102.48.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)
R1#

R2#telnet 202.102.48.1
Trying 202.102.48.1 ...

’% Connection timed out; remote host not responding

R2#
7. MUK, R4 BARC AT M NI S% . (HJ2 R1 AT R2 i V5 4k
2% . FRAE I IR R SR LR B R ACL HLAE 4 1AM i P 3 I 2 B B 0 A3k
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-~ 7| #byE [stanley794]: st

R4 TG 170 P9 40 109 2%

| #k¥E [stanley795]: ICMP

A B At eV 2Tk A A

#tyE: [stanley796]: HAR
ACL 2R T N M [ 22 4
AELTR] BT P 19 1) LA TG Vs
Jii] S A o

ity [stanley797]: R2
TS AN S U ] o
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T ICMP F1 TELNET #f&AEE K IER, BT ACL KIELFTEHNERE, S8 T

B & $dE 8 th To iR B 2 N ER M 4% .
8. A TAURIX— ), WLAZE R3 L5t RACL Bl s B ACL

L

R3(config)#no access—list 1

R3(config)#

R3(config)#interface serial 1/1

R3 (config-if)#no ip access—group 1 in
R3(config-if) #exit

R3 (config)#

R3(config)#ﬁp access—list extended in2out |
R3(config*ext*nael)#bermit tcp any any eq telnet reflect tcp_raclt
R3 (config-ext—nacl)#permit icmp any any reflect icmp_racl

R3 (config-ext—nacl)Hexit

R3 (config) #ip access—list extended out2in

R3 (config-ext—nacl)#
RS(config—ext—nacl)#kvaluate teprgel
R3 (config—ext—nacl)#evaluate icmp_racl

R3 (config—ext—nacl)#deny ip any any

R3 (config—ext—nacl) #exit

R3(config)#

#bvE [stanley798]: Hyz
— AN RHIGTR ACL, I 4
4 in20UT, 7% ACL 422 H
P, FRIRH PR E SR

ik

9. ¥ RACL Jit & 24511

R3 (config) #interface serial 1/1
R3 (config-if) #ip access—group inZ2out out
R3 (config-if)#ip access—group out2in in

R3 (config-if)Hexit

‘ #tyE: [stanley799]: i

Py EI4R 9 FT TELNET (1515
e, Uk L e S Y ACL
% H, HNBISNR IR D
IN (977 )b ot A . (0 3%
[}

Reflect s&fi7E4RE M RACL
g H . B
Gy RENA QNG S ACL, LA

|

10, & R3 1Y) access—lists MIBCE

R3#tshow ip access—lists
&eflexive IP access list icmpiracﬂ 7777777777777777777777
Extended IP access list in2out

10 permit icmp any any reflect icmp racl (9 matches)

20 permit tcp any any eq telnet reflect tcp racl (24 matches)
Extended IP access list out2in

20 evaluate tcp racl

30 deny ip any any (25 matches)

&eflexive IP access list tcpfracﬂ

#tyE [stanley800]: 75|/
Z AT RACL [ tep racl
M H, JERIPTHH
i, Z)AS IR ACL,

| #ME [stanleyS01]: M T

BRI, JFEA SRR
BEFFBEA AT SR ACL
g,

R3#
11. 7€ R4 LA RACL FBCE :
R4#

R4#ping 64. 35. 136. 10

#tyE [stanley802]: HT
BEI, JFRAT LR A .
WEIFBEA AT SR ACL
B,
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 64.35.136.10, timeout is 2 seconds:
U.U.U

Success rate is 0 percent (0/5)

R4#

R4#telnet 64.35.136. 10

Trying 64.35.136.10 ...

% Destination unreachable; gateway or host dowﬂ

R4#

12. W22 R3 |1 access—lists:

| #tiE: [stanley8031: it

SRR TETE DS 1) A 9 PR 3
Hlo

R3#tshow ip access—lists
&eflexive IP access list icmpiracﬂ 777777777777777777777777777777777777777
Extended IP access list in2out

10 permit icmp any any reflect icmp racl (9 matches)

20 permit tcp any any eq telnet reflect tcp racl (24 matches)
Extended IP access list out2in

20 evaluate tcp racl

30 deny ip any any (25 matches)
Reflexive IP access list tcpfﬂReflexive IP access list tcp racl
R3#

13, 7£ R1 8% R2 AR

Rl#telnet 202.102.48.1
Trying 202.102.48.1 ... Open
User Access Verification

Password:

R4>

k4>logout

[Connection to 202.102.48.1 closed by foreign host] [
R1#

Rl#ping 202.102.48. 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 80/136/192 ms
R1#

R2#telnet 202.102.48.1

Trying 202.102.48.1 ... Open
User Access Verification

Password: sekisksiek

ity [stanley804]: %H
FEAT ) RACL #6158 .

ity [stanley805]: WH
FEAAT ) RACL 158

| #tyE [stanley806]: 7 LA

ST ET A i AR Y
TELNET [R5 .

| ki [stanley807]1: B!

WEFE Telnet.

R4>
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R4>logout

[Connection to 202.102.48.1 closed by foreign host]
R2#

R2#ping 202.102.48. 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 144/190/232 ms
R2#

14, ¥%& R3 1] access—1list g H:

R3#tshow ip access-lists

Reflexive IP access list icmp racl
permit icmp host 202.102.48.1 host 64.35.136.20 (9 matches) (time left 285)
permit icmp host 202.102.48.1 host 64.35.136.10 (29 matches) (time left 298) ‘ 77777
Extended IP access list inZout
10 permit icmp any any reflect icmp racl (47 matches)
20 permit tcp any any eq telnet reflect tcp racl (148 matches)
Extended IP access list out2in
10 permit icmp any any echo-reply (25 matches)
20 evaluate tcp racl
30 deny ip any any (28 matches)
Reflexive IP access list tcp racl
‘ permit tcp host 202. 102. 48. 1 eq telnet host 64. 35. 136. 10 eq 19787 (65 matches) (time left
0)
permit tcp host 202. 102. 48. 141 eq telnet host 64. 35. 136. 10 eq 12412 (1 match) (time left

15 BRI LU N EEXT BT A B S 1 A S ACL AR IR 1] 300 #. 1k T
TCMP B2 UDP R, JLoxil fBiesfe 1 2 5 A SEK. IR ACL A7 I
[, MRSk 4 Dos B HAl S AL 1 Mok il REMEm SE K. DAL, s 2l
TOER N WA BONARE. n Bl F

R3(config)#ip access—list extended in2out
R3(config-ext—nacl)#permit icmp any any reflect icmp_racl himeout 10L 777777777777777

R3 (config—ext—nacl)#permit tcp any any eq telnet reflect tcp_racl
R3 (config-ext—nacl)#permit udp any any reflect udp_racl timeout 10

R3 (config-ext—nacl)#end
16+ FRXAE R1 _FATH ping WINKHE € (1) 25 15 I TR) A«

‘ Ritping 202.102. 48. 1
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| ity [stanley808]: Ay

icmp P BhA A 5 ACL .
AV T AN EHLEN P K 3=
WLI TCMP [ o

Time left fgi, #AIEEM
S5t ACL AT ATFIEZ A

| #tyE [stanley809]: & TCP

PRSI R ACL . JE A VF
SR EALEN A 14 TR AR R
FAJ TCP AL o

#tvE [stanley810]: f57%E
ICMP fRI£3 1 IS ] 2 10 5. B
ZNA BN RACL 47375 I 18] Ay
10 #.
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 104/169/264 ms
R1#

17. &%& R3 ) access—lists & &:

R3#ishow ip access-lists
&eflexive IP access list icmp_racl
permit icmp host 202.102.48.1 host 64.35.136.10 (9 matches) (time left 8)
Extended IP access list inZout
10 permit icmp any any reflect icmp racl (18 matches)
20 permit tcp any any eq telnet reflect tecp racl
30 permit udp any any reflect udp racl
Extended IP access list out2in
20 evaluate tcp racl
30 deny ip any any (37 matches)
Reflexive IP access list tep racl
Reflexive IP access list udp racl

R3#

#tvE: [stanley811]: 4F%f

ICMP %L ¥ RACL FRIA 5 I

()24 10 #bo H T JGVELE R H
/> PING [FJi, RPZKEL

access—list 15 5. Bl tAL
Bk 8 1.

18 5K 5E B

400

http://pan_baidu.com/share/home?uk=2084365290&view=share#

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6




http://ccieh3c.taobao.com

MIMIIT
cisco
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Lab 69. Configuring Two-Interface Firewall with CBAC

SEI0 H K-
1. 42 CBAC T 1R STy vy n) 458 1) 51 2 E ¥
2. Ffift CBAC ¥ TAE 3

B RN SE

Configuring Two-Interface Firewall with CBAC

64.25.126.10/24
FAD/O

Tel Se! r 64.25.126.1/24

FAO/0
a ' S1/1 Internet _.?‘m@

242.102. 992 2‘\ 202.102.48.1/24
L —

Email Server o

64.35.136.20/24

FTP Server
64.35.136.30/24
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1. SEEe 3 brh¥) FTP 55 EMATL IRS5-4%, 18 BATHEA, ASEIAN S H Aifalxf EMATL
55 FTP (IR 55 A B EA T A I P i

2+ ASZEH, JRCE AR IRSS A K 2% R RR R 2 ARAP I R 7, Ol T T fERUE
ARIIFRA “HI” 5 A7,

3. BUEA G RN IP sk, JF HAEH ping v oA 5 56 Hi 4% (10 BLIE LK B
.

4, BCE Rl B o4 Telnet Server R4S #%:

Rl (config)#line vty 0 4

R1(config-1ine)#password cisco
Rl (config-line)#login
R1(config-1line)#exit

5. fER1 BUEFRAMH, F5mEAM K.

Rl (config)#
R1 (config)#ip route 0.0.0.0 0.0.0.0 64.35.136.1
Rl (config)#

6. MO R3 % s AN iy, O RS 0 T LR B 4l 94 2% «

R3 (config)#
R3(config)#ip route 64.35.136.0 255. 255. 255.0 202. 102. 48. 2
R3 (config) #

7. 7E RL A1 R3 MRS AT LUAH BB R, 202 CUl & 4 FTP Al EMAIL R45 2%, i
[ A, FTP /215 vl LLE 5%, DAROETR T LA EMATL W& B, R i 4y

Telnet 5 TCMP [t &5 5 .
R3#ping 64. 35.136. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 64.35.136.10, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/61/100 ms
R3#

R3#telnet 64.35.136. 10

Trying 64.35.136.10 ... Open

User Access Verification

Password:

R1>logout

[Connection to 64.35.136.10 closed by foreign host]
402
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‘ R3#
R1 At an
R1#

Rl#itelnet 202.102.48.1

Trying 202.102.48.1 ... Open

User Access Verification

Password:

R3>1logout

[Connection to 202.102.48.1 closed by foreign host]
R1#
Rl#ping 202.102.48.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/57/84 ms
R1#

8 ML LA ERIA, FTLAG H, i Py 4 S T AR B FRE H

9. AT ORI LS (1 224y, TRERSELeE AT T A A SR VIR E T R
28 S5 R A 5 U7 0] P90 D0 8%, T 47 1 R T A1 ) 4 PR e T e N 8 D 5%
B 7 W] LARCE RACL SEIRLAAR, tm) DU CBAC T & SEI.

10, H2eqE R2 b ACL, AVFAMB e tEas, [RINHEZE5M R 1) 0] N 915 i
It HABCE 1 ACL N H 282 10 L

R2 (config) #ip access—list extended inside acl

R2 (config—ext—nacl)#permit icmp any any

R2 (config—-ext—nacl) #permit tcp any any

R2 (config—ext—nacl)#permit udp any any

R2 (config—ext—nacl)H#exit

R2 (config)#

R2 (config)#ip access—1list extended outside_acl
&2(config—ext—nacl)#permit tep any host 64. 35.136.20 eq smtp
R2 (config—ext—nacl)#permit tcp any host 64.35.136.30 eq ftp L 77777777777777777777
R2 (config—-ext—nacl)#
R2(config—ext—nacl)#heny ip any any loj 777777777777777777777777777777777777
R2 (config-ext—nacl)Hexit

R2 (config)#

R2 (config) #interface fastEthernet 0/0
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http://pan_baidu.com/share/home?uk=2084365290&view=share#

| #ty¥ [stanley812]: f¥F

SR EF] SMTP A1 FTP (37

) fHE T R K 2 FTP
PR A A RO E, AT
e ovkvin . FUAJR,

A FTP (48l 52 1:3))
R R A S 801

| #iLyE [stanley813]: log (¥

SHEEH . T 10S ¥
FiRee JER[UNRRE S E AP
I H BRI o
WMRRATE H B R %
%, MIE$H GIRTE 10S fr#
HEE O, thirdS™E
SR TOS (R fE .
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R2 (config-if) #ip access—group inside acl in
R2 (config-if) #exit

R2 (config) #

R2 (config) #interface serial 1/1
R2(config-if)#ip access—group outside_acl in
R2 (config-if) Hexit

R2 (config)#

11, X LOG PERE Ry sgma [l @, w] LUE ] 4n 1 Ay 2 FEAICGT T0S 4 B 5«
‘ R2(config)#ﬁp access—list log-update threshold ld 77777777777777777777777777777

12, HECE 5E ACL 5, 76 RL A R3 MRS SRan ™, v DLE I AN A& ) e
JEANM :

Rl#ping 202.102. 48. 1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

R1#

R3#ping 64.35.136. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 64.35.136.10, timeout is 2 seconds:
U.U.U

Success rate is 0 percent (0/5)

R3#

13, BCE R2 [ CBAC, JF it 6 AH Y IR B 1501 o 2

| #kE [stanley814]: Ml

HPLEC 10 J&, AE AN HE
fF R

| #ityE [stanley815]: FFE
1| PR CBAC St SMTP i
! NS ESMTP., 1 5 Ay Fs

JH SMTP JiR5#5, 1 K HIA
SMTP [ ¥t 5 [ B 2%

| #t3E [stanley816]: f57&
| TOMP (g2 i i I ] o

5« fitiE [stanley817]: #f TCP
| I R A R DA

3600 FHEMCR 300 2. fElS
PR IISICIR AR, w4l
Bt i nl B

R2(config)#ip inspect name myCBAC smtp | |
R2 (config)#ip inspect name myCBAC ftp
R2(config)#ﬁp inspect name myCBAC icmp timeout 10 |
R2(config)#ip inspect name myCBAC telnet

R2(config) #

R3(config)#ﬁp inspect tcp idle-time 300

R2 (config)#

RS(Config)#ﬁp inspect tcp synwait—time 3q
R3 (config)#

R3(config)#ﬁp inspect tcp finwait—time ﬂ
R3 (config)#

R3(config)#ﬁp inspect udp idle—time SOL
R3(config)#

R3(config)#ﬁp inspect dns—timeout 5L

http://pan_baidu.com/share/home?uk=2084365290&view=share#

#tyE: [stanley818]: MiE

| TCP = AR T B I, BRIA K

30 #bo LA IR FFIK Dos )
Yikio

#itiE [stanley819]: Mt
TCP ()W & 82 1 R], BRIA
H 5.

#itiE [stanley820]: Mt
UDP (1) 2> ERE I I [1) o

#tvE: [stanley821]: ME
DNS {2 vl I 1N 1), BRIA A
5 85 FHIARKBE 11 2% (¥ DNS
[EEEETN
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R3 (config)#

R2 (config) #interface serial 1/1
R2(config*if)#ﬁp inspect myCBAC outL
R2 (config—if)#exit

R2 (config) #

R3(config)#ﬁp inspect hashtable-size 1024
R3(config)#

14, BCESEMIA, fER3 EHias b, /] ping M telnet dy 4RI, WIRAF

7E EMATL A1 FTP fleds#s . 3 FATIR . MR R T
R3#telnet 64.35.136. 10
Trying 64.35.136.10 ...

% Destination unreachable; gateway or host down
R3#ping 64. 35.136. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 64.35.136.10, timeout is 2 seconds:
U.U.U

Success rate is 0 percent (0/5)

R3#
7ER2 B b e b, Al LATER S 10S 4278 M B a2 ak i 15 5
*Jul 14 17:39:14.487: %SEC-6-TIPACCESSLOGDP: list outside acl denied icmp 202.102.48.1 —>
64.35.136.10 (0/0), 1 packet

*Jul 14 17:40:22.787: %SEC-6-TPACCESSLOGP: list outside acl denied tcp 202.102.48.1(0) —>
64. 35. 136.10(0), 1 packet

15, [ R1 I, f#H] ping A1 telnet P AR I ) -

Rl#ping 202.102.48.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 32/66/104 ms
R1#

Rl#telnet 202.102.48.1

Trying 202.102.48.1 ... Open

User Access Verification

Password:
R3>
R3>logout

[Connection to 202.102.48.1 closed by foreign host]
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H#yE [stanley822]: X4h
H AT A

#tvE: [stanley823]: MLE
CBAC #5451 . CBAC 254
FEAN AT A KA HASH A AE
NIRASER . DUME T Pk
ARSI R WA R
BRI SIRRLIN, A LR
IE HASH J A £t o

BRIAK 1024, 17 H b Ecsn

PSS
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‘ R1#

16 7E R2 B 2%, & CBAC Rl )2 ififs B

R2#show ip inspect sessions
Established Sessions
Session 65F31950 (64.35.136.10:24367)=>(202. 102. 48.1:23) telnet SIS OPEN
R2#
R2#show ip inspect all
Interface Configuration
Interface Seriall/l
Inbound inspection rule is not set
Outgoing inspection rule is myCBAC
smtp max—data 20000000 alert is on audit-trail is off timeout 3600
ftp alert is on audit-trail is off timeout 3600
icmp alert is on audit-trail is off timeout 10
telnet alert is on audit-trail is off timeout 3600
pop3 alert is on audit-trail is off timeout 3600
Inbound access list is outside acl

Outgoing access list is not set

Established Sessions
Session 65F31950 (64.35. 136.10:53198)=>(202. 102. 48. 1:23) telnet SIS_OPEN
R2#

17. R2 #%F CBAC [P &5 B

R2#show ip inspect name myCBAC
Inspection name myCBAC
smtp max—data 20000000 alert is on audit-trail is off timeout 3600
ftp alert is on audit-trail is off timeout 3600
icmp alert is on audit—trail is off timeout 10
telnet alert is on audit-trail is off timeout 3600

pop3 alert is on audit-trail is off timeout 3600

18+ IEFTLAME 4 Ry & A CBAC I)—28{5 5, HAKATESH:

R2#show ip inspect ?

all Inspection all available information
config Inspection configuration
ha Show commands for I0S firewalli High Availability

interfaces Inspection interfaces

mib FW MIB specific show commands
name Inspection name
sessions Inspection sessions

statistics Inspection statistics

406
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19,

http://ccieh3c.taobao.com

http://cisco. njut. edu.
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Lab 70. Configuring Three-Interface Firewall with

CBAC

SEI0 H K-
1. %42 CBAC T 1R ST vy ml 4% il 51 26 i & ¥z
2. PR CBAC ) T /E R,

PR ENSE

Configuring Three-Interface Firewall with CBAC

<o

R1 192.168.1.1/24
192.168.1.10/24 FAQ/0

202.102.45.23’24
Internet sy

Faz/o sl g 202.102.48.1/24
65.35.126.1/24 . 0w i+

S S

FAZ/0

Email Server
192.168,1.20/24

Telnet Server Email Server DNS & Web Server
65.35.126.10/24 65.25.126.20/24 65.25.136.30/24
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1. FOE & gs TP Huhl, Jf HAEM ping frBl 30K th as s . 8 &Ar
HCEE Email fRgs#sH TR CBAC. ANSEIGANEL & EMATL F1 WEB LA A DNS It
S5 AR AR S AL, AN AT R ¥ CBAC ML iy 2 o

2+ HHEAE ping fiv AW F AT 19 2% (130 TR :

Rl#ping 65.35.136. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 65.35.136.10, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 44/61/80 ms
R1#

Rl#telnet 65.35.136. 10

Trying 65.35.136.10 ... Open

User Access Verification
Password:
R5>1ogout

[Connection to 65.35.136.10 closed by foreign host]
R1#
Rl#ping 202.102.48. 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 56/74/100 ms
R1#

Rl#telnet 202.102.48.1
Trying 202.102.48.1 ... Open
User Access Verification

Password:

LR4> logoutt

[Connection to 202.102.48.1 closed by foreign host]
R1#

MR RS B A% AT R4 B i, BRI 2 ] IR B UG ], AR BRE, PEgH
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| #tiE [stanley825]1: R1 A

LA ping 18 DMZ X 35k ff] Telnet
5545 o

| by [stanley826]: R1 %

FH A% R R ] LA telnet
Ay 21 7] DMZ [X 4] Telnet
;&

#byE [stanley827]: R1
A LMEE ping V5in] R4 % (H
5.

| #tE [stanleys28]: ik

FIHRM[F) Telnet ZEHz .

ity [stanley829]: iEidt
TEHAFH, Rl AT
AN B A o
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ZIRALESH
3. ASLRHITHERT :

1)
2)
3)
4)
5)
6)
7
8)

Internet AEWS 5] DMZ [X 4k [K) Email, WEB I Telnet %5 %%,
Internet /AN FRVFYT ] A FEMIL%, HI 192, 168. 1. 0/24 5K .

P I AL g5 1) DMZ DX I 1¥) DNS EAT S8 44 (¥ AT 2 i o

W B Email JIR55#% HAEVS 8] DMZ [XIE0HH) Email JR5545.

BT BERS T ) Internet &% A1 R 5 .

P FH P T LAV ) DMZ X801 Telnet 454, F HAXPR Telnet J5ats
PN A 45 S U 1 1A 358 I 4 1) Bmad 1 5 45 B 50k S 2

DMZ [X 45 Email FJJil 55 s GE 8 U7 n) N &R Email Al 5% #5 4% AHBAT o

4, MCE R2 W& %) CBAC, SLifE TOS [ KAk o
5. T SCHCE BT N RIS CBAC AT ACL 4cH, BLE a1 F:

R3(config)#ip access—1list extended inside_acl
$3(config—ext—nacl)#5 permit tcp any host 65.35.136.30 eq domain
R3 (config-ext—nacl)#6 permit udp any host 65.35.136.30 eq domain ‘
R3 (config-ext—nacl)#

R3(config—ext—naol)#bermit tcp host 192. 168. 1. 20 host 65.35. 136. 20 eq smtd
R3 (config—-ext—nacl)#

RS(config—ext—nacl)#bermit tep any host 65.35.136.10 eq telnet
R3(config*ext*nac1)#heny ip any host 65. 35.136. 10

R3 (config-ext—nacl)#

&3(config—ext—nacl)#deny tcp any any eq pop3

R3 (config-ext—nacl)#deny tcp any any eq smtp [
R3 (config—-ext—nacl)#
R3(config*ext*nacl)#bermit ip any any L
R3 (config-ext—nacl) #exit

R3(config)#

R3(config)#ip inspect name inside_CBAC smtp
R3(config)#ip inspect name inside CBAC ftp
R3(config)#ip inspect name inside_CBAC http

R3 (config)#ip inspect name inside_CBAC tcp
R3(config)#ip inspect name inside_CBAC udp
RS(config)#ﬁp inspect name inside CBAC icmp timeout 5
R3(config)#ip inspect name inside_CBAC dns

R3 (config) #

R3 (config) #interface fastEthernet 0/0

R3(config-if)#ip access—group inside_acl in

#itik [stanley8301: A
FHLE DMZ X DNS FrdR
&AW o

o #tyE [stanley831]: A

N P ) Email F) DMZ [¥) Email
FrEAE

#tvE [stanley832]: A
A EHLE] DMZ [X 48, Telnet

| .

.

#tvE [stanley833]: 44
PA I = 4L DMZ X 48K
Telnet g4 e 77 w5

#itiE [stanley834]: H4:
P R = L) A =1 A 0 P 8%

ff) Email AR5 2% A5 ] o

#tiE [stanley835]: Aif
e ze i,
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ity [stanley836]: %1%t
TCMP R TEARZS (19175 ) 15 3L
5 BRI SR o

http://list.qg.com/cgi-bin/qf invite?id=e3506dfd8417454e6caa08b9fa65443b8508ace752f22cd6




http://ccieh3c.taobao.com

R3 (config-if)#ip inspect inside CBAC in
R3(config-if) #exit
R3 (config) #

6. it B4 % DMZ [X 15[ CBAC i1 ACL:

R3 (config) #ip access—list extended dmz acl
R3(config*ext*nacl)#bermit tep host 65. 35.136. 20 any eq smtp
R3 (config-ext—nacl)#

&3(config—ext—nacl)#permit udp host 65. 35.136. 30 any eq domain
R3 (config—-ext—nacl) #permit tcp host 65.35.136.30 any eq domain
R3 (config—-ext—nacl) #exit

R3 (config)#

R3 (config)#

R3(config)#ip inspect name dmz_CBAC smtp

R3(config)#ip inspect name dmz CBAC tcp

R3(config)#ip inspect name dmz_CBAC udp

R3(config)#ip inspect name dmz_CBAC dns

R3 (config)#

R3 (config) #interface fastEthernet 2/0

R3 (config-if)#ip access—group dmz_acl in

R3(config-if)#ip inspect dmz_CBAC in

R3 (config-if)#exit

R3(config)#

7. TCEE A Internet Xsk[fr) CBAC Fl ACL 4% H :

R3(config)#ip access—list extended outside acl

R3 (config—ext—nacl) #permit
R3 (config—ext—nacl) #permit
R3 (config-ext—nacl)#permit
R3 (config-ext—nacl)#exit
R3 (config)#

R3(config)#ip inspect name
R3(config)#ip inspect name
R3(config)#ip inspect name
R3 (config)#ip inspect name
R3(config)#ip inspect name
R3(config)#ip inspect name
R3 (config)#

tcp any host
tep any host
tep any host

outside_CBAC
outside_CBAC
outside_CBAC
outside_CBAC
outside_CBAC
outside_CBAC

R3 (config) #interface serial 1/1

65. 35.136. 10 eq telnet
65. 35. 136. 30 eq www
65. 35. 136. 30 eq smtp

http
dns
smtp
tcp
udp

icmp timeout 5

R3 (config-if)#ip access—group outside acl in

R3 (config-if)#ip inspect outside_CBAC in

R3(config—if)#exit
R3 (config)#

| #tiE [stanley837]: i

DMZ X35 (1) A R 454 5
Internet b fJHE Email )
JR 55 2R AT MR X

| #tyE [stanley838]: FiE

FEVF DMZ X 355 DNS [
Internet %% Kol 4 A
. PCEILAH, E2HK
J2&, DNS ] g4 1) HiR IR 45 4 54
4% DNS k%% #5% & itk 44 fig
gk

8. A TR ZR 24, FRULFIN A RS % ds L HCE AT 4
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R3 (config)#

RS(Config)#ﬁp inspect dns—timeout 5L
R3(config)#ip inspect tcp idle—time 300
R3(config)#ip inspect tcp synwait—time 30
R3(config)#ip inspect udp idle-time 20

R3 (config)#

#tvE [stanley839]: Ml E
DNS F £ R I I [) 8 5 75 o

9. 7F R1. R5 I R4 X CBAC, 2¢TF Email. WEB. DNS filfist, iSEHRIE&47H

CLR [ S0 PRI 50 J i o A S0 AN S 50 ] B

R4#ping 65. 35. 136. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 65.35.136.10, timeout is 2 seconds:

Success rate is 0 percent (0/5)
R4#
R4#
Rd#telnet 65.35.136.10
Trying 65.35.136.10 ... Open

User Access Verification

Password:
Password:
R5>
R5>
R5>1ogout

[Connection to 65.35.136.10 closed by foreign host]
R4#
R4#ping 192.168.1.10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.10, timeout is 2 seconds:

Success rate is 0 percent (0/5)
R4#
R4#

| #tiE [stanley840]: 4h#

TCVEAEFH TCMP B335 ) DMZ
X IR EHL

| #yE [stanley841]1: [H) DMZ

X I3 4T Telnet Rz,

#tyE [stanley842]: Telne
t BB AT LU H B U5 ) o

| #tiE: [stanley843]1: 4+#

TevEAS R TCMP Brhistis il iy
[

s RS PRI 45 R -

R5#ping 202.102.48. 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:
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U.U0.U

Success rate is 0 percent (0/5)
R5#

R5#ping 192.168. 1. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.10, timeout is 2 seconds:
Uu.Uu.U

Success rate is 0 percent (0/5)

R5#

Ro#telnet 202.102.48.1

Trying 202.102.48.1 ...

% Destination unreachable; gateway or host down

Rb#telnet 192.168.1.10
Trying 192.168.1.10 ...

% Destination unreachable; gateway or host down

R5#

TS B R PRMAA, R .

Rl#ping 202.102.48. 1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.102.48.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 56/74/100 ms
R1#

Rl#telnet 202.102.48.1

Trying 202.102.48.1 ... Open

User Access Verification

Password:
$4>10goutt
[Connection to 202.102.48.1 closed by foreign host]
R1#

Rl#telnet 65.35.136. 10

Trying 65.35.136.10 ... Open

User Access Verification

Password:
R5>
R5>
R5>1ogout

[Connection to 65.35.136.10 closed by foreign host]
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#ty: [stanley844]:
SIS ) TCMP ()7 1]

#ty: [stanley845]1:
24N Telnet 5]

- | #E [stanley846]: KM

2| DMZ X BR[1) telnet V).
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R1#
R1#
Rl#ping 65.35.136. 10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 65.35.136.10, timeout is 2 seconds:

@.U.U{ 77777777777777777777777777777777777777777777777777777777777 - | #it¥E [stanley847]: WM
Success rate is 0 percent (0/5) £ DMZ X351 icmp FIV5 1A] ,
R1# BRI IRIAE L o

10 0] DU R 1 a4 255 CBAC FRASE R, 3 H CATINEL:

R2#show ip inspect ?

all Inspection all available information
config Inspection configuration
ha Show commands for I0S firewalli High Availability

interfaces Inspection interfaces

mib FW MIB specific show commands
name Inspection name
sessions Inspection sessions

statistics Inspection statistics

11, SEE5E K.
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MIMIIT
cisco

CCNP Lab Manual

Lab 71. Configuring Cisco Router AutoSecure

SEI0 H K-

1. FIH Cisco B H#5 1) AutoSecure Hhfig, JCHIITA ] Ge# L% FH I e 25 S ik
bG8

2. AutoSecure /7 IS a. A HAEF b, AFAT H A,

3. ik AutoSecure it & .

4. AutoSecure IZ{T7E Cisco 10S 12.2(18) 1 12. 3(1) 8k2 JG kA,

LR

Configuring Cisco Router AutoSecure

192.168.1.2/24
51/0
S11
192.168.1.1/24
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KR PR EK:

1. B RLOFIR2 B Easif) IP, [AIINTCE R1 % H 2810 Telnet A% . JF7F R2 %

%M R1 A&HE telnet M5, WARCE :

R2#telnet 192.168.1.1
Trying 192.168.1.1 ... Open

User Access Verification

Password:

R1>logout

[Connection to 192.168.1.1 closed by foreign host]
R2#

2. ffiH AutoSecure Z4HFIE, BUE B2 24, IEEWF:

Rl#huto secure L

——— AutoSecure Configuration ———

*k*k AutoSecure configuration enhances the security of
the router, but it will not make it absolutely resistant

to all security attacks sk

AutoSecure will modify the configuration of your device.

All configuration changes will be shown. For a detailed
explanation of how the configuration changes enhance security
and any possible side effects, please refer to Cisco.com for
Autosecure documentation.

At any prompt you may enter ' ?° for help.

Use ctrl-c to abort this session at any prompt.

If this device is being managed by a network management station,
AutoSecure configuration may block network management traffic.
Continue with AutoSecure? [no] :yes{

Gathering information about the router for AutoSecure

Is this router connected to internet? [no]:Yes‘

Enter the number of interfaces facing the internet [1]:‘

Interface IP-Address 0K? Method Status Protocol

416
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-~ | #it¥E [stanley848]: ¥
BB RS H8% .

| #yE [stanley849]: it
Auto secure JHIAAFAHEN
LHAMELE.

| #tiE [stanley850]: &4
s BRI R B AR LE, AL,
/ T SRIEFE yes.

- | #tE [stanley851]: #%:
S| iRl R R R
/ Internet. WIRIXZE—HN
7 TREE I AS, TE LS no. AN
¥ R1 383 Internet W
%o

| bk [stanley852]: il
BHZ DA N
Internet. BRIA N 1.
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FastEthernet0/0 unassigned YES unset administratively down down
Seriall/0 unassigned YES unset administratively down down
Seriall/l 192.168. 1.1 YES manual up up

Seriall/2 unassigned YES unset administratively down down
Seriall/3 unassigned YES unset administratively down down
Serial2/0 unassigned YES unset administratively down down
Serial2/1 unassigned YES unset administratively down down
Serial2/2 unassigned YES unset administratively down down
Serial2/3 unassigned YES unset administratively down down
ATM3/0 unassigned YES unset administratively down down

$nter the interface name that is facing the internet: FastEthernetO/d

ﬁecuring Management plane services...,
Disabling service finger

Disabling service pad

Disabling udp & tcp small servers

Enabling service password encryption

Enabling service tcp—keepalives—in

Enabling service tcp—keepalives—out

Disabling the cdp protocol

Disabling the bootp server
Disabling the http server
Disabling the finger service
Disabling source routing

Disabling gratuitous arp

Here is a sample Security Banner to be shown
at every access to device. Modify it to suit your

enterprise requirements.

Authorized Access only
This system is the property of So—&-So—Enterprise
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED
You must have explicit permission to access this
device. All activities performed on this device
are logged. Any violations of access policy will result

in disciplinary action

Enter the security banner {Put the banner between

k and k, where k is any character} : {

| #ty: [stanley853]: HHE

%EH:H Ineternet W41
Ho

ity [stanley854]: R4
TFURIC B B2 T R AH G ik
%

BEEEE, R—ARGEHTH
SR> B 55«
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* Warring
Unautorized access to this device is prohibited
You must have explicit permission to access this

Device.

« _ - | #itE [stanley856]: HiE
PN IS

Enable secret is either not configured or
is the same as the enable password

Enter the new enable secret:wangyuan

Confirm the enable secret :wangyuan _ -~ | #tiE [stanley857]: HiHE
s 2 s B R A A A

Enable password is not configured or its length
is less than minimum no. of characters configured

$nter the new enable password:stanley

Confirm the enable password:stanleyL 77777777777777777777777777777777777777 | #it¥E [stanley858]: [FIiF
RYE T EERCE — AN SCE)
konfiguration of local user database IR

Enter the username: wangyuan

Enter the password: ciscol23

Confirm the password: eiscol23 | | #t¥E [stanley859]: Fi#&

—AME T A UES R R R
Configuring AAA local authenticatiof - S4H, BRI
Configuring Console, Aux and VIY lines for \\\ TAET ) o

local authentication, exec—timeout, and transport

#tvE [stanley860]: HZ
CE AAA.

Configuring interface specific AutoSecure services

Disabling the following ip services on all interfaces:

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

Disabling mop on Ethernet interfaces

Securing Forwarding plane services...

Enabling CEF (This might impact the memory requirements for your platform)
Enabling unicast rpf on all interfaces connected

to internet

Tep intercept feature is used prevent tcp syn attack

on the servers in the network. Create autosec tcp intercept list

to form the list of servers to which the tcp traffic is to
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be observed

Enable tcp intercept feature? [yes/nol: yes | -~ | #itiE [stanley861]: R4
Vi) AT tep A2k
hhis is the configuration generated:‘ P2

ity [stanley862]: Fifi
A auto secure H3NA I
[ AERTIa

no service finger

no service pad

no service udp—small-servers

no service tcp—small-servers

service password—encryption

service tcp—keepalives—in

service tcp—keepalives—out

no cdp run

no ip bootp server

no ip http server

no ip finger

no ip source-route

no ip gratuitous—arps

no ip identd

banner

security passwords min—length 6

security authentication failure rate 10 log
enable secret 5 $1$CUh6$W1CqOSONNeCJGj6 jwBR6d.
enable password 7 0100120555070316
username wangyuan password 7 05070919244F5603
aaa new—model
aaa authentication login local auth local
line console 0

login authentication local auth
exec—timeout 5 0

transport output telnet

line aux 0

login authentication local auth
exec—timeout 10 0

transport output telnet

line vty 0 4

login authentication local auth

transport input telnet

service timestamps debug datetime localtime show—timezone msec

service timestamps log datetime localtime show—timezone msec

logging facility local2
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logging trap debugging
service sequence—numbers
logging console critical
logging buffered

int FastEthernet0/0

no ip redirects

no ip proxy—arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

no mop enabled

int Seriall/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

int Seriall/l

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

int Seriall/2

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

int Seriall/3

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

int Serial2/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

int Serial2/1

no ip redirects
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no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

int Serial2/2

no ip redirects

no ip proxy—arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

int Serial2/3

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

int ATM3/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

ip cef

ip access—list extended 100
permit udp any any eq bootpc
interface FastEthernet0/0
ip verify unicast source reachable-via rx allow-default 100
ip tep intercept list autosec tep intercept list
ip tcp intercept drop—mode random

ip tcp intercept watch—timeout 15

ip tcp intercept connection—timeout 3600

ip tcp intercept max—incomplete low 450

ip tcp intercept max—incomplete high 550

!

end
%pply this configuration to running—config? [yes]ﬂ

Applying the config generated to running—config

R1#

3. AT PLA LN show running—config & AutoSecure A AL E . B A] DI{FH]
Wi AT AR
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‘ Rl#show auto secure config

4. BCE BN, R Pos:
R1(config) #‘security passwords min—length 8‘
Rl (config)#

R1(config)#

R1(config) #‘security authentication failure rate 3 log l
Rl (config)#

FEVERIL: FEARF 108 BA, A0 LU BB A E KRR B, R
VT LM TR A LA BRAG T, H ) AT TG RS LR, 30 4hhK
B A [RGB T DA, 52 A TR0 A%, BIBE B AR SEA 5 1 2 1
NI, B B VORI, (3RS A B0 L. M 45— ok (4 T A1
L T

5. WA/ N K T

R1(config)#username jear password cisco

’% Password too short — must be at least 8 characters. Password configuration failedL

6. 7t R2 L ping A1 telnet MR R1 (1) 241k
R2#telnet 192.168.1.1
Trying 192.168.1.1 ... Open

TUnautorized access to this device is prohibited.
You must have explicit permission to access this
Device. L

User Access Verification

’Username : wangyuan

Password: kkdkdkskaksk

7. JHNEET RN Z: auto secure HZEMEMKRT 10S MIAA, Wit —
AN K9 1) 10S hA, b2 i i) 2 75 75 2200 & SSH [ SSH 42
A2 telnet MIEREVS iR, HALR T A FRI0) B BHBEAT 2 7 i (1) £ 47
P [ IR 23 BRI TT S 4 AL I s bk FRFE 445 o [R) IR 25 F BhIL & Bogon f3d
JERE . BIXE TANA HURIAR LR TP b EAT Rl 0E . IXSL bl 7 2 gl &
DDos [Bhio J34h, ool @15 i B0 B SRR 10 ) B AR o R It 25 U ]
JETT T BN E CBAC, MARILATHE LI 10S SCHREDT K AmRr AR I L F A4 Kk
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#kvE [stanley864]: FiE
RGBS R e/ N 8 fr
FIFo

| #kyE [stanley865]: FiE

R I 3 UGESLRI RIBOA
IERLSR . RGN
5 15 &, ARJE FHE BN A
R

RGEOMEN: 10 K.

| #kyE: [stanley866]: HIT

Hie B A B/ TR K 8
PR, DL, RgRgak
Uk I BCE

-~ | #tiE [stanley867]: HiE

M ff] banner motd.

| #itiE [stanley868]:

tHF auto secure AT
AAA it PABEAL S Hi N\ TEAf
PRI = R0

#yE [stanley869]: #iiR
PEORFF LG, B
SEF R B 2s.
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XA
T A S5 o A8 (149 T0S AR 7 Bl K dRF 4R R TGV W52 8 auto secure
) 5 R T

8+ LU SE .
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MIMIIT
cisco

CCNP Lab Manual

Lab 72. Enable Authentication Proxy

SEIS H I
1. %42 Cisco 10S AFACHILE .
2. i FH TACACS+HR 45w L B H ik 55 Fl 24

B RN SE

Enable Authentication Proxy

WEB Server
202.102.48.1/24

-

192.168.1.10/24
JFAD/ 0
Pm_\%;

192.168.1.1/24 202.102.48.2/24

Fa0/0 51/1
g Internet
192.153.1.20;24
LFAD/ 0 N -

PC2 \% \
192.168.1.20/24
/FAQ/ 0
PC3 /

®' ACS Server

202.102.48.3/24
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TR BRIREK:

1. & R1 5 R2 B i) 1P ik, I HASH ping A AW+ . [A I AL & PCL.
PC2. PC3 LM ACS Mi45#%, MiALAES 5 R1 B b o 18 i

2+ & PCL _EAFH] TE YA, W VAN IR S5 S 2EAT I, IFAf A ) AIE & U5 1]
WEB ¥4 171«

a http://202.102.48.2/ - Microsoft Internet Explorer ;|g|5|
File Edit Miew Faworites Tools  Help | 91.’
QBack N |ﬂ @ .'“_ | ,':" Search =+ Favorites &£ | L= E h
Address [ &] http:/{z02.102.48.2f ~| Ed o | Liks >
[

P 5T, 15 1l e oy !

BHR I KT F® stanley. wy

[&] Done [T [ [ 4 mbemet j
3. ARSI ACS HIRRCA A 3. 2 HIRRCAS,  HiT AP ilRZ51E Cisco ACS 3. 2 1 ERIAZ
M, DT S E AAA BRSS8, JE T AP RS
4. fE ACS R4 2K WEB 45 BE % C1rp, #2200 3L £ b () “ Interface
Configuration” %%, fEH[W] WEB TUIEF: “TACACS+ (Cisco 10S)” &,
F “TACACS+ Services” ¥4, 7F “New Service” R, fdi— NN ILHE,
1E“Service” F:FHISCAMES, i\ “auth—-proxy”, i s I NI ) “Submit”.
LUV
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New Services

Service

Frotocol

W Iauth—pruxy

r|

r |

Advanced Configuration Options E

[T Advanced TACACSt Features

=

Subrnit

Cancel

kb

5. MAH AP k%S E, TEAERHOCERBIAMK Y. ERA LMK “Group
Setup”, IEFERINA I ST “Fdit Settings” &4, 7EBE)E T FFHI T H b,
FE B Z 08 H “auth-proxy ” 7EH AT R EAME FFT 24, RN L Custom

Attribute M SCAHEH B AL N 25

priv-lvl=15

proxyacl#fl=permit tcp any any

HARE R

¥ auth-proxy

W Custom attributes

priv-1vwl=15 |
proxvacl#l=permit tcp any a.nyi

#tyE [stanley870]: M &
WIEJE AR, FEUATR 15,
Proxyacl#fiy & &t I UAP

U AR, HRPT
ACL.

TWEERMELE 1 any N
T DAL FH G any AAZ,

IR B P 2 AN ACS 23
_I UAP )5, 2KJsHhhER any
B BRAIE 7 S B 1
k.
[ ]
Submit Submit + Bestart Cancel

6. 7& ACS EOIEE—¥iH /' stanley, JHMJET default group. KEFEA LML

[f]“User Setup”, 7F user KB )5 (I SCAKHEF AT IK S L FK, fidi “Add/edit”

e, Ry, BeE M, RN CRIEHNE T default group 41, riiinl

T3 N 51 submit %41 .

7. EHHAS R1 _FHACE AAA:

‘ R1 (config)#haa new—model[ 777777777777777777777777777777777777777777777 JJ/// i [stanley8711: Ji /i
AAA AIEREER
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Rl (config)#
Rl(config)#hacacs—server host 202.102.48. 3 key cisc0123L
Rl (config)#

Rl(config)#haa authentication login console noneL

Rl (config)#

$l(config)#line console 0

Rl (config-line)#login authentication console ‘ 7777777777777777777777777777777
R1 (config-line)#Hexit

R1(config)#

Rl(config)#baa authentication login default group tacacs+ L

R1(config)#

Rl(config)#haa authorization auth—proxy default group tacacs+{
Rl (config)#

R1(config)#ip http server

Rl (config)#

R1(config)#

Rl(config)#ﬁp http authentication aad
R1(config)#

Rl(config)#ﬁp auth-proxy inactivity—timer lq
Rl (config)#

Rl(config)#ﬁp auth-proxy name checkinside httpl
Rl (config)#

R1(config)#

R1(config)#interface fastEthernet 0/0

Rl(config—if)#ﬁp auth-proxy checkinsidd

R1(config-if) #exit

8. ZEMHTUIEZ AT, BT T A & TR 15 AAA J 25 S 1

R1#

Rl#test aaa group tacacs+ stanley cisco legacy
Attempting authentication test to server—group tacacs+t using tacacs+
User was successfully authenticated.

R1#

9. [MRHCE W F S, BUET3RAAU AR S

Rl(config)#ﬁp auth-proxy auth-proxy-banner http ﬁ

Enter TEXT message. End with the character ’# .
Please enter incorrect username and password :
#

Rl (config)#exit

#tvE [stanley872]: MlE
AAA IR 45 Bt itk 1534
iH.

| #yE [stanley873]: Ml E

A console B FABEAT
AAA FRRATE, FRZEES AAA
RS54 i, o S
S .

#bvE [stanley874]: ME
console HIAIE S o

ity [stanley875]: i M
TACACS HIIAIE.

#tyE [stanley876]: MiE
TACACS JIRZ5 2551 IT AP FZHL.

| #ikrE [stanley877]: HCLHE

https MAUERH] AAA T2

RE [stanley878]: Mi&

AP 284745 B 25 N A 10
Srm. BRINA 60 234,
Hohrest, AP EIE,
R 2L BIUIMBR A AAA ETF
IR ACL 145 H o

| E.

#bvE [stanley879]: MiE
BT B P i 2 HTTP

| #tyE [stanley880]: f&7

Iz FE ] auth-proxy JEAT
BUAIE

#itiE [stanley881]: i
WAIIE banner #],.

9 FRHRAE PCT _EAEH] TE P 55 2890 S /M R 25 1K) WEB W 0T, HEAT, BRI &k
BL, g T E SRR R AR Y, S AR TACACS+R 55 EIC & A JH ik
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] Authentication Proxy Login Page - Microsoft Interne =1al =l
File Edit Wiew Favorites Tools Help | 1','
€@ Back ~ &3 ~ [] [2] _:‘_|| ) Search  <'- Favorites £ | (= i =
Address @http:ﬁznz.1nz.4a.2; | EJGco |Lnks

FY

"“E'-EETEI incorrect username and password

Uszername: |stan|ey

Pazsword: I"'"|

« Please enter inc |ge [ue>

Authentication
Successful !

: DONEl

&), | .rllnEt 4
11, stk DONE (42, Bt RE AT U5 m) #8550 WEB I sl, 1 B o

—

N
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a http://202.102.48.2/ - Microsoft Internet Explorer - ||:||5|
File Edit Miew Faworites Tools  Help | f
(PBack ~ ) - [x] &) w| ) search SrFavortes £ (- a B h
Address [&] hitp:f202.102.48.2/ ~| B0 | Links *
=
» N LI T »
!
B T, 7 A R !
BHR I KT Fm stanley. wy
[ -
|&] Done |_|_|_|_|_|ﬂ Internet o

12, A M AR IEZEAT

R1#

Rl#tshow ip auth-proxy cache

Authentication Proxy Cache

Client Name stanley, Client IP 192.168.1.10, Port 1041, timeout 10, Time Remaining 10, state
ESTAB

R1#
13 SEHG 58 B
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MIMIIT
cisco

CCNP Lab Manual

Lab 73. Configuring an SSH Server for Secure

Management

SEI0 H K-
1. 42 SSH & Jrik.
2. i SSH & /7 i R AR %4 2] SSH 2% Hh 4% .

PR ENAE

Configuring an SSH Server for Secure

Management

PC1
192.168.1.10/24
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1. BOE B IS5 PC EHLW 1P Mk, JH ping dr&MilER.

2+ 15 PC EML EATH telnet PRSI s R1, ASEHATH T secureCRT 4K
.

3+ 1E secureCRT GUALFT I FNIE R B A (1 E:, JF Holie s, miilgs i

MHEE FWEE EFM OENOQ RO BEE IHRL #EHho
HINDE =2RQ | BEES(TXY |2 B
192.168.1.1 | B

User Access Verification

PheE [Telnet [ 1, 41847, 553 [yTio0 | | 4

4y UEHHERIY Telnet (ST 20, WURTE ML 248 H sniffer 54k, W2 AT
Telnet Z M Al e LM AR R TR Z telnet RIEMIE I LT KU,
A W ZIAE s R A St SSH, SSHIEFAL FH T AR R EH i) B ok 15 % 7 3 V) s WAIE
HHMA B EY, HTSulme, GRS T telnet £2F,

5. SSH HRiA PIANBCA, SSHI 4 F RSA A= N5 854 . SSH2 WA FH B 725 44 54
25 (DSA) BPRPERERIAE. 734k, RIGFEZFAEILSE (CCIE1G#rx) W24 K
SSH2 J&—ANRMLRRAS, AEH I TS AT — B DRIk, A 7R e A S
g AR SSH2, 17K SSHI,

6. 7ER1 M #e LACE SSH IR S5 feim, BCE W R:

R1 (config)#host R1

R1(config) #\ip domain—name edurainbow. coﬂ

R1(config) #‘crypto key generate rsa{

‘The name for the keys will be: RI.edurainbow. com‘
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/| #kiE [stanley882]: Fc '
| ARG, TR,

WA T A9

| #ikvE [stanley883]: MiE

fEHI RSA, AR R X% P

| #kyE [stanley884]: %4

HIAA TR
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Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [5123: | -~ | #itiE [stanley885]: i+
% Generating 512 bit RSA keys, keys will be non—exportable. .. [0K] BN . BRI 512,

R1(config)#

Rl(config)#aaa new-model | ~ T % FH AR ) ARV IR VG

R1 (config)# R N S

R1(config) #’username wangyuan password ciscol23 360 21| 2048 {7 KK FE .

Rl (config)#
R1(config)#ip ssh time-out 30
Rl (config)#

| #teyx [stanley886]: Mid&
——————————————————————————————————————————— S| AR,

RI(config)# ity [stanley887]: FlE

= G - 2
‘Rl(config)#ip ssh authentication—retries 3 RS AN RS, T SSH %

Rl (config)#ip ssh time—out 120 L 7777777777777777777777777777777777777777 B iR

R1(config)# | #iE [stanley888]: AL
Rl (config)#line vty 0 4 \ SSH (117 ) 3 141 25 PR e s B
R1(config-line)#transport input ssh B [i1] 4 30 #5o

Rl (config-line)#end “

#itiE [stanley889]: MiHE

RiContir ] S| st P K I
T 5ER SSH MR sl B, 76 PC L ARRME telnet BEATHER:, WORIEHINGT: | | st
Vo S W i //I‘c
2 192. 16 _{0| x| . Y o MjwfimEZMM
THE RBE SEW KO WO BEE IS0 Mo tyjfi%w7mﬁﬁimm
U | ISFTE]
HARIEH 2R |EEa8 d%Y | 2 B
#tyE [stanley890]: M E
I 192 168.1.1 | B

VTY [k, $:52 SSH fH:

NN
SecureCET \

o pEREN #y: [stanley891]: Mi#
3o 1R Al AR AR AT R AT AR SSH A28 - ity ) SR O3
=, BEIRS IR —f RfmO _E. RR——.
Uit o MIBRIANE LRI 120 72

I THI— 4% iy A i B 455 11 Y.
I [H) o

H|29E 192 168, 1
'\ EEERSERETI
* ) FasioEgiR

FhEE | [ 1+ 1[16 4T, 55 3 [ymio0 | | 4

8. Ml'E SSH [3%i4s, [FIN T2y & Cisco M 28 AN #F SSHI 1) z1ib [F 5448,
1M secureCRT BRIAAZ)E T 48, A 7 2 g 4 MEAS O8O 4 i 1 -
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192_ 168. ] 4
HHE) |

= B - EE x|
Dzl BR@®: = <] )
FHlEa: [192 16811
mO@: 2 BdE®: R =]
APEM@: |rangman
S HaiE
FEES i’ a| EHo |
o = =
[ BT ErHEiEs i) V¥ BF=iE )
: : : : : I [ 4

[T RS PITH @
e Wi

HhEE

9. Mii#EHNG, secureCRT #AHIGN N 11, HoRIERZRG 8], mil “#%2
FARAE” B “ Wz —IR” W 4k 2t

AP MEE SEW EAQ MO BEQ TAL BB
PRI 2] | BES FRY (2 &

I 19z.168.1.1 (1) |

HETIL=EH X

A EH R A S — TR A 192, 168, 1. 1. #R0 22 BIEHL
! = 197 188 1.1 & H

INEEEF O SRR 192 180,11 BOEIEE
IZATREREREAE 192, 168, 1.1 22— TR A-ARIEHIR “AlE” o

b AN A Sl T e = o

HE5 RRRTE 25 5R164 MDS hash) :
35:586:61 B £7:35:42:82:37:15:74:14:534:55  cz:%e

PR |

HhER | [ 1. 1

10, H2 %5, AL secureCRT 233t HH SR A3 0 (1) 0 5 AE -
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&=l
o B E QsE& B % 7

I 192.188. 1.1 (1) |

SAFEEREOS x|

wangyuan@192. 165 1. 1 TE—7-O%. FH =
BT, ’
Heie

APEw: |

|****m***

LI AER AN RS e, BIT DA Sk 2 R Bhids 7, 4 N EIPR:

F=5192.168.1.1 (1) - SecureCET o (=] |
T E ERE EFY RO #HO e THEo) #HEhm
o WP E Qe & 225 ¥

192 168.1.1 (1) |

HLEE ==hl: 3DES s 4|16 975 54 | [¥T100

12, YRR G, 6 RL B thigs BAA SSH % 7 w2

Rl#tshow ssh
Connection Version Encryption State Username
0 2 RSA Session Started wangyuan

12\ g&igﬁ%ﬁio
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MM
cisco

CCNP Lab Manual

Lab 74. Configuring NTP

SEE H -

L YR TC B i 28 AT H L I ) B I X i 4
2. 4R NTP [ & i

3. MEFINA RS

4, WOE NTP (24,

KRR

Configuring NTP

192.168.2.1/24
Internet FAD/OD
S1/1 2 s1/0 FAD/D
197.168.1.4/24  192.168:1.2/24

192.168.2.2/24
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KR PR EK:

1. BCE S G s 1P Hulik, I HAE ping v\ 25 # th o 1 ELE LR B
ik

2. AT RSN AR, R R2 5 R3 R4S, FCEAFFINE, IR,

Be & i k-
R2 (config)#
R2(config)#klock timezone CHINA +8[ 777777777777777777777777777777777777777 - | #it¥E [stanleyB892]: AlHE
R2 (config) #exit P R A I XA R
R2#clock set 1:00:00 1 sep 2007 ] {349 [stanleysos]: FE
e R2 % HH 25 RIS 6] 24 £ 2007 4F
9H1H, L K%,
R3 (config)#
R3(config)#klock timezone CHINA# B | #kvE [stanley894]: FHu
R3 (config)#exit [Fi) 45 f10 15 2% I X 5 A 20
R3#iclock set 2:00:00 2 sep 2007 5 NTP Jr 4528 — 25, 40w g
R3# 2 P BUF A R
3 fERL FFECEIEMMINTE, BCEWT:
R1(config)#

Rl (config)#clock timezone CHINA +8
Rl (config) #texit

Riticlock set 11:45:00 11 sep 2007
R1#

4. BFR A B AR A
Rl#tishow clock detail
11:46:06. 259 CHINA Tue Sep 11 2007

Time source is user configuration

R2#show clock detail
01:04:47.727 CHINA Sat Sep 1 2007
Time source is user configuration

R2#

R3#tishow clock detail
02:02:52. 331 CHINA Sun Sep 2 2007
Time source is user configuration

R3#

5. BCHE R1 BRI 2% NTP IN T IRSS 2%, EOE T

‘ Rl (config)#
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SEIR AR [ P B AT R SRR
THAEE .
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R1(config) #hltp authenticate‘
R1(config)#

R1(config) #}ntp master L
R1(config)#

R1(config) #hltp authentication—key 1 md5 cisco@server@ke:ﬂ
Rl (config)# Sl
R1(config)#ntp peer 192.168.1.2 key 1
Rl (config)# ~
R1(config) #hltp source serial 1/1L
Rl (config)# \

NTP 45280 8RS, DB ntp master v ifa LURER RSS20
JEUR, A RAE W 2 e A I 1 A NTP RSS2 (001 U b 4% iy 2 I 22 S/

Lo

IR [H]42% NTP R 55 4% 1S5 AL 4 o 14 BB AR UTC 51 8 3 JT A7 e 45 45 I A AN [F]

f) Stratum (J2) "o Stratum—1 fETHJZE, HAMNEE UTC A, 1 Stratum—2 JJ A
Stratum—1 FREUN[A], Stratum—3 M Stratum—2 FREUTR], DLHSHE, {H Stratum

JER S BREIAE 15 BLN o AT XL 5% s A2 5 BB U IR 2R AA A LI L,

1M Stratum—1 F ] R 55 2 2 4~ R e BE Al

1E Cisco WA 2RI PT Be 43 52 M % oh 4 IR B0 RS2k 0 |, 26

KA E ARG A LASRAR FE B S FZ I A S5k 1IN, RS T 75k
T, BBIASREE R 1 RS . 20 2-15 I, SRIHAE LT GPS
B SRR B &, HnT LB B 4% Lo J20Ch 16-255 I 4 R B
eI, A 8bit fEfil. BRIMIGLL R, AE CISCO st b, J2h 8.

6. MCE R2 #%FHAS4 NTP Brh 4k i ds, FOlnl R B &, RGN MMCE, &
SR HT R NI e R s . BCE LR !

R2 (config) #hltp authenticate‘ v
R2(config)#

R2 (config) #hltp authentication—key 1 md5 cisco@server@ke:ﬂ S
R2 (config)#

R2 (config)#hltp trusted—key IL S

R2 (config) # /

R2 (config) #hltp server 192.168. 1. 1‘ ry

R2 (config)# /
R2 (config) #hltp source fastEthernet 0/OL /
R2 (config)#
R2 (config) #hltp authentication—key 2 md5 cisco@client@key{ P
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1 #tyE [stanley8961: fiifH

NTP fRIIAIE -

| #kyE [stanley897]: MlE

RL 4y — S BUZ I NTP R4
5o

#itiE [stanley898]: FilHE
NTP {22 4 A UE B

ity [stanley899]: FlE
A [D 6 S5 e 2%, FF FLAR
TSN 1 35 EE .

fityE [stanley900]: Fir &
NTP 5 H:& NTP % 4345 1
VR TP ik

#yE [stanley901]: FTFHF
NTP A UE .

#bvE [stanley902]: M &
55 NTP IR 55 28 A TIE R 2 A o

| #iE [stanley903]: FCHE

ZARAERIE P E Xo

#itiE [stanley904]: Fit'HE
NTP JIR 45451 1P,

#itiE [stanley905]: Fi'HE
LR B AR ] R
Pk

#fitiE [stanley906]: FC'HE
55 NTP &) s tAIE (1) 255
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R2 (config) #

R2 (config) #interface fastEthernet 0/0

R2(config*if)#htp broadcast key ﬂ 7777777777777777777777777777777777777777
R2 (config—if)#exit

R2 (config) #

7. YKSLHCE R3 B 8% 0 NTP (% 0. BCE W R
R3 (config) #ntp authenticate
R3(config)#

R3 (config)#ntp authentication—key 1 md5 cisco@client@key
R3 (config)#

R3 (config) #ntp trusted-key 1

R3 (config) #

R3 (config) #interface fastEthernet 0/0

R3(config—if)#htp broadcast client L

R3 (config-if)#exit

R3(config)#exit

R3#

8. THAE—Bma], SEFENEFED G, &F R1. R2 5 R3 NG R, #HilCH
W

Rl#tishow clock detail
12:31:20. 135 CHINA Tue Sep 11 2007

Time source is NTP

R2#show clock detail
12:31:29. 061 CHINA Tue Sep 11 2007

Time source is NTPL

R2#show clock detail
12:45:48. 913 CHINA Tue Sep 11 2007

Time source is NTP

9. 7E R2 F#FE NTP (R BERAS:

R2#show ntp associations

address ref clock st when poll reach delay offset disp
*7192. 168. 1. 1 127.127.7. 1 8 59 64 377 3.9 0. 18 18.3
* master (synced), # master (unsynced), + selected, — candidate, ~ configured

R2#
10, T5F R2 [ NTP [PRRAAS H

R2#show ntp status

Clock is synchronized, stratum 9, reference is 192.168.1.1
438
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| #byE [stanley907]: Kl
FAO/0 #2111, HEAT NTP )
o I HATH key 2 28R
BEHATINIE

_ | #tyE [stanley908]: Ml

B H1 24 4 NTP ()25 )7 i o
FLo O NTP (I T8 H6 4
SORBCE A 7] o

_ -~ #E [stanley909]: I,

O 2 BonBT )35 A NTP [ IR
%95,
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nominal freq is 250.0000 Hz, actual freq is 250.0012 Hz, precision is 2%*18
reference time is CA909DAD. 8651D35E (12:53:01.524 CHINA Tue Sep 11 2007)
clock offset is 0.1824 msec, root delay is 3.89 msec

root dispersion is 19.70 msec, peer dispersion is 19.50 msec

R2#

11, S3AME AT LA A R oy 2330 NTP:

R2#debug ntp authentication
R2#debug ntp packets

12, 0 THAPR NTP 12e 4, IIe s /e R2 _ERCE Wi~ ACL {-47 NTP [f)1%EHz:

R2 (config) #access—1ist 60 permit host 192.168.1.1
R2 (config)#ntp access—group peer 60

13« X R3 %/ o, EAERE 8 0 EOCHI NTP (IS5, il T

R3 (config) #interface fastEthernet 2/0
R3(config-if)#ntp disable |
R3(config-if) #exit

14, SER5ERL.
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-~ | #tiE [stanley910]: L&

SR 1 NTP by 2R HPIR A
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CCNP Lab Manual

Lab 75. Configuring Role-Based CLI
S5 H K-

I FRIET A OB R A AT AR ICE .
2 A AL .

P R RN SE

Configuring Role-based CLI

Fa0/0
192.168.1.1/24

192.168.1.10/24
FAD/O

I
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KR PR EK:

1. BCE B i As i TP dodik, JF HAEH] Ping fir- AN Hi s 55 PC HLIY ELIE L B

jEO

2« N TR AE thas ER AL, SREUR ] AAA, JF HLRCERPRCERS, IR

ML . BCE IR

R1(config)#
R1 (config)#aaa new-model
R1(config)#

R1(config)#enable secret cisco

Rl (config)#

3. 7ERL EE AR b, A HRAE, BCEWT:

R1#

Rlﬂenable view L
Password: sk
R1#

#Sep 11 18:40:36.431: %PARSER—6-VIEW SWITCH: successfully set to view ’root’
R1#

R1#

| #kyE [stanley9ll]: BH

AL o

4. EMRAERE, AR S B AR SR E A AL, CE R

| #kyE [stanley912]: Hi34f

ARGufeon, AT LCAI S H A
ELZRE A BRI

R1(config)#

Rl(config)#barser view monitor_viewL 77777777777777777777777777777777777777
Rl (config-view)#

*Sep 11 18:43:22.395: %PARSER-6-VIEW CREATED: view monitor view successfully created.
Rl (config-view)#
Rl(config—view)#%ecret ciscoL 7777777777777777777777777777777777777777777
Rl (config-view)#

Rl(config—view)#kommands exec include show versiod 7777777777777777777777777777
R1(config-view)#commands exec include all show ip
R1 (config-view)Hexit

R1(config)#
5. RSP, BB TR AL, BLE QR

Rl (config)#

Rl(config)#barser view debugfvieﬂ 7777777777777777777777777777777777777777
Rl (config-view)#

*Sep 11 18:47:42.599: %PARSER-6-VIEW CREATED: view ' debug view successfully created.

Rl (config-view)#

Rl (config-view)#secret cisco

Rl (config-view)#

| #itiE [stanley913]: 6t

AEl RTINS

#bvE [stanley914]: Ml
WU AR S P T

| #tdE [stanley915]: Ar'E

SRR AT LU ) iy 2 51
Ko

- | #tiE [stanley916]: g

TR

kl(config*view)#commands exec include debug ip ospf adj
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R1 (config-view) #commands exec include debug ip rip

R1(config-view)#commands exec include debug ip bgp | |
R1 (config-view) #commands exec include undebug all

R1(config-view)#

Rl (config-view)#Hexit

R1(config)#

6. AREENCE AT B A N B, AL

R1 (config)#parser view config view

Rl (config-view)#

#Sep 11 18:50:40.591: %PARSER-6-VIEW CREATED: view ' config view successfully created.
Rl (config-view)#

R1 (config-view)#secret cisco

Rl (config-view)#

R1 (config-view) #Hcommands exec include configure terminal
R1 (config-view)#commands configure include router

R1 (config-view)#commands router include network

R1 (config-view)#commands configure include no router
R1(config-view)#command router include no network

R1 (config-view)#commands exec include show running—config
R1 (config-view)#exit

Rl (config)#

7. RIPIFRFBUS, AABCEM AN E

R1#
Rl#tshow running-config

Building configuration...

parser view monitor view

secret 5 $1$AdI5$/ukL4mmy3Ft{1MX9F/xGN1
commands exec include all show ip
commands exec include show version
commands exec include show

!
parser view debug view

secret 5 $1$r6vv§BZSgSvaswhujo;j7QJ1/gWl
commands exec include undebug ip rip
commands exec include undebug ip ospf adj
commands exec include undebug ip ospf
commands exec include undebug ip bgp

commands exec include undebug ip

commands exec include undebug all
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commands exec include undebug

commands exec include debug ip rip
commands exec include debug ip ospf adj
commands exec include debug ip ospf
commands exec include debug ip bgp
commands exec include debug ip

commands exec include debug all
commands exec include debug

|
parser view config view

secret 5 $1$Qt7f$P9b0g8kgal. T11i jTvBhedl
commands router include network
commands router include no network
commands router include no

commands configure include router
commands configure include no router
commands configure include no

commands exec include configure terminal
commands exec include configure
commands exec include show running—config
commands exec include show

|

end

R1#

8+ A LR

Rl#ishow privilege

kurrently in View Context with view ’rootw

#yE [stanley918]: EiR
H 41T F root PLEIRES,

R1#

9. VEBSURTSUE, RIS SR Ay, SRR
R1>

Rl1>enable view monitor_view

Password:

R1#

#Sep 11 18:57:46.183: %PARSER-6-VIEW SWITCH: successfully set to view 'monitor view .
R1#

Rl#tshow privilege

kurrently in View Context with view monitor view

R1#
R1#show ?

#tyE [stanley919]: B
H 4 RT 4L T moni tor_view #i
EIE

bootflash: display information about bootflash: file system
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diskO: display information about disk0: file system
diskl: display information about diskl: file system
flash: display information about flash: file system
ip IP information

slotO: display information about slot0: file system
slotl: display information about slotl: file system
version System hardware and software status

Rl#show ip ‘?L

accounting The active IP accounting database
admission Network Admission Control information
aliases IP alias table

arp IP ARP table

as—path—access—1list List AS path access lists

auth—proxy Authentication Proxy information

10, VEBZ AT, M8 H] debug ML ok, HEATHIA:

R1>
R1>enable view debug view

Password:

R1#

#Sep 11 19:00:38.995: %PARSER-6-VIEW SWITCH: successfully set to view debug view .

R1#

Rl#tshow privilege

‘Currently in View Context with view ’debug view

R1#

Rl#‘show "L

% Unrecognized command

R1#

Rl#debug ip ‘?1
bgp

BGP information
ospf  OSPF information
rip RIP protocol transactions

Rl#debug ip ospf ?L

adj OSPF adjacency events
R1#
11y R, A config MM T 5%, HEREQIF:
R1>

R1>enable view config view
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#kyE [stanley921]: 161
show ip ?&&E Al AEE &I

fityE [stanley922]: WEox
H 47T b T debug view #A
(L5

ity [stanley923]: T
BATEAL, PRI T

show 7 %> .

ity [stanley924]: {#/H
debug ip ?f4, FLLEH
AT, 4 RE TR
SEMITH o

| #eyE [stanley925]: i+

ospf K#t, WHA adj KR
] LA
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Password:
R1#
#Sep 11 19:03:58.947: %PARSER-6-VIEW SWITCH: successfully set to view ' config view .
R1#
Rl#show privilege
Currently in View Context with view ’config view| | -~ | #it¥E [stanley926]: HiR
R1#t H 4 ET AL T config view #i
Rl#tshow ? S
bootflash: display information about bootflash: file system
disk0: display information about diskO: file system
diskl: display information about diskl: file system
flash: display information about flash: file system
running-config Current operating configuration | | #iE [stanley927]: HEF
slot0: display information about slotO: file system W PERLI 2, 7 0] LAFRAT »
slotl: display information about slotl: file system
R1#
Rl#configure terminal | | #t¥E [stanley928]: %)
Enter configuration commands, one per line. End with CNTL/Z. IR RE N 2 B AR
Rl (config)#
Rl(config)#router rip -~ | #tiE [stanley929]: nJLL
Rl(config*router)#betwork 10.000 N #47 RIP HIBCE .
R1 (config-router)#end ~ Mt [stanley930]: 1L
*Sep 11 19:05:31.619: %SYS-5-CONFIG I: Configured from console by consolerouter i 1 %
R1#
Ri#show rumning-config | | #tE [stanley93l]l: #rF&
Building configuration... Al E .

Current configuration : 48 bytes
!
&outer rip

network 10.0.0.0

! ‘ _ | #itE [stanley932]: H

! BRI, AR
end B HBCE

R1#

12, LI ERCE, WTLAE A view BN E B S FBR, JRH RG22,
AT LA A 5 G B (R 7 5K

13, SEK5ERL.
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MIMIIT
cisco

CCNP Lab Manual
Lab 76. Configuring Syslog Logging

SEI0 H K-
1. FERULERS thas FACE syslog &) o

PR RN SE

Configuring Syslog Logging

Syslog Server

@ 192.168.1.100/24

Fa0/0 Fa0/0
192.168.1.1/24 192.168.1.2/24
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TP R R EK:

1. ARAEIGS, FOE R, R2 B HI28H1 PC ML TP Huhk, JF HALH ping #r -
WiEH.

2+ 7E PC EML b 72242 Syslog R4 A smkAF, WIS 53 Syslog #fl. ASLH R H
(% 2% 10 Kiwi Syslog ) Ver 7.2.35 MA H RSS2 5. 1 R B fis

%4 Kiwi Syslog Daemon (¥ersion 7.2.35) 10| =]
File Edit Yiew Help

) WA |Display 00 (Defaul)  ~| |
D ate I Time I Priority I Hoztname I Meszzage ﬂ

=

OMPH | 0155 | 0316200

| | 100%

3. MO RI B& &84 Syslog % o, BCEUWIH:
Rl (config)#
Rl(config)#hogging 192.168.1.10q
Rl (config)#

Rl(config)#hogging trap ?L

<0-7> Logging severity level

alerts Immediate action needed (severity=1)
critical Critical conditions (severity=2)
debugging Debugging messages (severity=T)
emergencies System is unusable (severity=0)
errors Error conditions (severity=3)
informational Informational messages (severity=6)
notifications Normal but significant conditions (severity=5)
warnings Warning conditions (severity=4)
<er>

Rl(config)#hogging trap
Rl (config)#

Rl(config)#hogging source-interface fastEthernet o/d
R1(config)#

Rl(config)#hogging facility ﬂ

http://pan_baidu.com/share/home?uk=2084365290&view=share#

(ﬁtif [stanley933]: Mid%&
H RS 451 1P thik.

J

/fﬁtik [stanley934]: f#i[H?

5] AR i 2 AE IR H

L

(ﬁtif [stanley935]: A5z

BERNRIL T H AN R .

WIRAEAE LI FASE, TR
A& 2 g H A AR
\fﬁ%iv HHAT A 2.

(ﬂtit [stanley936]: [il®&
H 7R 55 5 1 U5 bk

J

(fwif [stanley937]: Hi &
R R AY,
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auth Authorizatio

cron Cron/at faci
daemon System daemo
kern Kernel
local0
locall
local2
local3
local4
localb
local6

local7

Local use
Local use
Local use
Local use
Local use
Local use
Local use
Local use
lpr
mail Mail system
news USENET news
sysl0  System use
sysll  System use
sysl2  System use
sysl3  System use
sysl4  System use
sys9 System use
syslog Syslog itsel
user User process

uucp Unix—to-Unix

Rl (config)#

Rl(config)#hogging od

n system
lity

ns

Line printer system

f

copy system

Rl(config)#hogging facility local7

KPR Lo B

Auth Cron Daemoon Kern

INIER%E I gy 4 0 R B 7 ARGy bR W%

Local 0 - 7 Lpr Mail News

A e SR R FTENHLRSE W 2 ¢ USENET [

Sys 9 - 14 Syslog User Uucp

RG] RgHE F gk Unix 3] Unix R EH|

4. AT etk HAEW B IRIE, 76 R B g DA E S exit dy
IR BB, DUE TR H . B i 3 s

Rl (config)#exit
R1#

%Sep 16 02:19:16.203: %SYS-5-CONFIG I: Configured from console by console
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#itiE [stanley938]: Cisco
B A ERIACK ] Local 7 {2
RURIEN B o
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H & R4 & i T e .
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42 )R e EAE Y SYS 5 gl
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#Sep 16 02:19:17.215: %SYS—6-LOGGINGHOST STARTSTOP: Logging to host 192. 168. 1. 100 Port 514

started — CLI initiatedl 77777777777777777777777777777777777777777777777 - | #it¥E [stanley941]: Biif5
R1# BN RHE, et H AR
R1# RESSIRCEIIL LA

5. T Syslog Ms#sim & B WN, 1 FEFR:

5% Kiwi syslog Daemon (¥ersion 7.2.35) -10] x|
File Edit Yiew Help

B4 A [Display 00 (Defauly =] |

Date | Time I Prionity | Hostname IHessage j

09-16-2007 02:17:44 Local? . Info 192.168.1.1 46: =Sep 16 02:19:17.215:
Z5YS5-6-LOGGINGHOST_START!
Logging to host 192.168.1.100

09-16-2007 02:17:44 Local7 Hotice 192.168.1.1 45 =Sep 16 02:19:16.203:
%5Y5-5-CONFIG_I: Configured

=

ZMPH | 0224 | 0316200

| | 100z
5. ECE PG B s lr) OSPF & M, ik Syslog RS #8475 ] LA R B2%
5k 4 ) LOG_WARNING 5 &, 7EMCE R, EMO K 4 OSPF 1% H a3 11)
RouterID FREAH[E, LME=4: RS Debug W . FLE W Fn:

R1(config)#router ospf 1
Rl (config-router)#network 192.168.1.0 0.0.0.255 area 0

R1 (config-router) #h‘outer—id 1.1.1. IL - | #tiE [stanley942]: #RE

R1 (config-router)#Hexit R1 ff RouterID 24 1.1.1. 1,

R2 (config) #router ospf 1
R2 (config-router) #network 192.168.1.0 0.0.0.255 area 0

R2 (config-router)#router-id 1.1.1.1 | #3E [stanley943]: Fi&E
5 R1 ¥ 45 AH F
‘Reload or use “clear ip ospf process” command, for this to take effectL 77777777777777 N RouterID,
R2 (config-router)#end T Mt [stanleyodd]: %4
R2#iclear ip ospf process $REEE clear ip ospf
Reset ALL OSPF processes? [no]: yes process frd, ) OSPF H
R2# 2o
6. MEE RL B A RN
R1#
I*Sep 16 02:32:35.411: %0SPF-4-DUP_RTRID NBR: OSPF detected duplicate router—id 1.1.1.1 from
192.168. 1.2 on interface FastEthernetO/Ol | #tik [stanley945]: &t

#2718 OSPF 1) RouterID H .
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‘ Ri# ‘
7. % Syslog B, MEEE. W FEFIRN:

2 Kiwi Syslog Daemon (¥ersion 7.2.35) o ]

File Edit “ew Help

4] [ 4 @) |Display 00 (Defaul) |

—_— I —— |
Date I Time Priority \l Hostname l)ll'g;sage \ o

09-16-2007 02:34:25 \Local?.Warning) 192.168.1. 48: *Sep 16 02:34:45.431:
Z%05PF-4-DUP_RTRID_MBR:
0O5SPF detected duplicate router-id
1.1.1.1 from 192.168.1.2 on

rface FastEthernetD/0 /

09-16-2007 02:31:56 Local?. Waming 192.168.1.1 47 = -33.35- .
#%05PF-4-DUP_RTRID_NBR:
0O5PF detected duplicate router-id
1.1.1.1 from 192.168.1.2 on
interface FastEthernetD/0

09-16-2007 02:31:49 Local7. Waming 192.168.1.1 46: =Sep 16 02:32:35 411:
#%05PF-4-DUP_RTRID_NBR:
0O5PF detected duplicate router-id
1.1.1.1 from 192.168.1.2 on
interface FastEthernetD/0

09-16-2007 02:31:49 Local? Hotice 192.168.1.1 45 =Sep 16 02:32:30.683:
Z5Y5-5-CONFIG_I: Configured LI

| | 100%

EMPH |0234 | 09152007

8 LA EAR I AT LA th Syslog DN Fid sk 1 % 7 i ) OSPF 2% HH M%) Router ID
A [

9. FHRIER: EESEH ST R HHEATH loggin trap rd, MAHEE
sk W H RGO, WA n] e B B0 B dod B L. Yl !

10 SEE 58
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